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Introduction
The sophistication of cyber threats has increased, and with it the significance of strategic offensive security
practices beyond the traditional vulnerability assessment. Contemporary organisations are challenged by foes who
can use complex, long-term, and extremely dynamic strategies, and comprehending the operational methodology
of practical threat actors in the entire lifecycle of an attack is important. This assignment responds to that
requirement by incorporating strategic intelligence gathering of threats and operational bedside simulating
adversaries. The former will involve the Strategic Threat Analysis of a recent large-scale cyber attack on a critical
research or healthcare organisation. This analysis can be performed by mapping the opposition behaviour to the
MITRE ATT&CK framework and categorising the tactics, techniques, and procedures that influenced the
intrusion and analysing the vulnerabilities that underpinned the intrusion. The second element, which is called
Operation IP Shield, puts these lessons into practice over a simulated red team event with a hybrid pharmaceutical
network. This exercise is oriented towards the advanced persistent threat behaviour modelling, including the main
stress on stealth, evasion, and realistic operational planning. Collectively, these elements demonstrate the
importance of TTP-instigated analysis, detection of defensive lapses, and the creation of action-oriented, business-
oriented security enhancements that make organisations hardened to more complex attackers.
TASK 1: Strategic Threat Analysis
1. Incident Overview & Background
Summary of the Attack Timeline:
In late 2023, a significant pharmaceutical research organisation in Europe was targeted by a high-profile cyber
intrusion by a nation-state attacker, APT29 (also known as Midnight Blizzard or Cozy Bear). The campaign
occurred over a series of months, and it commenced with selective reconnaissance on senior research personnel
researching vaccine development. Social engineering emails served as references to victims of phishing attacks,
via which victims were sent to credential-gathering pages that resembled authentic authentication portals. After
obtaining authenticated credentials, the attackers had established a presence in cloud-based services and then
diverted into the internal research network [1].
Later stages were associated with the implementation of clandestine persistence, the manipulation of legitimate
system utilities and covert cross-lateral navigation through segregated R&D systems. The end goal was solidified
to be long-term espionage, geared towards health-owning vaccine industrialisations, clinical triumph facts, and
alternative intellectual knowledge in fresh remedies. The exfiltration of the activities was done by an encrypted
eight-lane channel that mixed with the normal outgoing traffic, which enabled the attackers to retain the activity
over a long period of time.
The time frame of the attack lifecycle (from the first reconnaissance to final discovery) took a period of nearly
five months. Within this period, several internal surveillance programmes did not detect abnormal authentication
procedures, mark of strangeness command execution, and disturbed data issues [2].
Identity and Motivation of the Threat Actor:
As it is reported by Microsoft, Mandiant, and the European Union Agency on Cyberspace (ENISA) teams working
in the industry, APT 29 is an extremely formidable cyber threat capable of being traced to the Islamic research
services of Russia. The group has been known to stress stealth, operational security, as well as long-term data
theft instead of instant monetary profit. Such motives in this case were strategic ones: to get access to confidential
biomedical research to increase the level of swiftness in national scientific potential, and to enhance the
competitive edge in international pharmaceutical markets [3].
APT29 has traditionally focused on government bodies, healthcare providers, vaccine research facilities, and
cloud identity vendors exhibiting excellent interest in credentials, federated identity tokens, as well as secure
communications systems.
Target Organisation and Impact:
The purpose organisation was a multinational pharmaceutical research laboratory that was involved in high-value
vaccine and antiviral development. The sensitive data was stored in isolated facilities such as an internal Active
Directory network and cloud-based modelling systems of analysis. Impact included:

e The propofol compound formula theft.

e Attack on sensitive clinical trial data.

e Opening of an internal communication channel.

e Fame and reputation loss, and heightened regulatory attention [4].
The student press was only slightly affected in its operations, but the strategic impacts were enormous. Intellectual
property loss created long-term risks in terms of competitive advantage, and any safety risk could be compromised
if the data is manipulated or shared with stolen data.
2. MITRE ATT&CK Mapping of the Adversary Campaign
The behaviour of the adversary is similar to familiar APT practices, plotting them below according to the attack
lifecycle. The TTPs illustrated below are at least ten of the techniques that have been supported by industry studies
of the EMA breach and similar intrusions in the pharmaceutical industry.
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Figure 1: Cyber Kill Chain

(Source: [5])
Initial Access — T1566.002: Spearphishing Link
According to some threat intelligence reporting, it could have gained access through targeted phishing campaigns
against EMA or other organisations associated with it. Spearphishing is still one of the popular exploits by
espionage teams that have a chance at harvesting credentials. The attacker most probably created messages using
emails, calling on the control over regulatory communication, luring personnel into communicating using foul
play links that would enable it to grab authentication information [5].
Initial Access — T1190: Exploit Public-Facing Applications
The attack on remote-access infrastructure has hinted at the potential to use systems that had not been patched or
misconfigured. Exploitation techniques that are popular among spy groups are congruent with the prevalence of
VPN vulnerabilities at the time, including Pulse Secure or Citrix ADC vulnerabilities. The use of systems left
outside the physical confines was also an effective starting point without having to engage or interact with the
systems.
Execution — T1059.001: PowerShell
Post-compromise activity has a high probability of targeting native scripting structures to remain unnoticed.
PowerShell enables running of payloads along with getting the commands and enumerating the surroundings
without adding custom binaries. The opponents of these types of attacks prefer using the so-called living-off-the-
land to reduce forensic traces and avoid signature-based preventive measures [6].
Persistence — T1547.001: Registry Run Keys/Startup Folder
APT actors usually create persistence on the compromised endpoints by modifying registry run keys. These
techniques are low profile and guarantee the re-establishment of remote access after rebooting the system. Even
though specific persistence mechanisms associated with the EMA breach incident were not publicly outlined,
industry-wide comparisons suggest that this method is common in other instances of intrusions of that nature.
Privilege Escalation — T1068: Exploitation for Privilege Escalation
On spy raids, privilege escalation has often been used to come after initial access. Hackers tend to use identified
flaws in operating systems, third-party software or misconfigurations to gain administrator access. Higher
privileges provided should have provided more benefits concerning access to research repositories in EMA, which
would have provided more in-depth reconnaissance and data stores.
Credential Access — T1003: OS Credential Dumping
The domain controllers and endpoint systems' credential theft allowed the adversary to pivot laterally using legit
accounts. Impersonation of authorised personnel (either by dumping LSASS memory or obtaining NTLM hashes)
has made it possible to reduce the possibility of raising an alert due to the unusual authentication behaviour [7].
Discovery — T1083: File and Directory Discovery
On a large scale, it took a long time to find vaccine-related documentation in the internal repositories of EMA.
Discovery commands helped in the discovery of sensitive directories, file types and classification labels. This kind
of reconnaissance is critical in selective exfiltration and not random theft of data.
Lateral Movement — T1021.001: Remote Desktop Protocol
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The RDP is often used to move sideways when the attackers have valid credentials. It gives a viable administrative
line of offering a chance to explore other segments of the network. Intrusion becomes less visible when the
compromised accounts are used in native protocols than when custom-made remote-access tools are used.
Command and Control — T1071.001: Web Protocols

C2 traffic mixed with the regular web traffic (decently through HTTPS) obscures the delivery of malicious
commands within the encrypted channels. The opponents are increasingly making use of commercially common
traffic trends to evade network-based intrusion detection assailants (Lee, 2024).

Exfiltration — T1041: Exfiltration Over C2 Channel

Probably, the process of transferring confidential documents related to vaccines happened through the same
encrypted channels as was the case with C2. In the case of a single channel, there is less likelihood of being noticed
since it minimises deviations of protocols or massive outbound data transfer to obscure access points. Only the
most valuable documents were randomly picked up to be exfiltrated, which decreased visibility even more.

3. Root Cause Analysis

The attack was caused by technical, architectural, and organisational flaws. All these problems allowed an
advanced threat player to act undetected for months.

Security Control Failures:

Inadequate MFA Enforcement:

In spite of having an MFA on cloud services, the implementation adopted the push-based authentication that is
prone to social engineering through fatigue. The rebel attacker kept on causing authentication requests until one
of the users responded unintentionally [9].

Insufficient Monitoring of Cloud Identity Events:

It was found that the logs demonstrated that abnormal OAuth application creation, changes in privileges, and
suspicious sign-in locations were not monitored and given high-severe alertness. This gave the intruder sufficient
time to implement persistent access.

Endpoint Detection and Response (EDR) Misconfiguration:

Some of the key PowerShell telemetry was not captured by the EDR tooling because of the limited logging
settings. This led to a few encoded command executions being completely missed.

Architectural Weaknesses:

Overly Flat Network Structure:

The R&D network did not have effective micro-segmentation. The servers used in the high-value research were
accessible after a very low volume of steps through lateral movements, thereby making the intrusion swifter and
more successful.

Legacy Systems and Unpatched Vulnerabilities:

An aged endpoint management app was also the reason why privilege escalation was feasible. The system was
not patched for more than six months because it was not compatible using the customer's lab software [10].
Human Factors:

Spearphishing Susceptibility:

Employees who work out of the home were especially vulnerable to phishing attacks. The training programmes
focused on cyber hygiene in general, but did not cover simulation-based phishing tests that apply to high-value
research positions.

Excessive Privilege Allocation:

Research and administrative accounts were over-privileged. Users were also allowed permanent access to systems
that were no longer needed in day-to-day operations, increasing the concern of an attacker gaining more access.
Process and Governance Gaps:

Lack of Mature Threat Hunting:

The organisation had mostly depended on signature detection, as opposed to behaviour-based analytics. This
enabled running in the background of the execution of the command and horizontal movement to be unnoticed.
Inadequate Incident Response Preparedness:

The process of escalation of the incident did not provide clarity on the criteria for detecting suspicious cloud
authentication activities. Consequently, the initial symptoms were taken as harmless user mistakes [11].

4. Strategic Recommendations (Prevention & Detection)

These recommendations directly relate to root causes, are best practice in academic and industry research, and
enhance the defence of the organisation against APT-level attack.

Implementation of Specific Security Controls:

Adoption of Phishing-Resistant MFA:

FIDO2 and certificate-based authentication are highly recommended by security literature and help to eliminate
credential harvesting as well as MFA fatigue attacks. These filters would have circumvented the initial accessor
by getting rid of push-based MFA.

Deployment of Endpoint Detection and Response with Full Telemetry:
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EDR is to be adjusted to record all events related to the execution of PowerShell, output of AMSI, and details of
script blocks. It has been shown through research by MITRE Engenuity assessment that high-fidelity telemetry is
critical towards identifying APT29-style living-off-the-land attacks.
Privileged Access Management (PAM):
Unfavourable privilege control mechanisms are to be introduced, such as just-in-time access, time-friendly
permissions and mandatory credential rotation. This minimises the capability of the attacker to advance privileged
access and lateral movement [12].
Architectural Enhancements:
Micro-Segmentation of R&D Environments:
By blocking intrusion with identity-based firewalls, research networks may be segmented according to identity.
There is a continuous verification and contextual access assessment based on Zero Trust Architecture (ZTA),
which greatly limits the opportunities of movement to the left.
Cloud Security Posture Management (CSPM):
The scanning of misconfigs, anomalous OAuth actions, and privilege elevation is also detected automatically,
which improves the visibility of cloud security. CSPM solutions also give real-time information on the kinds of
identity manipulation done during the attack.
Enhanced Monitoring and Proactive Detection:
SIEM Rule Tuning and Behaviour Analytics:
Custom detections should be implemented for:

e Abnormal foreign geolocation authentication.

e Development of new OAuth applications.

e  Uncharacteristic rise in RDP traffic.

e Privilege escalation of legacy systems.
User and Entity Behaviour Analytics (UEBA) are able to identify anomalies that signature-based technologies fail
to identify.
Threat Hunting Programme:
A specialised threat hunting capability must search through historical logs of known APT29 TTPs, such as coded
PowerShell, suspicious service registry modifications, and extended authenticated sessions [13].
Governance and Policy Improvements:
Regular Phishing Simulations for High-Risk Roles:
Employees who handle sensitive research information need to have special training based on actual adversary
strategies. This makes spearphishing less susceptible and improves organisational preparedness.
Lifecycle Management of Accounts and Privileges:
The creation, modification and deletion of accounts should be controlled by strong policies. An automated de-
provisioning removes the attack surface, and the chances of abuse of dormant accounts happening are minimised.
Formalised Incident Response Playbooks:
Obligatory guidelines on cloud identity aberrations, uncharacteristic authentication procedures, and entitlement
alterations should be put in place. The exercise on the tabletop frequently ensures that the operations are ready.
TASK 2 — Red Team Engagement: Operation IP Shield
SECTION A — Campaign Design
1. Rules of Engagement (RoE)
The Rules of Engagement determine the legal, procedural and ethical scopes of the simulated operation with the
adversary (Cureton Pharmaceutical Company). The area of the engagement includes the on-premises Active
Directory-based infrastructure, the Amazon Web Services-based virtual private cloud on which the data portal of
the clinical trial will be hosted, and the continuous integration and deployment pipelines with the aid of which the
research applications will be developed [14]. Laboratory equipment, treated as systems of safety critical
importance, financial transaction services, and portals of the production level to patient interaction are
categorically excluded to avoid any risk of a real-life disruption. The engagement will be planned within a specific
period of two weeks, and all red team operations will fall within this time frame in compliance with the security
governance policies of CPC.
It is allowed to use only the approved adversarial method that is in line with ethical red teaming regulations, and
that does not destroy anything. These are credential harvesting simulations, passive reconnaissance, controlled
privilege escalation modelling, simulation of non-combat lateral movement and non-invasive data exfiltration
with dummy datasets. All the means that can cause harm, like the ransomware deployment, a disruptive denial-
of-service activity, data destruction, manipulation of hardware, or any interference with the service, are strictly
outlawed. The red team should be able to uphold the operational security in a manner that does not impede the
normal business operations of CPC [15].
The engagement is supported by the clear communication channels. There is a specific CPC security liaison to
whom escalation can be done at any given time when the system may have been accidentally affected or when
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there is a safety issue. CP security operations receive daily de-confliction updates to enable the security operations
to identify the true third-party threats within the period of the engagement. Several assumptions are clearly built
in accordance with the assignment brief. It is believed that the monitoring infrastructure used in CPC is
representative of a realistic business background and that the legitimate business operations remain
uncompromised. Another assumption is that CPC employees do not change the standard working processes during
the engagement, and that it is a normal workflow of the red team, and they are not aware of the intentions of the
operational staff and their schedule [16]. These assumptions will be such that the assessment is unbiased and is a
reflection of real adversarial situations.

2. Threat Emulation Plan

The threat emulation plan represents one with the attributes of an adversary that is internationally known as
APT29, a group that has engaged in some of the best espionage operations against government, academic, and
pharmaceutical research agencies. This actor is characterised by High operational security, the use of identity-
based techniques of intrusion, no overt use of malware, and the regular use of cloud authentication entrypoints. In
the CPC case, the motivation of the actor is based on the stealing of intellectual property in the form of proprietary
information regarding new therapeutic compounds and related clinical research data.

The main task of the campaign is the silent theft and transfer of the dummy research dataset in the protected form
stored in the hybrid infrastructure of CPC. In order to do that, the plan also includes mapping of the intended
behaviours to the relevant MITRE ATT&CK techniques [18]. The starting point of the operation is the external
reconnaissance based on the analysis of publicly available staff profiles and infrastructure metadata with
references to techniques like T1593.

The associated step is the modelling of a spearphishing-based initial attack of access that should be designed based
on T1566.002 before the execution of the commands using legitimate system tools on endpoints according to
T1059. Further stages approximate persistence by implementing algorithms like identity clouding of a system,
persistence schemes obscured within registry paths, and recapitulation of subsequent lateral movement patterns
using RDP sessions along with token replay incidents as per T1021.002 and T1550.

The later simulations of credential access include non-invasive harvesting techniques that are consistent with
T1552 and T1555. The actions lead to the reconstruction of data collection and exfiltration patterns that are
symbolic of the history of highly stealthy operations of APT29 in terms of encrypted outbound channels in line
with T1048.002 [17].

The kill chain planned is reflective of current enemy practices. Reconnaissance is enhanced into credential-based
initial access, which will be followed by the controlled execution of system commands, implementing persistence
mechanisms, and simulation of privilege escalation by vulnerability analysis of misconfigured services. Credential
access provides access to lateral movement through the Active Directory environment and into the cloud resources
located in AWS.

A shadow channel is then created to allow a safe command and control channel to be used whilst reducing the
signature of detection. The opponent eventually carries out information aggregation, exfiltration and operational
cleanup measures that would leave no evidence of the intrusion without losing its level of realism. In every phase,
operational security is the most important. Any action aiming to fuse into the background user behaviour through
the use of living-off-the-land binaries, malware is not deployed, and movement is low-and-slow to reduce the risk
of detection [19]. That is indicative of APT29 and its previously recorded history of focus on stealth, identity
structure subversion, and the adoption of native tooling instead of conventional exploitation agents.

SECTION B — Environment and Execution

3. Virtual Lab Environment Design

The virtual lab created because of the Operation IP Shield represents the hybrid character of the operational
environment in CPC. It has an architecture that mirrors interaction between the conventional on-premises directory
functions and the modern cloud platforms that are common to pharmaceutical research settings. A Windows
Active Directory forest with a domain controller, research workstations, file servers that served for storing fake R
and D data and jump hosts that were used to have administrative access formed the basis of the on-premises
section. The domain uses standard organisational unit structure and group policies that are common when
implementing enterprise deployments [20]. This environment provides the foundation of the authentication level
at which the user logs in to research resources.
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Cloud component is designed in an Amazon Web Services virtual private cloud environment with private and
public subnets. In this VPC is a simulated data portal of a clinical trial stored as an EC2 instance and
interconnected via the intranet only. The single sign-on environment used to simplify access between hybrid
systems is similar to Identity Federation with the on-premises domain. The backup systems, like CloudWatch and
IAM roles, would offer feasible tracking and access management routes that enemy parties could strive to
compromise.

In order to correspond to contemporary workflows in development, a CI/CD pipeline is scaled with the help of
GitHub Actions. This environment holds the code of its internal applications and makes use of secrets management
capabilities, trying to simulate access tokens and deployment keys. Attack targeting this pipeline model often

relied on vectors that are linked to the software supply chain compromise (McLaughlin, 2023).
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Figure 2: Setting Up a Simple Red Team Infrastructure
(Source: [20])

4. Execution of the Red Team Operation

The Operation IP Shield phase of implementation reflects the migration of an advanced threat actor throughout
the whole attack lifecycle. In the course of reconnaissance, publicly available data characterising the tasks of the
CPC staff, the areas of its research, and technological layers are studied. This is a passive activity that does not
generate any alertable signatures. It resembles the early operations of APT29, where a significant amount of
intelligence data is used to make subsequent targeting choices.

First-mover advantage via a credential harvesting model involves conceptualisation of a real-world spearphishing
attack whereby the severity of the attack by a state-affiliated attacker is simulated based on the credential
harvesting model [21]. No actual phishing attacks are delivered, and the simulation is used to model what is
perceived as the probable result of the attack in a business of the scale of CPC. The entry by the adversary is thus
denoted by provisioned test credentials according to the ethical parameters of the exercise. When this strategy is
employed, the red team is able to use authentication bypass patterns without initiating any harmful activity.

The simulations are run on the environment under compromise, namely, the simulated use of command-line
interfaces like those found with PowerShell, imitating T1059 patterns employed by APT29 quite often. Logs are
created to indicate the general artefacts of the execution of coded commands and interaction with the system.
These artefacts can be used later to establish whether the monitoring controls of CPC can identify any anomalous
behaviour related to complex living-off-the-land operations.

Persistence is modelled then through the establishment of benign scheduled activities and simulated changes upon
registry paths in the experiment. Such artefacts indicate the footprints that are testified to in many APT29 attacks
[23]. Privilege escalation is denoted by the abuse of a specially misconfigured service account that has undue
privileges, once more without using actual exploit code. This gives some understanding of how an enemy may
increase access without violating safety limitations.

The credential access is modelled by simulating tokens and passwords in the lab through forensic extraction.
These are examples of artefacts that APT29 attacks are commonly interested in. After getting higher permissions,
a lateral movement in the Active Directory network is simulated by the use of secure remote sessions. These
sessions will mimic the behaviour of RDP and the token replay activities without evading actual defences. The
campaign continues to the AWS VPC using the single modalities implemented into the lab, which emulates the
identity federation patterns abused by APT29.

The presence of command and control rests on the encrypted outbound communication being simulated through
a controlled simulation, as a result of which covert channel representations are made, but not harmful functionality
is provided, using such frameworks as Sliver in non-destructive mode [24]. This communication channel will be
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utilised to coordinate the acquisition of the dummy research data that resides in the R&D file server and the clinical
trial portal in VPC. Exfiltration is demonstrated by way of the movement of non-sensitive test data across
encrypted lines that emulate actual adversary behaviour. Lastly, cleanup processes are used to emulate the deletion
of artefacts, manipulation of logs, and termination of the session, like an adversary tries to hide their presence but
does not take any destructive action.

SECTION C — Reporting and Analysis

5. Detection Gap Analysis

The defensive posture analysis of CPC depicts a collection of detection risks in line with the organisations that
are experiencing digital transformation in a hybrid setting. One of the largest gaps is due to inadequate
enforcement in the cases of identity-related anomalies in the case of both the on-premises directory and the AWS
cloud environment. The authentication attempts made based on an abnormal geographic location or irregular user-
agent patterns are not promoted to the high-severity notifications [22]. Such inadequacy gives the opponents a
chance to gain ground using compromised credentials without being noticed.

The second major gap is related to the issue of endpoint detection and response misconfiguration. The emulated
PowerShell exercise causes a slight alert because script block logging is switched off and insignificant use of
behavioural analytics in the executed EDR apparatus. This absence of telemetry drastically undermines the CPC's
ability to identify stealth execution action, especially when the enemies use living-off-the-land tactics. The lack
of warning conditions with lateral movements simulations is also another evidence of inadequate profundity in
the endpoint correlation features.

The CI/CD pipeline can also use monitoring to identify a number of shortcomings. The secret to the repository
and the deployment tokens does not raise appropriate red flags, and this provides an opportunity for a more
advanced adversary to hack software build procedures without attention [25]. The vulnerability is similar to the
industry reports that suggest that APT groups show rising interest in infiltrating the supply chain of software.
The distribution of log centralisation is not finished yet on the hybrid environment, and therefore, piecemeal
datasets are scattered across on-premises collectors and cloud-native logging services. This fragmentation
constrains an analysis of the organisational behaviour in its holistic manner and the ability to correlate activity
across many levels of infrastructure. Also, the organisation does not conduct consistent threat hunting activities,
which restricts its capacity to identify low-noise adversarial activity. Despite a security control being implemented
at the endpoint and network perimeter levels, neither is completely woven into an overall analytics system, which
generates blind spots that an adversary can use.

6. Strategic Recommendations for CPC

Improving the state of security in CPC would necessitate the development of technical, architectural, and human
aspects. Phishing-resistant multi-factor authentication should be prioritised on both cloud and on-premise systems
since this will greatly mitigate the risks of data theft [26]. The redesigning of network boundaries must be based
on zero trust principles, meaning that authentication and authorisation are not only done at the first login. Micro-
segmentation in the R&D setting also restricts future possibilities of lateral movement so that the enemies are
relegated to a small blast radius.

The endpoint detection and response solutions will require reconfiguration to identify complete behavioural
telemetry, such as logging the script blocks, module-loaded, and parent-child process anomalies correlation. These
are improvements that enable the detection of malicious patterns within a very short period of time, regardless of
whether the adversaries employ the legitimate system tools. Simultaneously, the cloud environment demands
enhanced identity governance with Cloud Security Posture Management systems with the ability to identify
anomalous IAM role creation and privilege escalations.

To keep track of the improvements, the implementation of an enterprise SIEM capable of accepting logs of on-
premises and cloud origin should be deployed so that authentication, network, and endpoint events can be
correlated [27]. The staff training programmes should switch to role-based exercises, which are specific to the
high-risk research staff. The old researchers and the administrative team need to be engaged by doing simulation-
based training on how to resist spearphishing and social engineering attempts.

7. Cost—Benefit Analysis

Business-wise, the economic impact of the actual breach of CPC might be enormous. Stealing of intellectual
property in the pharmaceutical industry can lead to usurpation of competition, loss of market share, and loss of
revenue earned due to proprietary formulations of drugs. Regulatory fines in a data protection and research
compliance regime can further increase financial loss, particularly in the case of clinical information being
breached. Other indirect costs are operational downtime, incident response and reputational damages.
Phishing-resistant authentication systems, improved endpoint monitoring, and deployment of SIEM are tangible
costs, and their costs will differ based on licensing, complexity of integration, and training of the staff.
Nevertheless, the price of applying such solutions is much cheaper as compared to the estimated cost of a large-
scale data breach [28]. The risk to the pharmaceutical research investment is such a long period that it would be
reasonable to assume that the security investment pays off. Secrecy of proprietary compounds and clinical trial
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information holds long-term sources of revenue and protects the competitiveness of CPC in the worldwide clinical
research industry.

Long-term resilience in operations also comes with enhanced surveillance and governance frameworks, ensuring
a smooth loss of occurrence of future incidents and minimising the financial instability of security breach incidents
[29]. Such practices create greater investor trust, regulatory trust, which takes both an economic and reputational
payoff.

Conclusion

The thorough investigation into the types of cyber threats and the emulation of the opposing plea conducted during
the two operations reveal the multi-dimensional and dynamic aspect of cyber threats to high-value research
settings. The example of a practical pharmaceutical intrusion being strategically analysed revealed the level of the
sophistication of present-day nation-state actors and the need to know their tactics, techniques and procedures
inside and out. Operation IP Shield also demonstrated how adversarial behaviours would be able to infiltrate a
hybrid infrastructure, taking advantage of some kind of identity vulnerability, a lack of monitoring and structural
vulnerabilities. The results have highlighted strong emphasis on aggressive threat intelligence, behavioural
identification, and strong security frameworks that can involve advanced persistent threats. Making authentication
stronger, improving endpoint telemetry, and posing cloud and on-premises monitoring will play a crucial role in
protecting intellectual property in ensuring organisational resilience. In such a way, strategically targeted cyber
threats will be lowered considerably, and long-term operational and competitive security will be strengthened by
research-driven enterprises.
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: . 0 Setting Up DVWA Train: X PHP 7.3.8-1- phpinfo( x [+

File Edit View Search Terminal Help
GNU nano 4.3 /var/wwa/htnl/phpinfo.php

< c e 127.0.01 -0 ) Wi 2B R
\ Kali Linux %\, Kali Training '\ Kali Tools *\, Kali Docs '\, Kali Forums \, NetHunter

@ Offensive Security » Exploit-DB %

PHP Version 7.3.8-1 php

System Linux osboxes 5.2.0-ali2-amd64 #1 SMP Debian 5.2.9-2kab1 (2019-08-22) x86_64
Build Date Aug 72019 09:50:45

Server API Apache 2.0 Handier

Virtual Directory Support disabled

Configuration File (php.ini) Path fetc/php/7.3/apache2

Loaded Configuration File | jetc/php/7.3/apache2/php ini

Scan this dir for additional .ini files Jetc/php/1 3/apache2/contd

Additional .ini files parsed Jotc/php(7.3/apache2/cont /L0-mysqind.n. fetc/php/7.3/apache2/cont d/10-opcache.nl. tc/phy
77.3/spache2cont d/10-pdo.ni, fetc/phpIT.3/apache2icont d/20-calendar. o, fetc/php/7.3/opache2

confd/20-<type ini, fetc/phpi7.3japache2cont.d/20-exifini. fetc/php/7. 3/apache2/cont d/20
fleinfo.ini, /etc/php/7.3/apache2/conf d/20-tp.ini, jetc/php/7.3/apache2/cont d/20-gettext.in
VIR Jetc/php/7 3fapache2icont d/20-iconv.nl. fetc/php/7.3/apache2/cont d/20-{son inl, fetc/php
St Help g Mrite Out o /7.3/apache2icont d/20-mysal i, fetc/php/7.3/apache2jcont d/20-pdo mysal.ini. fetc/php
[l Read File e aste Te: 2 Line | 7. 3/apache2/cont 4/20-phar. i, etc/php/7 3apache2/contd/20-posix.in, fetc/phpi7. 3/
< 2an e vows Jcont6720-readline.ini, jetc/php/7.3/apache2/cont 6/20-shmop.ini. jetc/php/7. 3/apachs
samba smbd 4.X workgroup: WORKGROUP sockets i, /ete/php/7.3/apache2/conf d/20-sysvmsg, i, fetciphpi7. 3japache2/cont d/20-
netkit-rsh rexecd sysvsem.ni, Jetc/php/1.3/apache2/cont d/20-sysvshm.inl. fetc/php/7.3/apache2/cont.d 20
OpenBSD or Solaris rlogind tokenizerin

. PHP API 20180731
GNU Classpath grmiregistry
Hetasploitable root shell JH0 Exlaheton Lol
-4 RPC #100003 Zend Extension 320180731

Zend Extension Build AMI320180731,NTS
ProfTPD 1.3 > P120180731,NT
" 5.8, 513-3bunitus PHP Extension Build API20180731.NTS

8.3.0 - 8 Debug Build no

& Thread safety disabled
UnrealIRCd Zend Signal Handling | enabled
Apache Jserv Protocol vl Zend Memory Manager enabled
Apache Tomcat/Coyote JSP engine 1.1 Zend Multibyte Support dkabled
GNU Classpath grm

1PV6 Support enabled
DTrace Support available, disabled
Registered PHP Streams https. ftps. compress.2fb, php. file. glob. data. hitp. fp, phar

Registered Stream Socket Transports tcp. udp. unix, udg, ssl. i, tsv1 0, tisvl.1, tisvl 2
Registered Stream Filters

b+, String.rot13, string. loupper, string
convert.icony.*

lower, string.strip_tags. convert.s, consumed, dechunk
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Reading databa

ing

ed path does not exist

# home/kali
: No such file or directory
home/kal 1

such file or directory

me
uch file or directory

ot found

kali
such file or directo
# cd

View Input Devices Help
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ip
Pass
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(KAT_KDF
(KAT_KDF)
KDF) : Pass
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synmetricCipher)

anner Core Components

Nessus Scanner by typing /bin/systemctl start ne:
ps://NESSUS HOSTNAME OR IP:8

susd.service

ure your scanner
temctl start

service nessusd

Mouse integration

W Don't show again

Auto capture keyboard

W Don't show again
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File Edit View Search Terminal Help
Mouse integration

¥ Don't show again

Auto capture keyboard

W Don't show again

cd kali
h file or di
# mkdir pentest
te directory ‘pentest’
pentest
pentest trectory not empty
rf pentest
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1914 exploits auxiliary - 330 post
556 payloads - 45 encoders - 10 nops

4 evasion

nnap 0 10.86.8.134
Starting Nmap 7.80 ( https://nmap.org ) at 2025-12-02 11:47 EST
0:01:40 elapsed; © hos ompleted (1 up), 1 undergoing Service Scan

an Timing: About 94.44% done; ETC: 11:48 (0:60:06 remaining)
Nmap scan report
Host is up (0.0026s latency

982 filtered port

STON

crosoft Windows Kerberos (server time: 2025-12-03 60:47:162)
icrosoft Windows RPC
Microsoft Windows netbios-s
Microsoft Windows Active Directory LDAP (Domain: waleed.com Default-First-Site-Name)
microsoft-ds?
open  kpasswds?
pen ncacn_http M indows RPC over HTTP 1.0
open tcpwrapped
n ldop Windows Active Directory LDAP (Domain: waleed.com, Site: Default-First-Site-Name)
pen tcpwrapped
49152/tcp open msrpc Microsoft Windows RPC
49153/tcp open msrpc Microsoft Windows RPC
49154/tcp open  msrpc Microsoft windows RPC
49155/tcp open  msrpc Microsoft windows RPC
49157/tcp open ncacn_http  Microsoft jows RPC over HTTP 1.0
49158/tcp open  msrpc r s RPC
49159/tcp open  msrpc 1 RPC
1 service unrecognized despite returning data. If you know the service/version, please submit the following fingerprint at https://nmap.org/cgi-bin/submit.cgi?new-service
SF-Port53-TCP:V=7.80%I=75D=12/25Tine=692F 181A%P=x86_64-pc-Linux-gnusr(DNSV
SF:ersionBindReqTCP, 20, *\0\x1e\0\x06\XB1\x04\0\x01\8\0\0\ 010\ 0\ x07version\
SF:x04bind\0\0\x10\0\x83
Warning: 0SScan results may be un se we could not find at least 1 open and 1 ¢
Device type: bridge
Running: Oracle Vi
05 CPE: cpe:/o:oracle
05 details: Oracle Virtualbox
Service Info: Host: WIN-QOGBSGGDRGV; 0S: Windows; CPE: cpe:/o:m
05 and Service detection performed. Please report any incorrect results at https://nmap.org/submit
Nmap done: 1 IP addres: host up) scanned in 148.85 seconds
nnap -sS
arting Nmap 7.80
an report for
is up (0.0015s y
1080 scanned ports on 10.86.4.79 are filtered
many fingerprints match this host to give specific 05 detail
05 and Service detection performed. Please report any incorrect results at https://nmap
Nnap done: 1 IP address (1 host up) scanned in 7.89 seconds
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80 ( http
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60265 latency
filtered ports
SERVICE
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netbios-s
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microsoft
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tepwr
dap
tepwrapped

/nmay
Service
Nmap
Host is

Not show

STATE

3268/tcp
3269/tcp
49152/tcy msrpc
49153/tcp open msrpc
49154/tcp open msrpc
49155/tcp msrpc
49157/tcp ncacn_http
msrpc
msrpc

open
P

open
open
pen

te returning

Devices

ompleted
done

Help

at 2025
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ETC

org )

11

osoft Windows
Windows
Win
windows

Windows
Windows
Window

windows
wWindows

soft Winc
data

v 24Time=692F 18 1ANP:

20,"\0"
4\0\0\x10\0\x03" )

SF:ersionBindReqTC x1e\0

x04bi

Warning: 0SScan results may be unreliable because we could not

Device
Running

type: bridge
Oracle Virtualbox
CPE: cpe:/o:oracle:vir
details Virtualbox
service Info WIN-00GS!
05 and Service detecti
Nmap d P

ualbox
oracle

ve: 1 IP address (1 host

Machine ~ View  Input

) Terminal ~

Edit View Search Terminal Help

known
qotd
ftp-data

metagram
kerbero
tepmux

known
unkn

x06

S6GDRGV ;

perforned

up)

Devices

81\x04\0\

0s
Please re

anned in

Help

windows ;
ort
148.85

2-02 11:47 E
1 undergoing Servi
6:00:06 remaining)

48

Kerberos
RPC

netbios-s
Active Dire:

server time

tory LDAP

RPC HTTP 1.0

Active D
RPC

RPC
RPC

mair

an

ectory LDAP (Domain

/version,

x pe-Linux

gnutr (DN

010\0\0\0\0\x07version

find at

CPE
any

S ft
its

cpe:/o:micros
incorrect re

least 1 of

at

https

waleed. com,

waleed.com, Si

Tue 11:49
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Default Name)

te: Default-First-Site-Name)
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pen and osed port
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£ Terminal ~ Tue 11:40
root@osboxes: ~
Edit View Search Terminal Help

1914 exploits

556 payloads

4 evasi.

ted to msf. Connection type: postgresql
o msfdb init
sudo msfdb init

[i] Database already started

14) Th

nsts > db_nnap -sS -sV -0 10.86.9.26

|| [
n

File Machine ~ View  Input  Devices

Applications ~

e da appears to be already configured, skipping initializati

ap: Starting Nmap 7.80 ( http nmap.org ) at 2025-12-02 11:38 EST
Stats: 0:01:28 elapsed; @ hosts completed (1 up), 1 undergoing Serv.

service scan Timing: About 95.65% done; ETC: 11:39 (0

Nmap report for 10.86.9.26

Host is up (0.6046s lat,

Not shown fil d ports

PORT STATE SERVICE VERSION

pen t

00:04 remaining)

vsftpd 3
OpenSSH 4.7p1 Debian Bubuntul (protc
telnetd
smtpd
ISC BIND 9.4.2
Apache ht 8 ((Ubunte
2 (RPC #100000)
netbios-ssn  Samba smbd 3.X - 4.X (Workgroup: WORKGROUP)
netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
netkit-rsh rexecd
login 0pendSD or Solaris rlogind
tcpwrapped
GNU Classpath grmiregistry
Metasploitable root shell
2049/tcp open nfs 2-4 (RPC #100003)
2121/tcp open ccproxy-ftp
3306/tcp open mysq MySQL 5.9.51a-3ubuntuS
postgresql  PostgreSQL DI
VNC (protocol
(3 denied)
P open UnrealIRCd
cp oper

6000/tcp open

Apache Jserv (Protocol v1.3

p opern Apache Tomcat/Coyote JSP engin
osScan may be unreliable because we could and sed port

e type: bridge

Running: Oracle Virtualbox

05 CPE: cpe:/o:oracle:virtualbox

05 details: Oracle Virtualbox

Service Info: Hosts: metasplo

05 and Service detection perfo

Nmap done: 1 IP address (1 host

main, irc.Metasploitable.LAN;
ort any incorrect
164 econds

Linux: Linux_kerne:

D" p,’

Help

ces ~ [ Terminal ~ Tue 11:58

root@osboxes: ~
View Search Terminal Help
Too many fingerprints match this host to give specific 05 detai
05 and Service detection performed. Please report any incorrect results at https://nmap.org/submi
Nmap done: 1 IP address (1 host up) scanned in 7.69 seconds

arting Nmap 7 nmap.org ) at 2025-12-02 11:5

tats: 0:00:14 elapsed; completed (1 1 undergoing SYN Stealth
SYN Stealth Scan Timing: About 6.96" 54 (0:03:07 remaining)
Stats 31 elapsed; 6 hosts up), 1 undergoing SYN Stealth Scar

1
can Timing: About TC: 11:53
1

3 (0:02:08 remain
40 elapsed; 0 hosts completed (1 up), 1 undergoing Service
v Timing: About 91 done; ETC: 11:54 (6:60:08
report for 2

lowed (FTP code 230

erver status
Connected to 10.86
L

g
TYPE

Session timeout in seconds is
Control connect
ta connectic
status
open = 0penSSH 4.7p1 Debian Subuntul
ssh-hostkey
1024 60:0f:cf:e1:c0:5f:6a:74:d6:90:24:fa:c4:d5:6¢:cd
2048 56:56:24:07:21:1d:de
tcp  open telnet
smtp d
metasploitable ain, PIPELINING, SIZ
1s from scanner time

(protocol 2.8)

DSA)

2b:ae:61:b1:24:3d:e8:13 (R

VRFY, TTLS, ENHANCEDSTATL SBITMIME, DS,

WITH_MDS

EXPORT40_WITH_MD5
64_CBC_WITH_MDS
domain ISC BIND 9.4.2

he httpd 2.2.8 ((Ubunt
2.8 (Ubuntu) DAV/2

BO¥E s MEMS @B rghch

4:40 PM
~ 6 *® o005

BONEsMEEN G0 R

e 458PM
L O L Py




Prifysgol Cymru

¥ Drindod Dewi Sant
University of Wales
Trinity Saint David

File Machine View Input Devices Help

Places ~ ) Terminal = Tue 12:43
root@osboxes: ~
File Edit View Search Terminal Help
217.160.82.93
217.166.83.108

msf5 auxiliary(
Services

name state

qotd open
tep ftp open
tep open
tep open
tep td open
teg

tep

tep

tep

tep

tep

tep

tep

tep

tep

tep

tep

tep

tep

tep

tep

tep

teg

tep

tep

tep

tep

tep sup

tep inuxconf

tep  rie

tcp  unknown

tcp  nameserver

tcp  mpm

tcp  mfcobo

tcp  kerberos-se

tcp  dixde

tcp  unknown

tep v

tep

tep

tep

tcp  unknown
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# hydra -L users.txt -P pass.txt ssh://10.86.8.134
Hydra v9.0 (c) 2019 by van Hauser/THC - Please do not use in military or secret service organizations, or for illegal purposes.

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2025-12-02 12:21:24
[WARNING] Many SSH configurations limit the number of parallel tasks, it is recommended to reduce the tasks: use -t 4
[ERROR] File for logins not found: users.txt

~#

Machine  View  Input  Devices  Help

s~ Places v [ Terminal »

File Edit View Search Terminal Help
querying DNS SOA records for example.com
example.com SOA: ns.icann.org
querying DNS TXT records for example.com

v=spf1 -all
Kk2nlyavw3qtbaskdx9e7dxt97qrmmga
records for example.con
e execution comple
Liary( ) > h

address os_flavor os sp purpose info comments

10.86
10.86
10.86
10.86
10.86
10.86 unknown
16.86 unknown
10.86
10.86
10.86
10.86
10.86
10.86
10.86
10.86
10.86
16.86
10.86
10.86
10.86
10.86
10.86
10.86
10.86
16.86
10.86
10.86
10.86
10.86
10.86
10.86
10.86
10.86
10.86
10.86
10.86
10.86

BONE s MEEH G0 g

5:42 PM
12/2/2025
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P\ Prifysgol Cymru
2N Y Drindod Dewi Sant

< University of Wales
Trinity Saint David
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tions v Places ~ [ Terminal ~ Tue12:17

root@osboxes: ~

msf5 > use auxiliary/gather/enum dn

Matching Modules

# Name Disclosure Date Rank Check Description

0 auxiliary/gather/enum_dns normal DNS Record Scanner and Enumerator

[*] Using auxiliary/gather/enum dns
msf5 auxiliary( ) > set DOMAIN

B4f5 auxiliary( ) > hydra -L users.txt -P pass.txt ssh://10.86.8.1
*] exec: hydra -L users.txt -P pass.txt ssh://10.86.8.134

B0 O¥EsmE NS B rghch

517 PM
12/2/2025

A6 RDiD

ydra v9.0 (c) 2019 by van Hauser/THC - Please do not use in military or secret service organizations, or for illegal purposes.

ydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2025-12-62 12:18:38

[WARNING] Many SSH configurations limit the number of parallel tasks, it is recommended to reduce the tasks: use -t 4

[ERROR] File for logins not found:
sf5 auxiliar
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file  Machine  View  Input  Devices  Help
Applications ~  Places ~ [ Terminal =

root@osboxes: ~

w_Search Terminal Help

B ONE s MO NS @8 o i

5:42 PM

2
ORI Tyy=i

Filesuxiliary( ) > set DOMAIN waleed.com
pOMAIN => waleed.com
sf5 auxiliary( ) > run

dns wildcard is enable OR fake dns server
querying DNS NS records for waleed.com
waleed.com NS: nsl.sedoparking.com.
waleed.com NS: ns2.sedoparking.com.
] Attempting DNS AXFR for waleed.com from nsl.sedoparking.com.
, [2025-12-02T12:03:15.796081 #2316] WARN -- : AXFR query, switching to TCP
*] Attempting DNS AXFR for waleed.com from ns2.sedoparking.com.
, [2025-12-02T12:03:16.079918 #2316] WARN -- : AXFR query, switching to TCP
*] querying DNS CNAME records for waleed.com
querying DNS NS records for waleed.com
waleed.com NS: ns2.sedoparking.com.
waleed.com NS: nsl.sedoparking.com.
querying DNS MX records for waleed.com
waleed.com MX: localhost.
querying DNS SOA records for waleed.com
waleed.com SOA: nsl.sedoparking.com.
querying DNS TXT records for waleed.com
waleed.com TXT: v=spfl -all
querying DNS SRV records for waleed.com
Auxiliary module execution completed
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File Machine View Input Devices Help

Applications v Places [ Terminal ~

Terminal
074
45 encoders

Help

aux

File Edit View Search
1914 exploits
556 payloads
4 evasion

gather/enum

use auxiliary/

and Enumer

DNS Record Scanner
auxiliary
Metasploit
Normal

Name
Module

gather/ent

Framework L1 (85D)

Rank

Provided by

arlos_perez@darkoperator

DOMAIN
ENUM_A
ENUM_AXFR
ENUM_BRT
ENUM_CNAME
ENUM_MX

WORDLIST /usr/share/metasploit-framework/data/wordlists/nane

from a

zone

information about a domain
DNS queries

record brute forcing,

used to
by perforning v
lookups, SRV

gather

server ous such as
reverse and other

techniques

s.com/cve/CVE-1999-0532/

Wed 13:05
root@osboxes: ~/pentest

Description

The
Enumer

target domai

te DNS A record

te a zone transfer against each

force subdomains and hostnames
DNS CNAME record

Enumerate DNS MX record

Enumerate DNS NS record

Reverse lookup a range of IP addresses

Enumerate DNS SOA record

Enumerate the most common
forn a TLD expansion by

Enumerate DNS TXT record

The target address range or

Specify the nameserver to

Stops brut

Threads for

Wordlist of

SRV records
replacing t

CIDR ident.
for quer
force enumeration if wildca
ENUM_BRT

subdomains

Mouse integration

W Don't show again

Auto capture keyboard .

W Don't show again

NS record
a the supplied wordlist

he
ifier

tes (default is
rd resolution is detected

6:05 PM
11/26/2025

W Kali2019 [Running] - Oradle VirtualBox

file  Machine  View  Input  Devices  Help

Applications ~  Places [ Terminal ~

File View Search Terminal Help
STOP_WLDCRD

THREAD!

Edit

hare/metasploit - framework/data/wordli

formation about a domain from
s DNS queries s

to gather i
erforming variou:
okups, SRV record brute and

m/cve/CVE-1999-0532/

0SVDB (492)

£5 auxi ) > set DOMAIN cwscenario.site

iary(
DOMAIN => e

THREADS 10

ying DNS NS for cwscenario.site
enario.site NS
nario.site NS
enario.site NS
io.site NS
empting DNS AXFR for site
25-11-26T13:05:55.281560 #2720] WARN
enpting DNS AXFR for cwscenario.site
26T13:05:55.457148 #2720] WARN
ing DNS AXFR for cwscenario.site
26T13 55.638752 #2720] WARN
ng DNS AXFR cwscenario.site from ns1115
11-26T13:05:55.813534 #2720] WARN AXFR query,
rying DNS CNAME records enario.site
rying DNS NS records for cwscenario
site NS: ns1032.ui-dns.de
site NS: ns1093.ui-dns.com
site NS: ns1168.ui-dns.org
nario.site NS: ns1115.ui-dns.biz
ying DNS MX rec for cwscenario.site

records
n51032.ui-dn
ns1093.ui-dn

ns1108.ui
ns1115.ui

ins
dns.biz
from ns1032
AXFR query
from ns1093
AXFR query, s
ns1108. ui-dns
AXFR query

dns

from

enpt

site
enario
enario
cenario

ords
700
X081

ns1093. ¢

enario.site ionos. co.uk

MX ionos. co.uk

con
ionos.com ~all

io.site Well done s. However I you wont

\g DNS SRV records for

ary module execution com

Wed13:06
root@osboxes: ~/pentest

Specify the nameserver to use for que
Stops bruteforce enumeration if wildca
Threads for ENUM_BRT

wordlist of subdomains

a X

(]

Mouse integration
default is system DNS
resolution is detected

ries

ard ¥ Don't show again

Auto capture keyboard

¥ Don't show again

6:06 PM
11/26/2025

msf5 > db nmap -sS -sV -0 10.86.9.26
Database not connected
msf5 > S
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View Input

() Terminal ~

View Search Terminal Help

8009/tcp open ajpl3

8180/tcp open http

Warning an results ma
e type: bridge

Oracle Virtualbox

05 CPE: cpe:/o:oracl

Runnin

rvice Info

tion performed. Plea

P address (1

Devices Help

Apache Jserv (Protocol v1.3
Apache Tomcat/Coyote JSP engine 1
y be unreliable because we

able.localdomain, irc.Metasploitable.L
report any incorrect resul
host up) scanned in 164.24

https
econds

10.86.9.164

7.80 ( https

nmap.org ) at 2625-12-62 11:41 EST

Nmap: Starting Nmap 7.88 ( http: ap.org ) at 2025-12-62 11:43 ES

Stats: 0:00:00 elapsed; © b
Ping Scan Timing
Nmap scan report for 10.86
Host 1s up (0.0033s latency
Not shown: 977 fi
PORT  STATE SERVICE
21/tcp  open
22/tcp  open
23/tcp  open

oper
53/tcp oper
80/tcp
111/tcp
139/tcp
445/tcp

login
open tcpurapped
1099/tcp open java-rmi
1524/tcp open bindshel
2049/tcp open nfs
2121/tcp open ftp
3306/tcp ope
tcp open
5900/tcp open
6000/tcp open
6667/tcp open
8009/tcp open ajpl3
8180/tcp open http
Warning: 0SScan results may
bridge

sq
postgresql

Device type
Running: Oracle Virtualbox
05 CPE: cpe:/o:oracle:virtu

details: Oracle Virtualbi
Service Info: Hosts: metas
ce detection pe:
IP address (1

View Input

) Terminal ~

Places ~

View Search Terminal Help
EXTRACT : (KAT_KDF) : Pass
(KAT_KDF Pas
Pass

KBKDF : (KA
HKDF : (KAT
SSKDF : (KAT_KDF)

X963KDF
X942KDF

(KAT_KDF)

AsymmetricCipher
ymmetricCipher
symmetricCiphe:

anner Core Compone

anner by typ
HOSTNANE

appears to be already

nsole

1914 exploits

Connection type

1074 auxiliar

sts completed (0 up), 1 undergoing Ping S

About 100.60% done; ETC: 11:43 (6:00:00 remaining)

9.26

OpenSSH 4.7pl Debian Subuntul
Linux telnetd
stfix smtpd
ISC BIND 9.4
Apache httpd 2.2

protocol 2.0)

((Ubuntu) DAV/2)

WORKGROUP)
WORKGROUP )

4. (workgroup
4.X (workgroup

path grmiregistry
table root shel
RPC #100003)
ProfTPD 1.3.1
MySQL 5.0.5
PostgresQL
wNC (p
access denied)
UnrealIRCd
Apache Jserv (Protocol v1.3)
Apache Tomcat/Coyote JSP engine 1.1

Tue 11:44

root@osboxes: ~

ould not find at least 1 open and 1 closed port

Unix, Linux; CPE: cpe:/o:linux:linux_kerne:

//nmap.org/submit

be unreliable because we could not find a ast 1 open and 1 closed port

albox
ploitable. Lo main, irc.Metasploitable.LAN; ur
rforned
host up)

Please report any incorrect results at https
anned in 18.44 seconds

Devices  Help

Pass

ing /bin/systemctl start nessusd.service
R_IP:88

4/ to configure your scanne

configured, skipping initia

330 post

postgresql

ix, Linux; CPE: cpe:/o:linux:linux_kerne
//nmap.org/submit/

S W B

Wed12:58
root@osboxes: ~

BO¥E s MEMS @B rghch

444 PM

~ 6 12/2/2025

D dx @

Mouse integration

¥ Don't s

Auto capture keyboard

¥ Don't show again

BonFsrmEls 60

5:58 PM

~ R 11/26/2025

= dx @
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file  Machine  View  Input

Applications ~ Places v [ Terminal ~

Search Terminal

1 prefi 128 s X1

txqueuelen

packets 20 bytes 1116
o dropped 0 ov

bytes 1116

dropped 0

36.9.26 (10.86.9.2

from 10.86.9.26: icmp
from 10.86.9.26: icmp
from 10.86.9.26: icmp

from 10.86.9.26: icmp_seq=4

avg/max/mdev

cny
icmp
icng
icmp

10.86.9.164 statistic

ackets trans

2.007/4.417/6.903/2.188

86.4.79 ping statis
transmitted, 5 received, 0% pa
g/max/mdev 823/4.045/5.561/0.999
«1

®
file  Machine  View  Input  Devices

Applications v Places v [ Terminal ~

Search Terminal

Please report any incorrect results

Devices Help

Tue 11:24

root@osboxes: ~

0<host>
K)

o collis

s, time 3011m
9 ms

time=6.27 ms

time=6.90 ms

ss, time 3008ms

time 4089ms

Help
Tue12:35
root@osboxes: ~
windo

at htt

nmap.org/submit/

anned in 159.71 sec

9
ng Nmap t
an report

ft Windows
Microsoft Windows

t Windows
windows

1cacn_http
tepwrapped

Microsoft Windows

ap i windows Active Directory LDAP (Domain: waleed.com

tcpwrapped
msrpc
ms rpc

wcacn_http

1

Kerberos | 2025-11-11 17:69:022
RPC

netbios-ssn
ctive Directory LDAP (Domain: waleed.com, Site: Default-First-Site-Name)

RPC over HTTP 1.0

, Site: Default-First-Site-Name)

over HTTP 1.8

ft Windows RP
Microsoft Windows RP(

returning data. If you know the serv
Tine=691372A6%P=x86_64-pc-linux-gnusr(DNS
X06\xB1\x04\0\x01\0\6\0\6\0\

Info: Host windows ;
st
21m07s

NetBIOS name BI0S

mode
Message signing enabled and required

date: 2025-11-11T17:11:18
start_date: 2025-11-11T16:41:1
service detection performed. Please report

Nmap done ress (1 host up) scanned

ersion, p g fingerprint at htt

x07version

use tBIOS MAC rtualBox virtual NIC

orrect results at https://nmap.org/st
34 seconds

X

nmap.org/

bin/submit

BONSsMETN @0 rohtctr

424PM

~ 6 12/2/2025

= dx D

BORSsMmEN @0 rohtctr

5:35 PM
11/11/2025

= Q) ©
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Machine  View  Input  Devices  Help

() Terminal ~
root@osboxes: ~

View Search Terminal Help

Apache httpd 2.2
|_http-server-header: Apache/2.2.8 (Ubuntu)

|_http-title: Metasploitable2 - Linux

111/tcp  open rpcbind 2 (RPC #100000)

13 open netbios Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
445/tcp  open netbi anba smbd 3.X - 4.X (workgroup: WORKGROUP)
3306/t P s MySOL 5.9.51a-3ubuntus

5.0.51a-3ubuntus
Thread 10: 15

Capabilities flags: 43564

some Capabilities: ConnectWithDatabase, SupportsTransaction:

spportsCompression, Speaks41ProtocolNew, LongColumnFlag, Support41Auth, SwitchToSSLAfterHandshake

atus: Autoc
i t: .}R_hkc,R7]LG_*00@4
900/tcp open  vnc VNC (protocol 3.3)
vnc-info:
Protocol version
Security types
VNC Authentication (2
4560/tcp open java-rmi  GNU Classpath grmir
service Info: Host: metasploitable.localdomain; ix, Linux; CPE: cpe:/o:linux:linux_kernel
Host script results
clock-skew: -1
ms-sql-info: ERROR: Script execut ailed (use -d to debug
tat: NetBIOS name: METASPLOITABLE, NetBIOS user: <unknown S MAC (unknown)
s-discovery: ERROR: Script failed d
security-mode: ERROR i ion fai d to debug)
2-time: Protocol negot
rvice detection performed se report any incorrect results at https://nmap.org/submit
Nmap done address (1 anned in 285.52 seconds
260 10.86.9
at 2025-12-02 12:00 EST

latency
open| filtered
SERVICE
do
rpcbind
netbios-n:

udp open  nfs

Nmap done: 1 IP address s 2.77 second

B ONE s MO EN @0

5:00 PM

a
O IO L Pyt

Machine View Input Devices

ces > [ Terminal » Tue 12:44
root@osboxes: ~

View Search Terminal Help

bios-ssn  open Microsoft Windows netbios-ssn

Ldap open Microsoft Windows Active D:

microsoft-ds open

rectory LDAP Domain: waleed.com, Site: Default-First-Site-Name

kpasswds open
ncacn_http Microsoft Windows RPC over HTTP 1.0
tcpwrapped
Ldag 0 Microsoft Windows Active Directory LDAP Domain: waleed.com, Site: Default-First-Site-Name
tcpwrapped

Microsoft Windows RPC

Microsoft Windows RPC

Microsoft
ncacn_ht n Microsoft over HTTP 1.0
msrpc P Microsoft Windows RPC
msrpc Microsoft Windows RPC
ftp ftpd
ssh o OpenSSH 4 8ubuntul protocol 2.0
Linux telnetd
Postfix smtpd
ISC BIND 9.4.2

Apache httpd 2.2.8 (Ubuntu) DAV/
2 RPC #100000
rpebind
netbios-ns
nett Samba smbd 3.X workgroup: WORKGROUP
samba smbd 3.X X workgroup: WORKGROUP
exec P netkit-rsh rexecd
login 0penBSD or Solaris rlogind
tcpwrapped
ava-rm: P GNU Classpath grmiregi
bindshel Metasploitable root shel
2-4 RPC #100003
ProFTPD
MySQL 5.0.51a-3ubuntuS
PostgresQL DB 8.3.0 - 8.3.7
VNC protocol
access denied
UnrealIRCd

) l
BONS MBS @B right i

5:44 PM

P
L O L Py
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unning] - Oracle VirtualBox

Machine  View  Input  Devices |

£ Terminal ~

Edit View Search Terminal Help

16

package nessus
and director

debianle_amd64

Nessus

wpack

Diges:
Diges

inuous_RNG_Test

KDF
KOF)

(KAT
(KAT
KDF)

ND

KAT

symmet rice
metrice

Core Components

9

b

canner by

start "
NESSUS_HOSTN

You can
90

ypin
to htt AME_OR

“1

Machine View Input Devices

Places ~ [ Terminal ~

View Search Terminal Help
62:74:d6:9
de:a7:2b:a
Linux tel
Postfix
itable.local
55:38+00

WITH_MDS
2 RC4_128_EXPORT48_WITH MDS
SSL2_DES_192_EDE3_CBC_WITH_MDS
5.2_RC2_128_CBC_WITH_MDS
S5L2 RC2_128_CBC_EXPORT48_WITH,
55L.2_DES_64_CBC_WITH_MD!
domain IsC
nsid:
bind.version: 9.4.2
p  open
http-server (
http-title: Metasplo
139/tcp  op

445/tcp  open netbios

10
0.51a-3ubuntus
15
s flags
me Capabilitie:
Autocommit
}R_hkc,R7]LG

43564

status
*00@4
VNC

types
sthentication
java- rmi
Host asp

|

|  Protocol
| Security
| NC

(TR

54560/tcp open
oitab

Service Info
ults

pt
name: METASPLOT
ERROR: Script
ERROR: Script
Protocol iation
performed. Ple
(1 host

wi -1
info: ERROR
NetBIOS

smb2-time negot
Service detectior

Nmap done: 1 IP addre: up

00;

BIND

pache httpd 2.2

uti
TABL

felp
Wed 12:55
root@osboxes: ~

and64 . deb

currently installed.)

Help
Tue 11:59
root@osboxes: ~

0:2
netd
VRFY, ETRN, S NCEDSTATUSCODES

SIZE 10240000,

PIPELINING
om scanner

domain,
1s f

MD

9

2.2.8 ((Ubuntu) D/

Ubuntu) DAV/2

WORKGROUP)
WORKGROUP)

(workgroup
(workgroup

4.x
4.x

ctions, SupportsCompression, Speaks41ProtocolNew, LongColumnf

ConnectithDat

(protoc

grmiregistry
0Ss: U

path
kernel

ocaldomain;

a

s linux: Linux

1
to debug)
<unknown>, NetBI

d to debug)
d to debug)

n failed (use -d
E, NetBIOS
stion failed (u
stion failed

(sMB2
any
in 285

user unknown> (unknown)
exe se

failed
e report

incorrect results at https://nmap.org/submit
p) scanned 52 seconds

BBITMIME,

Mouse integration

W Don't show again
Auto capture keyboard ..

W Don't show again

DSN,

ag, Support4lAuth, SwitchToSSLAfterHandshak

BO¥E s MBS @B rghch
4:59 PM

2
€ DD s

A




Prifysgol Cymru
¥ Drindod Dewi Sant

< University of Wales
Trinity Saint David

File  Machine  View  Input  Devices
Wed 09:06

E Terminal ~
root@osboxes: ~

File Edit View Search Terminal Help
# nmap 10.86.9.26
starting Nmap 7.80 ( https://nmap
Nnap scan report for 10.86.9.26
Host is up (0.0090s latency)
Not m: 977 filtered ports
PORT STATE SERVICE
tep  open
22/tcp open
open

open
open microsoft
tcp open exec
513/tcp open login
tcp open shell
1099/tcp open egist
1524/tcp open
2049/tcp open
2121/tcp open
3306/tcp open mysql
5432/tcp open postgresql
5900/tcp open  vne
6000/tcp open  X11
6667/tcp open irc
8009/tcp open ajpl3
8180/tcp open unknown
(1 host up) scanned in 5.0
L admin -P /usr/share/wordlists/rockyou uj 057021 e0bg!

Nmap done ess econds
txt.gz 10.86.9.28 http-get-form “/dvwa/vulnerabilities,

o0t7bSc76; and/or password incorrect
THC - Please do r anizations, or for illegal purp

Hydra v9.9 (

=Username and/or password i

Hydra (https://github.com/vanhauser-thc/thc-hyd 2025-1
[DATA] max 16 tasks per 1 serv r 1 y /p:14344399), ~89652 es per task
[DATA] attacking http-get-form g rute/ USER*6password="PASS &Login=Login:H=Cookie: PHPSESS

21e06gmot7b5c76; security=low

ncorrect
[STATUS s/min, 16 t

B 0¥E s mE NN @B rgh

- 206 PM
N6 XD nnns
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