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1. [bookmark: _Toc213431455]Determining the Business Issue, Context, and Justification
[bookmark: _Toc213431456]1.1 Business Issue
Small and medium-sized businesses (SMEs), which account for more than 90% of all businesses globally, are important forces behind economic growth, employment, and innovation (Beck and Demirgüç-Kunt, 2006). Despite their significance, SMEs are especially susceptible to cyberattacks since they frequently lack adequate funding, technical know-how, and specialised IT departments (Bada and Nurse, 2019). According to research, up to 90% of cybersecurity breaches are caused by human error, making employees the weakest link in the system (Parsons et al., 2014). According to Jansson and von Solms (2013), common risky behaviours include mishandling sensitive data, using weak or re-used passwords, and falling for phishing emails.
[bookmark: _Toc213431457]1.2 Background
Numerous organisations have implemented cybersecurity awareness training to mitigate this vulnerability. By increasing awareness of risks, teaching safe practices, and promoting vigilance, this type of training seeks to alter employee behaviour (Bada et al., 2019). However, it's not always evident how effective training is in SMEs. Limited budgets, competing priorities, and lack of staff time often reduce the scope and quality of training initiatives (Alshaikh, 2020). Furthermore, research indicates that although training can momentarily raise awareness, it is more difficult to maintain behavioural change (Flores et al., 2014).
These difficulties are even more noticeable for SMEs, whose staff members frequently balance several responsibilities. A single employee's error could have disproportionate effects on the company due to a small workforce (Bada and Nurse, 2019). However, there is currently little data showing that awareness training has a direct effect on the daily behaviour of SME employees.
[bookmark: _Toc213431458]1.3 Rationale
Large organisations, governmental organisations, or the public are the subjects of most of the scholarly research on cybersecurity awareness training. Despite their increased vulnerability to cyber threats and dependence on staff for first-line defence, SMEs have received relatively little research attention (Alshaikh, 2020; Parsons et al., 2014). This indicates a substantial void in both scholarly understanding and real-world implementation.
Therefore, this study will investigate how cybersecurity awareness training affects employee behaviour, particularly in SMEs. The results will add empirical support for behavioural outcomes in smaller organisations to the body of literature. Practically speaking, the study will provide guidance to policymakers and SME managers on how to create training that is sustainable, economical, and effective.
2. [bookmark: _Toc213431459]Research Aim, Objectives and Questions
[bookmark: _Toc213431460]2.1 Research Aim
The purpose of this research is to investigate how cybersecurity awareness training affects employee behaviour in small and medium-sized businesses (SMEs), with a particular emphasis on whether such training lowers risky behaviours and improves organisational resilience.
[bookmark: _Toc213431461]2.2 Research Objectives
1. To determine the most prevalent cybersecurity risks and dangerous practices that SMEs encounter.
2. To assess how well awareness training has changed employee behaviour (e.g., data handling, password practices, phishing response).
3. To investigate how staff members view the value and applicability of cybersecurity training.
4. To investigate the resource and organisational constraints that reduce the efficacy of training initiatives in SMEs.
[bookmark: _Toc213431462]2.3 Research Questions
1. What types of cybersecurity threats and risky behaviours most affect SMEs?
2. How does cybersecurity awareness training influence employee behaviour in SMEs?
3. How do employees perceive the relevance and effectiveness of cybersecurity training?
4. What barriers prevent SMEs from successfully implementing and sustaining effective cybersecurity awareness training?
[bookmark: _Toc213431463]2.4 Supporting Literature
According to research, SMEs' weaker security infrastructures make them disproportionately vulnerable to cyberattacks (Bada and Nurse, 2019). According to studies, one of the main reasons for breaches is employee behaviour; however, if awareness training is properly designed, it can lessen vulnerability to threats (Parsons et al., 2014; Bada et al., 2019). But it's still unclear if behavioural change will last, especially in smaller businesses with fewer resources (Alshaikh, 2020).
3. [bookmark: _Toc213431464]Preliminary Literature Review
[bookmark: _Toc213431465]3.1 Cybersecurity challenges for SMEs
Because small and medium-sized businesses (SMEs) frequently lack specialised IT personnel and sophisticated technical defences, they are disproportionately targeted by cyberattacks. Employees thus become the main line of defence against social engineering, malware, and phishing (Bada and Nurse,2019). According to research, most breaches are the result of human error, with common causes including carelessness, weak passwords, and bad email practices (Parsons et al., 2014).
[bookmark: _Toc213431466]3.2 The human factor in information security
In academic literature, the role of employees in cybersecurity has been widely recognised. According to Hadlington (2017), personality traits like impulsivity and a lack of self-control are closely associated with risky behaviours and negligence. Bulgurcu et al., 2010 demonstrate how employees' perceptions of the risks and rewards of information security policies influence their willingness to follow them. This emphasises how important it is for organisations to affect not just awareness but also culture and motivation.
[bookmark: _Toc213431467]3.3 Cybersecurity awareness training
Training on cybersecurity awareness is one of the most popular ways to change employee behaviour. One of the first instruments to measure awareness levels was created by Kruger and Kearney (2006), proving that organised training can increase compliance. Subsequent research demonstrates that well-crafted programs can lower risky behaviours like weak password usage and phishing susceptibility (Jansson and von Solms, 2013; Parsons et al., 2014). However, the effects of training are frequently short-lived. According to Flores et al., (2014), training's benefits diminish and workers fall back on their old routines in the absence of leadership support and reinforcement.
[bookmark: _Toc213431468]3.4 Challenges in SMEs
The effectiveness of awareness training in SMEs is still unclear, despite its potential in larger organisations. According to Alshaikh (2020), SMEs find it difficult to establish long-term security cultures because of their limited resources and conflicting priorities. According to Bada et al., 2019, a lot of awareness campaigns fall short because they prioritise information sharing over altering behaviour. One-time training sessions might not be sufficient to instil safe practices in SMEs, where staff members frequently handle multiple responsibilities.
[bookmark: _Toc213431469]3.5 Research gap
Overall, research suggests that although training raises awareness and occasionally improves behaviour, its long-term effects in SMEs are not entirely clear. SMEs are under-researched because most studies are conceptual or based on large organisations. This disparity emphasises the need for more research on the factors influencing awareness training's efficacy and how it impacts employee behaviour, particularly in SME contexts.
4. [bookmark: _Toc213431470]Research Methodology and Design
[bookmark: _Toc213431471]4.1 Research Philosophy
The pragmatist philosophy used in this study is appropriate when combining qualitative and quantitative methods. According to Saunders et al.,2009), pragmatism emphasises finding solutions to real-world issues and permits flexibility in employing various methodologies to address research questions. Pragmatism in this study encourages the examination of both quantifiable results (survey data) and employee perceptions (interviews).
[bookmark: _Toc213431472]4.2 Research Approach
The study tests pre-existing hypotheses that cybersecurity training affects employee behaviour using a largely deductive methodology (Bulgurcu et al., 2010). Additionally, it uses inductive components through interviews, which enable the emergence of fresh themes regarding the experiences of SMEs (Creswell and Creswell, 2017).
[bookmark: _Toc213431473]4.3 Methodological Choice
A mixed-methods design will be used. Quantitative data from surveys will provide measurable insights into the effectiveness of training, while qualitative interviews will explore perceptions, attitudes, and barriers in greater depth.
[bookmark: _Toc213431474]4.4 Research Strategy
The main strategies will be:
1. Employees and managers in SMEs were given survey questionnaires to evaluate how training affected their behaviour, adherence to policies, and risk awareness.
2. SME managers were interviewed in a semi-structured manner to examine the difficulties in putting training programs into place and maintaining behavioural change.
[bookmark: _Toc213431475]4.5 Time Horizon
Since data will be gathered once during the dissertation rather than over an extended period, the study will employ a cross-sectional design.
[bookmark: _Toc213431476]4.6 Data Collection and Analysis
1. Descriptive statistics and correlation analysis will be used to examine quantitative survey data to find trends in how behaviour changes following training.
2. To identify reoccurring themes, obstacles, and success factors, qualitative data from interviews will be subjected to thematic analysis (Braun and Clarke, 2006).
[bookmark: _Toc213431477]4.7 Questions for Gathering Indicative Data
Both quantitative (survey) and qualitative (interview) questions will be created to meet the goals of the study. The purpose of these questions is to investigate how SMEs perceive cybersecurity awareness training to affect employee behaviour, attitudes, and adherence to organisational security policies. The data collection process will be guided by the following draft questions, which may be improved after ethical approval and pilot testing.
[bookmark: _Toc213431478]Survey Questions (Quantitative Data)
1. How frequently does your company offer training on cybersecurity awareness?
2. In the last 12 months, have you taken part in any cybersecurity training yourself?
3. What kind of cybersecurity awareness training—online, in-person, simulated phishing, etc.—has your organisation put in place?
4. How much do you think the training helped you better understand the risks associated with cybersecurity?
5. How certain are you that you can spot phishing emails or questionable online activity now that you've received training?
6. I consistently adhere to the cybersecurity policies and procedures of my organisation. (Likert scale: 1–5)
7. I use secure password practices, such as creating strong, one-of-a-kind passwords. (Likert scale: 1–5)
8. I think that everyone has a duty to be aware of cybersecurity in the workplace. (Likert scale: 1–5)
9. I notify the IT/security team of any suspicious emails or incidents right away. (Likert scale: 1–5)
10. What obstacles keep you from using cybersecurity best practices consistently?
11. How successful, in your opinion, is cybersecurity awareness training at curbing dangerous employee behaviour?
12. How often should cybersecurity training be updated, in your opinion?
[bookmark: _Toc213431479]Interview Questions (Qualitative Data)
1. Could you explain the cybersecurity awareness training that your company offers?
2. In what ways has the training changed the way you behave and think about information security?
3. What are the most notable behavioural shifts you have seen in staff members following training?
4. Which training components did you think were the most or least effective?
5. After consistent training, have you observed any changes in the organization's security culture?
6. What obstacles keep workers from adhering to cybersecurity best practices?
7. In what ways do managers assist or motivate staff members to uphold safe behaviours?
8. What changes, in your opinion, could make cybersecurity training for SMEs more interesting and successful?
Questions adapted from Saunders et al. (2009), Creswell & Creswell (2017), Bada et al., 2019, Ifinedo (2012).
[bookmark: _Toc213431480]4.8 Ethical Considerations
The goal of the study will be explained to each participant, and their written consent will be sought. Participants will have the option to withdraw at any time, and confidentiality and anonymity will be preserved. GDPR-compliant secure data storage will be used.
5. [bookmark: _Toc213431481]Business Relevance and Practical Implications
One of the biggest risks to SMEs nowadays is cybersecurity incidents. Because small businesses lack the advanced technical defences of larger organisations, they are increasingly being targeted, according to (Bada and Nurse, 2019). Employee behaviour has been found to be a significant vulnerability; most security breaches are caused by errors like clicking on phishing links or using the same password twice (Parsons et al., 2014).
This study has direct implications for managers, policymakers, and SMEs. The study will provide evidence that SMEs can use to determine how best to use their limited resources by examining whether cybersecurity awareness training effectively alters employee behaviour. For instance, managers may defend spending money on regular programs rather than depending on ad hoc sessions if findings indicate that structured, continuous training lowers risky behaviours (Alshaikh, 2020).
Strategically speaking, the results could also assist SMEs in better adhering to accepted norms and laws. Demchenko et al. (2014) point out that organisations must incorporate both technical and human safeguards to comply with information security management frameworks In a similar vein, Voigt and von dem Bussche (2017) clarify that employee awareness and responsible data handling are critical components of GDPR compliance. Enhancing the human element of cybersecurity boosts customer trust and competitive advantage while lowering the chance of expensive data breaches.
At the policy level, the findings may help guide industry and governmental efforts to provide SMEs with reasonably priced training options and policies. Although awareness campaigns are frequently created with large organisations in mind, the findings of this study may support the creation of policies that are specifically targeted at SMEs (Bada et al., 2019).
All things considered, the study has the potential to contribute both theoretically and practically by shedding light on how training affects SMEs' behaviour and by making practical suggestions for enhancing resilience against cyberattacks.
6. [bookmark: _Toc213431482]Plan of Work and Time Schedule
To finish the research within the allotted time, a well-organised plan is required. The project will be broken down into phases that address planning, gathering information, analysing it, and writing it up. Research methodologists like Saunders et al., 2019), who stress the significance of distinct milestones, and Creswell and Creswell (2017), who emphasise the necessity of coordinating time management with research design, provided guidance for the design of this plan.
[image: A close-up of a list
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Effective planning guarantees that adequate time is allotted to data collection and analysis without sacrificing writing quality, as Cooper and Schindler (2014) point out. This timetable increases the possibility of turning in a well-written dissertation on time by providing wiggle room for editing and proofreading.
7. [bookmark: _Toc213431483]Structure of the Thesis
To ensure that the research process is transparent, methodical, and in line with best practices for business research, the dissertation will adhere to a standard academic structure (Saunders et al., 2009).
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According to accepted academic standards, this format guarantees that the dissertation flows logically from problem identification to conclusions and suggestions (Creswell and Creswell, 2017).
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Stage Activities Timeframe
Topic Refinement & Proposal Submission Finalise research title, problem state_ment, aim, objectives, and literature base; Weeks 1-2
submit proposal.
Literature Review Conduct detailed review of academic and industry sources, identify theoretical Weeks 3-5
frameworks, refine research gap.
Research Design Develop survey and interview protocols, seek ethical approval. Weeks 6-7
Data Collection Distribute surveys to SME er'nployees, conduct semi-structured interviews Weeks 8-10
with SME managers.
Data Analysis Quantitative: use descriptive stat_lstlcs_ & co_rrelatlons. Qualitative: thematic Weeks 11-13
analysis of interviews.
Drafting Chapters Write findings, discussion, and methodology sections. Weeks 14-16
Finalising Dissertation Edit, proofread, check referencing, submit final dissertation. Weeks 17-18
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Chapter

Content

Chapter 1: Introduction

Provides an overview of the research, including background, business problem, aim,
objectives, and research questions. Sets the context of cybersecurity awareness in SMEs.

Chapter 2: Literature Review

Critically reviews academic and industry literature on SMEs, cybersecurity risks, the
human factor, and awareness training. Identifies gaps in existing research.

Chapter 3: Research Methodology

Explains the research philosophy, approach, design, and methods. Details survey and
interview strategies, sampling, and ethical considerations.

Chapter 4: Findings / Results

Presents survey results (quantitative data) and interview findings (qualitative data).
Highlights key behavioural trends and themes.

Chapter 5: Discussion

Interprets findings in relation to the research questions and existing literature. Considers
implications for SMEs and theory.

Chapter 6: Conclusion and Recommendations

Summarises the main findings, answers the research questions, highlights contributions,
and provides recommendations for SME managers and policymakers.

References

Full list of academic and industry sources cited in the dissertation, following Harvard
referencing style.

Appendices

Supplementary materials such as survey questions, interview guides, and ethics approval
documents.
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