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Introduction
The current report demonstrates the implementation and configuration of the virtualized Windows Server infrastructure that was used to support two different geographic sites, namely, Birmingham and London. The aim of the task was to configure a network infrastructure that would be secure enough and would allow performing such functions as centralised authentication, name resolution, routing, dynamic IP address allocation, secure communication and remote administration by means of using Microsoft Windows Server.
The Birmingham network was set up to be the primary network site and was used to host the Domain Controller of the maylanne.acca domain. All the major components such as AD DS, DNS, RRAS, DHCP, IIS and RDS were installed to provide a complete enterprise network infrastructure. The London network was joined to the Birmingham one in order to simulate communications between two remote locations by means of using the routing and securing capabilities of the network.
For implementing the network the installation and configuration of each service individually were needed in order to check the correctness of communication in the whole infrastructure. The implementation involved installing the server roles, configuring network services and client computers integration into the AD domain. Testing was done to make sure that all the services worked properly and there were no problems with communication between sites.
The screenshots provided in the report illustrate the results of each configuration phase carried out during the practical assessment. They show that the necessary Windows Server services have been implemented successfully.




2. Routing 
2.1 Routing in the Birmingham Network
The first step in the practical application was configuring the server in Birmingham to act as a router for routing packets from one network segment to another. By default, the Windows Server system is not able to forward packets; thus, the RRAS (Routing and Remote Access Service) service needs to be configured to make the server act as a software router that can forward packets from one interface to another following routing rules [1].
This task was carried out using the Add Roles and Features Wizard that can be found in Server Manager. The Remote Access server role was chosen because it allows routing traffic between Birmingham and London networks.

[image: ]Figure 1 Starting the Routing and Remote Access configuration. 


This figure shows the Routing and Remote Access (RRAS) management console with the server selected and the configure and Enable Routing and Remote Access option. This is the initial step required to enable routing services on the Birmingham server before configuring network routing and remote access feature.

[image: ]Figure 2. Routing and Remote Access (RRAS) services successfully installed and enabled on the Windows Server.

Figure 2 shows the Routing and Remote Access (RRAS) management console after the service has been successfully enabled. The server is ready for configuring routing services, VPN connectivity and site-to-site network communication required for the assessment.



[image: ]Figure 3. IPVA4 Routing configuration showing General, Static Routes, IGMP and NAT within Routing and Remote Access (RRAS).
Figure 3 demonstration that the IPv4 routing service has been successfully configured in Routing and Remote Access (RRAS). The presence of the General, Static Routes, IGMP, and NAT components confirms that the server is prepared  to manage packet forwarding, network address translation, and routing between multiple network segments, supporting communication across the Birmingham network infrastructure.
[image: ]Figure 4. Network Address translation (NAT) configuration in Routing and Remote Access.

The NAT was set up in RRAS for facilitating communication between the internal Birmingham network and external networks. The setting allows for packet forwarding but permits internal machines to access remote resources on other networks.

2.2 Routing in the London Network
After configuring routing for Birmingham, routing services were then turned on in the London server. The IP forwarding was configured in a way that packets sent into one network interface could be sent out on another network interface whenever the computer is restarted. This contrasts with the temporary routing which is not always reliable unlike the permanent routing which is reliable in enterprise environment.
With the configuration of the routing, connectivity was established across the two network locations since it allowed the routing of packets via a proper route from Birmingham subnet to London subnet. Routing table ensured that packets took the appropriate route through an appropriate gateway before being delivered to the appropriate destination point. Firewall was configured to allow only the required protocols for the assessment and block unnecessary traffic within the network infrastructure.
After configuring routing, the next process involved carrying out the test of connectivity between the two locations. Test of communication between two networked servers was done using ping command.

[image: ]Figure 5. Windows defender Firewall inbound rules configured to allow ICMP Echo Request traffic.

Figure 5 Shows the Windows Defender Firewall inbound rule configured to allow ICMP Echo Request traffic. Enabling these rules permits successful ping request between network devices, which is essential for connectivity testing and troubleshooting within the Birmingham and London networks.

[image: ]Figure 6. Selecting the DNS Server features required for Active Directory installation.
The installation summary confirmed that Active Directory Domain Services, DNS Server and the required administration tools would be installed on the Birmingham server.

3. Domain Server (Birmingham)
Birmingham Server was raised to serve as the first Domain Controller on a new Active Directory forest called maylanne.acca. Active Directory Domain Services is an integral part of the Windows enterprise that manages all processes related to user authentication, authorization, security and resource management [2].
Installation of the DNS server and Active Directory Domain Services took place before the promotion of the server was accomplished via the Server Manager application. This is because DNS is an important aspect of Active Directory since the clients use the DNS server to find the Domain Controllers and other network resources [3].

                 
[image: ]                                        Figure 7. Confirmation of the Active Directory installation.
The installation settings were reviewed and confirmed before Active Directory Domain Services (AD DS), DNS Server and the required management tools were installed on the Birmingham server. 
[image: ]Figure 8. Installing Active Directory Domain Services and DNS Server.

Figure 8 Shows the installation process of Active Directory Domain Services and DNS Server. Once completed, the server is ready to e promoted to a domain Controller for the maylanne.acca forest.

[image: ]Figure 9. Active Directory Domain Services Deployment Configuration.
This step entailed using the Active Directory Domain Services Configuration Wizard to create a new forest for the organisation. The name for the new forest was maylanne.acca. This formed the basis for centralised user and computer authentication. Forest creation ensured that there is a root domain from where the Active Directory, DNS, and other network services will run.
[image: ]Figure 10. Configuration the Domain Controller options for the new Active Directory Forest.
Figure 10 shows the domain Controller options configured for the new maylanne.acca forest, including the functional levels, DNS Server, Global Catalog and DSRM password.
 [image: ]Figure 11. Reviewing the Active Directory Domain Services Configuration before promotion
Figure 11 shows the final review of the Active Directory configuration before promoting the server to a Domain Controller for the maylanne.acca forest.
[image: ]Figure 12. Forward Lookup Zone created for the maylanne.acca domain.
Figure 12 shows the successful creation of the Foward lookup Zone for the maylanne.acca domain, enabling DNS name resolution for Active Directory resources.

[image: ]Figure 13. Host (A) records created for the maylanne.acca domain.
Figure 13 shows the Host (A) records crated in the Forward Lookup Zone, allowing servers and clients to be resolved by hostname.

[image: ]Figure 14. Creating the Reverse Lookup Zone for the Birmingham network.
Figure 14 shows the creation of the Reserve Lookup Zone to support reserve DNS lookups form IP addresses to host names.

[image: ]Figure 15. Configuring the Reverse Lookup Zone for the 172.16.1.0
The Reserve Lookup Zone was configured using the network ID 172.16.1, enabling DNS to resolve IPP addresses into host names.












[image: ]Figure 16. Reserve Lookup Zone Successfully created in DNS Manager.
The Reverse Lookup Zone was Successfully crated in DNS Manager, enabling reserve DNS name resolution for tje 172.16.1.0 network.

[image: ]Figure 17. PTR records created for the Birmingham servers in the Reserve Lookup Zone.
Figure 17 shows the PTR records crated in the Reverse Lookup Zone, allowing IP addresses to be resolved back to honest names for the Birmingham servers.

4. Encrypted Connection between Birmingham and London
In order to ensure secure communication between the sites of Birmingham and London, Site to Site VPN connection was established with the help of RRAS [4]. All the information that was passed between the two networks was secured by the process of encryption through the use of the VPN and thus was protected from being accessed or stolen by any third party. Once the configuration was completed, tests were conducted to confirm secure communication between the two sites.


 [image: ]Figure 18. Preparing to create a Demand-~Dial Interface fot the site-to-site VPN.

5. User Account 
Creation of Organisational Unit "NOSS Users" using "Active Directory Users and Computers" was done. Organisational unit was created in order to separate users' accounts from other Active Directory containers and ease administrative management and permission assignment [5]. User accounts creation within the organisational unit was done for account authentication in the domain.

[image: ]Figure 19. Crating the Noss Users organisational unit.
Figure 19 shows shows the creation of the NOSS Users organisational unit in Active Directory Users and Computers. The organisational unit provides a structured loation for managing the domain user accounts.
[image: ]Figure 20. User account created within the NOSS Users Organisational unit.
Figure 20 confirms that the required domain user accounts were created within the NOSS Users organisational unit using the specified naming convention.

6. Domain Membership
The Windows client machine was successfully added to the maylanne.acca Active Directory domain. Adding the client to the domain resulted in the ability to carry out authentication, group policy processing and also communication between the client and the domain controller. The next step was to reboot the client and login using domain credentials [5].
[image: ]Figure 21. Configuring ClientS1 to join the maylanne.acca domain.
ClientS1 was configured to join the maylanne.acca Active Directory domain by entering the domain name in the computer settings.

[image: ]Figure 22. Authenticating with domain administrator credentials.
After entering the domain name, administrative credentials were required to authorise the domain join operation. The domain administrator account was used to verify that the user had sufficient permissions to add the client computer to the maylanne.acca domain. This security measure prevents unauthorised devices from joining the network.


[image: ]Figure 23. ClientS1 successfully joined the maylanne.acca Active Directory domain.

Once authentication was successful, Windows authenticated that the addition of ClientS1 to the maylanne.acca Active Directory Domain was successful. This means that the computer has communicated with the domain controller successfully and that the computer can now access all other features offered by Active Directory, including group policy and other services.

[image: ]Figure 24. Restart required to complete the domain membership configuration.
Figure 24. The operation system prom[ted for a restart to complete the domain membership process. Restating the computer applies new security settings and updates the local configuration, allowing the client to log in using domain user accounts and rully participate in the Active Directory.

7. DHCP server
Dynamic Host Configuration Protocol (DHCP) was implemented on the Birmingham server. DHCP was then assigned to the Birmingham subnet by creating a DHCP scope which provided the client computers with automatic IP addresses. The IP range, subnet mask, default gateway, DNS servers and the lease period were all configured in the process. The scope was activated and the clients acquired automatic configuration [6].
[image: ]Figure 25. Creating a new DHCP scope for the Birmingham subnet.
A new DHCP scope was created do define the IP dressage range that would be automatically assigned to client devices on the Birmingham subnet.
[image: ]Figure 26. Configuring DHCP options for the new scope.
DHCP options were configured to allow client computers to automatically receive essential network settings, including the default gateway and DNS server information.
[image: ]Figure 27. Completing the DHCP scope creation process.
The DHCP scope creation wizard was successfully completed, making the new scope available for activation and automatic IP address allocation.
[image: ]Figure 28. - DHCP scope successfully created and displayed in the DHCP console.
The DHCP console display the newly created Birmingham Scope, confirming that the DHCP Scope has been successfully created and is ready to assign IP addresses to client devices.

8. Testing and Troubleshooting
The processes of testing and debugging have been incorporated into the deployment of the Windows Server infrastructure to ensure that the configured services were running as required. There are several tools which can be used for network testing, including ping and nslookup, which test connectivity and DNS name resolution respectively, while DHCP configuration should be tested using automatic assignment of IP addresses to client computers.
9. Disk Drive Configuration
In order to access the network resources, there was a configuration of a shared folder in the Birmingham server. This is done through NTFS and Share Permissions. Permission ensures that authorised individuals have access to the files shared based on their set of permissions [7]. With good management of permissions, it is possible to protect shared resources from unauthorised access.
10. IIS Web Server
Internet Information Services (IIS) has been installed for the hosting of Birmingham Website. The website configuration included the physical path, IP address and hostname using the IIS Manager console [8]. IIS allows organisations to host internal or external websites and supports integration with Windows Server services, including DNS and Windows Authentication.
11. Remote Desktop Services
The Remote Desktop Services have been activated in order to allow remote administration of the Birmingham server [9]. The Remote Desktop Service enables authorized administrators to access the server and administer the same from a distance, thus eliminating the requirement for physical presence in order to perform any kind of maintenance work on the server. The permissions for remote access have been set up in order to increase the security by allowing remote access to only authorized users.
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