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[bookmark: _Toc133915007]Introduction

In this report, I’m going to cover Cloud computing including common IT infrastructure such as virtual machines, storage, databases, and networking. Cloud computing is not constrained by physical infrastructure like traditional datacentres, allowing for rapid expansion of IT infrastructure. In this context, one of the huge company examples of cloud service providers is Microsoft. Microsoft Azure is providing a good experience in terms of virtualisation as a service. virtualization in cloud computing includes several types such as server virtualization, storage virtualization, network virtualization, desktop virtualization, application virtualization, and operating system virtualization. Each type of virtualization has its own unique benefits and use cases. 

[bookmark: _Toc133915008]Virtual Machines, its features, and resources

	Cloud computing is a paradigm that allows users to access computing resources on demand, without having to own or manage them. “One of the key components of cloud computing is the hypervisor, which is a software layer that creates and manages virtual machines (VMs) on a physical host.” [1] Hypervisors can be classified into two categories: type 1 and type 2. A type 1 hypervisor operates directly on the hardware, whereas a type 2 hypervisor operates on an operating system. A type 1 hypervisor has advantages in terms of performance and security, as it can access the hardware directly and isolate the VMs from each other.[image: Diagram
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Microsoft Azure is a leading cloud computing platform that uses type 1 hypervisors to provide various services, such as virtual machines, containers, databases, analytics, and artificial intelligence. Azure supports both Windows and Linux operating systems and allows users to scale up or down their resources according to their needs. Azure also offers features such as backup, disaster recovery, security, and compliance to ensure the reliability and availability of cloud services.
Virtual machines (VMs) are one of the most popular services in Microsoft Azure. They allow you to create and run virtualized instances of Windows and Linux operating systems on demand. You can use VMs for various purposes, such as development, testing, hosting applications, and extending the datacentres.
To create and manage VMs in Azure, there are some essential steps that I did:
1. Chosen a location where you want to deploy your VMs. Azure has multiple regions around the world where you can store and run your resources. (UK South)

[image: ]
2. Chosen a size and pricing option for your VMs. Azure offers a wide range of VM sizes and types to suit different workloads and budgets. (In context of our work we have used Student Subscription)
3. Chosen an operating system image for your VMs. You can select from a gallery of preconfigured images provided by Microsoft and third-party vendors or upload your own custom image.
4. Configured the network settings and security options for your VMs. It is possible to connect your VMs to virtual networks, public IP addresses, load balancers, firewalls, and other network resources.
5. Created a resource group to organize your VMs and related resources. A resource group is a logical container that groups together resources that share a common lifecycle and permissions.
6. Created the VMs using the Azure portal. To learn more, I can also use Azure PowerShell, Azure CLI, or Azure Resource Manager templates, Azure Virtual Machine Scale Sets to create and manage multiple identical VMs that scale automatically based on demand.
7. Managed the VMs using the same tools and methods that I have used to create them. I can also use Azure Monitor, Azure Backup, Azure Update Management, and other services to monitor, backup, patch, and secure your VMs.


Cloud computing is a paradigm that enables users to access a variety of computing resources, such as servers, storage, networks, and services, from a shared pool on an as-needed basis. Cloud computing can deliver different kinds of services to users, such as IaaS, PaaS, SaaS, and others. Cloud computing can also accommodate different deployment models, such as public cloud, private cloud, hybrid cloud, and community cloud.

[bookmark: _Toc133915009]vNets and Network Security Groups (NSG)

A vNet is a virtual network that allows you to create a private and isolated network in Azure. You can use vNets to connect and secure your Azure resources, such as virtual machines, web apps, and databases. “A collection of virtual network resources from several regions are contained in a network group, which is a global container. After that, settings are applied to the network group as a target, affecting every member of the group.” [2] Generally, a network security group (NSG) is a firewall that controls the inbound and outbound traffic for a vNet or a subnet within a vNet. You can use NSGs to define rules that allow or deny traffic based on source, destination, port, and protocol. NSGs help you to protect your vNet from unauthorized or malicious access.
By default, all resources in a VNet can communicate with the internet. Inbound communication to a resource can be achieved by assigning a public IP address or a public Load Balancer. Outbound connections can also be managed using a public IP or public Load Balancer. Azure resources can communicate through three key mechanisms: VNets, VNet service endpoints, and VNet peering. A VNet enables secure and direct communication between various Azure resources, such as VMs, App Service Environment, Azure Kubernetes Service, and Azure Virtual Machine Scale Sets. Additionally, a VNet can connect to other Azure resource types like Azure SQL databases and storage accounts using service endpoints. When a VNet is created, the services and VMs within it can communicate with each other in the cloud.
In this report, I will have a detailed discussion of vNets and NSGs in Microsoft Azure. I will cover the following topics and provide some practical screenshots of the Azure services:
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- How to create and configure a vNet and its subnets:
[image: Graphical user interface, text, application, email
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- How to assign an NSG to a vNet or a subnet:
  [image: Graphical user interface, text, application, email
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- How to create and modify NSG rules:
[image: Graphical user interface, application
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· How to assign policy compliance, here are available policy definition:
[image: A screenshot of a computer
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[bookmark: _Toc133915010]Some factors for the design of Azure Virtual Networks
[bookmark: _Toc133915011]Region and subscription
	Every Azure resource is made in a region and subscription. Only virtual networks that already have resources in them in the same region and subscription can add new resources. However, you can link virtual networks that are present in various regions and subscriptions. Regarding your infrastructure, data, apps, and end users, Azure regions are crucial to consider while designing your Azure network. 
Within each subscription, up to the subscription limit, you may deploy as many virtual networks as you require. Multiple virtual networks that are connected between different regions, for instance, are used by some larger organisations with global deployments.
[image: ]
[bookmark: _Toc133915012]IP addressing and subnets.
	A virtual network (VNet) is a logically isolated section of the Azure cloud where you can launch Azure resources in a virtual network that you define. Within each VNet, you can create multiple subnets. A subnet is a range of IP addresses in the VNet that you can use to logically segregate resources within the VNet. This allows you to organize and secure your resources in a way that aligns with your network design.
	In a virtual network, Azure assigns private IP addresses to resources from the address space that you provision. “Within each subnet, Azure reserves the first four and last IP addresses for a total of 5 IP addresses.” [3] These include the network address, default gateway, Azure DNS IPs, and network broadcast address.

[bookmark: _Toc133915013]Evaluation within the context of “as a Service” applications.

	This means that cloud computing services are delivered to customers as a service, rather than as a product. Customers can access and use these services on demand, without having to manage or maintain the underlying infrastructure. This model is commonly referred to as “X as a Service,” where X can be Infrastructure (IaaS), Platform (PaaS), or Software (SaaS). In the following paragraph, I will cover these concepts.
[bookmark: _Toc133915014]IaaS
	Infrastructure as a Service (IaaS) is a type of cloud service that offers the greatest level of control over cloud resources.” In this model, the cloud provider takes care of maintaining the hardware, internet connectivity, and physical security.” [4] The customer handles everything else, such as installing, configuring, and maintaining the operating system, setting up the network, and managing the database and storage. IaaS allows customers to rent hardware in a cloud datacentre and decide how to use it.
	In the diagram below is the shared responsibility model. The shared responsibility model refers to the division of responsibilities between the cloud provider and the customer in managing and securing cloud services. This model applies to all types of cloud services. In the case of Infrastructure as a Service (IaaS), the largest share of responsibility falls on the customer. The cloud provider is responsible for maintaining the physical infrastructure and its access to the internet, while the customer is responsible for installation and configuration, patching and updates, and security.
[image: ]

[bookmark: _Toc133915015]PaaS
	“Platform as a service (PaaS) is A cloud computing model that enables to create, execute, and control applications without worrying about the underlying infrastructure and software's difficulty and expense is known as platform as a service (PaaS). [5] With PaaS, you can access a complete cloud platform that includes hardware, software, and infrastructure from a cloud service provider on a pay-as-you-go or fixed-fee basis. You can choose from a variety of options for operating systems, middleware, databases, development tools, and more. PaaS enables you to build, test, deploy, update, and scale applications faster and more affordably than if you had to create and manage your own on-premises platform. PaaS also gives you more flexibility and scalability for your applications, as well as more freedom to experiment with new technologies and tools.
	PaaS is a cloud computing model that lets you focus on developing and deploying the applications without worrying about the underlying infrastructure. The cloud provider takes care of the hardware, the internet access, the operating systems, databases, and development tools. You only need to manage your application code and data. PaaS is like having a managed device that IT updates and maintains for you. You can still customize some aspects of your cloud environment, such as network and security settings, but the cloud provider handles most of the maintenance and administration tasks.


[bookmark: _Toc133915016]SaaS
	Software as a Service (SaaS) is a cloud service model where customers can access and use fully developed applications on a subscription basis. Common examples of SaaS implementations include email, financial software, messaging applications, and connectivity software. The SaaS model may be the least flexible in terms of customization, but it is the easiest to get up and running as “it requires the least amount of technical knowledge or expertise to fully employ.” [6]
	“SaaS is the model that places the most responsibility with the cloud provider and the least responsibility with the user.” [5] In a SaaS environment you’re responsible for the data that you put into the system, the devices that you allow to connect to the system, and the users that have access. Nearly everything else falls to the cloud provider. The cloud provider is responsible for the physical security of the data centres, power, network connectivity, and application development and patching. Software as a Service (SaaS) is a cloud service model where customers can access fully developed software solutions on a subscription basis. SaaS allows organizations to use sophisticated enterprise applications such as ERP and CRM without having to purchase, deploy, and manage the required infrastructure and software. Users can access the software over the internet, typically through a web browser.

Some general benefits of cloud-based services of Azure include:
· 
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· Scalability
· Cost-effectiveness
· Reliability
· Security
· Flexibility
[bookmark: _Toc133915017]Additional exercises
	In the following paragraph I have tried to implement at least one Network Security Group (NSG) to help prevent unauthorized access to a database server. An NSG is a security feature in Azure that allows you to filter network traffic to and from resources in an Azure Virtual Network. By creating rules in an NSG, you can allow or deny traffic based on factors such as source and destination IP addresses, ports, and protocols. This can help enhance the security of your resources by preventing unauthorized access. So, here is the representation of the remote desktop connection. [image: A screenshot of a computer
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Server Manager is a tool that allows you to manage your server environments. In Azure, you can use Windows Admin Centre to manage your Windows Server virtual machines (VMs). Windows Admin Centre is a browser-based graphical user interface that provides a modernized version of familiar tools such as Server Manager and streamlined Microsoft Management Console (MMC) tools.
“Server Manager was introduced in Windows Server 2008 and has been updated in subsequent versions of Windows Server to support remote and multi-server management. Server Manager can help you provision and manage both local and remote Windows-based servers from your desktop, without requiring physical access to servers or enabling Remote Desktop Protocol (RDP) connections.” You can use Server Manager to administer Server Core installation options of Windows Server 2016, Windows Server 2012, and Windows Server 2008 R2 that are hosted on remote machines.
[image: A picture containing text, monitor, indoor, computer
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Windows Admin Center is a newer tool that complements Server Manager and provides a more intuitive and flexible way to manage your Windows Server instances anywhere, including on-premises, in Azure, or in any cloud. Windows Admin Center integrates with Azure services such as Azure Backup, Azure Site Recovery, Azure Monitor, Azure Security Center, and Azure File Sync. Windows Admin Center also supports extensions that can add functionality from Microsoft or third-party providers.


“Both Server Manager and Windows Admin Center are useful tools for managing your server environments.” [7] However, depending on the needs and preferences, you may find one tool more suitable than the other. For example, “if you need to manage a large number of servers in an enterprise-level organization, you may want to use Server Manager with other Microsoft System Centre products.” [8] On the other hand, if you want to manage your servers from any device using a web browser, you may prefer Windows Admin Center with its modern interface and integration with Azure services.
Link to the online resource about Microsoft Azure configurations: Click Here
[bookmark: _Toc133915018]Conclusion

Azure, Amazon Web Services (AWS), and Google Cloud Platform (GCP) are among the top cloud service providers. They all offer a variety of cloud services such as IaaS, PaaS, and SaaS. AWS has the most extensive range of services, followed closely by Azure with its strong AI, ML, and analytics capabilities. GCP ranks third in terms of the number of services available. Each provider has its strengths and unique features. For instance, Azure is recognized for its hybrid cloud solutions and integration with other Microsoft products. It’s crucial to assess your specific needs and requirements when selecting a cloud provider.
The biggest technological advance in our lives has been cloud computing. Numerous new businesses have been made possible by it, and it also offers huge opportunities for established businesses to innovate like startups and pay off years' worth of technical debt. However, businesses must change much more than their technology to fully benefit from the cloud. As Dow Jones' CIO, Stephen Orban “oversaw the company's transition to greater digital agility.” [9] He currently oversees AWS' Enterprise Strategy division, where he works with executives from the biggest corporations in the world to modernise their organisations. As he shows in this book, “businesses moving to the cloud must retrain their workforce, modernise their business practises, and change their organisational cultures.” [10] Orban excels by fusing his expertise with those of several business titans.
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