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Important Note: 
This assessment has 2 parts to complete.
Part 1 (40 Marks)
Part 2 (60 Marks)

You may select any Part to complete first. 
When completing the task, 
i) wherever you find the below table, you must call the examiner to check your task before moving to the next task.
Examiner Comments and Signature: 
	

	Signature:



1. [image: Cut with solid fill]wherever you find the below symbol, you must take a screenshot and paste them in a word document and submit. 


After completing all the parts of the assessment, copy the configuration as per the requirement stated below and submit both the word document and text file electronically via Moodle Submission. 



















PART 1 (40 Marks)
Topology

[image: Diagram

Description automatically generated]

	Device
	Interface
	IP Address

	Rtr1
	G0/0/0
	10.1.0.2/24

	R1
	G0/0/1
	10.2.0.2/24

	
	Loopback0
	172.16.0.1/27

	
	Loopback1
	172.16.0.65/26

	Rtr3
	G0/0/1
	10.2.0.3/24

	
	S0/1/0
	10.1.3.3/25

	
	S0/1/1
	10.1.3.130/25

	
	Loopback0
	172.16.3.1/27

	
	Loopback1
	172.16.3.65/26

	Rtr2
	G0/0/0
	10.1.0.1/24

	
	S0/1/0
	10.1.3.1/25

	
	S0/1/1
	10.1.3.129/25

	
	Loopback0
	172.16.1.1/27

	
	Loopback1
	172.16.1.65/26





Task 1.1 – Network Connections (7 marks)

 Build the network as per the topology. (2 Marks)
Configure basic settings: (5 Marks)
iii) Hostnames, Disable Domain lookup, IP Addresses, Synchronous line connection and allow only virtual connections via SSH to all devices. Deny Telnet in all Routers.
iv) Create user account with username: PassEncor_“YourName” (Eg: PassEncor_nitheesh), with encrypted password: RestrictyourName (Eg: Restrictnitheesh), and set its privilege level to 15. 
Examiner Comments and Signature: 
	



	Signature:



Task 1.2 – Configure and Verify eBGP for IPv4 (33 marks)

 Implement BGP and Neighbor relationship on Rtr1, Rtr2 and Rtr3. 
Implement BGP and ASN (5 Marks)
v) For Rtr3, use Autonomous System Number 20, 
vi) For Rtr2, use Autonomous System Number 30, 
vii) For Rtr1, use Autonomous System Number 10.
 
viii) Configure ALL designated neighbors for Rtr1, Rtr2 and Rtr3. (5 Marks)

Advertise IPv4 Prefixes (10 Marks)
ix) Configure Rtr1 to advertise the IPv4 Prefixes local to ASN 10
x) Configure Rtr2 to advertise the IPv4 Prefixes local to ASN 30 
xi) Configure Rtr3 to advertise the IPv4 Prefixes local to ASN 20 

xii) Disable the default IPv4 unicast behavior in Rtr3. (3 Marks)

Verify BGP Neighbor relationship: (2.5 Marks)
xiii) [image: Cut with solid fill]Verify Routing Tables on each router. Justify with evidence step viii configuration. 
xiv) [image: Cut with solid fill]Verify BGP Neighbor Adjacencies on Rtr1. Justify with evidence step viii configuration.
Examiner Comments and Signature: 
	Signature:


[image: Cut with solid fill]Activate the interfaces on Rtr3 in IPv4 AF configuration mode. (5 Marks)
Verify that all BGP speakers are receiving prefixes from their neighbors. Verify that the BGP State between Rtr2 and Rtr3 has now been established. (2.5 Marks)
Examiner Comments and Signature: 
	Signature:






PART 2 (60 Marks)
Topology


[image: Diagram

Description automatically generated]




	Device
	Interface
	IPv4 Address

	Rtr1
	G0/0/0
	10.12.0.2/24

	
	G0/0/1
	10.23.0.2/24

	
	Loopback 1
	192.168.2.1/24

	
	Loopback 2
	192.168.1.1/24

	
	Loopback 3
	192.168.0.1/24

	Rtr2
	G0/0/1
	10.12.0.1/24

	
	S0/1/0
	10.13.0.1/24

	
	Loopback 4
	192.168.3.1/24

	Rtr3
	G0/0/1
	10.23.0.1/24

	
	S0/1/0
	10.13.0.2/24

	
	Loopback 5
	192.168.4.1/24























Task 1 – Network Connections (5 Marks)

 Build the network as per the topology. (1 Mark)
Configure basic settings: (4 Marks)
xv) Hostnames, Disable Domain lookup, IP Addresses, Synchronous line connection and allow only virtual connections via Telnet to all devices. Deny SSH for all routers.
xvi) Create user account with username: AnotherTask_“YourName” (Eg: AnotherTask_nitheesh), with encrypted password: AnotherTask_yourName (Eg: AnotherTask_nitheesh), and set its privilege level to 10. 
Examiner Comments and Signature: 
	



	Signature:



Task 2 – Implement EIGRP for IPv4 (55 Marks)
Configure classic EIGRP for IPv4 on all devices. Use Autonomous System number 90 and advertise only the connected interfaces on each device. (18 Marks)
[image: Cut with solid fill]Verify that each devices have a complete routing table for all the networks shown in the topology and addressing table. (5 Marks)

List the commands used to verify each device: ____________________________________

	



	Signature:



Verify EIGRP timers. (5 Marks)
xvii) How does EIGRP ensure reliability and convergence? (1 Mark)

____________________________________________________________________
xviii) What are the standard EIGRP timers? Name them: (1 Mark)

____________________________________________________________________
xix) What is the default Timer value? (2 Marks)

____________________________________________________________________
xx) What is the command to verify the timer values? (1 Mark)

____________________________________________________________________

[image: Cut with solid fill]Modify the timers in the network using appropriate commands. Modify the hold time to 20 seconds and hello interval to 15 seconds. (5 Marks)
Issue the command to verify the changed timer values: 

____________________________________________________________________


Examine the routes in Rtr1, Rtr2 and Rtr3: Summarize any contiguous block of networks that are advertised individually. (7 Marks)
xxi) What is the command to examine the routes: (2 Marks)
[image: Cut with solid fill]____________________________________________________________________
Screenshot the routes that are advertised individually.  

xxii) Issue the command to summarize the network as required: (5 Marks)
[image: Cut with solid fill]__________________________________________________________________________
Screenshot the routes that are summarized. 

Examiner Comments and Signature: 
	


	Signature:



Examine the routing table and create appropriate distribute list by referencing an access list “ENCORE-RTR3-RESTR” allowing Rtr3 to learn about 10.12.0.0/24 network only via Rtr1. (15 Marks)
xxiii) Create an access list “ENCORE-RTR3-RESTR” in the appropriate router allowing Rtr3 to learn about 10.12.0.0/24 network only via Rtr1 and not via Rtr2. Make sure to apply adequate permit and deny statements keeping in mind there is an implicit deny any. (6 Marks)
xxiv) [image: Cut with solid fill]Configure distribute list referencing the access list “ENCORE-RTR3-RESTR” you created above. (7 Marks)
xxv) Verify the required changes are done using appropriate commands. (2 Marks)

Examiner Comments and Signature: 
	


	Signature:





Submission Requirement:
[image: Cut with solid fill]Note: Your electronic submission will be accepted only after getting signature from the Examiner on completing the above tasks. 
1. A word document with screenshot of Tasks with symbol
2. A txt file, for each Router and Switch, with all appropriate show commands to justify your command execution. The file name should be Part1_Surname_Sno_routername.txt

All documentation for your solution should be submitted electronically on Moodle. It is your responsibility that you copy all the files correctly. 
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