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Design and Implementation of a Secure Web-Based Inventory Management System Using Python and Flask

[bookmark: _Toc194325640][bookmark: _Toc200637821][bookmark: _Toc202960564][bookmark: _Toc203990728]Introduction
In today fast paced and digitized world, effective inventory management has become a pivotal aspect of various industries, ranging from healthcare to manufacturing. The integration of advanced information systems with networking technologies has given rise to innovative approaches that enhance efficiency, reliability, and security in inventory management. As organizations strive to optimize their operations, the advent of cloud computing and improved cybersecurity measures offers significant opportunities to revolutionize traditional inventory management practices. This dissertation aims to develop a comprehensive inventory management system utilizing Python Flask framework and SQLite, coupled with robust cybersecurity protocols to safeguard sensitive data.
The traditional methods of inventory management are often plagued with inefficiencies, inaccuracies, and challenges arising from human errors. An automated, cloud-based inventory management system has the potential to eliminate these drawbacks by providing real-time data access, predictive analytics, and streamlined operations [1][2]. By utilizing technologies such as machine learning and cloud computing, today inventory systems can offer enhanced demand forecasting and data management capabilities that traditional models cannot [3][4]. Incorporating rigorous cybersecurity practices is essential in this digital transformation, as the reliance on cloud services heightens the risks of data breaches and other cyber threats [5][6].
This study not only emphasizes the technical aspects of implementing an inventory system but also sheds light on the importance of integrating cybersecurity measures to protect sensitive business data. The core of the project revolves around designing a secure and efficient inventory management system that seamlessly connects to cloud storage while adhering to best practices in cybersecurity [7][8]. As our reliance on digital systems increases, securing these technologies against potential threats becomes paramount, making the intersection of inventory management, networking, and security a relevant and urgent topic for research.

[bookmark: _Toc194325641][bookmark: _Toc200637822][bookmark: _Toc202960565][bookmark: _Toc203990729]Background to Project
The context of this project is rooted in the significant challenges facing businesses regarding inventory management. The varying factors influencing inventory management, such as demand fluctuations, supply shortages, and ineffective tracking systems, can severely impact operational efficiency [9][10]. The shift towards digital solutions is influenced by the necessity for organizations to minimize excess costs associated with inventory mismanagement, enhance accountability, and improve supply chain dynamics [11]. Notably, traditional inventory systems are often inadequate, leading to lost sales opportunities and logistical bottlenecks that stem from poor inventory visibility [12][13].
One of the crucial reasons this issue warrants attention is its broad applicability across industries. From manufacturing sectors requiring precise inventory levels for production to the healthcare industry’s need for immediate access to critical supplies, the implications of effective inventory management are profound and far-reaching [14][15]. The integration of cloud technology in inventory management presents a transformative solution that allows for operational agility, enables comprehensive data analytics, and enhances decision-making capability [16][4]. Moreover, as more businesses migrate to cloud-based infrastructure, understanding how to effectively secure this infrastructure against potential cyber threats is vital for maintaining trust and operational integrity.
Cybersecurity is fundamentally intertwined with inventory management in our increasingly digital landscape. With more systems moving online, the risk of cyberattacks targeting sensitive inventory data is amplified [5][6]. Data breaches can lead to unauthorized access to proprietary business information, inventory misreporting, and potential financial losses. Consequently, incorporating robust cybersecurity measures into the inventory management system is essential not only for compliance with regulations but also for protecting the business reputation and operational scalability [6][8].

[bookmark: _Toc194325642][bookmark: _Toc200637823][bookmark: _Toc202960566][bookmark: _Toc203990730]Aim and Objectives
The overarching aim of this project is to develop a secure and efficient inventory management system that utilizes Python Flask for the web application framework, integrated with SQLite for database management, while implementing cybersecurity protocols to enhance data integrity and protection.

To achieve this aim, the following objectives have been outlined:
1. Develop a secure and efficient inventory management system using Flask and SQLite: This objective focuses on leveraging the capabilities of Python and relevant frameworks to create a user-friendly interface for managing inventory. The Flask framework allows for rapid web application development while SQLite provides a lightweight database solution that is ideal for an inventory management system [17][11]. The design will emphasize responsiveness and ease of use, encouraging better engagement and efficiency for end users.

2. Integrate cybersecurity measures to enhance system security: This objective underscores the critical need for seamless integration of cybersecurity practices within the inventory management system. Implementing multifactor authentication, encryption of sensitive data, and secure coding practices will fortify the system against potential vulnerabilities [6][18]. By following best practices in cybersecurity, the project aims to establish a secure environment that protects user data and fosters trust among users.

3. Host and manage the inventory database on a remote server securely: The final objective involves deploying the inventory system on a cloud hosting service, allowing for scalable access while ensuring that sensitive data remains protected. Implementing secure connections and adhering to data protection regulations during the hosting phase will ensure the reliability and security of inventory data storage [7][16]. This objective is crucial for enhancing accessibility in the contemporary working environment, meeting the demands for remote access and mobile responsiveness.

Each objective plays a vital role in propelling the project toward its aim. By enhancing the functional aspects of the inventory system through development and integration with modern technologies while simultaneously addressing cybersecurity, the project aspires to create a resilient, efficient, and secure inventory management solution.

[bookmark: _Toc194325643][bookmark: _Toc200637824][bookmark: _Toc202960567][bookmark: _Toc203990731]Literature Review
[bookmark: _Toc194325644][bookmark: _Toc200637825][bookmark: _Toc202960568][bookmark: _Toc203990732]Background Research
The field of inventory management is undergoing a significant transformation, driven by advancements in technology, particularly in cloud computing, artificial intelligence (AI), and data analytics. Today’s inventory management systems must not only track inventory levels but also integrate seamlessly with supply chain processes, making real-time data available to stakeholders. The shift toward digital solutions aligns with the necessity for organizations to optimize their operations, reduce costs, and enhance customer satisfaction.
Cloud computing plays a pivotal role in modern inventory systems, facilitating remote access to data, reducing the need for physical infrastructure, and allowing businesses to scale their resources as needed. Xia [19] emphasizes that the application of cloud computing technology in secure data storage systems effectively addresses underlying security issues and enhances the operational speed of computer networks. This capability is crucial for inventory management systems, which must protect sensitive data while ensuring that it is readily accessible to authorized users.
When deploying such systems to Microsoft Azure, additional security layers can be introduced. These include Azure Active Directory (AAD) for user authentication and role-based access, and Managed Identities, which allow applications to securely access Azure resources without storing credentials in code. Furthermore, Azure Key Vault provides a secure storage mechanism for sensitive information such as database connection strings or cryptographic keys, which is critical when handling inventory and user data.
Azure also supports network-level security through the use of Virtual Networks, Network Security Groups (NSGs), and Application Gateways with integrated Web Application Firewalls (WAF), which can mitigate common threats such as SQL injection or cross-site scripting (XSS). These services strengthen the security posture of web-based applications hosted in the cloud.
Additionally, the integration of AI and machine learning algorithms into inventory management systems has led to improved demand forecasting, inventory classification, and supply chain decision-making. For instance, Hu et al. [20] developed a multicriteria classification framework for spare parts management, showcasing how AI and data-driven approaches can lead to better inventory visibility and decision-making. Furthermore, Zhang et al. [21] provide a comprehensive review of spare parts inventory management, classifying studies based on the characteristics of spare parts and inventory systems, which aids in understanding specific inventory management challenges.
The Internet of Things (IoT) also provides a technological backbone for smart inventory management. By embedding sensors in inventory items, businesses can obtain real-time data regarding stock levels, automatically reorder items when thresholds are reached, and track item usage. This connectivity provides insights into operational efficiency and potential cost savings, as outlined by Olutimehin et al. [22], who explore how technologies such as automation, IoT, and AI transform operations in the fast-moving consumer goods sector.
Finally, the principles governing supply chain management emphasize the importance of synchronizing inventory with market demand, which reduces waste and improves customer service levels. This synchronization requires adaptive and flexible inventory control methods that can be informed by continuous data analysis. The utilization of advanced analytical frameworks, as discussed in various studies, is essential for establishing a responsive supply chain that can adapt to the rapidly changing marketplace.

[bookmark: _Toc194325645][bookmark: _Toc200637826][bookmark: _Toc202960569][bookmark: _Toc203990733]Reviewing Research Papers
Numerous research papers extensively examine various dimensions of inventory management, emphasizing technological innovations, methodologies, and management practices that evolve this field.
[bookmark: _Toc194325646][bookmark: _Toc200637827][bookmark: _Toc202960570][bookmark: _Toc203990734]Relevance of Research and Methodologies
Sawaya et al. [23] discuss managing supply networks through adaptive limit process charts to sense abnormal resource flows. Their methodologies combine time-series modelling with process charts to mitigate risks associated with inventory fluctuation, thus optimizing inventory management processes. This work is highly relevant to the proposed project as it underscores the significance of data analytics in ensuring effective inventory data management and highlights applicable methodologies for real-time inventory monitoring.
In another significant contribution, Skowron & Styczeń [24] analyse optimal multi-periodic control for inventory-coupled systems. Their findings provide insights into the interaction between inventory levels and other subsystems, indicating the need for integrated inventory control systems that consider interdependencies. This research illustrates how multi-faceted control systems can enhance overall inventory management practices.
Moreover, Bersani et al. [25] explore distributed product flow control in networks of inventories with stochastic production and demand. Their work focuses on reducing inventory costs while improving service levels, revealing methodologies for controlling product and information flows across various subsystems. Such results are instrumental for establishing a robust inventory management system that aligns with the aims of this project by minimizing costs while maximizing service quality.
[bookmark: _Toc194325647]The utilization of AI and machine learning in managing inventory is supported by Ge and Zhang [26], who developed an inventory prediction model based on backpropagation neural networks. Their model addresses the challenges faced in sales forecasting, indicating that machine learning can substantially improve inventory prediction accuracy. Such predictive analyses are essential for the proposed system, which aims to enhance decision-making through data-driven insights.
[bookmark: _Toc200637828][bookmark: _Toc202960571][bookmark: _Toc203990735]Measuring Results and Usability Studies
Usability studies and testing are crucial in ensuring the effectiveness of inventory management systems. Research such as that conducted by Jiang [27] on AI applications in big data underlines the importance of user interfaces and system design in facilitating user engagement and decision-making. Effective usability testing can reveal design weaknesses and areas where user interactions could be improved, thus directly impacting system effectiveness.
[bookmark: _Toc194325648]Additionally, the work by Islam et al. [28] focuses on modelling perishable inventory systems, which include considerations of customer impatience and service levels. The results highlight how system parameters affect performance and costs, presenting insights that can be utilized to optimize service delivery and customer satisfaction in inventory management.
[bookmark: _Toc200637829][bookmark: _Toc202960572][bookmark: _Toc203990736]Summary of Findings and Contributions
The extensive literature on inventory management reveals a plethora of methodologies, frameworks, and technological applications that continue to shape the field. Key insights derived from these studies include the importance of integrating cloud computing, AI, and IoT technologies to achieve enhanced efficiency and accuracy in inventory management systems. Furthermore, the various techniques for measuring inventory performance and the significance of usability studies illustrate a comprehensive approach to improving inventory management practices.
[bookmark: _Toc194325649]Through this literature review, it is clear that leveraging modern technologies to improve inventory management poses numerous advantages, including enhanced data engagement, operational flexibility, and the ability to cater to fluctuating market demands. The relevance of these studies to the proposed project lies in their focus on innovative methodologies and technologies that can be directly incorporated into the design of the inventory management system being developed.
[bookmark: _Toc200637830][bookmark: _Toc202960573][bookmark: _Toc203990737]Relating Findings to Project Aims and Objectives
In reviewing these studies, the findings align with the aims and objectives of the project, notably in developing a secure inventory management system by utilizing Flask and SQLite. The integration of cybersecurity measures into this design stems from the necessity outlined in the reviewed literature, emphasizing the importance of safeguarding sensitive data in digital inventory environments.
Expanding the project to a cloud platform such as Azure brings additional security advantages. By leveraging Azure’s built-in compliance and security tools, including Azure Security Center (now Microsoft Defender for Cloud), the system gains continuous security assessment, threat detection, and recommendations to improve configuration. Furthermore, applying Azure Role-Based Access Control (RBAC) ensures that users are granted the minimum necessary permissions, reducing the risk of privilege misuse.
These measures, combined with secure development practices and careful handling of identity and access management, ensure the project maintains a robust security posture both at the application and infrastructure levels.
In conclusion, this literature review provides a robust foundation for further development in the proposed inventory management project, showcasing the relevance of technological integration and innovative methodologies to achieve a secure, efficient system that meets the evolving demands of inventory management.
[bookmark: _Toc194325650][bookmark: _Toc200637831][bookmark: _Toc202960574][bookmark: _Toc203990738]Summary of Findings
The literature review reveals that the integration of advanced technologies into inventory management significantly enhances operational efficiency and effectiveness. The role of cloud computing is central, as it enables flexible access and robust data storage while improving security. AI and machine learning applications enhance demand forecasting and inventory analysis, which is vital for managing fluctuations in market demands.
Key studies demonstrate various methodologies employed in optimizing inventory management systems, including time-series modelling, adaptive control systems, and AI-driven prediction models. These methodologies not only showcase innovative approaches to inventory management but also serve to highlight the importance of data analytics in decision-making.
Furthermore, usability studies underscore the significance of designing user-centric systems that promote ease of use and efficient engagement with the inventory management tool. The relevance of this research is magnified in relation to the project’s aim of developing a secure and efficient inventory management system utilizing innovative frameworks and cybersecurity measures.
Additionally, hosting the system on Azure provides a cloud-native security architecture, ensuring encrypted communication (via HTTPS), secure identity management (AAD), and compliance with major industry standards. These enhancements directly support the project’s objective of building a secure and scalable solution, especially as the system evolves from a local prototype to a remotely hosted application accessible by multiple users.
Ultimately, the findings gathered from the literature strengthen the foundational elements of the proposed project, aligning the goals of secure data management with advanced technological approaches to enhance inventory management effectiveness in a competitive business landscape.
[bookmark: _Toc194325652][bookmark: _Toc200637832][bookmark: _Toc202960575][bookmark: _Toc203990739]Research Methodology
[bookmark: _Toc194325653][bookmark: _Toc200637833][bookmark: _Toc202960576][bookmark: _Toc203990740]Research Methods 
This research adopts a practice-based approach to investigate and demonstrate how secure inventory management systems can be designed and implemented using modern web technologies. The primary goal is to build a functioning prototype that reflects industry-relevant security practices while remaining accessible for small-scale deployment. To effectively meet the research objectives, a mixed-methods strategy is employed, combining both qualitative and quantitative elements. This ensures a holistic understanding of both the technical and user-oriented aspects of the system.
[bookmark: _Toc200637834][bookmark: _Toc202960577][bookmark: _Toc203990741]Qualitative Methods
The qualitative component primarily focuses on system design decisions, security feature implementation, and evaluating usability. This involves analysing best practices from existing academic literature, developer documentation, and cybersecurity standards (e.g., OWASP Top 10). The goal is to justify the inclusion of features such as hashed passwords (bcrypt), role-based access control, and secure session management within the Flask framework.
Additionally, informal user feedback may be gathered during prototype testing to evaluate the clarity, accessibility, and usability of the system’s interface and functionality. This input will help shape the iterative development process and refine the user experience without requiring large-scale formal surveys.
[bookmark: _Toc200637835][bookmark: _Toc202960578][bookmark: _Toc203990742]Quantitative Methods
On the quantitative side, measurable system behaviour will be evaluated during testing. For example, login success/failure rates, error logging frequencies, and database integrity checks will be recorded during system validation. These tests will determine the robustness and accuracy of user authentication, inventory CRUD operations (Create, Read, Update, Delete), and logging mechanisms.
If security features such as login attempt limits or SQL injection protection are implemented, basic penetration testing techniques (such as malformed input injection or brute-force simulation) will be used to validate the effectiveness of these controls.
The outcomes of these tests will be used to provide quantifiable evidence of the system’s resilience to common security threats.
[bookmark: _Toc200637836][bookmark: _Toc202960579][bookmark: _Toc203990743]Data Collection Techniques
The primary form of data in this research is system-generated—gathered during development and testing phases. This includes:
· User login attempts and logs
· CRUD operations on the inventory database
· Security test results (e.g., SQL injection prevention, password validation)
· Application logs that capture errors and events
In addition, development notes and feedback from potential users (e.g., classmates, instructors, or stakeholders) will be used to inform the design and security features of the application. These insights, although informal, contribute to the qualitative side of the research.
[bookmark: _Toc200637837][bookmark: _Toc202960580][bookmark: _Toc203990744]Justification of Methods
The mixed-methods approach is appropriate for this project because it balances technical analysis (system functionality and security) with user-centered design considerations. It acknowledges that building a secure application is not just about writing code—it is about ensuring usability, accessibility, and reliability in a real-world context.
Using Flask and SQLite provides a realistic environment for development while remaining simple enough to control and evaluate thoroughly. Flask’s modularity supports secure development through extensions (such as Flask-Login), while SQLite offers a manageable and transparent database structure for experimentation and testing.
The decision to integrate cloud readiness (e.g., Microsoft Azure integration) also justifies the chosen methodology. While full deployment may not be realised during this phase, the system will be designed with secure cloud deployment in mind. This opens up opportunities to test and document Azure-specific security practices, such as Key Vault usage and role-based access, in a simulated or pre-configured environment.
[bookmark: _Toc200637838][bookmark: _Toc202960581][bookmark: _Toc203990745]Limitations
One limitation of this method is the limited user base involved in feedback and testing, which may restrict the generalisability of usability results. Additionally, security testing is constrained to basic threat modelling rather than full professional penetration testing, due to scope and ethical constraints. Despite this, the methodology ensures a realistic, practical, and secure system is developed and evaluated appropriately within the bounds of an academic project.

[bookmark: _Toc194325654][bookmark: _Toc200637839][bookmark: _Toc202960582][bookmark: _Toc203990746]Research Process
The research process for this dissertation is centred around the practical development and evaluation of a secure, web-based inventory management system using Python (Flask) and SQLite, with an eventual aim of enabling deployment to a secure cloud environment such as Microsoft Azure. This section outlines the structured approach taken to conduct the research, ensure its validity and verifiability, and perform basic data analysis relevant to system performance and security.
[bookmark: _Toc200637840][bookmark: _Toc202960583][bookmark: _Toc203990747]Research Design and Development Phases

The research follows a design science methodology, which is particularly well-suited for projects involving the creation of functional software artefacts. The process is divided into four key stages: planning, design, implementation, and evaluation.

· Planning: This initial stage involved defining the scope of the system, identifying the key security features, and conducting a literature review to understand the current landscape of inventory systems, cloud-based security, and secure web development best practices. Requirements for functionality (e.g., user login, inventory control) and security (e.g., hashed passwords, input validation, role-based access) were compiled.

· Design: The system architecture was drafted using flowcharts, database schemas, and user role diagrams. A clear separation of concerns was maintained, ensuring that authentication, inventory operations, and logging functionalities were modular. Secure coding practices were embedded into the design, including password hashing (bcrypt), SQL parameterisation to prevent injection attacks, and session management.

· Implementation: Using Flask and SQLite, a terminal-based prototype was developed with built-in authentication, inventory management, and logging systems. The application used the Model-View-Controller (MVC) paradigm to maintain clear logic separation. The system was built with future cloud deployment in mind, ensuring compatibility with Azure services such as Key Vault and Azure Active Directory.

· Evaluation: After development, the system was tested using both functional testing (ensuring all features work as intended) and basic security testing (e.g., input sanitisation, login brute-force simulation). Usability was assessed through informal feedback, and logs were reviewed to ensure accurate data capture of user actions and system errors.

[bookmark: _Toc200637841][bookmark: _Toc202960584][bookmark: _Toc203990748]Ensuring Validity and Verifiability
Validity in this context is ensured by strictly adhering to widely accepted development standards and security guidelines, such as those outlined by the OWASP Top 10 and Flask’s official documentation. Each key feature of the system is directly traceable to project aims and is validated through repeatable testing procedures.
Verifiability is maintained through comprehensive documentation of the development process, including version control logs (e.g., via GitHub), testing records, and screenshots of test outputs. Code reviews and internal checks are used to verify that functions behave as expected under a variety of conditions. The use of SQLite enables direct inspection of the database, allowing third parties to verify that data is correctly stored and secured.
Security features, such as password hashing and protected routes, are implemented using open-source libraries with known reputations (e.g., bcrypt, Flask-Login). These libraries are thoroughly tested and widely used, increasing the credibility and verifiability of the system's security mechanisms.
[bookmark: _Toc200637842][bookmark: _Toc202960585][bookmark: _Toc203990749]Statistics and Data Analysis
While the system is not intended to conduct statistical forecasting itself, data analysis is used to evaluate the performance and security of the prototype. During testing, quantitative data will be collected in the following areas:

· Login Attempt Statistics: Number of successful and failed login attempts, used to evaluate the effectiveness of authentication and rate-limiting features.

· Error Logs: Frequency and type of errors captured during testing to identify weaknesses or flaws in code logic or user handling.

· CRUD Operation Metrics: Number and type of inventory actions (create, read, update, delete) performed, which can help evaluate system reliability and responsiveness.

Basic descriptive statistics will be used to summarise this data. For example, the failure rate of login attempts can be compared before and after adding brute-force protection. Similarly, error rate trends can be analysed over time to assess improvements during iterative development.
Additionally, if informal user testing is conducted (e.g., asking peers to use the system), their responses can be analysed qualitatively to identify recurring usability concerns or suggestions for improvement. These findings, though not statistically rigorous, provide valuable insight for refining the system.
[bookmark: _Toc200637843][bookmark: _Toc202960586][bookmark: _Toc203990750]Conclusion
Overall, the research process balances technical rigour with practical development goals. By adopting a structured approach, employing secure and verifiable practices, and performing targeted data analysis, the process ensures that the resulting system is both functional and secure, with a strong foundation for potential future deployment in real-world scenarios.
[bookmark: _Toc194325655][bookmark: _Toc200637844][bookmark: _Toc202960587][bookmark: _Toc203990751]Ethical Considerations
Ethical considerations play a critical role in the development and evaluation of any software system, especially when the system handles potentially sensitive data. This project, focused on creating a secure web-based inventory management system, incorporates several ethical safeguards to ensure responsible research conduct, data protection, and user respect.
[bookmark: _Toc200637845][bookmark: _Toc202960588][bookmark: _Toc203990752]Data Privacy and Protection
Although the system is a prototype and not yet handling real customer data, it is designed with data privacy in mind from the outset. User credentials are securely stored using bcrypt hashing, preventing the storage of plaintext passwords. Additionally,
access to system features is controlled through role-based access, ensuring that administrative functions are not accessible to regular users. The database and logs are treated as sensitive components and are protected using best practices in code and configuration.
[bookmark: _Toc200637846][bookmark: _Toc202960589][bookmark: _Toc203990753]Informed Consent and Testing
If the system is demonstrated or tested by others (e.g., classmates or instructors), informed verbal or written consent will be obtained before any feedback or observations are collected. Participants will be made aware that their input is being used for academic research and that their identities will remain anonymous. No personal data will be collected or stored during informal user testing, and any feedback will be used strictly for the purpose of system improvement.
[bookmark: _Toc200637847][bookmark: _Toc202960590][bookmark: _Toc203990754]Academic Integrity and Transparency
All software libraries, frameworks, and external resources used in the project are properly referenced. The development process is fully documented to ensure transparency and reproducibility. Additionally, any assumptions, limitations, or known flaws in the system will be clearly stated in the evaluation section to avoid misleading claims about the system’s performance or security.
By embedding ethical considerations into both the technical design and research process, this project ensures responsible conduct aligned with academic and professional standards in cybersecurity and software development.
[bookmark: _Toc194325656][bookmark: _Toc200637848][bookmark: _Toc202960591][bookmark: _Toc203990755]Development Methodology
[bookmark: _Toc194325657][bookmark: _Toc200637849][bookmark: _Toc202960592][bookmark: _Toc203990756]Design Methods and Principles 
[bookmark: _Toc194325658][bookmark: _Toc200637850]The development of a secure, web-based inventory management system required careful application of software design principles to ensure usability, accessibility, maintainability, and security. To guide this process, universal design principles were employed, ensuring that the application can be accessed and understood by a wide range of users, including those with varying technical skills.
Universal design emphasises simplicity, flexibility, and intuitive user experience. In this project, that translated into a clean and straightforward interface that distinguishes between user roles (admin vs. standard user), minimises visual clutter, and makes key functions like “Login,” “View Inventory,” “Add Item,” and “Logout” easily accessible. The use of clear navigation and concise feedback messages further supports usability and reduces cognitive load.
From the outset, the system was structured around the principle of user-centred design, where the intended users’ needs and capabilities shaped the functionality. Admins are granted access to features such as user management, activity logs, and item deletion, while regular users can only view and manage inventory items within limits. This role-based access model ensures the system’s integrity while enhancing clarity for all users.
Design techniques such as user stories, wireframes, and class diagrams were instrumental in the planning and structuring phases. User stories helped define the functional requirements of the system from the perspective of different users. For example:
· “As an admin, I want to add a new inventory item, so I can keep track of new stock.”

· “As a user, I want to view all available items, so I can check stock levels.”

· “As an admin, I want to register a new user account, so team members can access the system.”
These user stories informed the interface layout and guided the prioritisation of features.
Early wireframes were drawn up to visualise the layout of pages such as the login screen, dashboard, and inventory view. This helped plan the logical flow and structure before any coding began. Each interface was designed with responsiveness and clarity in mind, using common UI components (buttons, forms, tables) laid out in an accessible manner.
In terms of system logic, class diagrams were used to map out the relationships between entities such as Users, Inventory Items, and Logs. These diagrams clarified how data would flow through the system and supported the development of corresponding database tables using SQLite. The users, inventory, and logs tables reflected these design decisions and maintained proper separation of concerns.

Throughout development, principles of modularity and DRY (Don’t Repeat Yourself) were also followed. Functions like get_db_connection() and log_action() centralised repeated logic, which improved code readability and made future changes more manageable. The use of Flask’s template inheritance further supported this goal, with a base HTML layout reused across all pages.
While the system is still undergoing security enhancements, secure coding principles have already influenced the design. Passwords are hashed using bcrypt, user input is validated, and session-based authentication ensures that only logged-in users access protected routes. These practices are grounded in the principle of secure by design, laying the foundation for future improvements.
[bookmark: _Toc202960593][bookmark: _Toc203990757]Selection of Techniques
[bookmark: _Toc194325659][bookmark: _Toc200637851]The decision to use user stories, wireframes, and class diagrams was based on their proven effectiveness in small-to-medium scale application development. These methods provided the right balance of structure and flexibility required for an individual student project.
User stories were chosen because they provide a simple, non-technical way to define the system's goals. They helped maintain focus on the end-users’ needs and ensured that the features implemented were both relevant and usable.
Wireframes were used due to their visual nature, helping quickly communicate layout ideas without getting bogged down in code too early. For a web application, visual planning was essential to avoid unnecessary rework during development.
Class diagrams provided the clarity needed for mapping out the data structure, particularly in planning the SQLite schema. Since the project relies heavily on database interactions, understanding the relationships between users, inventory items, and logs was essential to ensuring a stable and secure application.
The use of Flask as a web framework was also a considered choice. It offers flexibility and simplicity, making it ideal for this project’s size. Flask’s use of routes, decorators, and template rendering provided a clean separation between logic and presentation, which aligns with good development practice.
Each selected technique directly contributed to the successful development of a modular, secure, and user-focused inventory system.
User stories ensured that every implemented feature had a clear purpose and user benefit. This helped avoid scope creep and kept the project aligned with the initial goals.
Wireframes streamlined the interface development by allowing layout testing before coding. This reduced the time spent reworking HTML and CSS during later stages.
Class diagrams prevented confusion during database setup and ensured that the users, inventory, and logs tables matched the system’s intended logic and relationships. This was especially useful during login handling, role checking, and logging user activity.
By combining these design methods, the project was developed in an iterative and user-focused manner, with a strong emphasis on maintainability and scalability. The use of modular Python functions and template inheritance further helped reduce duplication and centralise logic, making the application easier to debug and extend.
These techniques also supported collaboration with deployment tools such as Azure. By keeping the project organised and modular, it was easier to identify deployment issues and ensure that key files (e.g. requirements.txt, templates/, Project.py) were correctly recognised by Azure during deployment.

[bookmark: _Toc202960594][bookmark: _Toc203990758]Design
[bookmark: _Toc194325660][bookmark: _Toc200637852][bookmark: _Toc202960595][bookmark: _Toc203990759]Requirements Analysis 
To develop a secure and functional web-based Inventory Management System, it is crucial to clearly define the requirements and expectations of its users. This system is designed to serve two primary user types: administrators and regular users. By identifying how each user interacts with the system, we can ensure usability and functionality that align with real-world needs.
[bookmark: _Toc202960596][bookmark: _Toc203990760]Use Cases and User Stories
Use cases and user stories were developed to explore realistic interactions between users and the system. These guided the development to focus on meaningful outcomes.
· User Story 1: Admin Login and Management:
As an administrator, I want to securely log into the system and manage inventory, users, and view activity logs so that I can maintain system integrity and oversee user actions.

· User Story 2: Regular User Login and Inventory Access:
As a regular user, I want to view the inventory and add or delete items so that I can contribute to stock management efficiently.

· User Story 3: New User Registration:
As an administrator, I want to register new users with specific roles so that I can delegate responsibilities securely.

· User Story 4: Security and Session Control:
As a system user, I want my actions to be securely logged, and my session managed so that my data is protected and traceable.

These user stories ensure that the system is both functional and secure for each user role.
[bookmark: _Toc202960597][bookmark: _Toc203990761]Functional Requirements
1. Secure Authentication: 
The system must provide a secure login mechanism for both admin and regular users using hashed passwords (bcrypt) to prevent credential theft.

2. Role-Based Access Control (RBAC): 
Users must only have access to features permitted by their role. For example, only admins can register new users and view system logs, whereas both admins and users can manage inventory items.

3. Protected Registration Process: 
The registration form must only be accessible to logged-in administrators to prevent unauthorized user creation or privilege escalation.

4. Inventory Access Logging: 
All actions related to inventory management including viewing, adding, and deleting items must be logged with a timestamp and the associated username to ensure traceability and accountability.

5. Activity Monitoring: 
The system must maintain a detailed log of critical user activities, including login attempts (successful and failed), logout actions, and user registrations.

6. Session Management: 
User sessions should be securely maintained with automatic session creation upon login and complete session destruction upon logout to prevent session hijacking.


7. Input Validation and SQL Injection Protection: 
All user inputs (e.g., usernames, item names, and quantities) must be validated to prevent SQL injection and other common input-based attacks.

8. Database Access Restrictions: 
The SQLite database should only be accessible via server-side code. There must be no direct access to the .db file from the front-end or users.

9. Deployment Security: 
The system must be hosted on a secure cloud platform (Microsoft Azure), using environment variables for sensitive data (e.g., SECRET_KEY) and following best practices for cloud deployment.

10. Error Handling and Feedback: 
The system must handle errors gracefully (e.g., incorrect login credentials or unauthorized page access) without revealing sensitive information about the backend or database structure.
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Designing a secure and user-friendly web-based inventory management system involves several interrelated components, including interface structure, backend logic, database schema, authentication layers, and deployment infrastructure. This section outlines the major architectural and structural components that contribute to the system’s functionality and security.
1. User Interface (UI) Structure
The user interface was designed using HTML templates rendered through Flask. Templates are organized using a modular structure, with common elements such as navigation bars shared across pages using inheritance (via base.html where applicable). Each page (e.g., login, register, inventory, add item, logs) follows a clean and consistent design, ensuring accessibility and usability for both technical and non-technical users.
The design separates admin and user views dynamically. For instance, the dashboard adapts its menu items based on the logged-in user's role, hiding administrative functions (like user registration and log viewing) from regular users.
Security-related UI considerations include:
· Displaying confirmation messages without exposing sensitive backend details.
· Preventing direct access to forms or routes without authentication.
· Limiting visible options to a user’s role to reduce attack surfaces.

2. Flask Application Logic
The Flask framework was selected for its simplicity, flexibility, and compatibility with Python — the language in which the core logic is written. Flask routes (@app.route) are clearly defined for each functionality, including login, logout, dashboard, inventory operations, and user management.
Key backend components:
· session is used to track login status and enforce role-based access.
· Conditional checks in routes ensure users cannot access unauthorized pages.
· Flash messaging provides real-time feedback (e.g., on login success/failure or user registration).
Each route is designed to redirect unauthenticated users back to the login page, preventing direct URL manipulation.
3. Database Schema
The SQLite database is structured into three main tables:
· users: stores usernames, bcrypt-hashed passwords, and roles (admin or user).
· inventory: tracks items and their quantities.
· logs: records all significant user actions with timestamps and usernames for accountability.
Security is integrated at the data level by:
· Restricting role values using a CHECK constraint.
· Preventing SQL injection through parameterized queries (e.g., cursor.execute("SELECT * FROM users WHERE username = ?", (username,))).
· Using read-only cursors where appropriate to prevent unintended modification.
4. Role-Based Access Control (RBAC)
RBAC is implemented through conditional logic in both routes and templates. Admin users have access to user management and log viewing functions, whereas regular users are limited to inventory-related actions.
By isolating admin functionality, the system reduces the likelihood of privilege escalation or misuse of sensitive functions. These checks are consistently enforced at both backend and UI levels.
5. Logging Mechanism
A custom logging system records key actions like logins, logouts, registrations, item additions/deletions, and inventory updates. This data is stored in the logs table and displayed to admins in the /logs view.
This enhances the system’s transparency, enables auditing, and supports incident detection.
6. Azure Deployment Components
The application is deployed using Microsoft Azure App Service. The environment includes:
· A Python runtime (3.11).
· requirements.txt for dependency management.
· startup.txt and runtime.txt for Azure configuration.
· Secure environment variables (e.g., SECRET_KEY) stored server-side.
During deployment, care was taken to avoid uploading sensitive or redundant folders like .vscode and .venv. Successful deployment was verified via SSH access, file inspection (ls), and live app testing.
Deployment security measures:
· Hosted with HTTPS by default.
· Uses the Azure Sandbox, which restricts root access and enforces isolation.
· Manual FTPS and SSH deployments were used after GitHub integration presented challenges, which will be discussed in the "Challenges and Solutions" section.
[bookmark: _Toc194325662][bookmark: _Toc200637854][bookmark: _Toc202960599][bookmark: _Toc203990763]Implementation 
[bookmark: _Toc194325663][bookmark: _Toc200637855][bookmark: _Toc202960600][bookmark: _Toc203990764]Overview of the Architecture 
The architecture of the secure inventory management system was designed using a modular and layered approach, integrating web technologies with a local SQLite database and hosted on a cloud platform to support accessibility and scalability. At a high level, the application is structured into three core components: the presentation layer (HTML templates), the application logic layer (Flask-based Python code), and the data storage layer (SQLite database). This separation of concerns enhances maintainability and allows future upgrades to be implemented independently within each layer.
The application is developed using the Flask microframework, chosen for its lightweight structure and ability to quickly scale into a full-featured web app. Flask handles routing, session management, request processing, and rendering templates. Key routes include login/logout, register, view inventory, add/delete inventory items, and logs. Each route corresponds to specific user actions and enforces role-based access controls, distinguishing between admin and user privileges.
User authentication is handled securely using bcrypt hashing for password storage, and sessions are used to maintain authenticated states without exposing sensitive information. Environment variables are used to manage secrets like the Flask SECRET_KEY, especially important in cloud deployment environments like Azure.
The front-end is rendered using Jinja2 templates with pages like login.html, register.html, dashboard.html, inventory.html, and add_item.html. The dashboard dynamically adjusts based on the logged-in user’s role, ensuring that sensitive admin features (like viewing logs or registering users) are hidden from non-admin accounts.
The back-end logic is encapsulated in a single Project.py file, which defines all routes and database interactions. The database includes three tables: users, inventory, and logs. The users table handles role-based access, inventory stores item records, and logs maintains an audit trail of user actions with timestamps and usernames, contributing to accountability and security.
Deployment is handled via Microsoft Azure App Service, using ZIP deployment from Visual Studio Code. The project includes critical files like requirements.txt, runtime.txt, startup.txt, and a templates/ folder for HTML rendering. Debugging and validation of deployment were done via Azure SSH access and Kudu services, ensuring that each deployment accurately reflected local changes.
This architecture balances simplicity and functionality while incorporating essential security controls and offering a clear foundation for scaling the system or enhancing it with cloud databases or CI/CD workflows in the future.
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Developing and deploying the inventory management system was a multi-step process, and several significant challenges were encountered throughout. These hurdles spanned both technical development issues and cloud infrastructure limitations, requiring creative solutions and perseverance to overcome.
1.[image: ] “Site Not Found” (DNS Issue)
One of the major early issues was a DNS resolution failure when attempting to access the deployed app via final-project-inventory.azurewebsites.net. The browser reported: “having issues” that usually indicates either:
· [image: ]The app is not running or deployed correctly. 
· The hostname is incorrect or has not propagated.
Solution: I verified the app was created correctly on Azure, confirmed the site URL, and redeployed the project using the correct folder. Restarting the Azure Web App instance resolved the issue once the root problem (incomplete deployment) was corrected.
2. Code Setup in Visual Studio Code[image: ]
This shows my flask application’s core setup in VS Code. The Project.py script handles:
· Database setup using SQLite.
· Creation of tables: Users, Inventory, and Logs.
· A Default admin is inserted if one does not exist.
· Logging functions are included to track user actions.
This Demonstrates my use of code based configuration and how I set up core components before deployment.
3. Dashboard Template[image: ]
This shows dashboard.html. The template:
· Displays user role dynamically.
· Restricts certain links to admin users (e.g. Add Items)
It reflects role based access logic that aligns with secure design principles.
4. Login Page in Action (Failed Login) [image: ]
This illustrates the user login page with a failed login attempt. This message “invalid credentails.” Appers if the username/password is incorrect. It confirms:
· The authentication logic is functioning.
· Error messages are displayed clearly to users (but without exposing sensitive details).
5. Azure App Configuration Settings[image: ]
This is the Azure web app settings page. Key points:
· Stack: Python 3.11, with startup command gunicorn Project:app set.
· FTPS, SSH, and Always On are enabled.
This screenshot highlights the hosting environment setup, showing how Azure settings were tailored for a Flask application running via Gunicorn.
[image: ]6. Templates Structure Confirmation
This shows that all relevant HTML templates (login, register, inventory, dashboard, logs) were correctly placed in the templates folder. This follows Flask’s structure and ensures the app can located these views when rendering pages.







7. Azure token expiry error
[image: ]
This error occurred during deployment due to an expired access token. Azure CLI or VS Code deployments use authentication token that expire. If deployment takes too long, this issue can arise.
Solution: I logged out and back into Azure through VS Code (Azure: Sign In), generated a new token, and redeployed successfully.
8. Internal Server Error (500)[image: ]
After deployment, accessing the site returned a 500 internal server error. This typically means:
· A Python error in code during app setup.
· Missing dependencies or files.
· Database file not created or accessible.
Solution: I SSHed into the app service and confirmed that:
· The inventory.db file existed.
· The templates folder and files were in the right directory.
· I also reviewed logs using Log Stream in Azure to identify and fix the issues.
9. SSH Session into Azure (File Check)
[image: ]
This terminal view confirms successful SSH access into the Azure App Service container. The templates directory and its contents (dashboard.html, login.html, etc.) are visible. Providing that the app was deployed and files were present. SSH access was critical for debugging, verifying files, and ensuring that the app deployed correctly to the right location.
Outcome
These challenges significantly deepened my understanding of deployment, version control, and production debugging. Ultimately, I achieved a working, secure cloud-based inventory system by manually managing deployments and troubleshooting through both local and remote tools.
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One of the standout features of the inventory management system is its role-based access control. Users are assigned either an "admin" or "user" role upon registration, with functionality dynamically adapting based on the user’s role. This enhances security and usability, ensuring that only authorized users can register new accounts, view action logs, or delete items. Admins are presented with an extended dashboard interface, while standard users are provided only the tools they need—minimizing the risk of unintentional changes or misuse.
Another innovative feature is the logging mechanism, which tracks user actions in the system—such as logins, item additions, deletions, and logouts. These logs are stored securely in a dedicated table and displayed in a clear, timestamped format for admin oversight. This not only improves accountability but also lays the foundation for audit trails and security monitoring.
Finally, deploying the system to Azure provides real-world value. The live environment mimics an actual production deployment pipeline, and the ability to SSH into the server to verify files, inspect database contents, and resolve errors adds a professional layer to the implementation. These features collectively make the system practical, secure, and highly educational for demonstrating full-stack web development with security considerations.
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To evaluate the effectiveness and reliability of the web-based inventory management system, a series of structured tests were conducted. These tests were designed based on the research methodology and aimed to assess functionality, security, usability, and performance across both local and cloud-hosted environments.
Functional Testing
Functional testing focused on verifying that each feature worked as intended. Admin users were tested for their ability to register new users, view inventory, add and delete items, and access the logs page. Regular users were tested to ensure they could only view and manage inventory without accessing restricted admin features. All inputs were validated for correct form submission and error handling, such as trying to register with an existing username or entering invalid quantities.
Security Testing
Given the importance of security in this project, particular attention was paid to authentication and role-based access. Passwords were hashed using bcrypt, and this was tested by confirming that passwords stored in the database were encrypted. SQL injection prevention was also tested by attempting to enter malicious strings into the login and item fields—none of which compromised the database.
Usability Testing
To assess user experience, usability testing was performed by simulating how users would interact with the dashboard, forms, and navigation elements. Each role’s interface was tested for clarity and relevance—ensuring users only saw features they were permitted to access. Error messages were checked for clarity and usefulness.
Cloud Deployment Testing
Tests were also conducted on the live Azure environment to ensure parity with the local version. This included testing URL routes, form submissions, database access, and verifying that changes were reflected live. SSH access was used to validate the deployed files and database structure, and errors like 500 Internal Server Errors were debugged through Azure’s log streams and deployment console.
Logging and Audit Testing
Finally, logging functionality was tested by performing actions such as logging in, adding and deleting items, and logging out. The logs table was queried and reviewed through the application to verify the correct user, action, and timestamp were captured.
These tests ensured the system not only functioned as expected but also adhered to the security and usability requirements established during the design phase.
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The testing phase provided significant insight into the effectiveness, security, and robustness of the developed web-based inventory management system. The test outcomes validated many of the decisions made during the design and development stages, while also highlighting areas for potential improvement.
Functional Accuracy and Role-Based Access
The functional testing confirmed that core features, such as user authentication, inventory manipulation, and user registration, performed as expected across both admin and standard user roles. Admin users were successfully able to register other users, access the logs, and manage the inventory. Regular users were restricted to basic inventory functions, in line with the role-based access controls implemented through session-based authentication.
This validated the decision to structure the application logic around user roles, ensuring administrative privileges could not be accessed without proper authorisation. The use of Flask’s session management and decorators helped enforce these boundaries effectively. Redirects and access restrictions worked consistently, and no unauthorised access was observed during testing.
Security and Password Protection
Security testing results reinforced the effectiveness of using bcrypt for password hashing. All passwords were stored securely in the database as hashes, with no plain-text information visible. Login attempts with SQL injection strings or unexpected input types did not lead to vulnerabilities or crashes, demonstrating that input sanitisation and use of parameterised SQL queries were working properly.
Additionally, session management proved reliable in protecting routes and data. Any attempts to access protected pages like /dashboard, /register, or /logs without logging in resulted in redirection to the login page, preventing unauthenticated access.
These results confirmed that integrating these security features early in the design was the right choice. They also highlighted the importance of continuous security consideration, especially when deploying publicly accessible systems.
Deployment and Cloud Integration
Deploying the system to Microsoft Azure added a practical networking and infrastructure component to the project. While initial deployment attempts encountered issues—such as 500 server errors, missing files, and failed FTPS or GitHub deployments—these were eventually resolved by switching to VS Code’s direct deployment feature, ensuring the project folder contained only necessary files like Project.py, templates/, and requirements.txt.
The successful deployment and live testing on Azure demonstrated that the system could operate outside of a local environment and be accessed securely over the internet. This result supports the choice to include cloud deployment in the project’s scope and shows the value of infrastructure testing in a real-world scenario.
Usability and User Experience
Testing from a usability perspective revealed that the interface, though simple, was functional and easy to navigate. Users were able to log in, perform tasks, and receive feedback through alerts and redirects. The separation of admin and user dashboards ensured users were not overwhelmed with irrelevant options.
The results suggest that while the UI lacks advanced design elements, its functionality aligns with the system's objectives and maintains a strong focus on usability. These findings reinforce the decision to adopt a minimalist layout using Flask templates, which reduced complexity while still offering dynamic content rendering based on session data.
Logging and Audit Trail
The logs functionality proved essential during testing, especially when verifying user actions and diagnosing system behaviour. Every login, logout, item addition, and deletion was logged with the correct username and timestamp. This confirmed that the logs table and associated logging logic were working as intended.
These results reflected well on the decision to include a logging feature for both accountability and troubleshooting. It also proved beneficial in identifying any unexpected behaviour during development and deployment.
Reflection on Design Choices
Overall, the results validated many key decisions made throughout the project. Using Flask for the backend allowed for rapid development of secure, modular features. SQLite provided a lightweight yet powerful solution for data storage, and the use of templates enabled clear separation of concerns between logic and presentation.
In conclusion, the testing outcomes demonstrated that the application is functionally reliable, secure, and usable in both local and deployed environments. The systematic approach to testing and issue resolution strengthened the overall robustness of the system and highlighted the importance of aligning development choices with real-world use cases.
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[bookmark: _Toc194325670][bookmark: _Toc200637862][bookmark: _Toc202960607][bookmark: _Toc203990771]Conclusion 
The aim of this project was to design and implement a secure, web-based inventory management system using Python and Flask. The project sought to balance usability, scalability, and security, ensuring that both administrative and standard users could interact with the system appropriately while protecting sensitive data and ensuring system integrity. Based on the development process, testing outcomes, and deployment results, it is clear that the project has successfully met its primary objectives.
From a functional standpoint, the system offers robust core features including user authentication, role-based access control, inventory management (viewing, adding, and deleting items), and user registration. Admin users have exclusive access to log viewing and user creation, while standard users are restricted to basic inventory interactions. This division of responsibilities was implemented using Flask’s session management and was tested thoroughly to ensure proper access control. The ability of the application to enforce role-based access highlights the effectiveness of the early planning and design principles adopted.
Security was a key focus throughout the project. Passwords are securely stored using bcrypt hashing, and all database interactions were safeguarded using parameterised SQL queries, mitigating the risk of SQL injection attacks. Input validation and session management further reduced vulnerabilities. While the system was developed using SQLite for simplicity and ease of deployment, the structure of the code allows for future migration to a more robust DBMS if needed.
Deployment to Microsoft Azure proved to be one of the most challenging aspects of the project, especially given the initial limitations around FTP and GitHub integration due to subscription constraints. Despite these setbacks, the application was successfully deployed using Visual Studio Code’s direct deployment method, which ensured that the correct project structure and files were uploaded. The experience highlighted the importance of environmental configuration, cloud compatibility, and clean project directory management.
In terms of user experience, although the interface is relatively basic, it is intuitive and functional. HTML templates were used to create a consistent layout across the application. All interactions provide appropriate feedback to users, and redirections are handled gracefully. The application may not be visually advanced, but it meets usability expectations for a minimal viable product.
In reflection, all the core objectives defined at the beginning of the project have been achieved:
· A secure login and registration system was developed.

· Inventory can be managed through a web interface by both users and admins.

· Logs are recorded for critical actions, ensuring accountability.

· The system is live and accessible via a deployed Azure web app.

Overall, the project demonstrates a strong alignment with the original aims and has provided valuable insights into full-stack development, security integration, and deployment of web applications to a cloud environment. It also serves as a practical demonstration of applying theoretical knowledge gained during university to a real-world software engineering challenge.
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While the project successfully delivered a functional and secure inventory management system, there are several opportunities for enhancement and expansion that could increase its robustness, usability, and scalability.
One of the most immediate areas for improvement is the database layer. Currently, the system uses SQLite due to its simplicity and portability. However, for production-grade systems or environments with concurrent access, a more scalable solution such as PostgreSQL or MySQL would be more appropriate. Migrating to such systems would allow better handling of multiple users, support for advanced queries, and improved performance under load.
From a security perspective, additional enhancements could be introduced to further safeguard the application. For example, implementing HTTPS (TLS/SSL encryption) for secure data transmission, rate limiting for login attempts to prevent brute-force attacks, and CAPTCHA integration for forms would all help fortify the system against common attack vectors. Additionally, applying a security header policy and conducting regular vulnerability scans would make the deployment more production ready.
Another important improvement would be the introduction of audit trails and detailed logging. While the current system records basic logs such as who added or deleted items, expanding this to include more comprehensive logs—such as IP addresses, browser information, and login attempts—would greatly enhance the accountability and traceability of actions performed within the system.
The user interface (UI) is another area that could benefit from future work. Currently, the templates use a very basic layout with minimal styling. Introducing a CSS framework like Bootstrap or Tailwind CSS would improve the appearance and responsiveness of the interface across various devices. More modern and interactive UI elements could also improve the overall user experience, especially for non-technical users.
Expanding the system’s functionality is another viable avenue. Features such as:
· Low stock alerts and thresholds

· Search and filtering options in the inventory list

· Exporting inventory data to CSV or PDF

· Adding item categories or suppliers

· Implementing inventory history tracking
Additionally, integration with third-party tools or services (such as Google Sheets, Power BI for analytics, or SMS/email notifications) could broaden its utility and bring it closer to commercial inventory systems.
Introducing automated testing (unit and integration tests) and Continuous Integration/Continuous Deployment (CI/CD) workflows via GitHub Actions could also professionalise the development pipeline. This would allow for smoother updates, better error catching, and easier team collaboration should the project grow in the future.
Lastly, user feedback and usability testing could guide iterative improvements. Collecting feedback from real users—including admins and standard users—would help identify pain points and prioritize enhancements based on actual needs rather than assumptions.
In summary, while the current system meets its core requirements, the path forward is rich with potential for improvements in security, scalability, user experience, and functionality. These future developments would not only enhance the system's capabilities but also provide further learning opportunities and professional development in software engineering best practices.
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This project provided a significant learning experience that went beyond simply writing code. It offered the opportunity to apply theoretical knowledge from my academic studies to a practical, real-world problem — designing and building a secure web-based inventory management system. One of the most profound areas of learning was understanding the end-to-end software development lifecycle. From early planning, design, and requirement gathering to implementation, deployment, and testing, each phase required both technical and critical thinking skills.
A major takeaway during the development phase was the depth of knowledge required to make a system secure. While I had some familiarity with concepts like password hashing and basic access control, implementing these features in a functional Flask application required careful research, trial and error, and a deeper understanding of the Python ecosystem. Libraries like bcrypt and SQL parameterization taught me how to protect user data and defend against attacks such as SQL injection.
Deployment introduced an entirely new learning curve. Setting up the Azure App Service seemed simple in theory, but real-world issues such as expired access tokens, incorrect folder deployments, and hidden system defaults presented unexpected challenges. Each issue forced me to slow down, read logs carefully, SSH into the remote environment, and trace where the process failed. The experience taught me not to rely solely on the GUI but to understand what’s happening behind the scenes when code is deployed.
Troubleshooting deployment problems also helped me become more confident using VS Code, the Azure CLI, and FTP/SSH protocols — tools I had little to no experience with before this project. Working through bugs, permission issues, and environment mismatches strengthened my resilience and problem-solving mindset. Additionally, managing my own environment — including Python virtual environments and requirements.txt management — gave me confidence in setting up development spaces that are consistent and transferable.
Collaboration and communication were also improved through this project. While I completed most of the work independently, documenting progress, asking questions clearly, and articulating what I had tried or intended to try helped me build a more disciplined and professional approach. I now appreciate the value of keeping logs, version tracking, and planning ahead, especially when things don’t work as expected.
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While the project was ultimately successful, there are a number of areas that could have been approached differently to make the process more efficient and professional. One major improvement would have been to plan and structure the project repository more carefully from the start. Early confusion about where files belonged and what was being deployed to Azure could have been avoided if I had followed a clear and conventional directory layout right from the beginning.
Another area that could have been improved was my deployment strategy. Initially, I attempted multiple deployment methods — through the Azure Portal, VS Code, and even considering GitHub integration. Switching between these methods consumed a lot of time and caused inconsistencies in what was actually deployed. Settling on one method (VS Code deployment) and mastering it earlier would have saved hours of troubleshooting and helped maintain a cleaner version history.
More thorough pre-deployment testing would also have improved the outcome. Sometimes changes made locally didn’t reflect on the live app because I hadn’t cleared caches, reset databases, or correctly packaged templates and static files. I could have avoided downtime and unnecessary debugging if I had implemented automated tests or even a basic deployment checklist.
Documentation and commenting could have been better throughout the codebase. While the project was manageable as a solo effort, clearer inline comments and structured documentation would have improved readability and long-term maintainability — especially if someone else were to continue development or audit the system.
Lastly, investing time earlier into designing a visually polished UI would have improved the overall user experience. The functional layout works, but it lacks professional appeal. Using a CSS framework or template would have added minimal development time while greatly enhancing aesthetics and usability.
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This project taught me much more than how to build an inventory system. It provided a comprehensive learning experience in full-stack web development, secure coding practices, and cloud deployment — areas that are essential in modern software engineering. One of the most valuable takeaways was the importance of problem-solving and persistence. Real-world development does not follow a perfectly linear path. Unexpected issues arise, systems behave unpredictably, and documentation is often incomplete or outdated. Learning how to stay calm, troubleshoot logically, and seek help when necessary is just as important as writing clean code.
Another key insight was the importance of design and planning. Taking the time to map out user roles, system functions, and security features helped guide decisions throughout the project. I now understand how important it is to think about scalability and maintainability from the start — for example, using role-based access early on helped prevent architectural rewrites later.
I also gained a deeper appreciation for secure development. Implementing hashed passwords, role-based access, and log tracking showed me how systems can be both functional and safe when designed with the right principles. Security isn’t just a feature; it’s a mindset that needs to be embedded throughout development.
Finally, this project highlighted the value of cloud computing and deployment skills. Learning how to deploy and troubleshoot applications on Azure gave me practical experience that is directly relevant to many job roles in industry today. Being able to not only build but also deploy and manage a live application is a powerful skill that adds significant value to any developer’s toolkit.
In summary, this project has equipped me with technical, problem-solving, and planning skills that extend far beyond the immediate goal. It represents a foundation I can continue building upon as I pursue further projects and a career in cybersecurity or software development.
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