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Abstract
This report demonstrates the significance of cyber-security which proves that more needs to be done in order to protect computers and network systems.
The investigation shows the impact Malware and CryptoWall has had on organisations across the UK and recommendations of security measures that should be implemented as well as the importance of backing up data.
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1. [bookmark: _Toc534410933]Introduction
Cybercrime is classified as the world’s largest illegal operation which is continually developing at excessive rates, putting organisations of all sizes and people at huge risk of having their networks corrupted and data stolen by specialist criminals.
Malicious software is growing well into the millions with Malware and CyrptoWall only being two of them.
The purpose of this report is to understand the threat of Malware and CyrptoWall, the impact they have on the organisation and how to protect against them.

2. [bookmark: _Toc534410934]Background Research
According to a study [1] between 2007 and 2017 there was an increase of just over 8 million different types of malware with 82.7% of them being Trojans alone.
[bookmark: _GoBack]In November 2018, the National Cyber Security Centre (NCSC) [2] reported that criminals are actively using HTTP sites to attack their intended targets, by encrypting the padlocks used to secure the user and the website.  Statistics highlighted in this report indicate that 49% were processed through phishing sites an increase by 25% from the previous year.

3. [bookmark: _Toc534410935]Ransomware
[bookmark: _Toc534410936]3.1 What is Ransomware?
Ransomware is a malicious form of software used by criminals to take control of networks and gain access to confidential data with intention of causing significant disruption.
Methods [3] used to deploy this threat/ attack include: 
· Malspam – emails that cleverly tricks the recipient into opening an infected attachment within it.
· Malvertising – pop-ups advertising something are generated whilst the user is searching through websites which are also infected.

[bookmark: _Toc534410937]3.2 Implications of Ransomware
Systems infected by ransomware are locked down with data inaccessible unless a ransom is paid to gain back control.
In May 2017 NHS England was affected by the WannaCry outbreak which saw some of their trusts locked out of their systems [4].  This impacted on resource, financial constraints and more importantly patient care was jeopardised.

[bookmark: _Toc534410938]     4. CryptoWall 
[bookmark: _Toc534410939]4.1 What is CryptoWall?
CryptoWall is a form of ransomware that uses encryption methods to lock down and gain entry to systems and very similar to malware in terms of distribution through phishing as its also receipted in email and PDF formats disguised as invoices, bills or any other forms of business communication [5].
Additionally, it can be transmitted through exploit kits and malicious ads [6].

[bookmark: _Toc534410940]4.2 Implications of CryptoWall
CryptoWall hides inside the Operating System (OS) with the potential to delete shadow files whilst trying to obtain instant access to passwords and demands payment in bitcoins to get back.

[bookmark: _Toc534410941]      5. How to Stay Safe
In order to prevent against a threat or attack of malware, [6] recommends:
· Keeping computers up to date and patch test periodically
· Install anit-virus protection
· Use firewalls as these will act as a barrier against intrusion
· Don’t click the links
· Adopt a safe browsing approach, taking care that you only select trusted sources
· Back up files

[bookmark: _Toc534410942]Conclusion
Cyber Security measures will never be 100% effective and so it’s imperative to have counter measures in place to reduce the risk of a threat or attack.
Education is also integral to this, as there’s still a lack of awareness and understanding of these mitigating factors.
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