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[bookmark: _GoBack]Internet Protocol
The Internet Protocol (IP) is the method or protocol by which data is sent from one computer to another on the Internet. It was IP that became the protocol that connected individual computer networks to the global Internet. An integral part of the protocol is network addressing. Each computer has his own IP address so it can be identified by other computers on the internet. IP makes all parts of a network to become one network and receiving and sending data by small divided parts of data. This small parts of data are called packets. Each packet contains information about sender or receiver. In this information is written the address of receiver or sender. IP provides delivery of data packets between any network nodes through an arbitrary number of intermediate nodes of routers. The router is classified as a network layer protocol by the OSI network model. IP does not guarantee reliable delivery of a packet to its destination - in particular, packets may not arrive in the order in which they were sent, duplicated (two copies of one packet arrive), be corrupted (usually damaged packets are destroyed), or not arrive at all. The guarantee of error-free packet delivery is provided by some higher-level protocols - the transport layer of the OSI network model - for example, TCP, which use IP as a transport.
IP Packet Fragmentation
When an IP packet is delivered, it goes through different delivery channels. A situation may arise when the packet size exceeds the capabilities of the node of the communication system. In this case, the protocol provides for the possibility of crushing the packet at the IP level during the delivery process. Accordingly, the packet will arrive at the final recipient in the form of several packets, which must be collected into one before further analysis. The possibility of crushing a packet with subsequent assembly is called IP fragmentation.  The protocol provides the ability to prohibit fragmentation of a particular package. If such a packet cannot be transmitted through the entire communication segment, then it is destroyed, and the sender receives an ICMP message about the problem. Fragmentation is performed if a layer below IP (link layer) cannot receive a packet with the size that IP attempts to transmit. In this case, the 1P protocol software breaks the packet into smaller fragments suitable for the data link layer. In this case, the corresponding values ​​are also entered in the fields with the indication of additional fragments (More Fragments - MF), offset of the fragment (Fragment Offset - FO) and identification of the fragment to ensure the assembly of the packet from the fragments after they arrive at the destination. 


IPV4 Addressing
The modern Internet uses the fourth version of IP, also known as IPv4. These are 32-bit addresses, which are usually represented as four octets, converted to decimal code and separated by periods. This format is called the dotted decimal notation. For example, a typical IP address is 192.168.1.1. Each part of this address corresponds to eight bits (eight bits are often called an octet). This means that each octet can have a maximum value of 255 and a minimum value of 0. Together with the IP address, an auxiliary designation, called a subnet mask, is usually used. The subnet mask is so named because it allows you to mask (hide) part of the IP address and break it into two main components: network address and host address. Further details on the structure of IP addresses are provided in the next chapter. Finally, IP defines four additional fields in the IP packet header, which include fields indicating the type of service (Type of Service - TOS), lifetime (Time That Live - TTL) and options that are used to set additional parameters, as well as header checksum field. In this case, computers in the subnets are united by common initial address bits. The number of these bits, the total for this subnet, is called the subnet mask (previously division of the address space by classes — A, B, C was used; the network class was determined by the range of high octet values ​​and determined the number of addressable nodes in the network, classless addressing is now used). The host addresses in the network, according to the IPv4 protocol, are 32 bits long, which gives a total of 2^32 = 4,294,967,296 possible addresses. But not all addresses are used for global space (the Internet), some addresses are allocated for special needs, for example, for organizing local networks, virtual network interfaces, are used for testing purposes, they are special addresses and so on. For example, the address 123.45.67.89 we can write in different number system :
decimal: 123.45.67.89
binary: 01111011.00101101.01000011.01011001
hexadecimal: 0x7B.0x2D.0x43.0x59
octal: 0173.0055.0103.0131
Classful Network addressing
Class IP Addressing - The network address architecture that was used on the Internet from 1981 to 1993, before the introduction of classless cross-domain routing. This addressing method divides the address space of the Internet Protocol version 4 (IPv4) into five classes of addresses: A, B, C, D, and E. The address belongs to a specific class by the first bits of the address. Each class determines either the corresponding network size, that is, the number of possible host addresses within a given network (classes A, B, C), or a multicast network (class D). A fifth-class address range (E) has been reserved for future or experimental purposes. The use of addressing based on address classes in IP networks has basically been discontinued: the remnants of class network concepts in practice remain only to a limited extent in the default configuration parameters of some network software and hardware components (for example, the default subnet mask). The use of this addressing method does not allow the economical use of a limited resource of IPv4 addresses, since it is impossible to apply arbitrary subnet masks to different subnets. Initially, addressing in IP networks was carried out on the basis of classes: the first bits determined the class of the network, and by the class of the network it was possible to say how many bits were allocated to the network number and node number. There were 5 classes in total:
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Figure 1 IP Address Calasses
Class A support over 16 million hosts on each network. This class can be used only for very large networks (as a rule, networks of top-level Internet providers). The number of valid Class A networks is 126, and all of these addresses have long been distributed.
Class B support 65,534 hosts on each network. Addresses of this class are intended for smaller (but still quite large) networks. There are a little over 16,000 Class B networks and all of them are already registered.
Class C networks have a 24-bit mask by default. This means that 24 bits are used to indicate part of the network and 8 bits are used to indicate part of the host. Class C networks, therefore, can only support 254 hosts in each network. Addresses of this class are intended for small networks. There are over two million Class C networks, most of which are already registered.
Class D is reserved for multicast, and Class E is for experimentation.
Public and private IP Address
Public address is assigned to only one specific computer, thus having an external IP you can get directly from outside to your computer, and “communication” with external servers and other computers occurs directly from device to device. Access to a computer with this address can be obtained from anywhere in the global network. The responsibility for using the public IP address lies with the user. Public addresses are unique and cannot be repeated anywhere and never, which is controlled by the provider who leased them to you, and in turn was leased to them by another provider or IANA organization that monitors the distribution of addresses.
Private address belongs to a special range that does not have access to the Internet. Such addresses are intended for use in local networks; the use of such addresses is controlled only by the administrators of these networks. Private addresses can be used by anyone and repeated as many times as necessary. That is, private addresses can be repeated and not be unique, but at what cost? Nothing can be sent to them from the Internet. No one on the Internet knows the route to your private addresses, as well as to possibly the same addresses used by your neighbor, and since no one knows, what is the difference, do they repeat or not? In other words, private addresses are not routed outside the local network.
Subnet Mask
Subnet mask - a bit mask for determining the IP address of the subnet and the node address (host, computer, device) of this subnet. Unlike an IP address, the subnet mask is not part of the IP packet. Thanks to the mask, you can find out which part of the IP address of a network node refers to the network address, and which part refers to the address of the node itself in this network. For example, a host with an IP address of 11.34.56.78 and a subnet mask of 255.255.255.0 is on the 11.34.56.0 network with a 24-bit prefix length. In the case of IPv6 addressing, the address 2001: 0DB8: 1: 0: 6C1F: A78A: 3CB5: 1ADD with a 32-bit (/ 32) prefix length is on the 2001: 0DB8 :: / 32 network. The term variable-length subnet mask (VLSM) means that one network can be configured with different masks. The main idea of ​​using VLSM3 is to provide more flexibility when splitting a network into several subnets, i.e. for the optimal distribution of the allowable number of hosts on different subnets. Without VLSM, only one subnet mask can be used for the entire network. Then the number of hosts in the subnets will be strictly limited. If you choose a mask that provides the right number of subnets, then you may not have enough hosts for each subnet. The same situation is true for hosts, i.e. a mask that provides enough hosts limits you to the number of subnets. Variable length masks provide the ability to allocate subnets with a different number of hosts in them, which allows the network administrator to make more efficient use of the available address space.
DHCP is the preferred way to assign IPv4 addresses. In an IPv4 network, hosts can communicate in one of the following three ways.
Unicast - the process of sending a packet from one host to an individual
Broadcast - the process of sending a packet from one node to all nodes in the network
Multicast - the process of sending a packet from one node to a selected group of nodes, possibly on different networks
These three types of communications are used in data networks for various purposes. In all three types, the source IPv4 address is located in the packet header as the source address.
Unicast transmission is used for the usual exchange of data between nodes both in a client / server network and in a peer-to-peer network. For unicast packets, the destination device addresses are used as the destination address. Packets can be routed through an integrated network. In an IPv4 network, the individual addresses applied to the terminal device are called host addresses. For unicast transmission, the addresses assigned to two terminal devices are used as source and destination IPv4 addresses. During the encapsulation process, the source node places its IPv4 address in the header of the unicast packet as the source address, and the IPv4 address of the destination node in the packet header as the destination address. Regardless of whether the destination that defined the packet is unicast, broadcast, or multicast, the source is always the individual address of the source node. IPv4 host addresses are unicast and fall into the range of addresses from 0.0.0.0 to 223.255.255.255. However, there are many addresses reserved for special purposes in this range. Such addresses will be considered later.

Types of IPv4 Address
The broadcast schedule is used to send packets to all nodes in the network using the multicast address of the network. The broadcast packet contains the destination IP address, in the nodal part of which there are only one (1). This means that packets will be received and processed by all nodes in the local network (broadcast domain). Broadcasts are provided in many network protocols, such as DHCP. When a node receives a packet sent to a network broadcast address, the node processes this packet in the same way as it processes a packet sent via unicast.

Multicast is designed to conserve the bandwidth of an IPv4 network. This transmission reduces traffic by allowing a node to send one packet to a selected group of nodes that are part of a multicast subscription group. To reach multiple target nodes using unicast communication, the source node must send a separate packet to each address. In the case of multicast, the source node can send one packet, which reaches several thousand destination nodes. Networking duplicates multicast streams so that they reach only the specified recipients.

IPv6 Addressing
IPv6 this is a new version of the Internet Protocol (IP), designed to solve the problems encountered by the previous version (IPv4) when using it on the Internet, due to a number of fundamental changes. The protocol was developed by the IETF. The length of IPv6 addresses is 128 bits. One reason for such a large address space is to split the available addresses into a hierarchy of routing domains that reflect the topology of the Internet. Another reason is to map the addresses of the network adapters (or interfaces) that connect devices to the network. IPv6 has the built-in ability to resolve addresses at their lowest level, which is at the network interface level, and also allows automatic configuration. Typically, an IPv6 address consists of two logical parts: a 64-bit subnet prefix and a 64-bit host address, which is either automatically generated based on the MAC address or manually set. IPv6 addresses are usually written in eight groups of four hexadecimal digits, with each group separated by a colon. For example, 2001: 0db8: 85a3: 08d3: 1319: 8a2e: 0370: 7334 is an IPv6 address. Therefore, each of the groups can change: in hexadecimal - from 0000 to FFFF, in decimal - from 0 to 65536, and in binary - from 0000000000000000 to 1111111111111111. As a result, the address considered above has the following representation:
2001: 0db8: 85a3: 08d3: 1319: 8a2e: 0370: 7334 - in hexadecimal form
8193: 3512: 34211: 2259: 4889: 35374: 880: 29492 - in decimal
10000000000001: 110110111000: 1000010110100011: 100011010011: 1001100011001: 1000101000101110: 1101110000: 111001100110100 - in binary form.
Types of IPv6 Address
Unicast Address Identifier for a single interface
 A packet sent to this address is delivered to a specific interface. Unicast addresses differ from multicast addresses by the octet value of a higher order. The high order octet of multicast addresses has a hexadecimal value of FF. Any other value for this octet defines the unicast address. The following are the different types of unicast addresses.



Local Channel Addresses
These addresses are used in one channel and have the following format: FE80 :: InterfaceID. Local channel addresses are used between nodes in the channel to automatically configure addresses, to detect the environment, or when there are no routers. The local channel address is used mainly during startup and when the system has not yet received the address of a larger area.
Local Host Addresses
These addresses are used in one node and have the following format: FEC0 :: SubnetID: InterfaceID. Addresses of local nodes are used for addressing within a node and do not require a global prefix.
Unicast Global IPv6 Addresses.
These addresses can be used on the Internet and have the following format: 010 (FP, 3 bits) TLA ID (13 bits) Reserved (8 bits) NLA ID (24 bits) SLA ID (16 bits) InterfaceID (64 bits).
Multicast address.
The identifier of the set of interfaces (usually belonging to different nodes). A packet sent to this address is delivered to all interfaces defined by the address. Multicast address types replace IPv4 broadcast addresses.
Custom Mailing Addresses
The identifier of the set of interfaces (usually belonging to different nodes). A packet sent to this address is delivered in only one interface defined by the address. This is the closest interface defined by routing metrics. Unicast addresses are taken from the unicast address space and are not syntactically different. The address interface distinguishes unicast addresses from random addresses as a function of its configuration.
Typically, a node always has a local channel address. It can have a local host address and one or more global addresses.
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IP Addressing Scheme
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IP addressing scheme to support: 
a) School of Applied Computing: 20 staff, lab301 – 60 pcs, Lab302 – 30 pcs, Lab303 – 36 pcs, Lab 304 – 45 pcs, Lab306 – 40 pcs, Lab308 – 140 pcs, Lab309 – 50 pcs and Lab310 – 18 pcs. 
b) School of Automotive Engineering: 25 staff, lab101 – 40 pcs, Lab102 – 25 pcs, Lab103 – 35 pcs, Lab205 – 40 pcs, Lab206 – 48 pcs, CAD lab – 20 pcs and Lab301 – 50 pcs. 
c) School of Engineering: 18 staff, lab201 – 20 pcs, Lab202 – 80 pcs, Lab203 – 65 pcs, Lab205 – 25 pcs, Lab404 – 45 pcs, Lab408 – 28 pcs, Lab409 – 80 pcs, Lab410 – 45 pcs. Internet Protocols ACCC4002 

A Test centre – 20 pcs, 1 IP phone, a printer 
An Open Access lab with 245 pcs and 5 printers 

Assign appropriate IPv6 address for 6 servers located at the University building. The servers are DNS, Email, Finance, Registry, File server and a Print server. Assign appropriate IPv6 address for the link between MP and ISP.




IP Addressing Scheme





	School of Applied Computing - Network Address: 169.69.0.0/22

	Room
	Subnet mask
	Network Address
	First Host
	Last Host
	Broadcast

	OA - 250 devices
	255.255.255.0
	169.69.0.0/24
	169.69.0.1 
	 169.69.0.254
	169.69.1.255

	TC - 22 devices
	255.255.255.224
	169.69.3.64/27
	169.69.3.65 
	 169.69.3.94
	169.69.3.95

	lab301 – 60 pcs
	255.255.255.192
	169.69.2.0/26
	169.69.2.1 
	 169.69.2.62
	169.69.2.63

	Lab302 – 30 pcs
	255.255.255.224
	169.69.3.96/27
	169.69.3.97 
	 169.69.3.126
	169.69.3.127

	Lab303 – 36 pcs
	255.255.255.192
	169.69.2.64/26
	169.69.2.65 
	 169.69.2.126
	169.69.2.127

	Lab304 – 45 pcs
	255.255.255.192
	169.69.2.128/26
	169.69.2.129 
	 169.69.2.190
	169.69.2.191

	Lab306 – 40 pcs
	255.255.255.192
	169.69.2.192/26
	169.69.2.193 
	 169.69.2.254
	169.69.2.255

	Lab308 – 140 pcs
	255.255.255.0
	169.69.1.0/24
	169.69.1.1 
	 169.69.1.254
	169.69.2.255

	Lab309 – 50 pcs
	255.255.255.192
	169.69.3.0/26
	169.69.3.1 
	 169.69.3.62
	169.69.3.63

	Lab310 – 18 pcs
	255.255.255.224
	169.69.3.128/27
	169.69.3.129 
	 169.69.3.158
	169.69.3.159

	Staff - 20 pcs
	255.255.255.224
	169.69.3.160/27
	169.69.3.161 
	 169.69.3.190
	169.69.3.191

	School of Automotive Engineering - Network Address: 169.69.4.0/23

	Room
	Subnet mask
	Network Address
	First Host
	Last Host
	Broadcast

	Lab101 – 40 pcs
	255.255.255.192
	169.69.4.0/26
	169.69.4.1 
	 169.69.4.62
	169.69.4.63

	Lab102 – 25 pcs
	255.255.255.224
	169.69.5.64/27
	169.69.5.65 
	 169.69.5.94
	169.69.5.95

	Lab103 – 35 pcs
	255.255.255.192
	169.69.4.64/26
	169.69.4.65 
	 169.69.4.126
	169.69.4.127

	Lab205 – 40 pcs
	255.255.255.192
	169.69.4.128/26
	169.69.4.129 
	 169.69.4.190
	169.69.4.191

	Lab206 – 48 pcs
	255.255.255.192
	169.69.4.192/26
	169.69.4.193 
	 169.69.4.254
	169.69.4.255

	Lab301 – 50 pcs
	255.255.255.192
	169.69.5.0/26
	169.69.5.1 
	 169.69.5.62
	169.69.5.63

	CADlab – 20 pcs
	255.255.255.224
	169.69.5.96/27
	169.69.5.97 
	 169.69.5.126
	169.69.5.127

	Staff  – 25 pcs
	255.255.255.224
	169.69.3.192/27
	169.69.3.193 
	 169.69.3.222
	169.69.3.223

	School of Engineering - Network Address: 169.69.6.0/23

	Room
	Subnet mask
	Network Address
	First Host
	Last Host
	Broadcast

	Lab201 – 20 pcs
	255.255.255.224
	169.69.5.128/27
	169.69.5.129 
	 169.69.5.158
	169.69.5.159

	Lab202 – 80 pcs
	255.255.255.128
	169.69.6.0/25
	169.69.6.1 
	 169.69.6.126
	169.69.6.127

	Lab203 – 65 pcs
	255.255.255.128
	169.69.6.128/25
	169.69.6.129 
	 169.69.6.254
	169.69.6.255

	Lab205 – 25 pcs
	255.255.255.224
	169.69.5.160/27
	169.69.5.161 
	 169.69.5.190
	169.69.5.191

	Lab404 – 45 pcs
	255.255.255.192
	169.69.7.128/26
	169.69.7.129 
	 169.69.7.190
	169.69.7.191

	Lab408 – 28 pcs
	255.255.255.224
	169.69.5.192/27
	169.69.5.193 
	 169.69.5.222
	169.69.5.223

	Lab409 – 80 pcs
	255.255.255.128
	169.69.7.0/25
	169.69.7.1 
	 169.69.7.126
	169.69.7.127

	Lab410 – 45 pcs
	255.255.255.192
	169.69.7.192/26
	169.69.7.193 
	 169.69.7.254
	169.69.7.255

	Staff     – 18 pcs
	255.255.255.224
	169.69.3.224/27
	169.69.3.225 
	 169.69.3.254
	169.69.3.255

	
	
	
	
	
	


IPv6 Servers

	Server
	IPv6

	MP
	0:0:0:0:0:ffff:a945:0

	DNS
	0:0:0:0:0:ffff:a945:5e1

	Email
	0:0:0:0:0:ffff:a945:5e2

	Finance
	0:0:0:0:0:ffff:a945:5e3

	Registry
	0:0:0:0:0:ffff:a945:5e4

	File
	0:0:0:0:0:ffff:a945:5e5

	Print
	0:0:0:0:0:ffff:a945:5e6
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