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[bookmark: _Toc216600172]1 INTRODUCTION
This section outlines the security countermeasures applied to the SWANSEA.ACCA network to address the risks identified during the vulnerability assessment and ethical hacking stages. The controls focus on reducing attack surface, restricting unauthorised access, and strengthening system configurations.
[bookmark: _Toc216600173]2 TOPOLOGY
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[bookmark: _Toc216600174]3 TASK 1: NETWORK TEST 

3.1 Lab Architecture Overview
[image: ]

3.2 Purpose of This Step
The purpose of this task was to validate the initial network configuration prior to any security assessment activities. This involved confirming that all critical hosts were correctly addressed, routed, and able to communicate across internal subnets and the site-to-site VPN link. Successful verification ensures that subsequent vulnerability scanning and exploitation tasks are conducted on a stable and correctly segmented network. Evidence in the form of configuration outputs and ICMP tests was collected to demonstrate full end-to-end connectivity.

3.3 Method / Procedure
Network validation was performed in two stages. First, interface configuration was confirmed on each key host (IP address, subnet mask, and default gateway) to ensure every machine was correctly placed within its intended subnet. Second, controlled ICMP tests were executed to verify local subnet connectivity (client ↔ gateway) and site-to-site connectivity across the VPN (Swansea ↔ London). All outputs were captured with system timestamps to provide verifiable evidence of end-to-end routing readiness prior to vulnerability scanning.



3.3.1 S-DC (Windows Server – Swansea Gateway)
S-DC was validated as the Swansea gateway between the internal Swansea subnet and the site-to-site VPN link. The server was configured with two network interfaces: one connected to the VPN link network, and one connected to the internal Swansea network. Interface configuration was verified using ipconfig /all, confirming correct IPv4 addressing, subnet masks, and gateway settings for both interfaces.
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S-DC network interface configuration confirming external VPN and internal Swansea addressing.
3.3.2 S-DC – ICMP Swansea Connectivity Tests
From Swansea Server to Swansea Client (ping 192.168.1.10)
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From Swansea Server to London Debian Server (ping 192.168.2.1)
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From Swansea Server to London Debian Client (ping 192.168.2.10)
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3.4.1 L-CD (Debian Server – London Gateway)
L-CD was validated as the London gateway between the internal London subnet and the site-to-site VPN link. The server was configured with two network interfaces: one connected to the VPN link network, and one connected to the internal London network. Interface configuration was verified using Ip address, confirming correct IPv4 addressing and subnet configuration for both interfaces.
[image: A screenshot of a computer

AI-generated content may be incorrect.]
L-CD network interface configuration confirming external VPN and internal London addressing.
3.4.2 L-CD – ICMP London Connectivity Tests
From London Server to Swansea Client (ping 192.168.1.10)
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From London Server to Swansea Server (ping 192.168.1.1)
[image: A screenshot of a computer

AI-generated content may be incorrect.]

From London Server to London Debian Client (ping 192.168.2.10)
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[bookmark: _Toc216600176]4.1 Kali Linux Access & Connectivity Validation

From Kali Linux to Swansea Server and Swansea Client (ping 192.168.1.1 & 192.168.1.10)
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From Kali Linux to L-CD Server and London Debian Client (ping 192.168.2.1 & 192.168.2.10)
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[bookmark: _Toc216600177]4.2 Information Gathering

4.2.1 Purpose of Information Gathering
Information gathering is conducted to systematically identify hosts, services, operating systems, network roles, and exposed interfaces within the target environment before any vulnerability assessment or exploitation activities are performed. According to NIST SP 800-115, this phase establishes an accurate understanding of the system under assessment by collecting technical details that define the attack surface, enabling subsequent testing activities to be targeted, controlled, and relevant. Performing information gathering first reduces unnecessary testing, prevents misinterpretation of results, and ensures that vulnerability assessments are based on verified system characteristics rather than assumptions. [1]

4.2.2 Methodology and Tools Used
Information gathering was conducted from the Kali Linux system using a combination of automated and manual reconnaissance tools to identify network services, system roles, and exposed interfaces. Nmap was used to perform port and service enumeration, along with operating system identification, allowing the discovery of active hosts and accessible services across the target network. [2] enum4linux was employed to enumerate SMB (Server Message Block)  and Active Directory related information where applicable, including user accounts, group memberships, and domain-related data, supporting the identification of Windows-based infrastructure components. [3]
In addition, Netcat was used for basic manual connectivity and service reachability checks to validate whether identified ports were accessible and responsive from the attacking host. This methodology aligns with the reconnaissance and discovery techniques described in the MITRE ATT&CK framework, which emphasises systematic information collection as a prerequisite for later assessment phases. [4]


4.2.3 Findings and Results
Swansea Domain Controller (S-DC – 192.168.1.1)
The Nmap scan confirmed that the host at 192.168.1.1 was reachable; however, all scanned TCP ports were filtered. This suggests that firewall rules and hardened security controls are in place on the system. OS fingerprinting indicated a Microsoft Windows Server operating system, which is consistent with the host’s role as a Domain Controller. The absence of exposed services indicates that the system is configured to minimise its attack surface.
SMB enumeration was then attempted using enum4linux. The server did not permit anonymous or null session access, preventing the enumeration of domain, user, or share information. This result indicates that SMB enumeration protections are enforced and reflects a securely configured enterprise Domain Controller.


Nmap output targeting 192.168.1.1
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enum4linux enumeration against S-DC (192.168.1.1) 
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1. Swansea Client (ClientS1 – 192.168.1.10)
2. London Debian Server (L-CD – 192.168.2.1)
3. London Debian Client (ClientL1 – 192.168.2.10)
Nmap scans were conducted against the remaining client and server systems within the Swansea and London network segments to assess host reachability and exposed services. Both client systems (ClientS1 and ClientL1) were reachable but did not expose any unnecessary network services, with all scanned TCP ports filtered. This behaviour is consistent with client workstations protected by host-based firewall controls.
The London Debian Server (L-CD) exposed a limited number of services, including SMB-related ports and a MySQL service. This increased exposure compared to the client systems is expected due to its role as a server. The exposed services were limited to those required for its function, suggesting controlled and role-based service exposure rather than misconfiguration.
Nmap scans of ClientS1 (192.168.1.10), L-CD (192.168.2.1), and ClientL1 (192.168.2.10)
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4.3.1 Purpose of Vulnerability Assessment
The purpose of the vulnerability assessment is to identify and categorise potential security weaknesses present within the assessed systems. This process focuses on analysing exposed services, system configurations, and known vulnerabilities that could be exploited by an attacker. By assigning severity levels to identified issues, the assessment supports the prioritisation of risks and helps determine which vulnerabilities may justify further investigation or exploitation testing in later stages of the assessment. The use of automated vulnerability scanning tools enables consistent identification and classification of security issues based on established vulnerability management practices. [5]
4.3.2 Methodology and Tools Used
The vulnerability assessment was conducted using a combination of automated scanning and manual review. Automated vulnerability scanning was performed using Tenable Nessus to identify known vulnerabilities, misconfigurations, and outdated services across the target systems. Nessus assigns severity ratings with vulnerability severity classified under CVSS metrics, which provide a standardised method for assessing the potential impact of vulnerabilities. [6]
Following the automated scans, a manual review of the identified findings was carried out to evaluate their relevance within the context of the lab environment. This review helped ensure that vulnerabilities were interpreted correctly and aligned with the system roles and configurations observed during information gathering. Additional validation was supported by referencing publicly documented vulnerability information where applicable. [7]

4.3.3 Findings and Results
Unauthenticated Nessus vulnerability scans were run against all key systems within the environment, including the London Debian Server (192.168.2.1), the Swansea Domain Controller (192.168.1.1), and both client machines. Each scan completed successfully within a short time frame. No reportable vulnerabilities were identified on the Domain Controller or either client system. In contrast, the London Debian Server returned a limited number of findings, reflecting its role as a service-providing system with a larger attack surface due to the network services it exposes.

	Severity
	Vulnerability Description
	Affected Host

	Medium
	SMB signing not required
	London Debian Server (192.168.2.1)



4.3.4 Evidence
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4.3.5 Vulnerabilities Identified
The table below summarises the security findings identified across the SWANSEA.ACCA network using a combination of automated and manual assessment tools, including Nmap, enum4linux, and Nessus. The findings include identified vulnerabilities as well as validated security controls and informational observations, categorised by severity, affected host, and the tool used.

	Severity
	Vulnerability Description
	Affected Host
	Source / Tool

	Medium
	SMB signing not required, allowing potential traffic relay or message integrity attacks under suitable conditions
	London Debian Server (192.168.2.1)
	Nessus

	Medium
	Multiple network services exposed (SMB, MySQL), increasing the server’s attack surface compared to client systems
	London Debian Server (192.168.2.1)
	Nmap

	Low
	SMB service information disclosure through version and protocol enumeration
	London Debian Server (192.168.2.1)
	Metasploit

	Low
	Operating system and service fingerprinting possible via network scanning
	Multiple hosts
	Nmap

	Low (Informational)
	SSH access attempts were blocked due to firewall rules or service restrictions, preventing brute-force attacks and unauthorised remote access
	London Debian Server (192.168.2.1)
	Hydra

	Low (Informational)
	Anonymous SMB enumeration was blocked, preventing disclosure of domain, user, and share information
	Swansea Domain Controller (192.168.1.1)
	enum4linux




4.3.6 Summary
The vulnerability assessment identified a small number of configuration weaknesses and informational security findings across the SWANSEA.ACCA network. Automated scanning with Nessus highlighted a medium-severity SMB configuration issue on the London Debian Server, while manual enumeration using Nmap and enum4linux provided additional context on service exposure and access controls.
The London Debian Server exhibited a larger attack surface due to its role as a service-providing system, whereas the Domain Controller and client machines demonstrated a reduced attack surface through stricter service restrictions and effective hardening. Several attempted attacks confirmed the presence of defensive controls, limiting exploitation opportunities. These findings provide a suitable basis for targeted exploitation attempts and the implementation of appropriate security measures in later stages of the assessment.
[bookmark: _Toc216600179]5 TASK 3: ETHICAL HACKING

5.1 Purpose of This Step
The purpose of this step is to validate the vulnerabilities identified during the vulnerability assessment by attempting controlled exploitation techniques in line with recognised security testing methodologies. Ethical hacking activities were conducted to assess whether the identified weaknesses could be practically exploited and to evaluate their potential impact on system security. Both successful and unsuccessful exploitation attempts were considered, as failed attempts and help assess how effectively the existing security controls operate. [8]

5.2 Method / Tools Used
Ethical hacking techniques were applied using a combination of automated exploitation frameworks and manual testing approaches. Exploitation attempts were focused on validating vulnerabilities identified in earlier assessment stages, while ensuring all testing remained controlled, authorised, and within the defined scope of the assessment. [8]
The following tools and techniques were used during this phase:
· Metasploit was used to identify and attempt exploitation of known service-related weaknesses and misconfigurations, supporting controlled validation of identified risks. [9]
· Hydra was used to demonstrate the potential impact of weak or reused credentials through controlled authentication attempts against exposed services. [10]
· Manual exploitation and verification techniques were used to assess service exposure and access controls without relying solely on automated exploitation, aligning with recognised ethical hacking practices. [4]

5.3 Findings / Results
Exploitation Attempt 1 – SMB Service Assessment (Medium Severity)
Metasploit auxiliary scanning modules were used to assess the SMB service running on the London Debian Server (192.168.2.1) using established exploitation and validation techniques provided by the Metasploit Framework. [8] The scan confirmed that SMB services were active and revealed that SMB signing was not enforced. While no direct exploitation was achieved, this result validates the medium-severity vulnerability identified during the vulnerability assessment phase. The absence of enforced SMB signing weakens message integrity protections and may allow traffic manipulation or relay-based attacks under suitable conditions, as described in common adversary techniques documented within the MITRE ATT&CK framework. [4] This finding represents a configuration weakness rather than an immediately exploitable flaw.
Exploitation Attempt 2 – SSH Service Access Attempt (Low Severity)
A password-based authentication attempt was carried out against the London Debian Server (192.168.2.1) using Hydra to test SSH service accessibility and resistance to credential-based attacks. [10]The attempt failed with a connection refused response, indicating that the SSH service was either disabled or restricted by firewall rules. No authentication attempt could be completed as the service was not exposed. This result demonstrates effective service hardening and access control. As no exploitation was possible and the control actively reduced the attack surface, this outcome is classified as low severity and reflects a defensive security measure rather than a vulnerability, consistent with best-practice guidance for secure remote access services. [4]
Exploitation Attempt 3 – Service Enumeration Validation (Low Severity)
Additional enumeration activities were conducted using Metasploit auxiliary modules to validate exposed services identified during earlier scanning phases. [8] These checks verified service presence and protocol behaviour but did not result in unauthorised access or further exploitation. Although no compromise occurred, the ability to enumerate service information supports reconnaissance activities and contributes contextual information that could assist an attacker during later stages of an attack lifecycle, as outlined in the reconnaissance phase of the MITRE ATT&CK framework. [4]
As the impact is limited and no direct exploitation was possible, this activity is classified as low severity.

Evidence:
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[bookmark: _Toc216600180]6 TASK 4: SECURITY COUNTERMEASURES

6.1 Purpose of This Step
The purpose of this step is to implement security countermeasures that mitigate the risks identified during the vulnerability assessment and ethical hacking phases. The applied controls aim to reduce attack surface, harden system configurations, and strengthen access controls in line with the NIST Cybersecurity Framework. [11]
6.2 Method / Controls Applied
The security controls implemented were guided by industry-recognised hardening standards and vendor best practices, including CIS Benchmarks, Microsoft Security Baselines, and the Debian Security Guide. [12] [13] Controls were selected to directly address findings identified on the London Debian Server and to confirm effective hardening on the Domain Controller.
Linux Server Hardening (London Debian Server – 192.168.2.1)
· Confirmed SSH access is restricted by host-based firewall rules, preventing unauthorised remote access.
· Reviewed active services to ensure non-essential services are not exposed unnecessarily.
· Enabled and verified UFW firewall rules enforcing a default deny policy for inbound traffic.
SMB Configuration Hardening 
· Validated SMB service exposure and configuration through controlled scanning.
· Identified lack of enforced SMB signing as a configuration weakness.
· Restricted SMB access to internal network segments only through firewall and domain controls.
Windows Server Hardening (Swansea Domain Controller – 192.168.1.1)
· Confirmed firewall and security behaviour is centrally managed via Group Policy Objects.
· Verified the Default Domain Controllers Policy is enabled and applied.
· Confirmed anonymous SMB enumeration is restricted through domain security controls.
Network Traffic Monitoring (Wireshark – Security Assessment Host)
· Used Wireshark on the security assessment host to observe permitted ICMP traffic and blocked SSH connection attempts between internal network segments.
· This provided packet-level visibility into normal and unauthorised network behaviour, supporting the Detect function of the NIST Cybersecurity Framework.
6.3 Evidence 
Firewall Configuration – London Debian Server
[image: A screenshot of a computer
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The screenshot shows the active UFW firewall configuration on the London Debian Server. Incoming traffic is denied by default, and SSH access (port 22) is explicitly blocked for both IPv4 and IPv6. This configuration prevents unauthorised remote access attempts and explains the failed SSH brute-force attempt observed during exploitation testing. The firewall rules significantly reduce the attack surface of the server by restricting unnecessary inbound services.
SSH Service Status – London Debian Server
[image: A screenshot of a computer
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Here we confirm that SSH service is running on the London Debian Server and listening on port 22; however, access to the service is restricted by firewall rules. Although the SSH daemon is active, inbound connections are blocked by UFW, preventing external authentication attempts. This layered configuration demonstrates effective defence-in-depth, where the service is available for controlled internal use while unauthorised remote access is prevented at the network level.
SMB Configuration Validation – London Debian Server[image: A screenshot of a computer program
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Checks on the London Debian Server confirmed that no Samba or SMB file-sharing services were installed or running on the system. Service status verification showed that smbd and samba services were not present, indicating that the server is not hosting SMB file shares locally.
Although earlier network scans detected limited SMB-related responses due to domain membership, no unnecessary SMB services were exposed. This confirms service minimisation and reduces the attack surface associated with file-sharing services.




Group Policy Enforcement – Domain Controller
[image: A screenshot of a computer

AI-generated content may be incorrect.]
This confirms that the Default Domain Controllers Policy is enabled and applied to the swansea.acca domain. This demonstrates that security settings on the Domain Controller are centrally managed through Group Policy, ensuring consistent enforcement of security controls across the domain.
Network Traffic Monitoring – Wireshark (Kali Linux)
[image: ]

This capture shows ICMP echo requests and replies confirming normal permitted connectivity between the Swansea and London network segments. Failed TCP connection attempts to port 22 (SSH) are also visible, indicating that unauthorised access attempts to the London Debian Server were blocked by firewall controls.
[bookmark: _Toc216600181]7 CONCLUSION
The implemented countermeasures reduce exposure by limiting unnecessary services, enforcing firewall restrictions, and applying centralised security policies. Collectively, these measures reduce attack surface across the SWANSEA.ACCA network and directly address the risks identified during the assessment.
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