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Cloud computing is slowly becoming the new wave for people when running a computer network. This report jumps into the world of cloud computing on the field of computer networks, going through the evolution of network professionals in response to its challenges, the role of RESTful Web Services, how software-defined networking (SDN), and the strategic utilization of standards such as JSON and REST.
Cloud computing is a delivery of computing services, including servers, storage, databases, networking, software, analytics, and intelligence over the internet. Cloud computing offers faster innovation, flexible resources, and economies of scale, with cloud computing.[1] You pay for a cloud service you use, you never buy more than you need, as this can become quite costly, this helps you run your infrastructure more efficiently. This is very effective for businesses, as cloud allows you to scale as the business changes.
There are three main service models for cloud, and these are Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS).
IaaS is a cloud computing model that allows on-demand access to computing resources such as servers, storage, networking, and virtualization.[2] IaaS offers great cost efficiency as it eliminates the need for organizations to invest in and maintain physical hardware. It allows them to rent computing resources on a Pay as you go or subscription basis, this helps lead to cost savings. IaaS also enables rapid deployment of virtual machines and other infrastructure components. This is massive for organizations as it allows them to deploy applications quickly or respond promptly to business demands.
PaaS is a cloud service model that offers a flexible, scalable cloud platform to develop, deploy, run, and manage apps. PaaS provides everything developers need for application development without the headaches of updating the operating system and development tools or maintaining hardware.[3] PaaS provides pre-built services and components, such as databases, messaging systems, and development frameworks. This reduces the time and cost associated with developing these elements from scratch. PaaS operates on a pay as you go model, where organizations pay for the resources and services they use. This can result in cost savings compared to traditional on-prem development.
SaaS is cloud hosted, ready to use application software. Customers pay a monthly fee to use a complete application from within a web browser, desktop client or mobile app. [4] SaaS apps are typically ready for use right after buying the subscription. There’s no need for time consuming installs or configurations. When updates and maintenance is rolled out its all vendor managed. This means when there are updates and maintenance that is needed to be done, the vendor does this all for you. This reduces the annoyance of IT teams having to check for updates.
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The growth of data centres and the concept of IaaS is leading to significant focus on cloud computing architectures. Pundits have a proclaimed cloud computing as the ultimate merger of information technology with communication. The promise of cloud computing is massive, it aims to create a virtual world of apps, giving the user an unparalleled computational power using a simple front end and a good fast broadband connection [5]
Cloud computing brings agility and flexibility to networking industry. Cloud computing provides organizations with many different capabilities to be able to adapt to changing business environments. Cloud computing offers on demand access to computing resources like, servers, storage, and databases. This allows organizations to scale up or down based on the workload, accommodating peak demands without the need for investments in hardware. [6]
Cloud services provide available development and deployment environments, automated deployment pipelines, and tools for continuous integration and continuous deployment (CI/CD). This gives faster software releases, reducing time to market and allowing businesses to innovate and iterate at an accelerated pace.
Flexibility in cloud extends to the ability to choose from a variety of services and deployment models. Organizations can choose between IaaS, PaaS, or SaaS, based on the organization’s specific needs. Additionally, the adoption of hybrid or multi-cloud architectures allow businesses to combine on-prem infrastructure with cloud resources, tailored the IT environment to meet their requirements.
Cloud services cost less to maintain than on-premises hardware because maintenance costs are passed on to vendors. Your organization’s cloud services handle server maintenance and potential hardware failures. Having less hardware on location means less maintenance to perform. [7]
Cloud computing comes with a pay as you go operation. This means that organizations pay for what they need to use. Whether that is virtual machines, storage, or data transfer. This eliminates the need for massive upfront capital needed for on-premises hardware. Cloud helps providers handle the maintenance and upkeep of the underlying infrastructure. This includes hardware maintenance, software updates, security patches, and overall system management. By offloading these responsibilities, organizations can focus more on the core competencies without allocating resources to routine maintenance tasks.
Digital transformation uses modern digital technologies, including all types of public, private, and hybrid cloud platforms, to create or modify business processes, culture, and customer experiences to meet changing business and market dynamics [8] 
Digital transformation in cloud allows organizations to create personalized and seamless customer experiences. By leveraging cloud-based tools for data analytics, CRM, and communication, businesses can better understand customer needs and enhance overall satisfaction.
Cloud providers invest massively into good security, and digital transformation in the cloud involves a security by design approach. This overall helps the cybersecurity, and cloud services often adhere to compliance standards, meeting the security requirements.
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As cloud grows, automation becomes more important. Cloud environments require a high level of automation to manage infrastructure at a scale. Networking pros need to understand how to use the latest tools and technologies to manage and configure network infrastructure to the cloud. As networks evolve alongside the needs of today’s organizations, the network engineer’s role has changed and taken on more significance. [9] 
Thanks to cloud network professionals need to be able to embrace software defined networking (SDN), in a world where network management is needed for a lot of hardware, allowing centralized control and dynamic configuration. This shift requires expertise in SDN controllers, protocols, and a more software mindset.
Vendors have role-based learning paths to guide people that don’t know anything about cloud-based computing. The best way for people to learn cloud is spinning up the service they want to learn and give them a hand to learn. [10]
According to Dgtl Infra the top 3 cloud service providers globally in 2023 are Amazon Web Services (AWS), Microsoft Azure, and Google Cloud Platform (GCP). [11]
Comparing Cloud networking to Traditional Network with the move over to cloud, the focus has gone away from normal networking roles to cloud networking. Professionals need to understand virtual networks, software-defined networking (SDN), and cloud-specific networking concepts. Cloud environments often involve the use of Infrastructure as Code (IaC) tools like terraform or AWS CloudFormation. Network Professionals need to be able to adapt and learn how to define and manage network infrastructure through code.
Within organizations cross-functional skills in networking and cloud technologies has increased significantly due to the evolving nature of IT infrastructure. Organizations are bringing in cloud services to enhance the agility, scalability, and efficiency, and as a result professional with expertise in both are massively looked for when organization. DevOps adds collaboration and communication between development and operations teams. Professionals with cross functional skills are better equipped to align networking practices with DevOps principles, bringing a more collaborative and efficient development process.
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RESTful web services are built to work best on the web. REST is an architectural style that specifies constraints, duck as the uniform interface, that if applied to a web service induce desirable properties, such as performance, scalability, and modifiability, that enable services to work best on the Web. [12]
Representational State Transfer (REST) web services play a big role in communication and integration in cloud environments. There are many ways in which RESTful web services contribute to these aspects, Standardized Communication Protocol, Statelessness, Platform Independence, Resource-Oriented Architecture.


Advantages of REST in Distributed Systems:
· Simplicity
RESTful systems are simple and easy to understand, making them suited for building distributed systems. The use of standard HTTP methods and URIs simplifies the interactions between clients and servers.

· Scalability
The nature of REST and the ability to cache responses contribute to better scalability. Servers can handle a massive number of clients, and the lack of server-side state simplifies the process of scaling horizontally.
· Flexibility and Extensibility
The use of representations allows for flexibility in data formats, like JSON, XML. This flexibility makes it easier to adapt to changing requirements and integrate with diverse systems.
· Security
RESTful systems can leverage standard security providing by HTTP, such as SSL/TLS for encryption and authentication. This ensures secure communication between clients and servers in a distributed environment.
There are many examples of how RESTful APIs that have been used in cloud architecture. Cloud provides RESTful APIs to allow users to provision and manage cloud services. An example of this is that AWS provides APIs for creating and managing virtual machines, storage, databases, and other cloud resources. RESTful APIs are commonly used in IaaS environments to interact with virtualized infrastructure components. Cloud users can programmatically create, configure, and manage virtual machines, networks, and storage through RESTful interfaces.
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Software Defined networking is an approach to networking that uses software-based controllers or application programming interfaces (APIs) to communicate with underlying hardware infrastructure and direct traffic on a network [13]
SDN allows network administrators to program the behaviour of the network through a centralized controller. This programmability makes it easier to adapt the network to changing requirements and enables dynamic configuration. SDN supports automation by allowing administrators to define policies and rules for network behaviour. Automation helps streamline repetitive tasks, reduce human error, and improve the efficiency of network operations.
[bookmark: _Toc153209701]Industry Adoption of SDN
There are many reasons to why the industry embraces SDN, there are many advantages of using SDN. Things like Flexibility and Agility, Resource Optimization, Cost Savings, Scalability, and many more. SDN provides a flexible and agile network infrastructure. The ability to dynamically control and configure network resources through software allows organizations to respond quickly to changing business requirements and application needs. This agility is crucial in dynamic and fast-paced industries.
Benefits of Centralized Network Management:
· Consistent Policies
Centralized management ensure the consistent application of policies across the entire network. Policies related to security, quality of service (QoS), access control, and other configurations can be centrally defined and enforced, reducing the likelihood of inconsistencies.
· Efficient Configuration and Provisioning
Admins can configure and provision network resources more efficiently from a central point. This reduces the likelihood of errors, simplifies deployment processes, and accelerates the implementation of changes.
Benefits of Dynamic Resource Allocation:
· Cost Savings
By allocating resources based on demand, organizations can avoid over-provisioning and optimize costs. Resources can be scaled down during periods of low demand, reducing unnecessary expenses associated with maintaining excess capacity.
· Optimized Quality of Service (QoS)
Allocation facilitates the priorities of resources based on the quality-of-service requirements. Critical application can receive the necessary resources to ensure consistent performance and responsiveness.
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Interoperability standards enable the operational processes, underlying exchange and sharing of information between different systems. Optimal interoperability is achieved when access and use of data and other digital objects is completely automated and accessible to both human and machine. [14]
JSON and REST have become widely adopted standards in cloud computing for many reasons, driven by their simplicity, flexibility, and compatibility with the principles of modern systems.
JSON
· Human-readable and Lightweight
JSON is human-readable data this is lightweight and easy to understand. Its simplicity makes it the preferred choice for data representation, especially in scenarios where human readability is beneficial, such as configuration files and API responses.
· Web-friendly Format
JSON is a web-friendly format, and it can be used to represent structured data in web applications. This compatibility is beneficial in cloud computing, where web-based interfaces and APIs are common components of services.
REST
· Standard HTTP Methods
RESTful APIs use standard HTTP methods like GET, POST, PUT, and DELETE for communication. This standardization aligns with the widely adopted HTTP protocol, making it easy to work with RESTful services in cloud environments that leverage HTTP as a communication protocol.
· Support for Caching
REST supports caching mechanisms, allowing responses to be cached by clients or systems. Caching enhances performance and reduces the load on servers, which is particularly important in cloud environments with distributed and scalable services.

[bookmark: _Toc153209703]Interoperability Challenges and Solutions
Interoperability is defined as the capacity of at least two systems or applications to trade with data and utilize it. On the other hand, cloud interoperability is the capacity or extent at which one cloud service relates to the other by trading data as per strategy to get results. [15]
Organizations adopt hybrid or multi-cloud. Interoperability ensures that applications and data can move freely across these diverse environments, preventing vendor lock-in and providing flexibility in choosing the best-fit solutions.
When talking about cloud computing you must factor in Interoperability due to the nature of cloud environments, which often involve diverse technologies, services, and platforms.
 There are many of different challenges when talking about Interoperability because cloud computing has different technologies, vendors, and services.
Varying levels of security:
Challenge – Inconsistent security practices and encryption methods across systems can pose security risks.
Solution – Enforce security measures universally, employ encryption standards, and regularly assess and update security protocols to maintain a consistent security posture. 
Differences in Data Models:
Challenge – Variations in data models used by different systems can complicate data sharing and interoperability.
Solution – Establish a common data model or use data transformation tools to convert data between formats. Ensure that data mappings are well-documented and understood.
Vendor Lock-In:
Challenge – Vendor-specific APIs can load to vendor lock-in, limiting flexibility in choosing and switching between solutions.
Solution – Choose vendors that allow open standards and provide APIs that are well-documented and widely supported. Consider multi-cloud or hybrid strategies to avoid exclusive dependencies.
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Cloud computing has brought a big shift in the computer networking world, changing the way networking is looked at from a professional perspective and organization perspective, there has been a massive evolution of network professionals, the role of RESTful web services, the integration of SDN, and the strategic use of standards like JSON and REST play big roles in changing the landscape of cloud computing.
Cloud with its various models (IaaS, PaaS, SaaS), offers different advantages, which includes faster innovation, flexible resource utilization, and economies of scale. The main service models cater to different organizational needs, providing cost-efficient access to computing resources, scalable cloud platforms for application development, and ready to use hosted application software. 
RESTful web services play a big role in communication and integration within cloud environments. The advantages of REST in distributed systems, such as simplicity, scalability, flexibility, and security, contribute to its widespread adoption. Examples abound of RESTful APIs being used in cloud architecture, allowing users to provision and manage cloud services seamlessly.
SDN is a transformative approach that uses software-based controllers to communicate with network infrastructure, enabling dynamic configuration.
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