TASK 1 CNSS Model

Information characteristics compromised:

Confidentiality: The attacker successfully exfiltrated raw patient data.
Integrity: performing unauthorized modification on data which is encrypting the data leading to loss of integrity.

Availability: using of ransomware to encrypt the local database, preventing access to the patient’s data.

Information states involved:

Storage: data in storage was directly impacted when the local database residing on the legacy server were encrypted by the attacker.
Transmission: The data which is exfiltrated is sent over untrusted/ unencrypted to a untrusted source over the internet.

processing: the processing was compromised when the attacker has the able to execute ransomware commands on the legacy server which is unpatched with the latest security updates.

Security countermeasures failed or missed:

Policy: policy countermeasure were entirely absent, as the InfoSec manager failed to establish a formal enterprise information security policy(EISP).

Education: Education countermeasures were missing as the lack of any Employee awareness training program(SETA)

Technology: Technological controls failed because the organisation relied on an outdated legacy which will be having a large attack surface including unpatched zero-day vulnerabilities.


TASK 2 Governance vs. Management & Communities of Interest

Governance Failure:  The board of directors/ Non-technical management failed because they treated cybersecurity solely as an IT technical problem rather than an enterprise governance responsibility.

Management Failure : InfoSec management failed because they were not able to implement Foundational security frameworks Enterprise Information Security Policy (EISP) or employee awareness training program (SETA) at all leading to a overall failure or ignorance of security.

misaligned priorities among the Three Communities of Interest (InfoSec, IT, and Non-technical management) contributed to this failure:

IT Community: Prior to the attack, the IT department had requested funding to upgrade the legacy server, they have proactively identified the risk and raised the request for funding for the upgrades.
Non-Technical Management:  prioritized financial constraints for the business objective and rejected the IT department budget request for upgrading the legacy server
InfoSec Community: Failed to act as the bridge between IT risk and executive decision-making, by failing to implement EISP or SETA program.


TASK 3: Strategic Remediation via the “6 Ps”

Planning: Shift the organization strategy to treat security as enterprise governance and raise the budget for security upgrades and security hardening.

Policy: Implement  EISP & mandating data encryption for all patient to in storage and transmission.

Programs: Implement SETA program for all the employees, enforce vulnerability management to patch zero-day flaws before they can be exploited.

protection: prioritise the previously rejected budget to upgrade the outdated legacy server and implement controls to encrypt local databases and secure internal communication channels.

People: Train the board of directors and non-technical staff on cybersecurity governance responsibilities and also implement operational security standards across the organization by the InfoSec manager.
Project Management: Ensure that the project Management methodologies have security process which can be added to the project such as upgrading of the servers, R &D for latest security tools and using safe & stable versions of software’s which are being used as part of the project. 
