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INTRODUCTION AND OBJECTIVES OF THE EXERCISES
In the lecture, you learnt about the need for ongoing maintenance of the information security program. Define a model for a full maintenance program. Identify the key factors involved in monitoring the external and internal environment. Describe how planning, risk assessment, vulnerability assessment, and remediation tie into information security maintenance. Explain how to build readiness and review procedures into information security maintenance
Apply your understanding and knowledge from what you learnt in the lecture about the topic by answering the following: 
Please read the following and then answer the questions as best as you can, your lecture notes, text book, library databases and/or the Internet can be used to answer the questions. – 30 mins 
Once you have done that, discuss your answers with other members on your table – 10 mins 
Be prepared to discuss and even present your findings to the rest of the class, upon the lecturer’s choice – 20 mins

Review Questions

1. List and define the factors that are likely to shift in an organization’s information security environment.

2. Who decides if the information security program can adapt to change adequately?

3. List and briefly describe the five domains of the general security maintenance model, as identified in the text.

4. What are the three primary aspects of information security risk management? Why is each important?

5. What is a management maintenance model? What does it accomplish?

6. What changes need to be made to the model in SP 800-100 to adapt it for use in security management maintenance?

7. What ongoing responsibilities do security managers have in securing the SDLC?

8. What is vulnerability assessment?

9. What is penetration testing?

10. What is the difference between configuration management and change management?

11. What is a performance baseline?

12. What is the difference between vulnerability assessment and penetration testing?

13. What is the objective of the external monitoring domain of the maintenance model?

14. List and describe four vulnerability intelligence sources. Which seems the most effective? Why?

15. What does CERT stand for? Is there more than one CERT? What is the purpose of a CERT?

16. What is the primary objective of the internal monitoring domain?

17. What is the objective of the planning and risk assessment domain of the maintenance model? Why is this important?

18. What is the primary goal of the vulnerability assessment and remediation domain of the maintenance model? Is this important to an organization with an Internet presence? Why?

19. List and describe the vulnerability assessments described in the text. Can you think of other assessment processes that might exist?

20. What is the primary objective of the readiness and review domain of the maintenance model?


Exercises
These answers will vary
1. Search the Web for the Forum of Incident Response and Security Teams (FIRST). In your own words, what is the forum’s mission? 
2. Search the Web for two or more sites that discuss the ongoing responsibilities of the security manager. What other components of security management can be adapted for use in the security management model? 
3. This lecture lists five tools that can be used by security administrators, network administrators, and attackers alike. Search the Web for three to five other tools that fit this description.
4. Using a Web browser and the names of the tools you found in Exercise 3, find a site that claims to be dedicated to supporting hackers. Do you find any references to other hacker tools? If you do, create a list of the tools along with a short description of what they do and how they work. 
5. Using the components of risk assessment documentation presented in the chapter, draft a tentative risk assessment of a lab, department, or office at your university. Outline the critical risks you found and discuss them with your class.


Quick Quiz 1

1. A snapshot of a particular version of software assembled or linked from its component modules is known as which of the following?
A. auditing
B. minor release
C. build
D. software library

2. True or False: Agencies should monitor the status of their programs to ensure that ongoing information security activities are providing appropriate support to the agency’s mission.

3. Which of the following special publications provides a seven-step process for prioritizing security activities and corrective actions for funding purposes?
A. NIST SP 800-64
B. NIST SP 800-47
C. NIST SP 800-18
D. NIST SP 800-65

4. Which phase of the security services life cycle (SSLC) involves determining the need?
A. Initiation Phase
B. Assessment Phase
C. Operations Phase
D. Implementation Phase

5. In which CM control does the organization analyze changes to the information system to determine potential security impacts prior to change implementation?
A. Baseline Configuration
B. Security Impact Analysis
C. Access Restrictions for Change
D. Configuration Management Policy and Procedures



Quick Quiz 2

1. Which of the following is NOT a domain in the recommended maintenance model?
A. Readiness and review
B. Internal monitoring
C. Vulnerability  assessment and remediation
D. Configuration management

2. Which of the following terms best describe a procedure that compares the current state of a network-segment against a known previous state of the same network segment?
A. difference analysis
B. external monitoring
C. internal monitoring
D. intrusion detection

3. Which component of the maintenance model focuses on identifying and planning ongoing information security activities and identifying risks?
A. Electronic vaulting
B. Traditional data backups
C. Database shadowing
D. Remote journaling

4. True or False: An intranet vulnerability assessment is designed to find and document selected vulnerabilities that are likely to be present on the organization’s public network.

5. The use of mobile scanning techniques to identify open wireless access points is known as which of the following?
A. wireless vulnerability testing
B. war driving
C. intrusion detection
D. penetration testing
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