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DNS - explain what it is, how it works (illustrations) and its significance within Active Directory Domain Services.
DNS, or Domain Name System, is the method in how user-friendly names such as ‘www.google.com’, are translated to IP addresses so that a request made by an user for a web resource can be fulfilled. The domain name in the above example is ‘google.com’. These domain names are managed by ICANN. [1]
Domain naming convention has a format which has 2 mandatory name entries, with optional extra naming possible if required. Top level domains are listed at the end of the domain name. These are listed as ‘.com, .edu, .org’ etc. The next is the second level domain, such as ‘google, amazon, microsoft’. A sub level domain can be added to identify unique content areas of a website, located before the second level domain. For example, ‘aws.amazon.com, moodle.uwtsd.ac.uk’. 
In resolving a DNS query, there are several basic steps that are taken, with communication happening between several DNS servers with different roles. Firstly, client sends request. That will be forwarded to in most cases, the ISP. This is also known as the recursive resolver. The recursive resolver will communicate with the Root DNS server. These servers are global and know about Top Level Domains ‘.com, etc’. The query is then passed to the TLD Server that corresponds to the query, and these TLD servers store address information of the second level domains (google, amazon) within their respective top-level domain. 
At each of these queries being answered, the IP addresses of the respective name server has been passed to the recursive resolver, as well as the address of the next level server. After the TLD server, the IP address of the original query’s domain name’s server is provided to the recursive resolver, which asks the query for the last time to the domain’s name server and finally the IP address of the original query is provided to the recursive resolver, and then to the client, which is then able to access the resource.  [2]
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DNS is significant within Active Directory Domain Services as shown above, as in the same way that requests are made and communicated with several other servers, ADDS uses DNS to locate resources like domain controllers, which in turn is essential for being able to authenticate new users.  For example, if Server1 was not able to be located and authenticated using DNS, Client 1 would not be able to log in to the nwtraders domain as there would be no method of authentication of users or domain details.

[bookmark: _Toc66390364]B)
AD is one critical ‘Role or Feature based installation’ as part of an enterprise
network, identify and provide a brief overview of 2 other critical roles?

[bookmark: _Toc66390365]Web Server (IIS)

The role of Web Server in Windows server uses IIS, also known as internet information services. It supports HTTP, HTTP/2, HTTPS, FTP, FTPS, and SMTP. IIS is a collection of services that adds functionality to a server that allows processing of web, FTP and SMTP requests, among others.  
It has gone through many iterations over the years, with IIS 10 1809 being the latest version, which is shipped with Windows Server 2019. IIS handles requests between client and server. [3]

[bookmark: _Toc66390366]DHCP Server
Dynamic Host Configuration Protocol is a client/server protocol that automatically provides an IP address, subnet mask, and default gateway information to a device on the network which does not already have these assigned manually. DHCP has been included with Windows Server since 2016. It is an optional role. The DHCP server maintains a pool of IP addresses and leases an address to DHCP enabled clients when it logs on to the network for a predetermined amount of time. By automating the IP addressing task, it can provide reliable address configuration and reduce network administration. 
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Explain why it is important to have different levels of access/roles within the ‘Built in’ Network User Account groups (e.g. Domain Admins, DHCP Admins, etc).
 It is important to have different levels of access/roles within the ‘built in’ Network User Account groups because in a real-world scenario, it would not be appropriate that every user have the same access. In a corporate network, there would be several users interacting with the network. There may possibly be several levels of IT professionals, ranging from Junior to Director, and possibly even contractors, who especially will need to have controlled access to the network. 
As well as the IT staff, there will also be users on the network in non-IT roles, such as HR, Sales, Service etc who may need little to no access to the network administration. For example, the Domain Admin would have a greater access than the DHCP Admin. The Domain Admin would be able to make very dramatic changes to how the network works, however, the DHCP Admin would only be able to manage the DHCP, which is of a lower impact to the network for example, if something were to be misconfigured or if the user of the access had negative intent. 


[bookmark: _Toc66390368]D)
Both AGDLP and AGUDLP are administrations of role-based access control when it comes to assigning privileges to users, computers and group in Windows Server. They are abbreviations of “account, global, domain local, permission” and “account, global, universal, domain local, permission” respectively. They discuss the method of implementing role-based access control on a least privilege given.
Taken from an excerpt from The Administrator Accounts Security Planning Guide, it is said that even though security related training discussed the implementation of a principle of least privilege, it was seen that organisations rarely followed this. [4] The basis of least privilege is for users and computers to log on with the account that has the absolute minimum permissions required to carry out the tasks in accordance with the role. 
As a systems administrator, care should be taken to follow the above when implementing access control. Both are similar, with the latter having an additional group. To put into context, Global, Universal, and Domain Local are discussing groups, which each have their own group scope. Users can be added to groups that define their role (Sales, Support etc). This makes it easier to manage and track and add users to specific groups when handling changes in users or permissions required.
In AD(U)DLP, groups are used in this way: Domain Local groups would be used mainly to manage permissions to resources within a given domain. They can include members of any type within the domain and can be added to ACL (access control lists) on any resource on any domain member.
Global groups are used mainly to define collections of domain objects (users, computers, other global groups) based on business roles, so serve as role groups. They can include as members only users, computers and other global groups in the same domain they were created in.  Global groups have the broadest availability across the forest, domain, and trusting domains, but limited membership compared to other groups. 
Universal groups are used in a particular scenario, such as multidomain forests. They allow you to define roles or to manage resources that span more than one domain. They can contain as members, users, global groups and other universal groups from any domain in the same forest.
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