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Abstract

This report profoundly analyses AeroLink Logistics’ (ALL) cybersecurity governance, risk
and ultimately the compliance challenges within the outsourced as well as digitally dependent
operating environment. It critically assesses the NIST CSF 2.0, ISO/IEC 27001/27002,
COBIT 2019, ITIL 4, Zero Trust and the Cloud Shared Responsibility Model, and thus
identifies their respective strengths as well as limitations for ALL. The analysis closely
integrates the UK legal, regulatory, as well as ethical requirements in combination with the
risks emerging from the cloud services, [oT, and remote access, third parties and finally the
data processing. Moreover, an integrated security governance framework is proposed,
supported through the defined accountability, risk management, technical controls, incident
response, business continuity and finally consistent assurance. In addition, the prioritised
recommendations offer this business with a practical roadmap towards stronger adaptability,

adherence, as well as sustainable cybersecurity governance.
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1. Introduction

1.1 Background

Digital transformation is drastically transforming the overall logistics through the help of

cloud platforms, IoT, Al analytics and remote connectivity and thus

along with operational effectiveness [1].
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Figure 1: Advantages of digital transformation in logistics
(Source: Self-developed)

AeroLink Logistics (ALL) increasingly rely on cloud computing, loT-powered tracking, as
well as Al-powered analytics to support its multinational logistics operations. Though these
technologies assist in enhancing operational visibility alongside effectiveness, they also
expand the interconnected security dependencies. The combination of remote access,
third-party platforms and unmanaged devices maximises the exposure towards cyber threats
and thus makes effective governance and accountability pivotal alongside the technical

security controls [2].



1.2 Problem Statement

The security weakness of ALL is primarily a governance problem instead of an isolated

technical deficiency. With approximately 88% of its IT infrastructure outsourced through

laaS and SaaS, repeated breaches incorporating the shipment data in combination with the PII

expose weaknesses within risk management, vendor accountability, encryption, incident

response and ultimately compliance auditing [3]. The absence of a unified security

framework further maximises the organisational exposures.
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Figure 2: Digital Transformation Vs Expanding Attack Surface
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1.3 Aim and Objectives

Aim



The aim of this study is to profoundly investigate the relevant security frameworks and
models and utilise their complementary capabilities to develop an integrated governance, risk

and adherence approach for AeroLink Logistics (ALL).
Objectives
e To critically assess the key security frameworks and models.

e To profoundly investigates the security, governance, as well as compliance gaps of

ALL.
e To analyse the relevant legal and ethical requirements.

e To recommend measurable controls for both adaptability and enhancements.

2. AeroLink Logistics: Organisation Background and Case Analysis

2.1 Organisation Overview

AeroLink Logistics (ALL) operates its business within the multinational logistics sector
where transportation, warehousing and distribution rely increasingly on digital coordination.
Besides that, real-time tracking, IoT systems, cloud platforms, and finally Al analytics
support operational visibility within its activities [4]. This digitally connected model closely
links ALL with the employees, suppliers and logistics partners across different locations.
Therefore, the operating structure is not completely controlled internally; it also depends
substantially on the external laaS and SaaS providers for transforming how

technology-powered services are delivered.



‘ ORGANISATIONAL OVERVIEW ‘

Industry Moultinational supply chain and logistics organisation.
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Figure 3: Organisational overview

(Source: Self-developed)

2.2 Security, Governance and Compliance Challenges

The principal weakness of this company depends on the interaction between technological
reliance as well as governance fragmentation. Its 88% outsourced IT infrastructure creates
greater third-party exposures compared to internally controlled environments, while the
remote access through the unmanaged devices maximises the levels of uncertainty over who
can access the corporate resources and under what conditions [5]. Previous breaches
incorporating the shipment information along with PII showcase that these concerns are
already material instead of hypothetical. At the governance level, the absence of a unified
security framework along with centralised risk management restricts consistent risk
ownership and prioritisation as well [6,7]. This is compounded through immature compliance
auditing, vendor-accountability concerns, encryption weaknesses, and finally the gaps across

incident response and thus turning isolated failures into profound operational consequences.

2.3 Assumptions and Design Context

Area Assumption Rationale / Impact



Company size

Headquarters

Regulatory

Cloud

Security

maturity

Budget

Security

Operations

Access

Third parties

Medium-to-large

multinational

UK-based headquarters

UK regulatory context

Outsourced

environment

laaS/SaaS

Immature governance

Moderate resources

Limited

monitoring

Remote

centralised

access via

unmanaged devices

High vendor dependency

It profoundly supports scalable yet

enterprise-level controls

It profoundly supports the requirements

of UK GDPR/DPA

Supports  the  strict ~GDPR/DPA

compliance [8].

Requires shared security responsibility

Requires foundational controls first [9].

It supports the phased implementation

Requires both stronger detection as well

as response [10].

Requires both Zero Trust along with
MFA

Requires stronger oversight from the

vendors

Table 1: Assumptions and Design Context

(Source: Self-developed)



3. Research and Critical Evaluation of Information Security Frameworks

and Models

3.1 Information Security Governance and GRC Overview

Security governance establishes accountability for security decisions, risk ownership, and
ultimately adherence oversight. A GRC model closely aligns governance, risk management,
and adherence to assure the consistent security decisions and accountability [9,11]. With
respect to All, this is specifically significant because 88% of its IT infrastructure is
outsourced, thus creating a sense of dispersed responsibility across providers. Therefore,
effective governance requires more than technical controls; it needs to closely connect
organisational accountability, risk decisions, supplier oversight and ultimately security

assurance [12].
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3.2 NIST Cybersecurity Framework 2.0

NIST CSF 2.0 organises the cybersecurity outcomes through the help of six functions
including Govern, Identify, Protect, Detect, Respond, and ultimately Recover [13]. This
outcome-based structure is relevant to ALL, as the firm lacks a unified security framework
along with centralised risk management procedures. Instead of prescribing fixed controls,
NIST enables organisations to select actions as per their risk context [14]. This flexibility
suits the outsourced environments of ALL; however, it also places profound responsibility on
management for defining the ownership, prioritise the risks and translating the desired

outcomes into measurable controls.
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Figure 5: NIST Cybersecurity Framework

(Source; Self-developed)
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3.3 ISO/IEC 27001:2022 and ISO/IEC 27002

ISO/TEC 27001:2022 presents requirements for successfully establishing, implementing,
maintaining and ultimately enhancing an Information Security Management System (ISMS)
[15]. Unlike the NIST’s outcome-oriented flexibility, ISO 27001 gives ALL a more formal
management structure for governing the information security risks along with showcasing
conformity [16].This helps in directly addressing the poor governance as well as immature
adherence auditing of these logistics firms. However, its structured ISMS approach can
require more profound organisational commitment than the flexible guidance of the NIST.
ISO/IEC 27002 can then support the practical selection as well as successful implementation

of the security controls within the ISMS [17].

ISMS Continooun: Improvement Cycle (PDCA Modely
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* Continnon: Improvement
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Figure 6: PDCA Cycle for ISO/IEC 27001

(Source: Self-developed)
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3.4 COBIT 2019

COBIT 2019 extends the cybersecurity management towards the enterprise-wide governance
of information and technology [18]. Its 40 governance and management objectives support
the close alignment between the technology decisions, accountability and the organisational
goals. This properly suits ALL where the outsourced IT disperses the responsibility across
both the internal and external stakeholders. Compared with NIST’s cybersecurity focus in
combination with the ISO 27001°s ISMS requirements, COBIT presents a sense of stronger
governance alignment, but it does not replace either [19]. For ALL, this framework mainly

assists in enhancing he governance while clarifying the accountability.
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Figure 7: COBIT 2019 Governance Components

(Source: Self-developed)

35ITIL 4

ITIL 4 initially addresses all aspects with the help of IT service management instead of
cybersecurity governance [20]. Its incident, problem, change, suppliers, and ultimately the
continual enhancements practices are closely relevant where service disruptions can influence
the overall logistics operations. Compared with COBIT’s governance emphasis, ITIL is more
operational, while NIST offers profound cybersecurity risk convergence [21]. As a result,
ITIL can fortify the incident, service and ultimately the change procedures of ALL. However,
it needs to complement NIST, ISO 27001 and COBIT instead of operating as a primary

security framework.
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Figure 8: ITIL 4 Service Value System

(Source: Self-developed)

3.6 Zero Trust Architecture

Zero Trust directly addresses remote access of ALL, along with the unmanaged-device
exposure through consistently verifying users, devices and finally the access requests while
enforcing least privilege [22]. Unlike NIST, ISO 27001 and COBIT, this framework revolves
more specifically around access security compared to enterprise governance. As an example,
BeyondCorp of Google presents a real-world case of Zero Trust through leveraging the user
identity as well as device context to control application access instead of completely
depending on the network location [23, 24]. With respect to ALL, this model complements
risk management of NSIT and accountability of COBIT instead of replacing them.

User | Identity 3 Device

h J

Policy

¥

Data < ~{ Application ‘

Figure 9: Zero Trust Model

(Source: Self-developed)

3.7 Cloud Shared Responsibility Model

The Cloud Shared Responsibility model clarifies how security obligations are classified

between not only the cloud providers but also the customers [25]. This is critical for ALL
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given its heavy dependence on the outsourced [aaS and SaaS services. Unlike the NIST or
COBIT, this does not offer complete governance; rather, it helps in clarifying the
accountability of the cloud [26]. With respect to ALL, this fortifies vendor oversight through

preventing outsourcing from becoming an excuse for unclear security ownership.

3.8 Comparative Critical Evaluation and Framework Selection

Framework Primary Major strength Key limitation ALL
purpose application
NIST  CSF Cybersecurity  Flexible risk  Not High
2.0 risk management certification-fo
cused
ISO 27001 ISMS Governance/certificatio =~ Resource High
n intensive

COBIT 2019  Governance Accountability/alignme = Complexity High

nt [27].
ITIL 4 Service Operational resilience Limited cyber Medium
management governance
Zero Trust Access/security = Remote/cloud protection Implementatio = High
n complexity
[28].
Shared Cloud Clarifies responsibilities = Provider-specif = High
Responsibilit = accountability ic application

y

Table 2: Comparative table

(Source: Self-developed)
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4. Proposed Integrated Security Governance Framework

4.1 Proposed Integrated Framework Overview
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Figure 10: Security Governance Framework
(Source: Self-developed)

This framework establishes a top-down governance structure which starts with the Board’s
strategic oversight and extends through the Security Governance Committee, CISO, risk,
compliance, operational and finally the incident-response functions. Continuous monitoring
supports the ongoing enhancement. A holistic cybersecurity as well as risk management
approach closely aligns with the different models like ISO/IEC 27001 for ISMS, NIST CSF
2.0 for cyber-risk management, COBIT 2019 for governance, Zero Trust for identity-centric
security, and ITIL 4 for service management. This integrated approach not only fortifies the

governance of ALL but also the adaptability and strict adherence.
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4.2 Governance and Strategic Security Structure

The Board offers strategic oversight and approves the security priorities, while the Security
Governance Committee coordinates with the governance, risk and ultimately the assurance
decision [refer to Appendix 1]. Besides that, the CISO helps in developing the security
strategy alongside coordinates the SOC with risk and security operations [29]. The DPO
supervise the personal-data protection in combination with the GDPR obligations, while the
CIO/IT helps in successfully implementing both the technology and the service controls as
well [30]. Moreover, the legal/compliance monitors the regulatory requirements, whereas the
Vendor Management effectively controls the third-party accountability, which is specifically

significant for ALL’s outsourced IT environments. This structure not only fortifies ownership

but also assurance [31].

4.3 Enterprise Cyber Risk Management
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Figure 11: Cyber Risk Management Lifecycle

(Source: Self-developed)

ALL needs to identify the risks within the cloud services, 10T, vendors and finally the remote

access, then critically analyse each as per both likelihood and business influence [32]. Each
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risk needs to have defined owners as well as treatment decisions, incorporating the
mitigation, along with the transfer, acceptance or avoidance [33]. Moreover, the residual risk
needs to remain visible after controls are applied instead of being treated as excluded. In
addition, continuous monitoring needs to reinvestigate the changing exposure, specifically
where the outsource providers and the unmanaged devices influenced the ALL’s control
environment. This develops an evidence-based cycle from the identification through the help

of treatment, ownership, and review [refer to Appendix 2].

4.4 Security Policies, Data Governance and Procedures

This logistics company requires to successfully implementing integrated security as well as
data governance covering access, remote working, BYOD and ultimately acceptable
utilisation [34]. Besides that, least-privilege access in combination with encryption needs to
safeguard sensitive information, while classification, retention and finally minimisation help

in controlling data exposures.

4.5 Compliance, Legal and Ethical Governance

ALL requires close alignment of its security governance with the UK GDPR and the Data
Protection Act 2018, while applicable NIS-related obligations, ISO/IEC 27001, Cyber
Essentials Plus and ultimately the NCSC guidance assist in fortifying the assurance.
However, strict adherence should not be treated as certification alone. Moreover, the ethical
governance requires a sense of proportionate employee monitoring along with the responsible
utilisation of data and AI, minimising data collection, transparency and finally clear
accountability [35]. For ALL, this is specifically significant where cloud services, remote
working and ultimately third-party providers process both organisational as well as personal
information. Furthermore, the regular auditing needs to be test both the regulatory conformity

and whether the security practices remain fair, necessary and ultimately proportionate.

4.6 Vendor and SLA Security Management

ALL requires its third-party vendors to fortify their third-party governance through the help
of security-focused SLAs, measurable KPIs and finally the contractual security clauses.
Given its outsourced environments, vendors are required to effectively manage encryption,

MFA, and backups in combination with timely patching, with defined incident-reporting

18



obligations [36]. In addition, periodic audits are required to verify whether these requirements

are actually met instead of depending on the contractual assurances. In essence, it can be

asserted that the performance of the vendor requires review consistently along with the

escalated security weakness.

Requirement SLA Check
Encryption Required
MFA Mandatory
Backup Defined frequency

Patch Management

Defined timeframe

Audit

Periodic review

Incident Reporting

Defined escalation

Table 3: Vendor SLA Checklist

(Source: Self-developed)

4.7 Incident Response and Cyber Crisis Management

All requires to develop an incident-response procedures covering preparation, detection

analysis, containment, eradication, and ultimately recovery, followed by documented lessons

learned. Besides that, both the SOC/CSIRT and SIEM require support for rapid detection in

combination with investigations and escalation as well [37]. Moreover, the pre-defined

procedures need to address third-party incidents along with the regulatory notification. With

respect to the outsourced environment of ALL, the vendors require clear reporting and

escalation obligations, while regular table top exercises need to test the decision-making,

communication, and ultimately the preparedness of recovery and thus expose the weakness

before a major cyber incident takes place [38].
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4.8 Business Continuity and Disaster Recovery

ALL requires effective sustainment of a Business Continuity Plan (BCP) along with the
Disaster Recovery Plan (DRP), which will cover the critical logistics services, cloud systems,
as well as the essential data [38].Besides that, the recovery priorities need to highlight the
operational influence, whereas the adaptability relies on reliable backups, alternative services
and defined responsibilities as well [39,40].Moreover, the regular testing needs to validate
whether the recovery arrangements actually work under any kind of disruptions. In addition,
the results need to inform a sense of enhancements towards the recovery procedures and thus
ensure that ALL can not only prepare but also respond, recover and resume their business

operations without depending on untested assumptions.
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Figure 12: Business Continuity and Disaster Recovery
(Source: Self-developed)

4.9 Technical Security Architecture and Access Controls
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ALL requires strong defence-in-depth as cloud services, along with remote access, [oT and
finally third-party connectivity, create multiplier paths for attack. Besides that, IAM and MFA
require control of both identity and access, while network segmentation often restricts lateral
movement. Moreover, the EDR presents endpoint protection, while SIEM/SOC profoundly
guides the centralised monitoring and response and the DLP help in lowering the
inappropriate data movement. In addition, the encryption helps in safeguarding the sensitive
information and thus developed a sense of layered controls rather than heavily relying on a

single defensive mechanism.

5. Critical Discussion: Why Continuous Updates to Regulations and

Standards Are Necessary

Continues update is a good thing to reducing phishing techniques where regular updates
ensure security controls remain effective against new attack methods. Continuous updates
help organisations remain legally compliant such as UK GDPR, Data Protection Act 2018,
ISO/IEC 27001:2022, NIST CSF 2.0 is important to maintain governance policies in risk

register technique.

UK businesses experiencing some form of cyber security
breach or attack in the previous 12 months
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Figure 13: Cyber Attacks Growth (2016-2026)

(Source: [41])
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Continuous updates are required as the security exposure of ALL is not static. The latest UK
Cyber Security Breaches Survey discloses that approximately 45% of the transport as well as
storage business experienced a cyber-breach compared with 43% of UK business [41].
Moreover, only 17% of the transport business reported having board-level responsibility for
the cyber security compared with 31% of the overall [42]. This showcases a poor governance
which directly relevant to ALL, where outsourced IT already disperses the security

accountability.

Real world incidents reinforce this concerns. As an example, ransomware disruption of Royal
Mail in the year 2023 showcase how cyber incidents can influence the continuity of the
logistics business whereas as the Microlise’s 2024 cyber incident reveals the vulnerability of
logistics operations towards technology disruptions [43,44]. These cases highlight that ALL
cannot treat cybersecurity primarily as technical protection; its framework requires to connect
the business continuity along with the supplier governance, incident response and ultimately
executive accountability. Compared with a static compliance approach, ALL requires
continuous alignment with the NIST CSF 2.0, ISO revisions, NCSC guidance, Cyber
Essentials and UK GDPR, in combination with the emerging threats from Al, deepfakes,
zero-days and ultimately the cloud dependency. Thus, continuous adherence is more suitable
for ALL than periodic certification because its outsourced as well as digitally reliant

operating model can change the risk profile faster than the formal review cycles.
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Figure 14: Continuous Compliance Improvement Cycle

(Source: Self-developed)

6. Recommendations and Implementation Roadmap

This supply chain and logistics company requires prioritising the recommendations as per the

risk, their urgency and ultimately the implementation dependency [Refer to Appendix 3].

Immediately, the company requires establishing the Security Governance Committee,
assigning clear security ownership, successfully implementing MFA, fortifying the access
controls, developing a central risk register and finally starting with the vendor security

assessments [45].

On medium term, this company needs to embrace a NIST CSF 2.0, build an ISO/IEC 27001
ISMS, profoundly implement Zero Trust, fortifies the capabilities of SOC and thus boost the

overall data governance [46].
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In long-term, the company requires prioritising the shift towards the ISO/IEC 27001

certification readiness, consistent strict adherence, Al security governance and finally the

continues vendor assurance [47].

Action Owvn M|M(M|M M| M| M KPI/
er 112(3(4 10 | 11 | 12 | Measure
MFA CIS %
Implementati | O coverage
on
Central Risk | CIS Risk
Register 0] register
completio
n
Vendor CIS % critical
Security 0] vendors
Review assessed
NIST CSF | CIS % control
2.0 0) adoption
IT
Zero  Trust | CIS % priority
Controls o / controls
IT implemen
ted
ISO 27001 | CIS ISMS
ISMS o / readiness
DPO
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Audit CIS Audit
Readiness o / readiness
DPO %

Table 3: Gantt Chart

(Source: Self-developed)

7. Conclusion

In conclusion in can be asserted that ALL requires an integrated security governance
approach instead of isolated technical controls. Closely integrating the Aligning ISO/IEC
27001, NIST CSF 2.0, COBIT 2019, Zero Trust and ITIL 4 within the business practices of
ALL can not only fortify the governance but also the risk management, adaptability and
finally the compliance. Moreover, the prioritised implementation, consistent monitoring as
well as vendor assurance will allow ALL to respond profoundly towards the changing cyber

threats.
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