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[bookmark: _Toc224773174]1. Research Report
[bookmark: _Toc224773175]1.1. Research on Hypervisor
Hypervisors can be grouped into Type 1 and Type 2, but the main difference is how close they are to the hardware. A Type 1 hypervisor runs directly on the physical machine and manages guest systems through a virtualisation layer. Microsoft states that Hyper-V uses a Type 1 architecture with a hypervisor, a root partition for management, and child partitions for virtual machines. A Type 2 hypervisor runs on top of an existing operating system. Oracle states that VirtualBox is a hosted hypervisor, which means it depends on the host OS rather than running directly on the hardware[1][2]. 
In my coursework, I used Oracle VM VirtualBox because it was practical for a student lab environment. It is easier to install, works well on a normal laptop, and allows both Windows Server 2022 and Debian to be run as virtual machines. However, I do not think it is the best choice for this topology if it is judged as a realistic business design rather than just a lab setup[3]. 
For the BIRMINGHAM.ACCA domain environment, a Type 1 hypervisor would be more suitable, especially in the enhanced topology where the Windows Server supports domain services, DNS, DHCP and IIS. In that situation, isolation, stability and scalability matter more than convenience. Hyper-V is also designed for Windows Server environments, supports Debian virtual machines, and requires suitable hardware such as a 64-bit processor, SLAT and virtualisation extensions. Therefore, VirtualBox was acceptable for[4][5].


[bookmark: _Toc224773176]1.2. Research on IP Addressing
From the group activity, my understanding is that data moves across the Internet in small packets, and each packet needs a source and destination IP address so it can be delivered to the correct place [6]. In simple terms, IP addressing works like a logical location system for devices. Without IP addresses, routers would not know where to forward traffic between networks. I also understood that switches and routers do different jobs. A switch mainly forwards traffic inside the same local network, while a router connects different networks and decides the path that IP packets should take [7] [8]. This is important in this topology because Birmingham and London are separate networks, so routing is needed between them, not just switching.
IPv4 and IPv6 both identify hosts, but they differ in size and format. IPv4 uses 32-bit addresses written in dotted decimal form, for example 172.16.1.10, whereas IPv6 uses 128-bit addresses written in hexadecimal, such as 2001:db8::10 [6][7]. In my opinion, IPv6 is more future proof because it addresses the problem of IPv4 exhaustion.
Subnetting is also important because it improves efficiency. CIDR was introduced to conserve IPv4 address space and reduce routing table growth [9]. In this topology, using 172.16.1.0/24 for Birmingham, 172.16.2.0/24 for London, and 10.0.0.0/30 for the server-to-server link is practical. The /30 link is especially efficient because only two usable addresses are needed. However, I think the /24 LANs are simple rather than fully optimised for such a small network [9].





[bookmark: _Toc224773177]1.3. Research on Routing
Routing protocols are used to move data between different networks rather than just within one local network. My understanding is that their main purpose is to help routers decide the best path for forwarding packets to a destination network. Dynamic routing protocols, such as OSPF, do this by exchanging routing information automatically and building a view of the network, which makes them more suitable when the topology changes often or becomes more complex [10]. Static routing is different because the route is entered manually by an administrator using a destination network and a next-hop address [11]. This makes static routing less flexible, but much easier to control and troubleshoot.
For this topology, I think static routing is the better choice. The network is small, with one Windows Server, one Debian Server and separate Birmingham and London subnets. There is only one clear path between the two LANs, so using a dynamic routing protocol would add complexity without giving much real benefit. The Debian Server’s role as a DHCP Relay also supports this view. DHCP relay is mainly there to forward DHCP messages between subnets so that clients can still get addressing information from the Windows Server even when the DHCP server is on another network[12]. Because of that, the most important thing is reliable connectivity between the two subnets, not advanced route learning. In my opinion, static routing suits this setup better because it is simple, predictable and enough for the size of the topology. Dynamic routing would only become more useful if the network grew larger or had multiple routing paths.



[bookmark: _Toc224773178]1.4. Research on Network Services
My understanding is that VPNs, DHCP, AD DS and Certificate Authorities are most effective when they work together rather than as separate services. A VPN is useful because it allows remote users or sites to connect securely over an untrusted network, but its value depends on strong authentication, encryption and controlled access rather than just “private” connectivity [13]. In my view, that makes VPNs a security service as much as a connectivity service. DHCP is also more important than it first appears because it automatically provides IP configuration to clients and reduces manual errors, which becomes essential in a network with multiple hosts. In this topology, using a relay approach is sensible because clients can still receive addressing information even when the DHCP server is on another subnet.
Active Directory Domain Services (AD DS) is central in the enhanced topology because it stores directory information and supports authentication, authorisation and policy-based management across the domain [15]. This makes administration more consistent, but it also means the domain controller becomes a critical point of trust. For that reason, best practice would include limiting administrative privileges and securing the server carefully. Certificate Authorities, through AD CS, support this trust model by issuing and managing digital certificates used for authentication and secure communication [16]. I think this is especially important for services such as VPN access, because certificates are more reliable than relying only on passwords.
Overall, these services improve both functionality and security, but only if they are planned together. If they are configured separately without a clear trust model, the network may still work, but it will be less secure and harder to manage. 



[bookmark: _Toc224773179]2. Technical Documentation
The screenshots in this section provide evidence of the download, installation, and creation of the virtual machines. Although the screenshots show timestamps from the same day, this is because I had to retake them after completing the practical work so that all the required evidence was clearly documented and presented properly. The screenshots were retaken about a week before submission, not at the last minute.
[bookmark: _Toc224773180]2.1 Choice of Hypervisor
For this coursework, I chose Oracle VM VirtualBox as my hypervisor. I selected it because it was the most practical option for my available hardware and it allowed me to run different operating systems in the same lab environment. Since I needed to work with Windows Server 2019, Windows 10 Pro, Debian Server, and Debian Client, VirtualBox was suitable because it supported all of them and made the setup easier to manage.
I also chose VirtualBox because this topology will continue to be developed in Coursework 2. I needed a hypervisor that was flexible and easy to manage when making changes to the network. In my opinion, VirtualBox was the right choice because it allowed me to build the topology successfully and prepare it for later configuration of network services.
[bookmark: _Toc224773181]2.2. Download and Setup
To begin the practical work, I downloaded and installed Oracle VM VirtualBox, Windows Server 2019, Windows 10 Pro, and Debian for the Debian Server and Debian Client machines. After this, I created four virtual machines in total. These included two Windows machines and two Debian machines. Once the virtual machines had been created, I installed the operating systems and started each one successfully.
[bookmark: _Toc224408139][bookmark: _Toc224773182]2.2.1 Evidence of Download and installation.
[image: ]
Figure 1.Creation of Virtual machine Windows 1 and 2
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Figure 2.Creation of Virtual machine Linux Debian 1 and 2
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Figure 3.Installation of Windows Server and Windows Client
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Figure 4.Installation of Linux Server and Linux Client

[bookmark: _Toc224773183]2.2.2 Deploy your network as per the given topology
I then created two separate NAT networks. NAT Network1 (SWAN) was used for the Windows machines and NAT Network2 (UWTSD) was used for the Debian machines. Both Windows virtual machines were connected to NAT Network1, and both Debian virtual machines were connected to NAT Network2.
[image: ]
Figure 5.Creation of Network with NAT Network 1 for Windows
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Figure 6.Creation of Network with NAT Network 2 for Linux OS
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Figure 7.Evidence of Windows Server is connected with NAT Network 1 (SWAN)
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Figure 8.Evidence of Windows Client is connected with NAT Network 1 (SWAN)
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Figure 9. Evidence of Linux Server is connected with NAT Network 2 (UWTSD)
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Figure 10.Evidence of Linux Client is connected with NAT Network 2 (UWTSD)


[bookmark: _Toc224773184]2.2.3 IP addressing
	Machine
	OS
	IP Adress
	Network

	Windows Server
	Windows Server 2019
	192.168.100.10/24
	SWAN

	Windows Client
	Windows 10 Pro
	192.168.100.20/24
	SWAN

	Debian Server
	Debian 13
	192.168.200.10/24
	UWTSD

	Debian Client
	Debian 13
	192.168.200.20/24
	UWTSD




[bookmark: _Toc224408142][bookmark: _Toc224773185]2.3. Configure IP Addressing
After setting up the virtual machines and networks, I configured the IP addresses for each machine. For the Windows network, I used the 192.168.100.0 range. For the Debian network, I used the 192.168.200.0 range. This made it easier to separate the two networks and identify which machines belonged to each one.
The Debian Server and Debian Client were configured with 192.168.200.10 and 192.168.200.20. This meant that both Debian systems were on the same subnet and were able to communicate with each other. I then checked the IP configuration on each machine using ipconfig on Windows and ip addr show on Debian. This helped confirm that the addressing had been set correctly before moving on to the connectivity tests.
[bookmark: _Toc224408143][bookmark: _Toc224773186]2.3.1. Use appropriate IP addresses to configure your network.
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Figure 11.Evidence of IP addresses set up in 2 Windows OS
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Figure 12.Evidence of IP addresses set up in 2 Linux OS


[bookmark: _Toc224408144][bookmark: _Toc224773187]2.3.2. The above topology gives network address for the networks
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Figure 13.Network IP address from NAT Network 1 for Windows
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Figure 14.Network IP address from NAT Network 2 for Linux



[bookmark: _Toc224408145][bookmark: _Toc224773188]2.4. Test and Troubleshoot 
After configuring the IP addresses, I tested the connectivity between the machines. The Windows machines were able to communicate successfully within their own network, and the Debian machines were also able to communicate successfully within theirs. This showed that the addressing and NAT network assignments had been configured correctly.
I then tested communication between the Windows and Debian networks. This was unsuccessful, which was the expected result because both groups were placed on separate NAT networks and no routing was configured between them. In my opinion, this was an important result because it showed that the network separation had been applied correctly and that the topology was working as required.
[bookmark: _Toc224408146][bookmark: _Toc224773189]2.4.1. Perform Connectivity tests 
Outcome 1
[image: ]
Figure 15.Successful connectivity within windows network.
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Figure 16.Successful connectivity within Linux network.
Outcome 2
[image: ]
Figure 17.Unsuccessful connectivity between Linux and Windows Networks



[bookmark: _Toc224773190]3. Personal & Technical Reflection
[bookmark: _Toc224773191]3.1.1 Technical Reflection
During Task 2, one of the main challenges was making sure that each virtual machine was connected to the correct NAT network and had the correct IP address. Because the Windows machines and Debian machines were placed on different virtual networks, I had to check carefully that I had not attached a machine to the wrong network by mistake. To diagnose this, I checked the adapter settings in VirtualBox and then verified the IP details using ipconfig on Windows and ip addr show on Debian. This helped me confirm that the Windows machines were in the 192.168.100.0 network and the Debian machines were in the 192.168.200.0 network.
Another point during testing was understanding the ping results correctly. At first, a failed ping could look like a problem, but after checking the task requirements I understood that failed communication between the Windows and Debian networks was actually the correct outcome because no routing had been configured between them. In that sense, the testing stage helped me think more critically rather than assuming every failed result meant something was broken.
[bookmark: _Toc224773192]3.1.2 Personal Reflection
Personally, this coursework improved my patience and attention to detail. I realised that practical networking requires more than just following steps, because small mistakes can affect the whole setup. I also learned the importance of presenting evidence clearly, especially when I had to retake screenshots to show the work properly. Overall, this task made me more confident in using virtual machines and helped me understand how theory links to practical network deployment.
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[t qlen 1000
ink/loopback brd
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred ft forever
inet6 ::1/128 scope host noprefixroute
valid_Lft forever preferred 1ft forever
<BROADCAST, MULTICAST, UP, LOWER UP> mtu 1500 qdisc fq_codel state UP gr
default glen 1000
link/ether ©8:00:27:3d:ff:20 brd ff:ff:ff:ff:ff:ff
altname enx0800273dff20
inet [EPIETEIPTIMT)/24 brd 192.168.200.255 scope global noprefixroute enpos3
valid_Lft forever preferred 1ft forever
inet6 fedo::2bac:c52b:d49:8516/64 scope link noprefixroute
valid_Lft forever preferred 1ft forever
<BROADCAST, MULTICAST, UP, LOWER UP> mtu 1500 qdisc fq_codel state UP gr
default glen 1000
link/ether 27 19:d1 brd ff:ff:ff:ff:ff:ff
altname enx0800273919d1
inet 192.168.1.190/24 brd 192.168.1.255 scope global dynamic noprefixroute e
npess
valid_1ft 86350sec preferred lft 86350sec
inet6 2a00:23c5:272e:5701: eaB3: 2aba: c035:5519/64 scope global temporary dyna
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vboxuser@DebianClient: ~

~$ ip addr show
1: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group defaul
[t qlen 1000
ink/loopback brd
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred ft forever
inet6 ::1/128 scope host noprefixroute
valid_Lft forever preferred 1ft forever
<BROADCAST, MULTICAST, UP, LOWER UP> mtu 1500 qdisc fq_codel state UP gr
default glen 1000
link/ether 0:27:e6:e5:65 brd ff:ff:ff:ff:ff:ff
altname enx080027e6e565
inet [EPIETEIPTIMEN)/24 brd 192.168.200.255 scope global noprefixroute enpos3
valid_Lft forever preferred 1ft forever
inet6 fed0::a00:27ff:fee6:565/64 scope link noprefixroute
valid_Lft forever preferred 1ft forever
<BROADCAST, MULTICAST, UP, LOWER UP> mtu 1500 qdisc fq_codel state UP gr
default glen 1000
link/ether 27 b brd ff:ff:ff:ff:ff:ff
altname enx@80027e3be2e
inet 192.168.1.106/24 brd 192.168.1.255 scope global dynamic noprefixroute e
npess
valid_1ft 86332sec preferred lft 86332sec
inet6 2a00:23c5:272e:5701: Ff7d:9430:8078:77c9/64 scope global dynamic nopref

BONT#NEDT GO -Rghtc

@S Ao 8 FhD

Sunny

1637
18/03/2026





image14.png
Fle  Machine  Network  Help
L
g Ot Remove properis
Host-only Networks  NAT Networks  Cloud Networks
| PudPrefi 1P Prefix DHCP Server
| | | 192.168.100.0/24 fd17:625c037:2801::/64 Disabled
UWTSD 192.168.200.0/24 fd17:625c037:2802::/64 Disabled
a
a
]

GenerslOptions | Port Forwarding
Neme:  SWAN
IPvaPreie 192.1681000724
() Enable DHCP
O Enable P
PyGPrefie | fd17:625c03TaB01s/64

O Advertise Defaut 16 Route

e 1639
@ “e e ram

Q search BoOaOMmME 0o





image15.png
Fle  Machine  Network  Help
L
g Ot Remove properis
Host-only Networks AT Networks  Cloud Networks
| PudPrefi 1Py Prefix DHCP Server
@ s 192.168.100.0/24 fd17:625c037:2801::/64 Disabled
|UWTSD 192.168.200.0/24 fd17:625c:037:a802:/64 Disabled
a
a
]

GenerslOptions | Port Forwarding
Neme: UWTSD
IPvaPreie 192.168200.0724
() Enable DHCP
O Enable P
Py Prefie  fd17:625c103TaB02:/64

O Advertise Defaut 16 Route

e 1640
@ neacam 10

Q search . O &





image16.png
w L]
Fle  Machine  View  Input  Devices  Help Fle  Machine  View  Input  Devices  Help
Server Manager > Dashboard @1V vaage ok vew wop ——
[ WELCOME TO SERVER MANAGER
7]
Vet
s

Command Prompt

Hicrosoft Windows [Version 16.6.19045.2065] ~
(c) Microsoft Corporation. All rights reserved.

c: \Users\Adninistratorsping 192.168.166.26 C:\Users\Client1>ping 192.168.106.16

pinging 192.168.160.20 with 32 bytes of data Pinging 192.168.160.16 with 32 bytes of data

Reply from 192.168.160.20: bytes=32 time<ims Reply from 192.168.160.10: bytes-32 time<ims TTL-128
Reply from 192.168.160.20: bytes=32 time<ims Reply from 192.168.160.10: bytes-32 time<ims TTL-128
Reply from 192.168.160.20: bytes=32 time<ims Reply from 192.168.160.10: bytes-32 time<ims TTL-128
Reply from 192.168.160.20: bytes=32 time<ims Reply from 192.168.160.10: bytes-32 time<ims TTL-128

ping statistics for 192.168.106.26; ping statistics for 192.168.106.16;

Packets: Sent = 4, Received = 4, Lost = 6 (6% Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds Approximate round trip times in milli-seconds

Minimum = ems, Maximum = @ms, Average = ems Minimum = ems, Maximum = @ms, Average = ems

c: \Users\Administrator> C:\Users\Client1>,
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debianuser@debian: ~ vboxuser@DebianClient: ~

debianuser@debian:~$ ping 192.168.200.20 vboxuser@Debianclient:~$ ping 192.168.200.10
PING 192.168.200.20 (192.168.200.20) 56(84) bytes of data. .168.200.10 (192.168.200.10) 56(84) bytes of data
64 bytes from 192.168.200.20 X .01 ms from 192.168.200.10: icmp_se 346 ms
64 bytes from 192.168.200.20 294 ms from 192.168.200.10: icmp_se
64 bytes from 192.168.200.20: from 192.168.200.10: icmp_seq=3 ttl=64 time=0.514 ms
pi64 bytes from 192.168.200.2 : . from 192.168.200.10: icmp_se
ng64 bytes from 192.168.200.20: X . from 192.168.200.10: icmp_se

bytes from 192.168.200.20 : . from 192.168.200.10: icmp_se

bytes from 192.168.200.20 X . from 192.168.200.10: icmp_se

bytes from 192.168.200.20: . from 192.168.200.10

bytes from 192.168.200.20 X . from 192.168.200.10: icmp_se

bytes from 192.168.200.20: icmp_seq=10 tt from 192.168.200.10: icmp_se

bytes from 192.168.200.20: icmp_seq=11 ttl=64 time=0.394 from 192.168.200.10: icmp_seq=11 ttl=64 time=0

bytes from 192.168.200.20 X . from 192.168.200.10

bytes from 192.168.200.20: X . from 192.168.200.10: X

bytes from 192.168.200.20 . from 192.168.200.10: icmp_se

bytes from 192.168.200.20: icmp_seq=15 tt from 192.168.200.10: icmp_se

bytes from 192.168.200.20: icmp_seq=16 ttl=64 time=0.282 from 192.168.200.10: icmp_seq=16 ttl=64 time=0

bytes from 192.168.200.20 X from 192.168.200.10

bytes from 192.168.200.20 X . from 192.168.200.10

bytes from 192.168.200.20 X . from 192.168.200.10

bytes from 192.168.200.20 X . from 192.168.200.10

bytes from 192.168.200.20: . from 192.168.200.10

bytes from 192.168.200.20: . from 192.168.200.10
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debianuser@debian: ~

:~$ ping -c 4 192.168.100.10
PING 192.168.100.10 (192.168.100.10) 56(84) bytes of data.

192.168.100.10 ping statistics ---
4 packets transmitted, 0 received, 100% packet loss, time 3147ms

File and Storage
2 g 1 Local Server
Services

Manageability

16552

P moem D iy D
BONFSNEEE GBORgnc BONF#WEDE GO rght

& m =« e 7 e 1652

Q search 2] S O mME 0 o L) € Sunny @ 8 FTHD g





