


According to the Office for National statistics (2024), there was 3.2 million fraud incidents experienced by people in England and Wales in the year 2024. In Particular, romance fraud remains one of the most common types of fraud in the UK. Many police forces across England have provided statistics on reported cases in their areas. For example, the City of London Police (2024) stated they received 8792 reports, Nottinghamshire Police (2025) revealed that they recovered more than one million pounds for victims and Cheshire Police (2024) reported there was 8710 victims in 2023 and that it is on the increase. When learning about the prevalence of romance fraud; it is as equally important to understand what romance fraud is, who the victims are, and the different methods fraudsters and criminals use to target the victims. Once this is understood, the different impacts it can have on victims and society, including a human and industrial impact as well as the impact on the country’s security will be discussed. To conclude, the preventative measures will be provided to assess what has been implemented in an attempt to prevent romance fraud occurring. 
Romance fraud occurs when criminals pretend to initiate a genuine relationship with the victim through the use of an online dating sites or social media with the intention of defrauding the victim for their own financial benefit (Cross, 2022). Criminals use many different methods and techniques to scam the victim. Firstly, they will attempt to establish trust by devoting their time into getting to know the victim. They will not only listen to their problems but will also share personal details of their own to create a sense of intimacy (Carter, 2020). To increase this, the fraudster will start to use ‘love bombing’, which refers to the fraudster giving the victim more attention, affection and compliments to make them feel loved and special (Klein, Li & Wood, 2023). After this has been understood, the fraudster will use emotional manipulation by creating different crisis situations to increase the victim’s sympathy and state they need financial assistance to help with the crisis (Cross & Holt, 2021). At this stage, the victim may give the scammer some money, which allows the fraudster to take advantage of the victim by isolating them from their friends and family. They will discourage them to reveal any details of their relationship with anyone which will make the victim more reliant on the fraudster (CrimeStoppers, 2025). This will gradually escalate to the scammer asking for money more frequently and the amount of money will also increase as the victim becomes more invested in the relationship. A criminological theory named strain theory links to fraud because it provides a framework for understanding why individuals resort to getting involved with criminal behaviour. Within fraud, examples of a strain could be a loss of a loved one. Individuals including both criminals and the victim seek online platforms to refill this strain (Sui, Zhong & Nivette, 2024). 
Anyone can be a victim of romance fraud, but the most common age category is people aged 50 years or older. These include both males and females as both the offender and the victim. However, fraudsters usually prey on vulnerable people that may have recently got a divorce, anyone who is single or anyone looking for a partner (Cross & Lee, 2023). An example which demonstrates this is a case of an 83-year-old female from Oldham who over 18 months, got scammed £20,000 by a 60-year-old male from the United States.  The victim and the fraudster met via an online scrabble game which was used mainly by elderly females. He first started speaking to her on the app and gathered that she recently lost her husband and that she was lonely. He proceeded to give a very similar story when talking about his personal life to make her feel not alone and feel that they had a lot in common. He then requested to speak to her on an external platform in which the relationship got more intense and requests for money began. He used emotional manipulation by stating his daughter needed an operation that afternoon and pressured her to transfer money or his daughter would lose her leg. This kept escalating until the victim’s brother realised what was occurring and he contacted the police and her bank (Greater Manchester Police, 2024). 
Within this case and similar cases which have occurred, the victim can be impacted both positively and negatively. For someone who is feeling lonely, the thought of a genuine relationship where they can talk to someone about everything would be the perfect scenario. They feel and become attached because they are gaining love and affection which either they have lost or they didn’t have before (Chuang, 2021). In some cases, even after the lie has been unfolded, the victim finds it hard to come to terms with what has happened and still feels attached. On the other hand, other victims feel emotionally distressed and suffer psychological pain (Buil-Gil & Zeng, 2022). These include feelings of shame, anxiety, stress, depression, fear and even suicidal thoughts. The feelings of shame and embarrassment link very closely with the victim being reluctant to disclose their experience to anyone such as their family and friends, their bank and the police because they fear any disapproval or rejection (Aborisade, 2022). This shame and embarrassment can become too much for victim, and they start to become depressed and suicidal as they will feel their family will judge them for what has happened, and they can’t face the reality anymore (Osman, Alwi & Khan, 2024). This can lead to secondary impacts of substance misuse and unhealthy eating which is used as a coping mechanism for many mental health issues such as of depression (Berry et al, 2021). The victim may not always notice the impact of the scam, but friends and family can notice personality changes, mood swings and a withdrawal from social media (Norris & Brookes, 2021). This occurred in the case of the 83-year-old female. The victim’s brother noticed how during the scam, her whole character changed; she started forgetting birthdays, stopped engaging with people and stopped talking with friends and family because she was so indulged into the relationship. 
In 2024, Lloyd’s banking group conducted a survey, and it found that 36% of fraud victims were less trusting of online platforms since being scammed (Lazarus & Ziegler, 2024). This can have many impacts, especially if the victim was reliant on online platforms as either part of their job or to keep in contact with friends and family. If they stop using online platforms, they may start to become isolated and lonely as even virtual friendships can ease loneliness (Smith & Alheneidi, 2023). It can also have an industrial impact as a during romance fraud scam, the fraudster may ask for personal details such as log in credentials. If this is provided to the scammer, they can access anything on the victim’s phone which can lead them to their place of work. The fraud education and awareness lead at NatWest banking group stated that ‘not only are the victim’s own money and data at risk, but the company they work for could also become a target for the scammer, using the victim as an unwitting accomplice inside the organisation’ (NatWest, 2023). The fraudster may hack into the victim’s business account to steal money or download malicious software onto the work computers which can delete files and cause system crashes (Crown Prosecution Service, 2022). If this is released into the media, it can reduce user trust and engagement with the particular business and also give the business a bad reputation. A similar event occurred to a 29-year-old female whose business got scammed thousands of pounds to which she was left with approximately £10. Problems arose when people started returning items and she could not afford to refund the payment. With this being publicised in the media, it caused some backlash on her social media, and this therefore could have reduced customers buying her products (Pagan, 2025). 
Another tactic fraudsters use during a romance scam is similar to money laundering and this can be defined as illegally concealing the origin of money which is obtained through illicit activities (National Crime Agency, 2025). Once the fraudster tells the victim a crisis story and asks for the first payment, they may start to change their technique. Firstly, the fraudster may send the victim valuable items such as computers, mobile phones and laptops and tell them to resend them to a different location. Another method used, is when the fraudster asks the victim to buy the items themselves and send them to a specific location. Lastly, they may ask the victim to accept large amounts of money into their personal bank account and transfer it to someone else using either a bank account or gift vouchers (Surrey Police, 2025). They use this technique to cover up different criminal activities and place the blame onto the victim. This is a national security risk because the money is usually used to fund terrorism and different organised crime groups (City of London Police, 2025). This massively impacts society as terrorism remains a large threat to the UK and its security because the crime is so unpredictable. Furthermore, they are difficult events to disrupt and prevent so if an attack does occur, society may lose trust and confidence in the police (Foreign, Commonwealth & Development Office, 2023). In addition, society will become very fearful of this occurring due to it jeopardising peace and stability of the country. Similarly, with romance fraud being a very underreported crime due to the feelings of shame and embarrassment from the victim, result in the police spending more time and using extra resources to prevent this type of crime occurring. Problems arise because of this as it will detract their attention from other pressing national security threats (College of Policing, 2021). This can also result in fear from society as well as a decrease in public’s confidence of the police. 
Many police forces including London police forces and Greater Manchester Police have adopted a citizen focused approach to tackle and prevent romance fraud. There aims are to use reporting and demographic data of fraud and cybercrime victims to reduce the amount of money lost in the hotspot areas. The local police forces should target those areas with tailored crime prevention information such as leafleting or engagement with the community to increase knowledge of how to stay safe in online relationships and where to report it (HSBC UK, 2025). Greater Manchester Police adopted this approach in 2023 to their six hotspot areas and results demonstrated that in the first year, they saw a reduction of 89% in one month (College of Policing, 2023). Similarly, the City of London Police’s coordinator for cyber and economic crime has implemented the National Policing strategy for fraud, economic and cybercrime between the year 2023 and 2028 (City of London Police, 2023). As part of this strategy, he introduced a new economic crime victim care service to support victims more with the aftermath of being defrauded. Also, he stated that he wants to work more with local communities by providing advice and guidance to people to prevent them being a victim in the first place (Kydd et al, 2024). So far, this strategy has been effective as in 2024 victims were receiving a more accessible and friendly service and disruption and pursue capabilities are now part of every regional organised crime unit which therefore allows for a more proactive approach when preventing fraud. 
To conclude, anyone can be a victim of fraud, but specifically, elderly people get targeted the most due to their state of vulnerability and loneliness. By engaging with these types of communities where elderly people live will present them with the risks of talking to people online and how to be safe with online bank transfers. Due to romance fraud being a very serious crime it requires appropriate preventative measures to reduce the total money lost to victims as well as allowing victims to be better supported and guided.
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