	OS 4 - Handout
Additional Bash commands
with Options/switches



This document contains some additional bash commands. The information below is for additional reading purposes, not essential or needed for the assessment, just some additional commands for learning purposes for those who would like to learn more.
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List files:
Commands with options are in bold below.
-l = long format (shows permissions, owner, size, date)
ls -l
-a = show all files, including hidden ones (. and ..)
ls -a
-
Copy files:
-r = recursive (copy an entire directory)
cp -r folder1 folder2
-
rm – Remove files:
-r = recursive delete
rm -r old_folder
-f = force delete (no confirmation)
rm -f file.txt
-
mkdir – Create directories:
-p = create parent directories if they don't exist
mkdir -p parent/child/grandchild
-
View file contents:
-n = add line numbers
cat -n file.txt
-
Search text:
-r = recursive
grep -r "text" /path/to/dir
-
Safety Switch
-i = interactive (asks before overwrite). Many commands use -i to avoid mistakes.
mv -i old.txt new.txt
-
Disk space:
-h = human readable sizes (MB, GB)
df -h
-
Processes:
Shows all running processes
ps aux
-
Manual pages:
Shows documentation for any command.
man ls
-
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File Management:
rsync = Efficient file syncing & copying
rsync -avz source/ user@host:/backup/
· -a = archive mode (preserves permissions, timestamps, links)
· -v = verbose
· -z = compress during transfer
Great for backups and remote sync.
--delete = removes files on destination that no longer exist at source
rsync --delete -av source/ dest/
-
Search and act on files:
find /var/log -type f -size +50M
· -type f = files only
· -size +50M = larger than 50MB
find . -mtime -2 -exec ls -lh {} ;
· -mtime -2 = modified within last 2 days
· -exec = run command on each match
-
Archive creation:
tar -czvf backup.tar.gz /home/user
· -c = create archive
· -z = gzip
· -v = verbose
· -f = file output
tar --exclude='*.log' -czvf archive.tar.gz /var/www
· --exclude = ignore certain patterns
-
chmod with octal/advanced flags:
chmod 755 script.sh
chmod -R o-rwx secure_folder
· -R = recursive
· o-rwx = removes all permissions for "others"
-
chown recursive with user/group:
chown -R www-data:www-data /var/www
-
dd — low-level copying (be careful!):
dd if=/dev/sda of=/dev/sdb bs=64K conv=noerror,sync
· bs=64K = block size
· noerror = continue even on read errors
· sync = pad blocks
-
Networking Commands & Switches:
curl — powerful HTTP tool:
curl -I https://example.com
· -I = fetch only HTTP headers
curl -O https://example.com/file.iso
· -O = download file with remote filename
curl -u user:pass https://api.server.com/data
· -u = HTTP basic auth
-
wget — Robust file downloader:
wget -r https://example.com
· -r = recursive download
wget --limit-rate=200k URL
· bandwidth throttling
wget -c URL
· -c = continue broken downloads
-
netstat / ss (modern replacement):
ss -tulnp
· -t = TCP
· -u = UDP
· -l = listening
· -n = numeric addresses
· -p = show processes using ports
ss -s
· summary of sockets
-
ip — next‑gen networking command:
ip addr show
ip route show
Add an IP:
ip addr add 192.168.1.50/24 dev eth0
Bring interface up/down:
ip link set eth0 down
ip link set eth0 up
-
nmap — network scanning (must be installed):
nmap -sV 192.168.1.0/24
· service/version detection
nmap -A target.com
· aggressive scan (OS detection + services + scripts)
-
Advanced Process / System Management Switches:
top with interactive commands
Inside top:
· Shift + p = sort by CPU
· Shift + m = sort by memory
· k = kill process
· 1 = show per‑core CPU usage
-
ps with detailed output:
ps aux
· a = all users
· u = user-oriented
· x = include processes without terminals
Filter for a specific process:
ps aux | grep nginx
Sort by memory:
ps aux --sort=-%mem
-
kill with signals
List signals:
kill -l
Send graceful shutdown:
kill -SIGTERM 1234
Hard kill:
kill -9 1234
-
systemctl — manage services (systemd systems):
Start/stop/reload:
systemctl restart apache2
Check service status:
systemctl status ssh
Enable on startup:
systemctl enable docker
View logs:
journalctl -u ssh.service
-
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This will display some asci animation of an aquarium in the command line.
-
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Shows disk usage statistics. du' function returns disk usage. The '-a' asks for all directories, folders and files. The '-h' asks the values to be converted into a readable format.
-
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This command lists the information about certain block devices, such as the hardrives and partitions:
-
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The systemctl command interacts with systemd, which manages system services. The systemctl command allows you to start, stop, or check the status of services. For example, systemctl status apache2 checks the status of the Apache service.
-
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This command displays how long the system has been running, including load averages, and the number of users that have logged onto the system. It’s useful for monitoring performance and knowing when the system was last restarted.
The command is used to show the current uptime of the system, along with the typical load averages for the last 1, 5 and 15 minutes:
UPTIME=$(uptime -p)
The command above gets the system uptime in a human-readable format and stores it in the UPTIME variable.
The command below, prints the system uptime in green:
echo -e "\e[32mSystem Uptime: $UPTIME\e[0m"
-
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The shuf command will randomly shuffle the lines within a file. This command can be useful for creating games or randomisers and other tasks.
-
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The ‘yes’ command, will go on forever, it’s like a while loop that is always true. Here I've also used an option to input a string and infinitely print a string. This command is very useful when you need confirmation or to delete files from one of your directories[5].
-
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The next command is the stat command which displays information about files and file systems. For example: stat file.txt
-
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The watch command can be used to run a command in set time intervals, for example once per hour. The format for running this command is watch [option] [command] e.g.: 

> watch df -h

Watch - Runs a command repeatedly at a set interval (default: every 2 seconds) and displays the output.
df -h - Shows disk space usage in a human-readable format (e.g., GB/MB).
This will refresh the disk usage display every 2 seconds, which is useful for monitoring free space in real time (e.g., during large file transfers).

Refresh every 5 seconds: watch -n 5 df -h  
Highlight changes between updates: watch -d df -h

Example output:
[image: A group of black text
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-
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Nl or number of lines command,adds numbers to the side of lines within a file. It’s good for tracking lines in bigger text files and CSV’s.

e.g. nl file.txt

-
[bookmark: _Toc222759640]notify-send 
The notify-send command sends a notification to the system tray.

Examples:
Send a basic message:
notify-send 'Quick message' "Hello World"

Send a low priority message that will appear for 5 seconds:
notify-send -t 5000 -u low 'Another message' "Hello World"

Send a critical notification that does not automatically disappear after a timeout. Click the message to remove it:
notify-send -u critical 'Hey' "This is important"

-
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This command allows the user to monitor and manage disk usage on their system which is essential for maintaining system health, optimizing performance, and preventing issues related to storage.
-
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Iostat = Input/Output statistics. This command provides information about CPU and input/output statistics for devices and partitions. This can be helpful when it comes to monitoring disk performance.
-
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The -i flag is used to prompt the user for confirmation before performing actions. The figure below shows an example:
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The CLI asks for confirmation before deleting myfile.txt.
 In the example below, if file1.txt already exists in backup/, the user is prompted before overwriting.
[image: ]
-
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The history command tells the OS to display the last 5 commands entered.
[image: A blue screen with white text
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-
lsof
lsof = List Open Files. The command shown displays information about all open files on the system. This can include regular files, directories, devices, and network connections.
-
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lscpu = Display CPU Architecture Information. Displays detailed information about the CPU architecture, including the number of CPUs, cores, threads, and CPU model.
-
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The ‘ip’ command outputs the IP addresses of the computer. The ‘-4 addr’ will only output the  version 4 addresses.
-
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dmesg allows us to display the system boot messages. dmesg is used to view all kernel messages generated after the bootloader phase. This can be a valuable source of clues for troubleshooting issues. To run the command, we need sudo privileges:
sudo dmesg
This will produce a large amount of output, much of which may look confusing. Fortunately, errors are highlighted in red, making them easier to spot as you scroll.
Want to make it even simpler? If you’re troubleshooting a live issue and want to see messages as they occur, use:
dmesg -w
This keeps dmesg running and displays new messages in real time, so when an error happens, you’ll see it immediately in the terminal and can start diagnosing the problem.
-
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The tail command is perfect for monitoring log files in real time. For example, if you’re troubleshooting issues with a Samba share, you’ll first need to identify the relevant log file. To list Samba logs, run:
ls /var/log/samba
This directory contains logs for the Samba server and connected machines. Suppose you want to monitor the Samba daemon log; you can use:
tail -f /var/log/samba/log.smbd
As new errors occur, they’ll appear in your terminal. For instance, if you see an error about an unknown parameter in smb.conf (such as share modes), you can edit the file, remove the invalid parameter, restart Samba, and resolve the issue.
tail is an excellent tool for viewing log updates as they happen. To exit the command, press Ctrl+C.
-
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systemctl is used for starting and stopping services, but is also a powerful troubleshooting tool. For example, if Samba isn’t working as expected, you can check its status with: systemctl status smbd
This command displays whether the service is active, its PID, the number of running tasks, resource usage (CPU and memory), and the associated control groups (cgroups). Even better, if there are any issues, systemctl will provide helpful diagnostic information, which you can use, often alongside journalctl, to investigate further.
systemctl and journalctl work hand-in-hand for diagnosing service issues on systems using systemd. Here’s how you can use them together effectively:
Step 1: Check Service status with systemctl
Start by checking the status of the service:
systemctl status smbd
This gives you:
· Whether the service is active, inactive, or failed.
· PID, resource usage, and cgroup info.
· Recent log entries (last few lines from the journal).
If the service shows failed or error, note the unit name (e.g., smbd.service).

Step 2: View Detailed logs with journalctl
To see full logs for that service:
journalctl -u smbd
This displays all logs related to the smbd unit. You can add options for better troubleshooting:
· Show recent logs only: journalctl -u smbd -n 50 (Shows last 50 lines)
· Follow logs in real time: journalctl -u smbd -f (Similar to tail -f)
· Filter by time: journalctl -u smbd --since "1 hour ago"

Step 3: Combine with systemctl for restart & verification
If you fix an issue and restart the service:
sudo systemctl restart smbd
systemctl status smbd
Then check logs again:
journalctl -u smbd --since "5 minutes ago"
If you suspect a system-wide issue (not just Samba), you can view the entire journal:
journalctl -xe
This shows recent critical errors and hints for troubleshooting.
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14s0ac@IMGHL4Azure:~$ cp -i filel.txt backup/
overwrite 'backup/filel.txt'
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useros@MGhL4Azure: $ history | tail -n 5
11 echo ‘echo "My name is Owen, welcome to my Linux suite”'> script.sh
12 chmod 755 script.sh
13 ./script.sh
1 ipa
15 history | tail -n 5
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Every 2.0s: df -h

Filesystem Size Used Avail Use% Mounted on
/dev/sdal 506G 20G 28G  42% /

tmpfs 166G 1.2G 15G 8% /dev/shm




image2.png
14s0ac@IMGHLAAzZUre
14s0ac@IMGHL4AZUre

rm: remove regular

14s0ac@aMGHLAAZUre

lestination. txt
lestination_folder

~$ touch myfile.txt

~$ rm -i myfile.txt
empty file 'myfile.txt™? Y
~$ 1s

myfolder  newfile.txt old_file.txt
myscript.sh newname.txt script.sh

source. txt
source_folder

system_report.txt




