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1.0 Introduction
1.1 Context and Background
The digitalisation of administrative, financial, and legal processes has increased the reliance on scanned documents as evidence in workflows such as identity verification, contract processing, academic credential evaluation, and online service authentication (Kaur & Kaur, 2022). In many cases, scanned documents—such as ID cards, passports, certificates, invoices, permits, and legal records—serve as digital substitutes for original physical copies. The growing use of remote procedures, particularly following the acceleration of digital transformation during and after the COVID-19 pandemic, has intensified the quantity of scanned documents exchanged online (Ayo et al., 2021). As a result, the integrity and authenticity of scanned documents have become significant concerns, especially given the increasing sophistication of digital forgery tools.
Document fraud is now a widespread threat, affecting sectors such as immigration, banking, insurance, education, and e-commerce (Abdelnasser & Wahdan, 2020). Traditionally, document verification relied on human examiners and physical security features including micro-print, holograms, watermarks, ultraviolet patterns, embossing, optically variable inks, guilloches, and digital signatures. However, once a document is scanned, photographed, or transmitted as a PDF, many of these features are degraded or completely lost. Scanned copies typically remove tactile security markers, flatten colour variations, and blur micro-structures (Bhowmik & Roy, 2021). This makes authenticity assessment more challenging and exposes organisations to risks such as identity theft, forged qualifications, and manipulated financial documents.
Recent advancements in image manipulation technologies have further exacerbated this problem. Modern editing tools—ranging from Photoshop to AI-based generative models—make it easy to alter scanned documents in ways that are visually undetectable to the human eye (Zhang et al., 2022). Attackers can replicate fonts, signatures, stamps, seals, or background patterns, generating convincing fraudulent scans. Furthermore, emerging generative adversarial networks (GANs) enable attackers to produce entirely synthetic documents without requiring an original physical version (Goodfellow et al., 2014). These developments highlight the pressing need for advanced, automated systems capable of authenticating scanned documents in digital workflows.
Image forensics has emerged as a promising field that applies computational methods to detect inconsistencies in digital images. Techniques such as noise pattern analysis, sensor pattern noise (SPN) matching, colour filter array (CFA) interpolation detection, and lighting inconsistency analysis have shown great potential for tampering detection (Kirchner & Fridrich, 2010). More recently, machine learning and deep neural networks, especially convolutional neural networks (CNNs), have been incorporated into forensic pipelines to classify manipulated versus genuine images (Bayar & Stamm, 2018). While image forensics has been widely applied in online media, misinformation studies, and digital photography, its application to scanned document authentication is relatively underexplored but highly valuable.
Current developments in artificial intelligence have enabled the automated examination of document structure, background texture consistency, signature smoothness, text alignment, watermark patterns, and compression artefacts (Kim & Lee, 2021). These methods leverage pixel-level analysis to infer whether a scanned document originated from a legitimate source or has undergone digital modifications. In addition, hybrid pipelines combining traditional forensic features with machine learning classifiers have achieved promising results (Rahim et al., 2021). However, challenges remain, such as the variability of scanning devices, compression formats, lighting conditions, and document types, as well as the need for robust models capable of generalising across diverse conditions.
Given these developments, there is significant academic, technical, and societal value in developing automated systems to verify the authenticity of scanned documents. This research proposes a machine-learning-driven image forensic framework capable of detecting fraudulent or counterfeit scanned documents by analysing their intrinsic visual and structural features.
1.2 Research Problem
Scanned documents no longer reliably convey the security features and physical authenticity indicators present in the original physical documents. Consequently, organisations lack reliable tools to verify whether a scanned document is genuine or has been manipulated. Humans struggle to visually detect digital tampering, and existing automated systems often fail due to:
· Loss of physical security features during scanning
· Inconsistencies caused by different scanners and compression algorithms
· High quality of modern digital forgeries
· Lack of generalisable machine learning models
· Limited datasets of manipulated scanned documents
Despite substantial progress in digital image forensics, current solutions do not sufficiently address the specific context of scanned document authentication. Many approaches assume photographic images, not flatbed-scanned or mobile-scanned documents, which differ significantly in noise patterns, illumination, and edge regions (Bhowmik & Roy, 2021).
The research problem can therefore be stated as:
There is a lack of accurate, automated methods for verifying the authenticity of scanned documents, leading to increased vulnerability to document fraud in digital administrative processes. Existing methods are insufficient due to limitations in handling document-specific artefacts, diverse scanning conditions, and sophisticated digital forgeries.
The challenge is significant because document fraud results in major financial losses, identity-related crimes, academic credential fraud, illegal immigration, and compromised trust in digital services (Kaur & Kaur, 2022). Without reliable verification tools, organisations remain exposed to falsified scanned documents.


1.3 Research Aim and Objectives
Aim
To develop and evaluate a machine learning–based image forensic system for verifying the authenticity of scanned documents by identifying inconsistencies, artefacts, and tampering traces in scanned images.
Objectives
1. To review existing approaches in document authentication, image forensics, and machine learning-based tampering detection to identify current gaps and limitations.
2. To design a hybrid forensic framework that incorporates traditional forensic indicators (e.g., noise inconsistencies, texture analysis, compression artefacts) and machine learning models (e.g., CNN-based classifiers).
3. To collect or construct a dataset of genuine and tampered scanned documents across multiple document categories (e.g., IDs, certificates, invoices).
4. To implement the proposed system using suitable programming tools (e.g., Python, OpenCV, TensorFlow/PyTorch).
5. To evaluate the system using standard classification metrics (accuracy, precision, recall, F1-score, ROC-AUC).
6. To analyse the system’s robustness under varying scanning conditions, file formats, resolutions, and types of tampering.
7. To discuss ethical considerations, including data privacy, security, and potential misuse of forensic systems.

1.4 Significance of the Research
The proposed research is significant for several reasons.
Technical Importance
· Contributes to the field of image forensics by focusing on a relatively underexplored domain: authenticity verification of scanned documents.
· Advances machine learning applications in document security.
· Offers a hybrid approach that may outperform existing single-method solutions.
Practical Relevance
The research can benefit:
· Banks & financial institutions: verifying scanned cheques, statements, IDs.
· Universities: validating academic certificates and transcripts.
· Immigration authorities: detecting fake passports or permits.
· Employers: authenticating scanned qualifications.
· Government agencies: validating licences and official records.
· Online businesses: preventing fraud in customer onboarding processes.
Societal Impact
Strengthening document authenticity reduces identity theft, fraud, and illegal activities, increasing trust in digital processes. Additionally, improved document authentication supports secure remote verification, which is essential in an increasingly digital society.

2. Literature Review
2.1 Introduction to the Literature Review
The purpose of this literature review is to examine existing research on scanned document authentication, image forensics, and machine learning–based tampering detection. It synthesises key developments, identifies gaps, and establishes the theoretical and technical foundations upon which the proposed study is based. Literature is drawn primarily from the last ten years (2014–2024), including seminal works in digital image forensics and modern developments in deep learning for document analysis. The review is organised thematically into: (1) document authentication methods, (2) image forensic techniques, (3) machine learning for image tampering detection, (4) hybrid and document-specific approaches, and (5) gaps and limitations in current work.

2.2 Traditional and Modern Approaches to Document Authentication
Historically, document authentication relied on human examiners and physical security features such as holograms, microtext, guilloches, watermarks, optical variable ink, embossed seals, and UV elements (Alaei & Omran, 2019). These techniques work well for physical inspection but degrade significantly when documents are digitised. For example, microtext becomes unreadable under low-resolution scanning, colour-shifting inks produce flattened patterns, and tactile features are completely lost (Kaur & Kaur, 2022).
As digital services expanded, organisations began using software tools to detect inconsistencies in scanned IDs, passports, and certificates. Early systems used template matching and rule-based inspection (Chugh et al., 2018). However, these systems suffer from brittleness: even minor variations in lighting, scanner quality, or document layout trigger false positives. Moreover, rule-based systems cannot detect sophisticated forgeries that mimic the expected patterns.
A significant limitation of existing authenticity-checking systems is their reliance on visible security elements, while ignoring intrinsic digital artefacts that reveal tampering. This shortcoming motivates the shift toward image forensics, which examines invisible or statistical inconsistencies.

2.3 Image Forensics for Authenticity Verification
Digital image forensics investigates whether an image has been altered by analysing intrinsic artefacts such as noise, colour patterns, or geometric inconsistencies. Several forensic techniques are relevant to scanned document authentication.
2.3.1 Noise pattern analysis
Each scanner or camera introduces unique noise patterns known as sensor pattern noise (SPN). Research by Chen et al. (2015) shows that comparing the SPN of an image to a reference pattern can identify the source device or detect tampering. However, SPN is weaker in scanned images than in photographs due to heavy compression and minimal sensor variation.
2.3.2 Colour Filter Array (CFA) analysis
Most digital devices use a CFA, and manipulation alters the expected interpolation artefacts (Kirchner & Fridrich, 2010). But CFA patterns are often absent in pure-scanned documents, which means classical CFA-based forgery detection is insufficient for this domain.
2.3.3 JPEG compression artefact analysis
Techniques by Bianchi and Piva (2012) demonstrate that tampering disrupts expected block artefacts in JPEGs. This is promising for scanned documents saved as JPEG or compressed PDFs, though multi-compression steps can complicate analysis.
2.3.4 Texture and pattern analysis
Document backgrounds typically contain consistent textures. Tampering can cause mismatched textures, inconsistent lighting, or copy–paste boundary edges (Bhowmik & Roy, 2021). Textural methods are relevant and scalable, especially when combined with machine learning.
Although image forensics offers valuable insights, most techniques were designed for natural images rather than documents. Document-specific artefacts—sharp edges, uniform backgrounds, and high contrast text—require tailored forensic pipelines.

2.4 Machine Learning for Tampering and Forgery Detection
Machine learning (ML), and particularly deep learning (DL), has transformed image forensics. Convolutional neural networks (CNNs) can automatically learn tampering indicators from raw data, outperforming hand-crafted features (Bayar & Stamm, 2018).
2.4.1 Convolutional Neural Networks
CNNs such as ResNet (He et al., 2016), VGG (Simonyan & Zisserman, 2015), and EfficientNet (Tan & Le, 2019) have been widely applied to image classification, including forgery detection. CNN-based models can identify pixel-level anomalies, detect manipulated regions, and distinguish synthetic from genuine images.
2.4.2 GAN-generated forgeries
Generative Adversarial Networks (GANs) present new challenges. Research shows that GANs can generate realistic fake images with low detection rates (Zhang et al., 2022). For document fraud, attackers can use GANs to fabricate entire certificates or IDs. ML-based detectors must therefore be robust against adversarial and synthetic forgeries.
2.4.3 Patch-based and region-based ML models
Patch-level analysis divides images into small segments so local anomalies can be detected independently (Rahim et al., 2021). This is particularly relevant for scanned documents where tampering often occurs in specific regions (e.g., signatures, names, dates).
Although ML approaches show promise, they often require large, high-quality datasets—something that remains scarce for scanned document authentication.

2.5 Hybrid Approaches for Document Authentication
Recent research suggests combining image forensics and ML yields higher accuracy than using either approach alone.
2.5.1 Forensics + Deep Learning
Hybrid systems extract forensic features (e.g., noise residuals, compression artefacts) and feed them into machine-learning classifiers. Bayar and Stamm (2018) proposed constrained CNN layers specifically designed to learn forensic features. These models perform well for photographic tampering but show mixed results for scanned documents.
2.5.2 Document-specific methods
Several studies address digital document forgery directly:
· Kim & Lee (2021) proposed a signature forgery detector using texture and stroke irregularities.
· Abdelnasser & Wahdan (2020) examined forged academic certificates using edge and background structure inconsistencies.
· Chugh et al. (2018) developed an ID card authenticity model using feature matching and machine learning.
However, most studies focus on specific document types and do not generalise across categories. Moreover, few address the broader problem of verifying entire scanned documents for authenticity.
2.5.3 Limitations of current hybrid systems
Existing systems also suffer from:
· Overfitting to specific document templates
· Poor performance on low-resolution scans
· Limited ability to detect subtle manipulations
· Inability to handle adversarial or GAN-based forgeries
· Lack of diverse datasets covering different scanners, formats, and tampering methods
Thus, there remains a substantial research gap in developing robust, generalisable ML-based systems tailored for scanned document authentication.

2.6 Relation to the Proposed Research
The proposed study contributes to the existing literature by:
1. Addressing an underexplored area
Most image forensics research focuses on photographs, not scanned documents. Document-specific artefacts differ fundamentally from natural images, warranting specialised methods.
2. Developing a hybrid system
The study integrates:
· traditional forensic analysis
· texture consistency evaluation
· noise and compression artefact analysis
· deep learning classification
This hybrid pipeline is expected to outperform single-method models.
3. Creating a comprehensive dataset
A major limitation in current research is the absence of publicly available datasets of genuine and tampered scanned documents. By constructing a well-structured dataset, this study enhances future reproducibility and research.
4. Evaluating multi-condition robustness
The study tests performance under:
· multiple scanners
· varying resolutions
· different file formats
· different types of tampering
Few existing studies evaluate such robustness, yet this is critical for real-world adoption.
5. Considering ethical and security implications
Many studies overlook ethical dimensions such as privacy protection, secure handling of identity documents, and potential dual-use risks.



2.7 Summary of the Literature Review
The literature reveals substantial progress in image forensics and machine learning–based tampering detection. However, their application to scanned document authentication remains limited. Traditional authentication methods fail to preserve physical security features, and existing software solutions lack robustness against modern digital forgeries. Image forensics techniques provide a foundation but must be adapted to document-specific characteristics. Machine learning models show strong potential, particularly when combined with forensic features, but suffer from dataset limitations and generalisation challenges.
The proposed research addresses these gaps by developing a hybrid forensic–ML system capable of detecting inconsistencies in scanned documents, supported by a curated dataset and rigorous evaluation across scanning conditions. This contribution will advance the state of the art in secure document authentication and support the growing need for trustworthy digital verification tools.
3.0 Research Design and Methodology
3.1 Research Design
A research design provides the overall strategy for how the study will address the research aim: developing a machine learning–assisted image forensic system for authenticating scanned documents. Given the technical and artefact-focused nature of the research, a Design Science Research (DSR) approach is the most appropriate. DSR emphasises the creation and evaluation of technological artefacts—such as algorithms, models, and systems—to solve identifiable real-world problems (Hevner et al., 2004). In this study, the artefact is an end-to-end authentication system that integrates forensic feature extraction and machine learning classification.
DSR is suitable because:
· The research involves designing a novel hybrid system, not merely analysing existing data.
· The solution must be tested and refined iteratively, a process encouraged by DSR cycles.
· The problem is practical and industry-relevant, aligning with DSR’s emphasis on utility.
· The design includes building a dataset, crafting models, and evaluating them, all consistent with DSR activities.
DSR typically incorporates three key cycles:
1. Relevance Cycle – identifying user needs (here: organisations requiring reliable scanned document authentication).
2. Design Cycle – building and improving artefacts (feature extractors, ML models).
3. Rigor Cycle – grounding the design in existing knowledge (image forensics and ML literature).
This study will adopt these cycles, ensuring a systematic and academically rigorous development process.

3.2 Research Methods and Materials
This section outlines the research methods, strategy, data plan, software, hardware, and ethical considerations.

3.2.1 Research Methods
The study applies a quantitative research method. Quantitative methods are appropriate because:
· Machine learning model performance requires numerical evaluation.
· Statistical metrics (accuracy, precision, recall, F1-score) quantify outcomes.
· Quantitative comparisons allow evaluation against baseline models.
Qualitative methods are unnecessary because the study does not rely on human interpretation or subjective feedback.

3.2.2 Research Strategy
A software development and experimental research strategy will be used:
1. Software Development
This involves creating:
· the dataset of genuine and tampered scanned documents
· forensic feature extraction scripts
· pre-processing pipelines
· CNN-based classification models
· evaluation and visualisation interfaces
This follows typical machine learning development workflows.
2. Experimental Strategy
The system will be tested using controlled experiments that evaluate:
· different feature extraction methods
· different ML models (baseline vs. deep learning)
· robustness to different scanning conditions
· performance across document types
Controlled experiments enable reproducibility and fair comparison.

3.2.3 Architecture / System Design
The proposed system will consist of five key modules.
1. Pre-processing Module
· Converts all scanned documents to standard formats (PNG, 300 DPI).
· Normalises contrast, sharpness, and orientation.
· Removes background noise without losing forensic artefacts.
2. Forensic Feature Extraction Module
Extracts traditional forensic indicators, including:
· Noise residuals (using wavelet decomposition)
· Compression artefacts (block analysis)
· Texture patterns (Local Binary Patterns, GLCM)
· Edge inconsistencies (Canny edge features)
· Colour and intensity histograms
These features capture statistical inconsistencies.
3. Machine Learning Module
Two types of models will be implemented:
a. Classical ML Models (baseline):
· Support Vector Machines (SVM)
· Random Forest
· Logistic Regression
These use the extracted forensic features.
b. Deep Learning Models (main models):
· Convolutional Neural Networks (CNNs)
· Hybrid forensic-CNN models (Bayar–Stamm constrained filters)
· Patch-based CNN classifiers
These operate on image patches or whole images.



4. Decision Module
Outputs a classification:
Authentic
or
Tampered
Confidence scores will be provided.
5. Reporting/Visualisation Module
Generates:
· heatmaps of suspicious regions
· forensic feature visualisations
· classification performance metrics

3.2.4 Data Analysis and Evaluation Methods
Evaluation will be conducted using standard supervised machine learning metrics.
1. Classification Metrics
· Accuracy – overall performance
· Precision – reliability of positive detections
· Recall – ability to detect actual tampered documents
· F1-score – harmonic mean of precision and recall
· ROC-AUC – model discriminative ability
These metrics provide a holistic understanding of model performance.
2. Cross-validation
K-fold cross-validation will ensure robustness and avoid bias.
3. Robustness Testing
The system will be tested on:
· different scanning devices
· multiple resolutions (150 DPI, 300 DPI, 600 DPI)
· various file formats (PNG, JPG, PDF)
· multiple tampering methods (erasing text, adding elements, replacing signatures)
4. Baseline Comparisons
ML and DL models will be compared to:
· random classification
· classical forensic-only models
· existing document authentication software (if accessible)

3.3 Materials
This section details the data, software, hardware, and ethical considerations.

3.3.1 Research Data
Data Sources
The dataset will consist of:
1. Genuine Scanned Documents
Collected from:
· publicly available document samples
· open datasets (ICDAR, Signature Verification datasets, document forensics datasets)
· self-created scans from blank templates and mock documents
Genuine documents will not contain any real personal information.
2. Tampered Documents
Forgery examples will be generated by:
· manually editing genuine documents (Photoshop/GIMP)
· GAN-generated synthetic document samples
· removing text
· altering IDs, dates, or signatures
· copy–paste manipulations
· background replacement
A variety of tampering types ensures generalisation.


Data Collection Methods
· All genuine documents will be scanned using multiple scanner models.
· Tampered images will be generated programmatically and manually.
· Images will be annotated as “authentic” or “tampered” for supervised learning.


Justification for Data Approach
· Using synthetic tampering avoids ethical issues related to personal information.
· Multiple scanners provide diversity required for model generalisation.
· Controlled manipulations allow precise ground truth labelling.

Ethical Considerations for Data
· No real sensitive documents (IDs, passports, bank statements) will be used.
· Only anonymised or template-based documents will be included.
· Data will be stored securely and deleted after project completion.
· No human participants are involved.
· Any use of publicly available datasets will comply with licences.
· The system will not be deployed outside academic evaluation, minimising dual-use risks.

3.3.2 Software Requirements
Software tools include:
· Python 3.x – primary language
· TensorFlow or PyTorch – deep learning frameworks
· Scikit-Learn – classical ML models
· OpenCV – image and forensic feature processing
· NumPy & SciPy – numerical computation
· Matplotlib / Seaborn – visualisation
· Jupyter Notebook – development environment
· LaTeX / Word – documentation
· GitHub – code version control
These tools support efficient ML development and experiment tracking.

3.3.3 Hardware Requirements
Depending on dataset size, the following hardware will be used:
· High-performance laptop or PC with ≥16GB RAM
· Optional GPU (NVIDIA CUDA-compatible) for CNN training
· Cloud resources (Google Colab, AWS EC2, or Azure ML) if needed for large models
· Multiple scanners for genuine document collection (e.g., Canon, HP, Epson)
Justification:
· CNNs benefit significantly from GPU acceleration.
· Cloud platforms offer temporary high-performance compute without cost of hardware purchase.
· Multiple scanners introduce realistic variability.

4.0 Expected Outcomes
4.1 Anticipated Results
The proposed study aims to develop a hybrid image-forensic and machine learning system capable of verifying the authenticity of scanned documents. It is anticipated that:
1. The hybrid model will outperform traditional approaches.
By combining forensic feature extraction with deep learning classification, the system is expected to achieve higher accuracy than standalone methods such as classical forensic analysis or pure CNN classification. CNNs should detect subtle digital inconsistencies, while forensic features provide statistical evidence.
2. CNN-based models will demonstrate strong performance.
Patch-based CNNs, which analyse small segments of an image independently, are expected to identify tampering at a fine-grained level. Existing research indicates high sensitivity to local anomalies (Bayar & Stamm, 2018), suggesting that CNNs will effectively detect local manipulations, e.g., altered text, substituted signatures, or copy–paste edits.
3. Robustness to diverse scanning conditions.
By incorporating documents scanned at different resolutions, scanner types and compression levels, the model is expected to generalise well across realistic conditions. The system should maintain performance when documents vary in lighting, sharpness or background texture.
4. Creation of a valuable dataset.
The project will produce a structured dataset of genuine and tampered scanned documents that can support future academic research.
5. Visual evidence of tampering.
The system’s visualisation module will highlight suspicious regions, offering interpretable results that can support decision-making in manual verification processes.
Overall, the anticipated outcome is a prototype tool capable of flagging fraudulent scanned documents with reliability exceeding existing rule-based or template-based systems.
4.2 Implications
The research has several important implications:
Theoretical Contributions
· Provides new insight into how image forensic features can be combined with DL models for document-specific authenticity verification.
· Advances knowledge on tampering detection under scanning-induced artefacts.
Practical Applications
· Banking and finance: validating scanned IDs and documents for onboarding.
· Universities: verifying certificates and transcripts.
· Government: checking authenticity of scanned permits/licences.
· Businesses: fraud prevention in online verification processes.
Societal Impact
The system could reduce identity fraud, financial losses, and the distribution of fake credentials, contributing to more secure digital ecosystems.

4.3 Limitations
Despite its potential, the study may face several limitations:
1. Dataset Constraints:
Creating a large, diverse dataset within time limits may be challenging.
2. Generalisation Issues:
The model may not generalise perfectly to unseen document templates or highly sophisticated forgeries.
3. Hardware Limitations:
Training deep learning models without a dedicated GPU may slow experimentation.
4. Dual-use Risks:
Although designed for security, forensic ML systems can be studied by attackers seeking to bypass them.
5. Variable Image Quality:
Very low-resolution or heavily compressed scans may degrade performance.
These limitations will be acknowledged and addressed through careful design and evaluation strategies.



5. Project Timeline

	Month
	Activity

	Jan 2025
	Finalise research topic, obtain ethics clearance

	Feb 2025
	Conduct literature review, finalise methodology, start data preparation

	Mar  2025
	Generate augmented datasets, begin system architecture and model setup

	Apr  2025
	Train YOLOv7 model, evaluate on test footage, perform benchmarking

	May  2025
	Analyse results, adjust system for edge deployment, write documentation

	June 2025
	Finalise MSc report, submit dissertation, prepare for viva if required
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