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CoffeeCapulus are a company who specialise in selling coffee, with their famous blend being ‘Blue Mountain Peak’ coffee from Jamaica. Around 95% of the company’s network is based wirelessly, using cloud computing. Due to the increasing demand for their coffee, as well as the amount of staff they hire, they feel it would be easier to allow members of staff to work on their own devices.	Comment by Carlene Campbell: 
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For this, they require the following:
· A security policy, outlining the rules for network usage, as well as the security of passwords and devices.
· A Mobile Device Management software (MDM) to use for staff to bring their own devices and network them.
· A network topology with security configurations for use by CoffeeCapulus.
· A data flow diagram showing how this is to be implemented in the company. 
BYOT/BYOD
What is BYOT/BYOD?
Bring Your Own Tech (BYOT) or Bring Your Own Device (BYOD) is adopted by some companies, to encourage employees to bring their own devices to work with them. 
This then allows the employee to work from anywhere using cloud computing, as there are programs such as VPNs available for them to be able to access data whilst at home or away from work, allowing them to work from home where possible. 
Where BYOD is used, a similar level of security can be applied to devices. In BYOD policies, it may be outlined that only current versions of operating systems may be used due to security patched and updates being brought in, or, like with Windows, support being ended for certain versions.
As well as this, hardware ports can also be disabled whilst on the company network to avoid any viruses from being put onto the network, and network staff may also make it a requirement to have security and monitoring software on devices, as is standard on a regular, ‘non-BYOD’ network.
Advantages of BYOD
1. Lower Costs (For the business)
Even if the business subsides part of the cost of a device, it will still work out cheaper than buying a fully priced device for a member of staff. For example, a laptop can cost upwards of £500, so it would work out cheaper for the business to pay in £250 of that £500, rather than have to pay the full amount. As well as this, maintenance of a device will be cheaper as the device will belong to the member of staff, and not the company.
2. Familiarity
Most people are more familiar with their own devices than ones provided by a third-party. Personally, I bring my own laptop to university as I am more familiar with where to find everything on it than I am with a university computer. As well as this, if somebody is familiar with ChromeOS or iOS then they may not be able to use a Windows computer as easily.	Comment by Carlene Campbell: 
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3. Flexibility of devices
Using BYOD allows users to take their devices everywhere with them, and may also allow for home working where possible to avoid people having to travel. They can also use one device for both work and outside of work as it is essentially their device, but they would be limited to what they can do whilst connected to the workplace VPN or the internal network.
Disadvantages of BYOD
1. Cost for the employee
Even though the device cost is part-subsidised by the company, the employee still needs to pay a part of the cost of the device. This may cause them to want to use a device within company premises, and goes against the BYOD idea. As well as this, if the device were to break down, it would be down to the employee to get it repaired.
2. Device requirements
An employee may be limited to buying devices from a set list. These devices will be chosen for their specifications, e.g. RAM, storage and operating systems, as well as the security on them. Only some brands may be usable because they are trusted. These devices may be more expensive for the employee which may make them feel hard done by.
3. Security
The employee would be required to have company software on the computer, such as a company-chosen antivirus software, as well as monitoring software for when the employee is in working times. This may be a privacy threat for the employee who may also use the device for personal use, and may not want to be monitored constantly. (1)


CoffeeCapulus Network Guidelines and Policies
At CoffeeCapulus, we are happy to advise staff to use their own devices where possible to access the network. All devices must be approved and secured by the networking department before any attempt to access the network.
All devices which have been approved by the networking department will have a copy of antivirus software downloaded onto them as standard, in order to help us keep the network secure for all users, and inhibit the spread of viruses on the network.
As well as this, privileges will be assigned to devices, which control the material that staff within the company are allowed to access. Access rights will be granted on a hierarchical basis, with job titles being taken into account.
For security reasons, we only allow current versions of operating systems to be used on the network. This is due to them still being supported from a security point of view. We allow the following:
· Windows 10
· Apple iOS 12 or newer
· Android 9.0 Pie or newer
· Chrome OS 76 or newer
As well as this, only the following types of devices are allowed to connect to the network:
· Windows laptops
· Chromebooks
· Apple iPads and iPhones
· Android devices made by only either Samsung, Huawei or Motorola
Please note, we only allow Android devices from those brands to ensure they are secure. All devices listed above must have one of the listed operating systems installed.	Comment by Carlene Campbell: 
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Passwords used on devices must meet our strict requirements. This is to avoid accounts being hacked through password cracking attempts. All passwords MUST contain the following:
· One capital letter
· One number
· One special character (e.g. ();<>,.!?)
· At least eight characters
We take misconduct very seriously and we continuously monitor our network to ensure that all users are using the network as it is intended. We reserve the right to revoke privileged or full access to the network at any time if users are found to be doing the following:
· Using the network to view pornographic, explicit content, anything that promotes terrorism, and anything related to drug use.
· Using software such as proxy servers and VPNs to view websites which may otherwise be blocked by the company.
· Accessing files and other devices by hacking into them, or using software designed for that use.
· Any removal of software that is installed by the company, or any tampering with the software.
All data that is stored on a personal device will be encrypted and it will be ensured that this data can only be accessed when a device is connected to the company network. This data is split into two types:
· Highly sensitive data will only be available to view when connected internally to the network (e.g. If you are within a company building).
· Other data will be available when connected to the network via the company VPN, as well as when connected internally.
Files on personal devices can be accessed by the networking department in the case of a stolen or lost device, or if an employee leaves the company.
All hardware ports (Such as USB ports) will be disabled whilst the device is connected to our network. This ensures that there are no files coming in from outside sources which may affect the security of the network. 
As mentioned, all user activity within the network will be logged, and if users are found to be breaching the policies mentioned will be subject to a removal of network privileges, as well as disciplinary procedure which could result in summary dismissal. All network monitoring is also completed in conjunction with the Computer Misuse Act 1990 as well as the Data Protection Act 1998.
By continuing to use the network, you understand and agree to all procedures laid out by CoffeeCapulus in this network policy, and you are also aware of any consequences that may occur by breaching these rules. Any questions can be emailed to networking@coffeecapulus.com. 
BYOT/MDM Software
Advantages
1. Control of downloads
In order to ensure the network is secure, the software can be configured to allow certain downloads. Some software allows users to use a store to get their software which will be mentioned later on. Administrators can also control the download of software by remotely allowing the download if a request to download is submitted. Software can also be disabled or uninstalled.
2. Device registration
Devices can be automatically registered on the software based on the brand or operating system that the device is running. This allows the administrators more free time, as they do not manually need to approve the devices that attempt to connect.
3. Device updates
In order to ensure that devices are as secure as possible, MDM software is able to update devices remotely to ensure that all patched are installed. As well as this, software can also be updated to ensure that it is secure as well.
Disadvantages of MDM software
1. Cost
MDM software often runs on the amount of devices used, therefore if a business has a lot of devices then it can prove costly. For example, if a software costs £2 a month per device, that would be £200 a month or £2400 a year for 100 devices, however this may be subsidised as the business would not have to spend so much on devices. 
2. Security audits
Even though MDM does provide security, a company should not rely too heavily on it. A company will still need security audits and penetration testing completed in order to check the security that the software provides.
A company may have to download their own antivirus and anti-malware software to ensure the network is secure.
3. Security gaps
Even though the software may attempt to stop data leaks and hackers, there is nothing to stop other employees from accessing each other’s devices if let unlocked. However, this may be a risk with all types of security. Employees must ensure that their password meets the password policy outlined, and that they are responsible for their own devices and data. (2)

There are many different Mobile Device Management (MDM) software available on the market. Here are examples, as well as a recommendation on which software CoffeeCapulus should use.
Cisco Meraki
Cisco Meraki is probably the best known MDM platform, and allows a user to monitor every device, no matter what brand or operating system it runs on. As well as monitoring, Meraki also allows the deployment of software, and also allows control over what applications can run on which device. This software also does not require the management to be on the same network as the rest of the users.
There is no price available online for this software, as it involves an enquiry. However, as it is used very widely, I would assume that it would not be very expensive for the business.
Hexnode MDM
Hexnode allows users to add their devices through a portal on the company website, which makes it unclear whether or not devices can be approved by networking staff. Once the devices are added to the network, however, they can be managed remotely or while on the network. This includes pushing settings such as blocking downloads, restricting functionalities, enforcing compliance and even locking and restoring devices remotely. 
This software comes in at a low price of around 80 pence per device, per month, which makes it very inexpensive, and probably one of the cheapest options available for the business.
MobileIron EMM
This software is also very well known, and like all of the other software mentioned, allows devices to be managed from one portal. From this portal, policies can be enforced, applications and services can be installed and devices can also be wiped if needed.
The software has been designed specifically to enforce corporate email, wifi, VPN and security policies across all devices on the network, a lot like the other pieces of software mentioned. 
It also allows a ‘store’ of approved software to be created, meaning that employees can download certain software without having to seek permission if they require it. It also enables employees to see encrypted email attachments, something that cannot usually be done on corporate devices.
As with Meraki, pricing is not available for this without enquiring first, but as an estimate it would likely be around £2.50 per device. (2)
Recommendation of software
For this scenario, I would recommend the MobileIron EMM software. The software has a lot of functions that lighten the load on the networking staff, such as the store with approved software which lessens the amount of time that the networking staff have to use approving or declining downloads.
As well as this, if the price is in line with the estimate, it appears to be the best value for money, and has more functions than the other available software. It seems to allow for more enforcement and ability for the networking staff to manage the network. 
Network design
[image: ]
Here, I have created a basic network design showing how the network could be laid out. All devices have been secured with a configuration password, as well as a privileged exec password. The ‘No IP domain lookup’ command has also been done on all devices.
I have added a cloud server for file storage if required, as well as some devices that may be typical in a BYOT network. One of the servers is dedicated to MDM, and the other will be a regular Internet server.
Flow diagram
This can be found in the other upload point, as I could not fit a screenshot of it in this document.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Limited references which are only websites. Need to improve this area by using peer reviewed articles by utilising the university online resources and journals. Did not demonstrated diversity of sources and materials used.  (Grade mark: 46.67%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]7

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]Need to demonstrate more depth of the research, see comment above which can help in this area. (Grade mark: 46.67%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]7

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]Your writing can be improved to make the read more academically. You have done the Policy, MDM software considered, A very good detailed flow diagram. You covered all aspect ask of you in the assignment but your report lacking critical evaluation. (Grade mark: 55.00%)
	[bookmark: totalANA]40
	[bookmark: markANA]22

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD][bookmark: _GoBack]Your switches configured with password.  Your wireless router has no security set-up, just the default configuration. No IP address configured on devices, no functional ports configured on servers or any other end devices, therefore no ping test can be carried out to test basic functionality. (Grade mark: 45.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]9

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Your report could be aligned justified. Writing need improvement.  Avoid writing in first person tense. See r3eport for more comments. (Grade mark: 50.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]5

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]50%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
	




Page 7 of 7

image1.png




