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Abstract 
The primary aim of this dissertation was to analyse critically the contemporary uses of biometric technology within public sector organisations.  A multi-case study was conducted using South Somerset District Council, Kvarnby High School Stockholm, Gladstone House and Todholm Primary School.  The dissertation investigated biometric techniques available, organisations rationale for implementing a biometric system and the benefits and limitations of the technology.  In addition, change management strategies were evaluated.     
Depth interviews were conducted with the case study organisations, the interviews helped to establish why organisations were turning to biometric technology, and if the benefits and limitations identified by the literature were experienced by the case study organisations.  Findings from the literature review and interview data were then analysed and contrasted with each other to identify if findings were corroborated.  In addition, any new themes that were apparent were highlighted.  

The study concluded that biometric technology has a firmly set place in the future of public sector organisations.  However, if it continues that individual organisations have to independently implement the technology, it may hinder the adoption rates of biometric technology.  In addition, if biometrics is adopted by safety critical systems the technology should be used in conjunction with another verification method for added security benefits and organisational piece of mind.

Chapter 1: INTRODUCTION
Biometrics is being widely used in more contemporary, innovative ways within the public sector.  This dissertation evaluates critically contemporary applications of biometric techniques within public sector organisations.    

According to Wisegeek 2006 [
] “Biometrics uses computer technology to identify people based on a biological trait.”  This is a narrow definition of biometrics, recognising that the authentication of a person is based on a biological factor.  However RSA Security [
] a provider of biometric technology purport that:   
“Biometrics applies to a broad range of electronic techniques that employ the physical characteristics of human beings as a means of authentication”  
RSA Security, emphasises that biometrics relates to electronic techniques that authenticate an individual, using physical characteristics of individuals.  The RSA and WiseGeek definitions both illustrate the authentication of individuals using some form of technology. 
The Biometric Consortium [
] defines biometric technology as “automated methods of recognising a person based on a physical or behavioural characteristic.”  This definition identifies the physiological and behavioural techniques but focuses on the automation of the identification process. 

There are many definitions of biometrics with differing broad and narrow scope.  Spence 2006 [
] identifies that there are two major categories of biometric devices that the definitions identify these are physiological and behavioural.  Behavioural devices identify unique learned traits, such as a subject’s signature whereas; physiological biometric identification measures unique body characteristics such as fingerprint details or features of the iris. 

“Biometrics refers to any and all of a variety of identification techniques, which are based on some physical or behavioural characteristics of the individual” 

The definition by Coventry et al 2003[
] is the definition that this dissertation will adopt, as it offers a broad description of biometric techniques and differentiates between physiological and behavioural identifiers. 
The recent growth in the use of biometric technology and media attention surrounding the topic makes biometric technology a fascinating topic for research.  This dissertation is focused on the contemporary uses of biometrics within public sector organisations. 
Ranger [
] describes how biometric technology has been used since the criminal justice system started using fingerprints to identify criminals.  This was in 1892 when Juan Vecetich an Argentinean police officer, identified a criminal using their fingerprint.  Subsequently, there are many different forms of biometric identification; some are highly developed whilst others are still in their infancy.  Biometric hardware is designed to suit a variety of environments; the size of the hardware is fully dependent on the biometric identifier.  For example, a hand geometry system would take up more space than a fingerprint scanner [
].   
The Biometric Consortium [
] has identified that the most frequently used features measured in biometric identification are face, fingerprint, hand geometry, handwriting, iris, retina, vein and voice.  In-depth research carried out by the consortium found that many British organisations are now using biometric forms of identification along with government agencies, with some 3,500 schools within the UK utilising the technology to overcome varying problems within schools [
].  Furthermore, biometric technologies are rapidly becoming the new foundations of highly secure identification and verification solutions for companies worldwide [
].  

Coventry [
] suggests that traditionally, access to secure areas or sensitive information has been controlled by possession e.g. key card or knowledge e.g. password.  Human Recognition Systems, a leading provider of biometric solutions adds that the more traditional measures outlined above are primitive and costly solutions which are inherently flawed [
].  Spence [
] disputes that traditional identification methods, such as badges, Personal Identification Numbers and passwords do not identify the individual, since the carrier can transfer any of these devices to someone else; arguing that only biometric readers identify people by unique, unalterable physical characteristics.  It is suggested that by employing biometric technology it is possible to truly authenticate a person by measuring a unique feature [
].  Nevertheless, biometrics has a variety of uses, which go far beyond access control to secure areas within private organisations.  Security can be defined as being free from danger and protection of the vulnerable, [
] which is essentially what contemporary uses of biometric technology aims to achieve.  In a study carried out by Human Recognition Systems [
], 42% of biometric systems have been applied in a physical access and control environment.  However, biometric techniques are now being implemented in far more innovative ways.  An example being, the publicised biometric identity card scheme proposed by the government, and the use of iris scanning used to track immigrants entering and leaving the country.  The Co-op supermarket has implemented a trial fingerprint payment scheme in selected stores with the view of nationwide implementation.  The trial allows customers to volunteer their biometric information, which is then used instead of a PIN number to debit funds from the customers account [
].  This trial has been a great success.  Furthermore, Thunder Bay Airport in Canada has implemented a facial recognition system to reduce personnel required at security control desks.  The system works by allowing registered users to pass through a biometric reader booth thus, reducing the amount of time spent queuing [
].  Public sector use of the technology includes schools implementing biometric authentication to reduce administration costs, to allow children to pay for their school lunches and for registration purposes.  Local government departments are also embracing biometric measures as a way to overcome regional issues; these include the maintenance of housing records and the reduction of instances of forgery.  These are just a few examples of the contemporary and innovative ways in which biometric technology is being used within the public and private sector.    

The need for improved security measures is widely recognised because of the publicised growth of identity theft and terrorism; one of the most prevalent forms of identity theft takes place over the telephone with loans being taken out in someone else’s name.  Security measures over telephones are based on something the subject knows, with verification based on a person’s date of birth, postcode and house name or number.  This information can be easily gained with identity thieves rifling through individuals refuse to obtain personal details [
].  In February 2006, a study carried out by the Home Office estimated identity fraud at £1.7 billion within the UK [
].  Chandra and Calderon [
] have discovered that within organisations computer security incidents such as gaining unauthorised access to secure networks have grown exponentially since 1997, with 90% of all organisations affected by them each year.

Biometric systems are starting to experience widespread use within the UK with government agencies and the police both adopting biometric methods, however adoption rates within the UK are lagging behind other countries.  Kosciuk [
] asserts that the British government have adopted an identity card scheme and nationwide implementation should be completed by 2008 this should help to boost adoption rates.  It is predicted that the use of biometric technology is set to become an everyday reality for Europeans; a study conducted by the European Commission argues that EU policy makers should prepare for the boost now, or be left behind by other countries that have already made progress in the implementation of biometric systems [
].  
Traditional use of biometric technology can be used to provide many solutions in organisations, these include physical access to buildings and rooms, time and attendance monitoring, financial transactions, border control, law enforcement and locks to hardware and software [
].  A survey carried out in 2006 amongst 227 information security professionals discovered that 5% of all firms use biometric security measures; that equates to one in twenty firms [
].  
With regard to public acceptance of biometric technology, Atkinson [
] has found that there are many ethical concerns about the development of biometrics, including that it breaches rights of confidentiality, privacy and loss of dignity.  Many find the process of being identified by a machine intrusive, which also raises concerns about data security.  Reports published by the Home Office [
] suggest that security theft is on the rise, with the public being concerned about what a criminal could do with a biometric template.  Jain et al [
] defines a biometric template as the term given to the biometric data that is held on an individual, which is held as a mathematical representation within a database.    
It is claimed that biometric techniques are becoming more socially accepted, with increased personal safety being named as the primary reason for shifts in attitudes towards biometric systems.  Simpson [
] contends that it has to be considered if this change in attitudes is pressurised because of the media sensationalising of identity fraud.  Many people are concerned that the technology enables a “big brother” society where their every action will be recorded [
].  Furthermore Smith [
] contends that the main challenge for biometric systems as with any new system is user acceptance; the technology is seen to encroach on a persons privacy and they are deemed to be obtrusive as they use something the individual is to identify them.  Thomas [
] contends that despite this, biometric technology has become a major part of day to day life, and by changing the publics perception of biometrics as something that can protect them, not be used against them will help to encourage public acceptance.  Furthermore, he argues that acceptance could be achieved by the re-education of the public’s perception of biometrics.      
To illustrate contemporary applications of biometrics a multi-case study research strategy was adopted based on public sector organisations.  Yin [
] defines multi case studies as an empirical inquiry that investigates a contemporary phenomenon within its real life context.  A case study is not only used to explore certain phenomena but to understand them within a certain context.  The case studies that this research will focus on are:

South Somerset District Council: Drinkers’ in Yeovil provide their thumbprint before they enter a pub, if a drinker is barred from one pub they are consequently barred from all other late night establishments [
].  
Todholm Primary School: Children at a Scottish primary school pay for school dinners with vein recognition [
].  
Kvarnby High School Stockholm: Children at the high school use a fingerprint login system to gain access to machines.  
Gladstone House: Members of staff at the facility use hand geometry to gain access to secure areas and to monitor the time and attendance of staff.  
1.1 The Research Aim 

The aim of this dissertation is to evaluate critically contemporary applications of biometric techniques within public sector organisations. 

1.2 The Research Objectives 

To achieve this aim, the research focuses on the following objectives.   

1) To analyse contemporary biometric techniques and their uses. 
To achieve this objective published literature and accredited websites were critically evaluated to identify the most commonly used methods and their primary uses.  In addition, information gained from semi-structured interviews conducted with case study organisations was also used.
2) To investigate organisations’ rationale for implementing a biometric system, including the benefits and limitations. 

This was achieved by conducting semi-structured interviews with the case study organisations.   

3) To appraise critically the management of change during the implementation of a biometric system.     
Appraise critically responses to interviews and evaluate available literature relating to change management.    
This research focuses on biometric verification methods, their benefits and limitations including ethical concerns associated with the technology, organisations’ rationale for adopting a biometric system.  The case study organisations approach to change management is critically appraised in accordance with the published literature.  This dissertation does not analyse the technical/scientific aspects involved in the development of the system.    

This chapter has outlined what this dissertation aims to achieve.  Chapter Two, “The Review of Literature,” explores the key themes of biometric identification.   

Chapter 2: REVIEW OF LITERATURE

This chapter reviews critically the published literature pertaining to contemporary applications of biometric techniques in public sector organisations.  The literature sources include biometric texts and journal articles, journals and organisation publications relating to the use and promotion of biometric technology, governmental publications, and the case study organisational literature.  This chapter is organised around three themes drawn from the objectives of the research.  

1. To analyse contemporary biometric techniques and their uses. 
2. To investigate organisations rationale for implementing a biometric system including benefits and limitations. 

3. Appraise critically the management of change during the implantation of a biometric system. 

2.1: Analyse contemporary biometric techniques available and their uses

Biometric identification processes offer irrefutable evidence of someone’s identity since they are unique biological characteristics that distinguish one person from another, and can be linked only to one individual [
]. 

Most authors group biometric methods using physical and behavioural characteristics.  Spence [
] identifies that behavioural devices, such as a person’s signature identify unique learned traits.  Physiological biometric identification measures unique body characteristics such as fingerprint details or features of the iris. 

Espiner [
] has catalogued that different technologies are at different stages of development; for example the fingerprint technique is well established, whereas gait recognition, the analysis of the way an individual walks, is still emerging.  Other technologies are at different stages of commercialisation including vascular, and ear recognition.   

2.1.1 Physiological Biometric Techniques
Fingerprint Verification

Fingerprints are perhaps the first method of biometric techniques that comes to mind when considering this technology as a means of enhancing security.  This is partly because in many minds biometric systems are synonymous with security and identification.  Fingerprints are the primary means of positive identification among law enforcement agencies the world over.  In essence, fingerprint verification looks at the patterns found at the end of the fingertip.  At the point of identification, the fingerprint is processed, and a mathematical representation produced.  This representation is then compared to an electronically held template, or set of templates previously captured for verification.  The time between scan and verification takes about a second [
].  
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Figure 1: image taken via a fingerprint scanner [
]
Consequently, fingerprints are expected to lead biometric application development as they provide sufficient information to allow for large-scale recognition involving millions of identities.  The systems are also becoming more affordable with most schools adopting this method e.g. student registration purposes [
].  Evident drawbacks of the use of fingerprint verification are that some fingerprints may be unsuitable for automatic identification because of aging, environmental, and occupational reasons, an example being surgeons, whose fingerprints have been altered through performing surgery [
].  Reported problems that arise from the use of fingerprints is that in some instances people have had their finger cut off to enable people to gain access to restricted areas or to enable thieves to start executive cars [
].  Technology has developed to overcome this by using thermal imaging and pulse detection to ensure no criminal activity has occurred.  Thermal imaging, for example, can be used within a facial recognition system to ensure the individual is still alive, whilst, pulse detection within fingerprint scanning systems ensures the finger is still attached to the individual.       

A contemporary example of the use of fingerprint recognition technology is being trailed within government agencies in the USA to combat benefit fraud in different states.  This is to ensure one person cannot claim twice for benefits, which is a recurring social problem within the USA, with fingerprint scanning being a realistic measure to combat it [
].  Fingerprint recognition is widely used within schools and has been implemented in varying ways including access control to schools, logging on to machines, pupil registration and as a method for paying school lunches [
]. 

Hand Geometry 

Hand geometry was one of the first biometric techniques to prove practical in use across a variety of real-world applications.  Mechanical systems of this type were first developed in the 1970’s for physical access control [
].  Hand geometry systems work by taking a 3-dimensional view of the hand in order to determine the geometry and metrics around the finger length, height and other details.
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Figure 2: image taken via a hand geometry system [
]
An important consideration with hand geometry is that an individual’s hand does not significantly change after a certain age, which means the biometric template will not need to be re-recorded [
].  Hand geometry systems have been installed at hundreds of locations around the world, as the technique is simple, easy to use, and inexpensive.  However, because of the size of the hardware it cannot be used in environments where space is limited or on certain products such as laptops. 

A contemporary example of a hand geometry system was introduced to provide access to executive apartments in the USA, with the hardware and software being successfully adapted to the growing hands of children.  This means a new biometric template did not need to be obtained at different stages of growth as the distinguishing features of a child’s hand to not change formation they grow  [
].  The City of Angels Centre in Los Angeles has implemented a PalmSecure© employee identification system, to ensure patient care and safety on high dependency units and to comply with Health Insurance Portability and Accountability legislation [
].      

Hand Vein Recognition
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Figure 3: image captured via a hand vein recognition system [
]
According to Rich [
], an expert in the field of vein recognition, hand or vein thickness and their locations are unique enough to identify a person.  The identification takes place by using an infrared scan from a curved reader; the device performs a vascular scanning process that is then compared to a database.  Advocates of the technology claim that it is trouble free to perform a vein scan and that it is difficult to damage the pattern.  Hand vein verification technology is already used on ATM’s throughout Japan, also on USB devices and on some vehicles to unlock a car door.  Hitachi Japan© has unveiled Lora SEZ10 a vein recognition device on laptops; the device is located below the keyboard and it is the first mobile device using this technology [
]. 

Eye Recognition 

Eye based biometric techniques such as iris and retina scanning are useful as human eyes are unique and difficult to replicate [
]. 

The Eye 





Figure 4: technical drawing of an eye [
]
Iris Verification 

Iris recognition was created by John Daugman at Cambridge University, and is now patented by Iridian Technologies.  It is claimed that the algorithms used for iris recognition give rise to the world’s most accurate identification technology making 984 million cross matches that are visible within the eye.  The biological nature of the human iris also gives rise to certain natural advantages over other leading biometric technologies, meaning they cannot be changed even with surgery and they are difficult to damage because the eyes are protected from eyelashes and eyelids  [
]. 
· Stability: The iris is formed in the early stages of life and once fully formed the texture is stable throughout life.

· Cleanliness: The iris is a protected internal organ, therefore problems with contaminants, which can affect the performance of some competing technologies, are minimised.  Any dirt or grit that enters the eye is removed as a natural course of action.  The non-contact nature of iris recognition in practice means that it is also a hygienic form of personal identification. 

· Distinction: the likelihood of there being two irises the same are extremely low (0-1 72).  There is also no known case of false identification for iris recognition. 

All of these features make iris recognition an ideal technology for an ever widening array of applications including access control, border control, government security, airport security, information security and numerous bespoke applications [
].  Iris scans analyse the features that exist in the coloured tissue surrounding the pupil [
].  The process of obtaining a verification does not use infrared beams so it is safer on the eye than retina scanning and the identification takes less than five seconds [
].  Yet contrary to this, UK ID card trials have found that iris scanners were uncomfortable to use and water in the eyes stopped the scanner from working.  Also long eyelashes and hard contact lenses can also prevent the device from working.  Sables [
] establishes that the scanner failure rate was 4%, which he equates to the UK population as 2.5m failed identifications.  Russell [
] contends that the iris scanner could cause problems for people who suffer epilepsy; moreover people with disabilities could find it difficult to get into the correct position to be scanned.

IRIS© Iris Recognition Immigration System is a government trial to aid immigration processes at UK airports.  Initially the trial made slow progress; hence, the government delayed plans for nationwide implementation.  However, there are currently more than 61,000 people across the UK that have been registered with the system, and it has handled more than 210,000 border crossings [
].  The system is intended to make travel more efficient for frequent travellers, with an iris scan verifying their identity, to enable individuals to pass through security controls quickly with little or no queuing [
]. 

Iris recognition is also proving successful within the USA where the government has implemented the scanning of children to ensure that if children go involuntarily missing and taken to a different state, they can still be identified.  The scheme is proving popular with parents in states where the scheme has been implemented [
].  

Initial iris recognition systems required considerable user participation with verification being a time consuming process, and they were expensive to produce and implement.  Jain et al [
] identifies that efforts are underway to build more user friendly and cost effective versions.  It is not yet evident how iris verification will mature and gain public acceptance, however initial systems are proving a success.  

Retina Scanning
An alternative method of authentication of the identity of an individual using the eye is via retina scanning, retinal scanning analyses the layer of blood vessels at the back of the eye [
].  This technology employs a more intrusive technique as it requires an individual to place their eye close up to a device.  However, retinal scanning is highly accurate and has been used by the military since the early seventies.  Blood vessels at the retina provide a unique pattern, which may be used as a tamper proof personal identifier.  To read this characteristic, a small beam of coherent light is beamed through the cornea to illuminate the blood vessels, which are then photographed and analysed [
]. 

When authentication is taking place the subject is required to keep his or her head still, look closely in to the device, and focus on a green light while the scan is performed; because of this, it would not be suitable for use by the very young.  The identification takes about ten to fifteen seconds.  Since there is no known way to reproduce a retina, it is an infallible means of identification of the individual.  Concerns that an eye could be gauged out and used are unfounded as the device also checks for pupil dilation when the light is shone in the eye [
]. 

Facial Recognition





Figure 5: points of comparison of a facial recognition scan [
]
Facial recognition analyses the patterns in individual faces, in a similar way in which people recognize friends and family amongst a group of people by focusing on their face.  A facial biometric system takes images from standard capture techniques such as digital pictures and generates a mathematical representation of the human face.  This is compared to a template held electronically on a central system, to authenticate or identify an individual [
] identification takes less than five seconds [
].  Approaches to face recognition are typically based on location and shape of facial attributes; however, it is questionable whether the face without any contextual information is a sufficient basis for recognising a person from a large number of identities.  Furthermore, Jain et al [
] contends that identification based on the face is one of the most active areas of research.  A variation of facial recognition incorporates a facial thermogram in which the vascular system in the human face produces a unique facial signature.  These cannot be changed even through surgery, thought they are dependant upon emotional state if for example, the individual is crying or in distress [
].  Jain et al [
] argues that problems can arise during facial recognition due to individuals preferences of facial hair and the bloating of pregnant women [
]. 
The Australian government have adopted biometric passports implementing facial recognition, they believe the move to biometric passports has strengthened border protection, reduces identity fraud and has expediting airport arrivals [
].  Furthermore, facial recognition system were implemented at the American Super Bowl to restrict access to the event with the aim preventing known criminals entering the event and prevent any terrorist attack attempts [
]. 

2.1.2 Behavioural Biometric Techniques 
Voice Verification 

It is argued that the speech of a person is distinctive but may not contain sufficient invariant information to offer large-scale recognition.  Speech based features are sensitive to a number of factors such as background noise, as well as the emotional and physical state of the speaker.  (For example if they are upset, distressed or out of breath.)  Thus, speech verification is currently restricted to low security applications [
].  The obvious drawback of voice verification is that it can suffer because of user sickness i.e. sore throat or loss of voice.  There are also issues of access being gained by mimicking the voice of a subject or prerecording an individual’s voice.  However, as the technology develops this is becoming improbable as the analysis involves a vast number of comparison points.  An individual’s voice being mimicked would not match all of the comparison criteria [
]. 

According to Markowitz [
] the most significant difference between voice biometric systems and other biometric methods is that it is the only commercial biometric that processes acoustic information (most others are image based).  The ability for it to work with standard telephone equipment makes it possible to support broad-based deployments of voice verification applications in a variety of settings.  Voice verification has been implemented in telephone banking to help combat fraud.  RSA Security has introduced a system that adds voice as a way for automated verification, it is predicted to become industry standard for telephone banking [
].

Signature Verification

It has been proven that no two signatures of the same person are identical [
].  Rather than simply measuring whether a signature is similar to a copy, signature verification measures variables such as speed, pressure, and angle, which in turn means it cannot be forged.  One benefit of such a system is it can be integrated into existing digital signature systems, and more people are happy to sign something as it is the method of authentication that the public is most used to.  However, people do tend to change their signature over time.  Accuracy of this behavioural biometric is reasonable but does not appear to be significantly high to lead large-scale recognition [
]. 

2.1.3 Importance of Biometric Systems


Access to restricted areas was normally protected using primitive and costly solutions, which were inherently flawed.  For example, the use of an employee number to clock in and out of work.  Jain et al [
] contends that card based authentication cannot be a dependable means of identification, as the cards may be lost or stolen, or the PIN may be forgotten or guessed by an impostor.  By employing biometric technology, it is possible to uniquely authenticate a person by measuring their unique feature and comparing this data against a previously captured biometric template.  The security benefits of knowing that the identity claimed at an access point is true are an immeasurable foundation of any security system [
].

Biometric techniques are based on evolving technologies that have been widely used for forensics, such as criminal identification and prison security.  It is expected that an increasing amount of information systems and computer networks will be secured with biometric technology.  The major suppliers of biometric solutions include Human Recognition Systems [
], TSSI [
] and Identity Solutions [
]. 

There are many uses for biometric systems beyond access control, these include enterprise wide network security infrastructures, secure electronic banking, financial transactions, retail sales, law enforcement, health and social services.  Biometric systems can already be found in amusement parks such as Disney World© to reduce ticket transfer between individuals and to combat theft of tickets [
]. 

Utilising biometric technology for personal authentication is becoming convenient and more accurate than other methods.  A typical four digit pin code has a false acceptance rate of 1:500 [
] whereas a fingerprint has a 1:10,000 false acceptance rate [
].  Authentication and identification is traditionally based on “something you have” or “something you know.”  The Image Ware Systems Biometric Engine suggests that authentication and identification should be based on three aspects.  “What you have” (e.g. key card), “what you know” (e.g. PIN), “what you are” (e.g. biometric measure) [
].  Security firm McAfee [
] has warned that the number of computer threats has doubled.  
“It’s remarkable to note that it took 18 years for our database to reach 100,000 malicious threats and just under two years to double.  Although security awareness continues to improve, hackers and malicious code authors are releasing threats faster then ever before, with approximately 200% more malicious threats per day then two years ago”. 
Therefore, the increase in threats illustrates the need for biometric technology.  A study carried out by Human Recognition Systems claim that biometric systems have been predominantly implemented in physical access and control systems with 42% of systems being used in this way, with use of biometric technology in IT applications at 25% and in financial services 15% [
].  Thus, biometric systems are now being implemented in more innovative ways.  Futuristic scenarios suggest that, by 2015, society will be implementing biometric systems much more intensively in their everyday lives within many differing areas going far beyond access control [
]. 

Identity theft is estimated by the Home Office [
] as being 1.7 billion a year.  The sheer scale of the threat posed by identity fraud affecting citizens, companies, organisations, and government, identity is an intrinsic part of modern societies; because of this there is a growing need for solutions [
].  Identity theft is a crime in which an impostor obtains key pieces of personal information to impersonate someone else.  The information can be used to obtain credit, merchandise, or services in the name of the victim [
].  Smith [
] advocates that advances of digital computers, software technologies and embedded systems have further catalysed increased interest in commercially available biometric application systems.  Burnham [
] purports that, biometric technology is increasingly being used all over the world to combat fraud, with the introduction within the UK of biometric passports currently being implemented in larger cities such as Birmingham and inner city London, measuring individuals iris and fingerprint to prevent fraud and identity theft. 

There is widespread use of biometric systems.  For example, the Home Office is pioneering the use of these new methods of authentication in a number of programmes.  These include the use of fingerprint technologies to register asylum seekers, iris recognition systems to facilitate travel for frequent visitors to the UK, and a new range of passports which include a digitised image of the holder’s face in a secure chip.  Indeed, a Biometric Centre of Expertise has been founded to support the Home Office programmes through development stages to implementation [
].  Countries that currently have implemented biometric passports include Germany, Poland, Italy, Greece and Spain, all choosing to implement different methods within government organisations [
].  Furthermore, Microsoft are set to integrate biometric technology into their hardware products, aiming to provide customers with a secure platform for the next generation of computing.  Microsoft believe that fingerprint scanning will provide an alternative to passwords in Windows, and will provide customers with increased ease of use, a higher level of network security and lower overall management costs.  Salito [
] suggests that this will spur the acceptance of biometric technology as an alternative authentication method to enhance user security and confidence.  

2.1.4 Accuracy of Biometric Systems 
Some biometric methods are more accurate than others are.  Iris recognition is considered the most accurate, followed by fingerprinting.  Accuracy is usually determined by measuring false negatives and false rejection rates of a system.  Accuracy will depend on the particular technology or mix of technologies involved and the conditions under which they are being measured.  In addition, the verification needs to take place in real time [
]. 

Early tests have proved that biometric devices can be spoofed (fooled) and limited solutions exist to control this.  In addition, natural changing and unanticipated changes in physiological characteristics can constrain implementation.  Incidents such as this may need re-enrolment (a new biometric template being recorded), which will increase costs and reduce appeal of biometric security [
].    
Ailisto et al [
] contend, that published reports have shown that eleven tested fingerprint devices could all be fraudulently passed with some effort and it is also possible to fool face and iris recognition systems.  This illustrates that even the strongest biometric methods have certain drawbacks and they should not be trusted blindly. 

The biometric system providers currently carry out testing on their own biometric systems, for this reason the validity of the results is questionable [
].  The Institute of Electrical and Electronic Engineers have proposed a methodology for the measurement of the accuracy of biometric systems.  If testing is carried out by independent organisations, the reliability of the accuracy results will greatly improve.  
2.1.5 Support for Biometric Technology
The opening of the European Biometric Centre of Expertise provides an interactive facility designed to highlight advanced identity management solutions to customers and illustrate potential real life examples of biometric technology.  Research conducted which assesses citizens’ attitudes across the globe reveals that 69% of the European general public now accept the use of the relatively new and unknown technology of biometrics making it a feasible investment option for businesses [
]. 

Consumers worldwide overwhelmingly support biometric systems for identity verification says a Unisys study [
].  Nearly 70% of consumers worldwide support using biometric technologies such as fingerprints or voice verification when administered by a trusted organisation.  The research also found that 66% of consumers worldwide favoured biometric systems as the ideal method to combat fraud and identity theft.  Convenience was cited as the top reason for biometric support with 82% citing the benefit of not having to remember passwords, and ¾ cited increased speed of the identity verification process.  The head of Homeland Security system stresses that this research is revealing since many headlines today seem to question biometric adoption because of legitimate privacy concerns [
].  In relation to this research a survey carried out by TSSI systems identifies that 76% of people in the UK are more in favour of biometrics than a year ago with only 9% of respondents actively against the technology [
].  Substantiating this research, a study carried out by Silicon.com argues that more than 90% of UK consumers have voiced their support for biometric systems, and that they want banks, credit card companies, health providers and government bodies to adopt biometric technologies to verify personal identities [
].  
Although biometric technology is an active research field, a senior home office advisor has warned that biometric systems have a massive usability hurdle to overcome before systems can be rolled out.  The industry is currently driven by government projects; Rejman -Green, a government spokesperson, has stated that far more research on usability is required before any large-scale implementation [
]. 

Jain et al [
] suggests that as biometric sensors become less expensive, and the public realises that biometric technology is actually an effective strategy for protection of privacy and fraud, this technology is likely to be used in almost every transaction needing authentication of personal identity.  Indeed, research carried out at the University of Pittsburgh illustrates that biometric technology is on the brink of being widely deployed.  Reasons for advances have been related to terrorism since September 11th and soaring numbers of identity theft that have jump-started the technology.  From information inferred from this research Nelson [
] predicts that biometric technology will become more commonplace within the public and private sector.

2.2: Investigate organisations rationale for implementing a biometric system including the benefits and limitations

The main advantages of biometric technology are that they unequivocally link an individual to an event.  The technology can precisely verify what the individual did, where it happened and when [
].  This leads to enhanced security, significant long term cost savings, enhanced user convenience and ease of use [
].  Furthermore, Jain et al [
] purport that as people become more connected electronically, the ability to achieve highly accurate automatic personal identification systems becomes crucial.  To ensure a biometric system is successful Jain et al [
] argues that it must consider a number of other issues including performance, system accuracy, speed, robustness, resource requirements, and operational environmental factors; however,  Jain et al [
] argues that the fate of biometrics lies in its acceptance. 
Sukhai [
] states that the main reason for the growth in popularity of biometric systems is the convenience of having authenticating methods with the user (they cannot be left at home).  Benefits identified by Smith [
] are that biometrics are the easiest method to use for authentication as they are portable.  Hughes [
] states that the progressive roll out of biometric technology is a powerful tool in tackling asylum abuse: asylum seekers identities’ are now kept on an EU wide database Eurodac® and they are issued with an ID card containing a biometric chip holding a facial scan and iris template.  Furthermore, a study conducted by Unisys [
] identified that the prime benefits of biometric technology identified by the European public included speedier verification processes [85%] and increased convenience [68%]. 

The widespread use of biometrics will be stimulated by its adoption in the consumer market; the single most important factor affecting the realisation of biometrics is the cost.  Along with user acceptance, it is argued that the public need to learn that a biometric application could be the most effective and profitable means of protecting privacy.  For example, a biometric-based patient information system can reliably ensure that medical records can only be accessed by medical personnel and there is no concern over the identity of the individual when they are to undergo an operation [
].   

Sukhai outlines [
] that most frequently used biometric technologies are patented, which means it can be expensive for organisations to licence, use and implement many types of biometric systems.  Some patents are set to expire, allowing organisations to implement biometrics at a lower cost allowing biometric systems to aid a profitable return on the investment.

Computer security incidents have grown exponentially since 1997, and on average, they affect 90% of all major organisations each year.  In contrast, Chandra and Calderon [
] contend that biometrics by itself is insufficient as an information security mechanism; when biometrics are a component of a security system it creates conflicting issues of higher costs and reduced ease of use.  They also suggest that there is a lack of sufficient independent and unbiased performance data on specific biometric devices and that this increases the ambiguity of the benefits of the technology.  Concerns of scalability and field performance of certain biometric methods, especially in large-scale public applications, has not been promising.  An example being a fingerprint-scanning device, which installed in a large consortium of German banks had a 10% failure rate.  However, the success of the IRIS© scheme in Britain contradicts these findings.  

It has been suggested by Brampton [
] that biometric technology offers false hope, particularly to banks, as they are not a foolproof means of providing secure transactions when used alone.  Espiner [
] claims that the data is difficult to control and protect, for example when, where and how biometric information is used.  Identity theft is also a concern as it is difficult to suspend use of the compromised information.

In accord with Chandra and Calderon [
], weaknesses identified by Smith [
] include the expense of the equipment to buy, install and operate in comparison to other systems.  In addition, replay threats (network signal being delayed or sent again and reused), privacy risks, and false rejection attacks can occur.  

Smith [
] also identifies three main concerns: first, independent verification of the performance of many of the devices is lacking.  Second, it is unclear whether the user or the organisation that uses and stores the biometric template owns it.  Finally, not everyone has the prerequisite physiological or behavioural traits for using the technology, for example, an individual may be missing a finger [
].  People are more apprehensive about newer biometric technologies as the technology is relatively unknown and there is fear of harm that the technology could cause [
].  

During the initial development of biometric technology, it was shunned by privacy advocates because it uses sensitive biological data.  Biometrics is commonly associated with fingerprints, which have historically been used by law enforcement agencies to track down those suspected of committing criminal acts.  For this reason, fingerprints have raised concerns over loss of dignity and privacy.  Furthermore, the central retention of fingerprints and multiple access by different arms of government tends to invoke images of “Big Brother” surveillance [
].  Chandra and Calderon  [
] claim that civil libertarians stigmatise biometrics as being intrusive by nature, a potential tool for mass profiling and an instrument for the erosion of individual privacy.  Furthermore, they add the lag between advances in technology and the law is troubling for citizens, with the Data Protection Act taking time to keep up with changing technology.  

There is also question of whether the use of biometric technologies violates human rights.  The biometric data is also held in the same database as information on criminals and terrorists; law-abiding citizens are not happy to be compared with these known criminals [
].  Also criminal acts such as a gang in Malaysia chopping off a car owner’s finger to get around the vehicles hi-tech security system, which highlights the need to combine biometrics with other security factors such as something you ‘know’ or something you ‘have’ [
].     
The key legislation concerning digitally held information is the Data Protection Act of 1998.  The act encompasses eight data protection principles that all organisations holding personal information must adhere to [
]. 
Information must be: 
1) Processed fairly and lawfully. 

2) Processed only for previously specified purposes. 

3) Adequate, relevant and not excessive in regard to specified purposes.

4) Accurate and up-to-date.

5) Maintained no longer than necessary.
6) Processed in a way that meets the rights of the individual.
7) Protected by appropriate controls.
8) Not transferred outside the Europe unless reciprocal legislation and practices exist in the recipient country.
With the emergence of biometric systems used within the education sector it has been brought to the attention of parents that schools do not have to ask for parental consent to obtain their child’s biometric template.  However, under proposed best practise guidelines it is suggested that schools should seek parental consent.  This has caused outrage amongst parents resulting in a website being setup to protest against the use of biometrics within schools [
]. 

Biometric technology allows information from different sources to be linked together to form a detailed personal profile about that individual, unbeknownst to the data subject.  This represents a clear invasion of privacy one to which most people would object.  This erodes the personal control of an individual over the uses of his or her information.  Informational privacy is defined as the ability to maintain control over the use and dissemination of personal information [
].  It revolves around freedom of choice, and with the application of encryption to biometrics.  It is hoped that the technology can evolve to the point where systems can be designed to put the power of biometrics into the hand of the individual, as opposed to government and large businesses.  Applications can be configured to give the data subject the ability to control access to his or her own biometric data [
].  People fear the misuse of their identification data, if their data falls into the wrong hands and is not appropriately secured by the organisation holding the data [
]. 

2.3: Appraise critically the management of change during the implementation of biometric systems 

It is a concern of biometric system providers that users will not accept the technology.  Despite potential positive outcomes, change is often resisted at individual and organisational level.  Resistance to change is deemed a common phenomenon; people are naturally wary of change though it is difficult to identify the exact reasons of resistance.  Resistance to change can be defined as “an inability or an unwillingness to discuss or to adopt changes that are perceived to be damaging or threatening to the individual” [
]. 
Some common reasons for individual resistance to change include [
]. 

Selective Perception: People’s own interpretation of stimuli presents a unique image of the real world and can result in selective perception.  This can lead to a biased review of a particular situation, which fits with their perception of reality. 

Habit: People tend to respond to situations in an established and accustomed manner.  Anything that forces these to change may be resisted. 

Inconvenience or loss of freedom: If change is perceived as inconvenient or results in more control over the people affected by change it may be resisted.      

Economic implications: change perceived as reducing either directly or indirectly their pay or benefits. 

Security in the past: people have sense of security in the past during times of frustration or difficulty or when faced with new or unfamiliar ideas or methods, people reflect on the past and try to retain old and uncomfortable ways.    

Fear of the unknown: fear of the unknown tends to cause anxiety or fear; many changes present a degree of uncertainty. 

It is recommended a clearly defined strategy be adopted for the initiation of change, also to encourage individuals to adopt a positive attitude towards change [
]. 

2.3.1 Resistance to Change: Causes and management solutions 

Stakeholder analysis is the first step in initiating an organisational change.  A stakeholder is defined as “anyone concerned with how an organisation operates, and who is going to be affected by an organisational change or programme of changes” [
].  

The process of stakeholder analysis includes the following steps:

1) Draw up a list of stakeholders affected by proposed change.

2) Establish what each will gain or lose if the change goes ahead.

3) Use the potential benefits to strengthen support for proposals. 

4) Find ways to address the concerns of those who feel they will lose.

Egan, cited by Buchman and Huczynsji [
] identifies nine typical categories of the stakeholder. Egan argues that different stakeholders must be managed differently. 

Kotler and Schlesinger cited by Buchman and Huczynsji [
] outline six techniques for managing change.  It is suggested that these methods should be used in combination. 

Education and Commitment: managers should share their perceptions, knowledge, and objectives with those affected by change.  People need to be made aware of the problems facilitating change, resistance maybe based on misunderstandings and inaccurate information. 

Participation and Involvement: those who might resist change should be involved in planning and implementing it, this should help to reduce opposition and encourage commitment. 

Facilitation and Support: The use of counselling and therapy to help overcome individual’s fears and anxieties about change. 

Negotiation and Agreement: Mutually agree and compromise, negotiate the change rather than impose the change.  

Manipulation and Co-operation: covert attempts to sidestep potential resistance, proposals appeal to specific interests, sensitivities, and emotions of the key groups or stakeholders involved.  

Implicit and Explicit Coercion: disagreements between those concerned with the change with little chance of shifts in attitudes are pressurised or demoted to change attitudes. 

Lewin’s model is a recommended framework when initiating a change within an organisation.  The model defines three stages of the process of change allowing the process to be understood.  The framework provides milestones for evaluating progress toward change.  The three stages are unfreezing the behaviour, changing the behaviour and refreezing the desired behaviour.  
Lewin’s Unfreeze/Change/Refreeze Model


[image: image6]
Figure 6: Diagram of Lewin’s Unfreeze/Change/Refreeze Model [
]
2.3.2 The Diffusion of Innovation 

Brassington and Pettitt [
] state that the rate at which developing technology is adopted is directly related to the rate at which individuals can be led through from awareness of the product to eventual adoption.  Not all people move through the process at the same speed some will adopt innovation more quickly than others do. 
Rogers Diffusion Adoption Curve outlines the rate at which innovation spreads across a market as a whole.  
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Figure 7: Adopter Categorisation on the basis on innovativeness [
]
Innovators: important in the early stages of a product to start the process of gaining acceptance.  

Early adaptors: enter the market early but let the innovators take the risks of a new product.  They are critical for making a product more acceptable to a wider market.

Early Majority: this group likes reassurance that the product is tried and tested before they commit themselves to it.  

Late Majority: want more reassurance that the product is really worth investing in.

Laggards: this group may be adverse to change and therefore resisted adopting the new product or they may be of a socio-economic group where they have not heard of the product.   

Research carried out by the University of South Australia in 2005/2006 [
] analysing end user perception on the adoption of technological innovation showed that the two most contrasting cultures were that of Scandinavia and Great Britain.  Scandinavians have a high level of trust in their government.  They have a general concern for security within society and rules and laws that protect individuals are prized.  Their culture does not support inequalities in power and wealth and they are more open to change and therefore tolerate behaviours and opinions different to their own and do not feel threatened by them.      

Great Britain was found to have deeply ingrained suspicion of new technology with the media seizing upon any proposals as subversive approaches by the government this maybe the reason why the adoption of biometric technology is slow in the UK; the study also found that Great Britain has a loosely integrated society focusing on self-interest at the expense of group interest.  The society also favours involvement in the decision process and does not like to have new ideas imposed on them. 

The product lifecycle describes the different phases a product goes through during its 'life', from its introduction on to the market (when customer's learn about the product and some buy it), through growth (increased sales as more customers adopt the product), maturity (when sales peak and plateau), and finally decline (sales fall and the product may be discontinued).  Different products and services have different product life cycle times. Fashion items such as clothes, for example, have a very short shelf life whilst grocery products such as baked beans have a very long life cycle.  Technological products tend to have short product life cycles because of the speed of new developments (they are outmoded quickly or are reborn as they evolve) [
].  However, new technological developments are sometimes slow to be adopted due to the initially high costs of the products; potential customers wait until production economies of scale reduce unit prices.  Moreover, some potential adopters wait until the technology has been tried and tested, or alternative platforms have a clear winner (as with Betamax/VHS in theVCR market). 
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Figure 8: Product Life Cycle Curve [
]
2.3.2 Future Developments of Biometric Systems  

Information commissioner Richard Thomas predicts a world in 2008 where technology is extensively and routinely used to track and record people’s activities and movements.  He predicts that shoppers will be scanned as they enter stores and their clothes recognised through Radio Frequency Identification RFID tags.  Other scenarios suggested include cars being linked to global satellite navigation systems, which will provide the quickest route to avoid congestion, debit mileage from bank accounts and allow police to monitor speed and issue fines accordingly [
].  Moreover, with so many forces joining in a coordinated effort to make it succeed, biometrics can be expected to become one of the dominant ways for bodies and information systems to connect [
].

Ailisto et al [
] suggest that concerns over the obtrusiveness of biometrics may be overcome with the use of light biometrics that will include height, weight and body fat percentage although these come with their own benefits and limitations.  It has been predicted that these methods could be adopted in non-security applications such as homes. 

This chapter has critically analysed the academic literature pertaining to biometrics, illustrating key themes that are apparent in the literature.  These themes include the physiological and behavioural methods of biometric identification, and why biometric technology is needed in a modern society.  Support for biometrics and its benefits and limitations, change management and ethical issues raised with the use of biometrics are also investigated.  
The next chapter, Research Methodology will describe the research process undertaken, and the rationale for the research methods selected. 

Chapter 3 – RESEARCH METHODOLOGY
This chapter describes and justifies the research design, data collection tools, the research process, and data analysis techniques employed to achieve the research objectives. 

1) To analyse contemporary  biometric techniques and their uses. 
2) To investigate organisations’ rationale for implementing a biometric system, including the benefits and limitations. 

3) Appraise critically the management of change during the implementation of a biometric system. 

Research is defined by Saunders et al [
] as “something that people undertake to find something out in a systematic way, thereby increasing their knowledge.”  There is an agreement amongst definitions that research is an outline of enquiry and investigation [
].  A research methodology is a process that is adopted, that offers a framework within which to work.  Research methodology is defined by Kumar [
] as “a plan, structure and strategy, which is adopted by the researcher as a basis for testing ideas and analyzing results”.  Using the correct methodology ensures the validity of findings.

Saunders et al [
] describe the research process as an “onion” that depicts the issues underlying the choice of data collection methods; before coming to a decision on which method to adopt layers of the “onion” have to be peeled away.  The first layer addresses the research philosophy, the second considers the approach that flows from that philosophy, the third layer outlines research strategies, and the fourth layer refers to the choices available to the researcher of using one or many of the research strategies.  Layer five addresses the duration of the research whether it is carried out over a long or short period of time.  The core layer looks at the data collection and data analysis methods available to the researcher including interviews and questionnaires.     
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Figure 9: The Research Onion [
]
3.1 Research Design 

A phenomenological research philosophy was adopted for the study; this method was chosen for its suitability to the objectives of the study.  As this study is concerned with understanding human behaviour rather than measuring it, the phenomenological paradigm it more fitting than positivist approaches.  The phenomenological paradigm, concerned with understanding human behaviour, stresses the subjective aspects of human activity by focusing on the meaning, rather than the measurement of the phenomena [
].  This research philosophy tends to produce rich ‘qualitative’ data appropriate for the investigation of public sector organisations rationale for implementing a biometric system.  The logic of the research is ‘inductive’ as it aims to develop an existing issue but to examine and apply it within a new context.  Hussey and Collis [
] identify that an ‘inductive’ method is appropriate when the study involves qualitative data.  There is also less focus on the need to generalise i.e. not statistically proving a theory from sample to population, but rather that similar observations may be made in other contexts.  

The research used a ‘multi case-study’ strategy.  Yin [
] refers to a case study as an “empirical inquiry that investigates a contemporary phenomenon within its real life context”.  Eisenhardt cited by Collis and Hussey [
] add that a case study is “a research study which focuses on understanding the dynamics present within a single setting”.  This methodology is appropriate for the study as it enables exploration and understanding of phenomena.  It seeks not to ‘quantify’ findings but to ‘understand’ them within a particular context.  The study focuses on a multi case study method, as a means of gaining in-depth knowledge, and to evaluate critically organisations responses across the selected case study organisations.  The study is illustrative as it attempts to outline new and possibly innovative practices adopted by an organisation [
].  The purpose of this case study is explanatory as existing theory is used to understand and explain what is happening. 

Collis and Hussey [
] contend that in accord with phenomenology, case studies are concerned with generating rich subjective ‘qualitative’ data, appropriate for the exploration of an organisations rationale for adopting biometrics.  Furthermore, the research does not commence with a set of questions and notions about the limits within which the study will take place [
].  Yin [
]  adds that case study enquiry copes well with technically distinctive situations in which there will be many more variables of interest than data points. 

As with most phenomenological approaches, the reliability of case studies may be low and the validity high.  In terms of validity, the case study seeks to understand the context in which a particular instance occurs; this data is rich in explanation so the extent to which the research findings accurately represent what is really happening in the situation, is high.  The case study strategy also has considerable ability to generate answers to the question Why?  What?  and How?, although ‘what’ and ‘how’ are normally more the concern of the survey strategy [
].  The reliability of a case study refers to the extent to which the study can be carried out again and produce the same results, which is less likely with a case study strategy when compared to a survey [
].  Thus it is not always possible to generalise case study research as characteristics and findings cannot necessarily be attributed to a wider population [
].  However whilst this study is not seeking to generalise to a wider population, but simply to evaluate the issues in social contexts, it is likely that similar observation may be made. 

Yin  [
] argues that evidence from multiple case studies is often considered more compelling, as the study is considered as being more robust.  However, multiple case studies can require extensive resources and time beyond the means of what is available.  Yin [
] also claims that every case should serve a specific purpose within the overall scope of inquiry.     

 The population for the study were organisations within the public sector that have already successfully implemented biometric systems in a contemporary way.  The organisations included:

South Somerset Council: Drinkers’ in Yeovil provided their thumbprint before they enter a pub, if a drinker is barred from one pub they are consequently barred from all other late night establishments [
].

Todholm Primary School: Children at a Scottish primary school pay for school dinners with vein recognition [
].

Kvarnby High School Stockholm: Children at the high school use a fingerprint login system to gain access to machines.

Gladstone House: Members of staff working at the facility use hand geometry to access secure areas and to monitor time and attendance of staff.  
This purposive sample was chosen on the judgmental basis of accessibility to the organisations; this allowed the selection of cases that are particularly informative and provide the information to help meet the objectives.  The case study organisations were identified through a trawl of all available articles in the press pertaining to biometric technology and its implementation, many organisations were considered.  However, the four chosen case study organisations were considered to be the most interesting and contemporary cases.  Purposive sampling is well suited to small samples such as case study research; this method of sampling is not statistically representative of all population.  

3.2 Data Collection Methods

3.2.1: To analyse contemporary biometric techniques and their uses
Secondary data pertaining to the research topic was obtained through a literature review of academic texts and journals and primary data gained on the use of biometric techniques.  
Information was gained from secondary sources outlining the various biometric methods available.  For example to establish which method, an organisation implemented the question “which method did you implement?”  Was asked as the answer directed the rest of the questions. 
To ascertain why the organisations choose the particular method they implemented, it was asked, “why did you choose the particular method?” 

3.2.2: To investigate organisations’ rationale for implementing a biometric system, including the benefits and limitations 

To ascertain organisations rationale for implementing a biometric system and the benefits and limitations they have encountered, semi-structured, depth interviews were carried out with organisation leaders.  The majority of the interviews were conducted via the telephone, given the constraints of cost and time and the geographical spread of the case study organisations.      

Collis and Hussey [
] contend that semi-structured interviews are a useful tool to obtain information relevant to specific issues.  The method involves collecting qualitative data by setting up a situation that allows a respondent the time and scope to talk about their opinions on a particular subject.  The focus on the interview is decided by the researcher, with open-ended questions that allow the scope for some questions to emerge naturally throughout the interview process.  From in-depth depth interviews, the data collected is narrative as opposed to information which can be reduced to numbers, which suits this research as its main purpose is to understand behaviour and perceptions, rather than measure them [
]. 

The major benefits of semi-structured interviews are that they are less intrusive to those being interviewed; semi-structured interviews encourage two-way communication, which helps to build rapport.  Findings can confirm what is already known and also provide the opportunity for learning.  The interviewer can explain the questions that the interviewee does not understand, encouraging the respondents to answer as fully as possible and thus the interview is usually completed.  Procedures are standardised and specific using an interview schedule to direct questions, and response rates are higher, which allows interesting responses to be probed further [
]. 

One disadvantage that is commonly associated with all interviews is the Hawthorne effect.  This refers to the phenomenon that when people are observed in a study, their behaviour or performance temporarily changes, thus affecting the results of the study [
].  Care was taken to avoid interviewer bias, which may affect the outcome such as voice intonation when asking questions and time pressure.  Interviews are time-consuming to conduct and analyse though as only four interviews were conducted this was not a problem [
].  As with most phenomenological approaches, the validity of case studies tends to be high. The case study approach captures the essence of the phenomenon and extracts data that is rich in explanation and analysis, consequently validity, the extent to which the research findings accurately represent what is really happening in the situation, is high under such a paradigm. To enhance validity, the expert literature (from chapter 2) informed the questions that were asked.  

For example, Jain et al [
] claimed in the literature that “access to restricted areas was normally protected using primitive and costly solutions, which were inherently flawed”.   As this limitation of existing security solutions may lead organisations to implement a biometric method, the following questions were asked to investigate if the case organisations' responses substantiated the literature: “What was your reasoning for implementing a biometric system?” and “What problems did it aim to overcome?”
3.2.3: To appraise critically change management during the implementation of a biometric system
Secondary data pertaining to the research topic was obtained through a literature review of academic texts and journals.  Also, information gained on change management strategies through interviews.  The literature informed the questions, for example:
Mullins [
] in the literature review claimed that “It is recommended a clearly defined strategy be adopted for the initiation of change, also to encourage individuals to adopt a positive attitude towards change.”  This devised the question “Did you use any particular strategies to help with change management?”
3.3 Research Process

Due to the time-consuming nature of depth interviews, and the limited time available for the study, four organisation leaders were selected for the interview.  The sample was selected from secondary research gained during the initial research phase as the organisations are using biometric systems in a contemporary way.  The organisations were approached and their consent to participate in this study was obtained.  An interview schedule was devised illustrating questions and themes allowing the respondents scope to direct the interview; interviews were conducted at a time convenient to the respondents, to ensure a response. 

The interview schedule in Appendix One helped reduce interviewer error and helped to keep the interview on course.  A set of initial questions were devised for the interviews, additional probing questions were asked dependant on the interviewee’s responses to the questions.  Consent was also given by all respondents to be involved in the study at the first point of contact.  Confidentiality of the respondents was not an issue as the topic being questioned was not deemed as sensitive by the respondents.   

3.4 Data Analysis 

Qualitative data collected from the interview transcripts were examined for emergent patterns or themes.  The transcripts were photocopied, cut up and data arranged into meaningful categories.  This has the effect of reducing and rearranging the data into more manageable and comprehensible form, the transcripts from the interviews can be found in the Appendix Two.  
A limitation of the study is that the research sample focused on only four case studies, therefore the findings cannot be generalised to a wider population.  This purposive sample was chosen on the judgmental basis of the interest, uniqueness and contemporary nature of the biometric techniques used, and within the restraints of cost and time. However, Collis and Hussey [
] contend that it is not essential to find representative cases where statistical generalisations will not be attempted, i.e. to show that the sample represents a larger population.  This study is not aiming to measure any results or to prove statistical significance that may be generalised to a wider population. However, this study can attempt a theoretical generalisation, where the contemporary applications of biometric techniques can be generalised to inform other contexts.  As Remenyi et al [
] contend, case studies ‘can be generalisable and used to develop theoretical propositions, even if they do not represent a subsample of a particular population’. 
It is also recognised that the reliability of research results tends to be low 
when using a case study strategy, as other researchers would be unlikely to be able to repeat the research and get the same results.  However, the structured nature of the interview questions is available in Appendix One for use by other researchers, so should facilitate re-use.  However, as the study evaluates contemporary applications of biometric techniques, the research is to some extent time-bound; the biometric technologies, and their applications, will continue to evolve, therefore it is likely that other researchers would wish to study newer applications.
This chapter has described the research process undertaken, and the rationale for the research methods selected.  The next chapter, analysis of research results will present and interpret analytically the data collected during the primary research. 

Chapter 4 – ANALYSIS OF RESULTS

This chapter presents and analyses the results of the primary research conducted at South Somerset Council, Todholm Primary School, Kvarnby High School, and Gladstone House.  It is organised systematically by case study findings. 

1) South Somerset District Council.

2) Kvarnby High School Stockholm.  

3) Gladstone House.
4) Todholm Primary School
Case Study One: South Somerset District Council 
South Somerset District Council Yeovil implemented an “InTouch” fingerprint scanning system.  The interview was conducted with Nigel Marston, an employee of South Somerset Council, via the telephone with e-mails being exchanged prior to the interview to arrange suitable times. 

Yeovil has undergone major re-development and re-investment; a large leisure complex has been built comprising of a multi-screen cinema, bowling alley, a variety of restaurants and a health club.  These developments have led to an influx of people from the widening catchment area.  There are twenty-one alcohol licensed premises (bars and nightclubs) within the town centre, six of which are nightclubs, which the council term the night time economy.  At the weekend, the town centre nightlife can attract over five thousand people [
].  With the increase of people using the bars and nightclubs the crime rates also began to rise.  Research showed that the most serious crimes occurred between 2 -3 am which directly correlated with the bar closure times.  In response, the council introduced operation Fahrenheit to help to reduce crime rates.  The scheme focused on four aspects. 

1) Introduction of strong management policies for the licensees. 

2) Abolition of alcohol related drinks promotions.
3) Improvement in communications.
4) Re-designing of premises and upgrading CCTV
A biometric system was implemented to work towards the achievement of the third point; the fingerprint system was trialled in February 2006 and full implementation occurred in April 2006.  

Increases in year on year crime statistics within Yeovil identified that police enforcement alone was making little or no impact on the rising crime rates.  More door attendants were being employed to try to combat this, but it was not successful.  Radios were used to improve communication between venues but people who were barred from one venue would swap clothes with a friend so they would not be recognised and were allowed into other late night establishments.  During 2003/2004, there was almost 8000 reported incidents and in 2004/2005, this increased to around 8500 incidents.  The rising crime rates were also affecting the enjoyment of people who were only going out for a good time.  The council felt they needed to help protect the law abiders from the minority that were causing trouble.  
Fingerprint scanning was chosen by the council as they believed it was the most well known and tested method available.  The general consensus of the literature pertaining to biometrics is that fingerprint scanning is, and will continue to lead the way in biometric developments: Brown [
] “fingerprints are expected to lead biometric applications … they provide sufficient information to allow for large scale recognition involving millions of identities.” Independent research conducted by the council also found that fingerprint scanning was the method that was most likely to be accepted by the public.  In addition, the size of the hardware was a consideration as the device was to be positioned at the entrance to the bars; the fingerprint-scanning device is compact in size allowing it to fit into a doorway without being an obstruction.  On entry to the bars, a fingerprint scan is taken and matched to a centrally located database; which identifies if the individual is barred or allowed to enter the premises.  

The council were concerned about any difficulties the technology may pose for disabled users.  In compliance with Disability Discrimination Act 2005, the council had to place the fingerprint scanners on one-meter high stands so they are easily accessible by people in wheelchairs; they also provide a portable terminal which can be placed in the lap for disabled users.  

As an investment in the town’s future, the council is working in conjunction with local schools to educate the young on responsible drinking habits with the hope that they will not follow the binge drinking culture that is prevalent in today’s society.

After implementation of the biometric system and changes to licensing laws (extended opening hours), there was a 23.5% drop in crime rates taken from the same period of the year before, averaging at about 7200 reported incidents.  In addition, a social benefit of the system is that the national issue of underage drinking has been almost eradicated within late night establishments in Yeovil.  Research carried out after the implementation of the biometric system showed that people are experiencing a better atmosphere within the late night establishments, and they feel safer whilst in them. 

Case Study Two: Kvarnby High School Stockholm  
Kvarnby High School implemented a Precise Biometric fingerprint scanning system.  An interview was conducted with an employee of Precise Biometrics via e-mail, with e-mails being exchanged when additional questions were asked. 

Kvarnby High School has around 450 pupils ranging in age from 12-16.  Within the City of Stockholm, there are 170 individual schools with a total of 80,000 students.  The school had come a long way in regards to information technology but was experiencing password administration problems.  Younger children found it difficult to remember their passwords and older students borrowed user names and passwords and could gain access to unapproved sites.  More importantly, the teachers were losing 50% of a 40-minute lesson waiting for children to have their passwords reset by the administrator; this delay was unacceptable with the required level of work not being covered during class time.  

The fingerprinting system was trialled in 2005. Linus Gustafsson the network administrator stated that “we [the school] have big problems with children forgetting their passwords …it went as far as children’s passwords were written up on the black board in the class room …also older children bullied the younger children into giving up their password.”

When deciding upon a solution to this problem the schools requirements were:

· An easy to use solution that that saved classroom time.

· A system that could be installed, operated and maintained without being a major drain on the school’s budget.

The school also wanted to keep up to date with technological developments, therefore the use of traditional identification methods such as a key card system were not an option.  After extensive research, the information technology department decided that a fingerprint-based solution would eliminate the identification problems.  The school chose Precise Biometrics to implement the system, as they were the only company that could offer a fingerprint working from a USB and a parallel port to suit their differing operating systems.  A fingerprint scan is obtained via a fingerprint reader placed at each terminal; the cost of these terminals is around £40 each with a total cost to the school of £12,000.  The individual enters their user name based on their surname, which is then matched to a centrally located database holding the biometric templates. 

The primary benefit of the new system is that teachers at the high school are now able to teach for the full 40-minute lesson, “it only takes a few seconds for the pupils to login and the problems of forgotten passwords have been completely eradicated”.  The system is also proving to be a cost benefit for the school saving £74 - £220 per pupil per year on administration fees.  Within Kvarnby High School alone this equate to an annual saving of £61,650 using an average figure of £147, 50 per student.  If plans to implement the system in all schools within the area were acted upon this would create a total cost saving of £10,960,000 per annum. 

Post implementation of the system Linus Gustafsson has found that “with the fingerprint readers all the problems have disappeared, it is much better from a security perspective and we saved lots of teaching time.”  This means that the children are learning more during class times, which should have a long-term effect of improving exam results.  Furthermore, the social benefits of the system are that children are protected from bullying and it prevents access to unsuitable material.   

Case Study Three: Gladstone House  

Gladstone House implemented a Human Recognition Systems hand geometry system.  The interview was conducted with an employees of Human Recognition Systems and Gladstone House via telephone, with e-mails being exchanged to arrange suitable times for the interview.  

Based in Liverpool, Gladstone House is a Local Authority Secure Children’s Home focusing on attending to the physical, emotional and behavioural needs of the young people they accommodate.  The facility provides young people with support tailored to their individual needs.  To achieve this they have a high ratio of staff to young people, Gladstone house accommodates 18 young people, aged between 12 – 16 years old and has 80 members of staff. 

The existing system involved members of staff having to be escorted on and off the premises when they started and finished their shifts, this wasting on average 35 hours per week.  Members of staff also had to use cumbersome locking systems to gain access to the secure unit.  Additionally, the payroll system was inaccurate as members of staff were signing in for employees that were not there.

Problems with the existing system included:

· Annual overheads of £18,000 for the existing system. 

· Disruption of core activities and loss of time on a daily basis.

· Increased potential for breach of security/licence requirements.

· Difficult to effectively monitor staff time and attendance levels. 

The existing system implemented at Gladstone House used key cards and PIN numbers to identify members of staff but the management had worries that this system was no longer secure enough for the facility.  Jain [
] corroborates this view “that card based authentication cannot be a dependable means of identification, as they suffer from loss, theft, or PIN may be forgotten or guessed by an impostor.”  The system is safety critical so Gladstone House required a solution that would irrefutably identify an individual, whilst being highly accurate; test figures show that “a typical four digit pin code has a false acceptance rate of 1:500 [
].”  The management team had read about biometric systems working well in facilities like theirs, and decided to contact some companies to gain more information about the solutions available.  
Human Recognition Systems, the company responsible for the implementation of the Gladstone House system, researched different biometric methods before deciding upon hand geometry.  Reasons for this choice were cited as “robustness and hand geometry’s suitability to harsh conditions … also its proven use in other educational organisations.”  The biometric readers control five access points including two interlocked sliding doors at reception and an airlock comprising three interlocked high security doors leading into the secure unit.  The employee enters their employee number and places their hand on the scanner which is connected to a database holding the biometric template; the individuals identity is then verified.  In addition, Human Recognition Systems TimeManager solution was implemented to record the times employees started and finished their shift.  This technology was incorporated into the first biometric reader as the employee enters the building; they are then required to perform the scan again upon leaving the facility.  
The hand geometry system guarantees the safety of the public, as the detainees are unable to leave the facility without leaving with a member of staff, it also ensures the safety of the detainees as unauthorised individuals cannot gain access to the facility and they cannot leave and potentially cause themselves harm.  
The benefits of the biometric system included an £18,000 per year reduction of overheads due to time wasted escorting members of staff on and off the premises.  The employees can also move freely between different areas of the facility without having to have another member of staff with them which in turn creates a better working environment, improves trust and promotes morale within the organisation.  Payroll is also more efficient as the system has removed the need to fill in overtime slips if someone works overtime, as the authentication of the individual is irrefutable the is no question of weather the person is who they claim to be.  

Case Study Four: Todholm Primary School  

Todholm Primary School implemented a PalmSecureTM vein recognition system.  An interview was conducted with a member of staff at Yarg Biometrics and Todholm Primary School via telephone with e-mails being exchanged to arrange a suitable time.  

Todholm Primary School provides both primary and pre five education to children in Renfrewshire ranging in ages from 3 – 11.  The school was chosen to trial the new system, which was created by Yarg Biometrics Ltd, and Fujitsu Europe.  The system a, “palm vein-based biometric authentication system, the first of its kind in Europe, is an exciting new way to pay for school meals [
]”.  The project is part of the Scottish Executive’s “Hungry for Success” initiative to promote the health and social wellbeing of children in Scotland, with a focus on school meals.
All parties involved in the development of the Todholm Primary School systems including Renfrewshire Council and the system providers had an input on the method they believed would be most appropriate.  Their reasons for implementing hand vein recognition were cited as “this method bypasses the data protection issues of using children’s fingerprints … the device [fingerprint scanner]  was not suited to a catering environment.”  Mainly due to greasy fingers of the children after handling their lunch.  This contradicts the findings of Brown [
] who claims that fingerprint systems are currently successfully used within schools to pay for school meals. 
The scanner is positioned in the school canteen by the Electronic Point Of Sales System and is directly linked to a database holding the biometric template and the payment file of the children.  When the child comes to pay for their school lunch, he/she places his/her hand under the scanner, which then communicates with the database to verify identity and accordingly update their payment file.   
Todholm Primary School believe that the main benefits of the system “is that children do not have to carry around dinner money and risk losing it or being bullied to give it to someone else.  The system also reduces the stigma of children having government subsidised school meals; this is also helping to reduce absenteeism.”  Parents can also keep track of their children’s food choices while in school and monitor their child’s nutritional intake; this can then help parents make decisions as what their child should be eating at home.  The system helps reduce the risk of allergic reactions such as a nut allergy as allergy details are kept on the children’s payment file, which can be accessed by all members of staff.
Bullying is a serious issue within all schools, anti-bullying campaigns are being implementing to try to combat bullying; the list below illustrates recent statistics on bullying within schools [
].

· 1 in 2 students experience occasional bullying during any school term. 

· 1 in 4 students in primary school are bullied more than once or twice at least in any term. 
· 1 in 10 primary aged students are persistently and frequently bullied - possibly every day.

· Between 15 and 25 children every year, commit suicide because they are being bullied.

· More than a quarter of students get threats of violence whilst at school, and half of these threats have been carried out. 

· Around 10% of children have missed school because of the violence. 

The scale that school children experience bullying is evident in these statistics with children missing classes and even taking their own lives.  Cashless school lunches can help to create equality within schools and therefore help to reduce instances of bullying.  

A benefit of the system the school did not expect to see was the development of friendships between the older and younger pupils as the older pupils have been teaching the younger pupils how to use the system at dinner times.
Analysis of benefits, limitations and implementation issues.
Whereas the previous section presented the individual case study organisations, this section analyses the similarities and differences in the benefits and limitations of the technology experienced by the case study organisations, and any implementation issues experienced by the organisations. 

TSSI Systems suggest that the main benefits of biometric systems are that “they unequivocally link an individual to an event … [which] verifies what the individual did, where it happened and when.”  This was a concern for Gladstone House as it is a secure unit; people are identified as they pass through locked doors the system can then maintain a log of where they have been and in an emergency identify where they are likely to be within the building.  Furthermore, in terms of payroll, it eliminates another staff member signing someone else in when they are not there; this ensures the organisation is not paying employees who have committed this fraudulent act.      
 Sukhai [
] purports that the main benefit is indeed “convenience of having authenticating methods with the user.”  Smith [
] insists that biometric techniques are “the easiest method for authentication …and portability.”  These claims are substantiated by the case study organisations as there are no longer any instances of forgotten passwords or lost key cards; the biometric measure is always with the individual it cannot be lost.  In addition, a benefit for the late night economy users within the South Somerset Council case study has been they no longer have to carry a form of identification with them and be stopped upon entrance to the bar to verify their age.    

The cost benefits that Kvarnby High School and Gladstone House have benefited from substantiate the claims of TSSI Systems [
] who allege “significant long term savings” as a main benefit of the technology.  As biometric systems can be expensive to implement this long term cost saving could help to persuade organisations to opt for a biometric system to overcome any organisation identification problems.  

The interviewees all calculate that the authentication time of their systems are all within a few seconds.  Gladstone House state that their system takes “less than a second for authentication and door release.”  South Somerset Council claims that their system takes a few seconds to perform the verification.  However, the system does slow down during busy periods; this is possibly because there are a number of establishments accessing a central database.  The Institute of Electronic Engineers [
] have asserted that as the testing for accuracy and time is carried out by the companies that produce the systems then the data is flawed; there are not yet any independent test figures available regarding the amount of verification time a system takes to perform an authentication.        

Rejman –Green [
], a government spokesperson maintains that, “Far more research on usability is required before any large scale implementation”.  However, this statement was made before the success of the IRIS© trial.  The case study organisations did not encounter any usability issues while developing and implementing their system although three cases experienced implementation issues.  Gladstone House did not experience any implementation issues as they implemented a tried and tested method that was already successfully used within both public and private sectors, an example of which is TkMaxx, the retail outlet.  

Upon developing the Kvarnby High School system Precise Biometrics had to redevelop their USB fingerprint scanner “the children’s fingerprints were too small for the readers, they also didn’t contain enough information … we came up with a matching method specially adapted for children’s fingers.”  After changes to the hardware had been made, implementation was seamless with the devices being fitted to computers via USB and parallel ports and the database being developed to store the biometric template.  
The implementation issues that South Somerset Council experienced was that on the evening the system went live there were difficulties in enrolling individuals onto the system while they were queuing to gain entry to the bars.  However, the council and the other organisations involved in the implementation believed that was no other way the information could have been collected.     

Jain et al [
] assert that the “the fate of biometrics lies in its acceptance.”  The case study organisations all had differing responses when it came to the user acceptance of the new system.  Kvarnby High School found that “children and parents have been really accepting of the system and  parents have freely given their consent.”  Precise Biometrics state that when they have implemented systems in different countries they have found that “People from Stockholm [Scandinavia] are more accepting of technological developments than some countries.”  This corroborates the finding of the study carried out by the University of South Australia [
] which found that Scandinavia was more technologically accepting than countries such as Germany and the UK.  This also substantiates the findings of Chandra and Calderon [
] advising that the UK is behind in the adoption of biometric technology compared with some countries.  Resistance to biometric technology within the UK is illustrated by a resistance group set up by some parents within the UK who do not want their children’s schools to adopt the technology [
].  

Varg Systems have received reports from Todholm Primary School informing them that the children are really enjoying using the system.  Most parents have given their consent for their children to use the system “There are 170 children at the school around 160 have returned their consent forms … those who have not, their parents had concerns.  We answered their questions and hopefully they will come around.”  The parents who have not given their consent for their children to use the system were asked why they were opposed to the system.  Responses included that they had concerns over the privacy rights of their children and the protection of the data.  Chandra and Calderon affirm this concern when they argue that  [
] “civil libertarians stigmatise biometrics as being intrusive by nature, a potential tool for mass profiling and an instrument for the erosion of individual privacy.”  
Independent research carried out by South Somerset Council corroborates the findings of Chandra and Calderon [
].  South Somerset Council enquired about the user’s perceptions of differing biometric methods; their results found that excluding fingerprint scanning, individuals thought that other methods were more intrusive.  This corroborates the findings of Atkinson [
] who states that many individuals find the process of being identified by a machine intrusive.  This also raises concerns about data security and what could be done if someone gains access to a biometric template.
Brampton [
] claims that the main disadvantage is indeed “the false hope …they are not a foolproof means of providing secure transactions when used alone.”  Smith [
] asserts that disadvantages of biometrics include “expense of the equipment to buy … privacy risks as it is difficult to suspend use of the compromised information.”  Contrary to Chandra and Calderon [
] who purport the primary drawback of biometric systems is that “scalability and field performance of certain biometrics … in large-scale public applications has not been promising,” the case study organisations have not encountered scalability limitations, which may be because as they are used on a relatively limited scale.  
One of the primary concerns of biometric technology that Atkinson [
] asserts is the ethical risk of using an individual’s physical characteristics to verify his or her identity: “there are many ethical concerns … including that it breaches rights of confidentiality, privacy and loss of dignity.”  Tavani [
] purports that the main ethical concern is that the “technology enables a big brother society where their every action will be recorded.”  With the use of biometric technology, it is possible for companies to track movements of individuals, which is a breach of an individual’s privacy.

In contradiction to the assertions of Chandra and Calderon [
] who purport that “biometric devices can be spoofed [fooled] and limited solutions exist to control it” amongst the case study organisations there were no instances where an individual managed to spoof (fool) the biometric system; there have also been no false positive or negative identifications made.  
Change Management 
Whereas the previous section identified and analysed the perceived benefits and limitations of the technology, this section analyses the change management strategies adopted by the case study organisations.

The case study organisations adopted two of the techniques as recommended by Kotler and Schlesinger (cited by Buchman and Huczynsji) [
] to manage any resistance to change.  The technique that was adopted by all case study organisations was “Education and Commitment.”  The organisations tried to keep individuals that would be affected by the change fully informed of all developments, and they then used this as an opportunity to correct any misunderstandings.  South Somerset Council posted regular articles in local newspapers to inform people on the progress of the development; they also worked in conjunction with the bars so they were fully aware when the system was going to be implemented.  Both the schools posted out regular letters to the parents to keep them involved in the development of the system.  They also held a question and answer session to ensure parents had no worries over the new system.  Gladstone House adopted the “participation and involvement” technique to ensure that employees who may resist the change felt involved in its development this helps to “reduce opposition and encourage commitment.”  
Each case study had reasons as to why the system could have been resisted Todholm Primary and Kvarnby High School both involve children parents may have resisted the development because of fear of the unknown or any potential harmful effects of the technology.  In accord with RSA Security [
] who purport that, “Many people are concerned that the technology enables a “big brother” society where their every action will be recorded”.  Gladstone House and South Somerset Council system may of faced resistance based on the concern that their movements can be tracked. 
This chapter has presented and analysed the biometric techniques the case study organisations implemented, the organisations rationale for implementing biometrics, including the benefits and limitations and appraised critically change management during the implementation of biometric systems.  Chapter Five, will synthesise the published literature relating to biometrics, making recommendations about future progression of biometric technology within the public sector.
 Chapter 5: CONCLUSIONS AND RECOMMENDATIONS

This chapter synthesises the published literature relating to biometrics with the primary research conducted at South Somerset District Council, Todholm Primary School, Kvarnby High School Stockholm, and Gladstone House.  It evaluates the available biometric techniques and their uses, investigates organisations’ rationale for implementing a biometric system, including the benefits and limitations and appraises critically change management during the implementation of a biometric system.   

The chapter is organised around the three objectives of the research.

5.1: To analyse contemporary biometric techniques and their uses

Biometric technology is being implemented in far more innovative ways than the technology was traditionally used for within both the public and private sector.  Traditional implementation of biometric systems has seen the technology primarily used for access control to secure areas [
].  Reasons for this increased use of biometric technology can be related to people becoming more connected electronically.  Furthermore, the increase in instances of identity theft and fraud can also be cited as reasons for the increased demand on this technology, for these reasons the ability to achieve highly accurate automatic personal identification systems is crucial [
].    

There are two categories of biometric identification methods: physiological (fingerprint) and behavioural (signature verification) [
].  The most frequently used measures of biometric identification include fingerprint verification, hand geometry, facial recognition, iris scanning, retina scanning, vein recognition and voice recognition [
].  Fingerprint verification was the first ever-biometric method that was commercially developed; fingerprints provide sufficient information to allow for large-scale recognition.  Fingerprint verification has been employed within the computing industry to gain access to USB devices and laptops.  The technology has been implemented within the USA to combat benefit fraud between different states [
], also within schools for varying different purposes.  Fingerprint verification was the method that was adopted by two of the case study organisations South Somerset Council and Kvarnby High School.  Hand geometry was the first biometric method that was practical in real-world applications [
].  Hand geometry systems have been installed at hundreds of locations across the world; the technique is simple, easy to use, and inexpensive to install and maintain.  The technology has been implemented in executive apartments in the USA where the technology has been adapted to the growing hands of children, meaning templates do not need to be re-rerecorded as the children grow [
].  This is the chosen biometric method of Gladstone House.  Hand vein recognition is a relatively newly developed method of biometric verification, it is currently used on ATM’s throughout Japan [
] and is the method adopted by Todholm Primary School.  It is claimed that iris recognition is the most accurate biometric method [
].  An iris scan analyses the features in the coloured section of the eye.  The biological nature of the human eye also means this method has natural advantages over leading biometric technologies, these are it cannot be changed with surgery and is difficult to damage [
].  Iris recognition is the chosen biometric method for the British government IRIS© scheme.  Retinal scanning analyses the layer of blood vessels at the back of the eye [
].  This biometric method is deemed the most intrusive method although it is highly accurate.  Facial recognition analyses the patterns in an individuals face, there is question if a face holds enough contextual information for large-scale implementation [
].  The Australian government have chosen to implement this method as the basis of their biometric passports [
].  Voice verification and signature verification are behavioural biometrics however, neither of these methods are experiencing widespread implementation although it is claimed that voice verification will become industry standard in telephone banking [
].                                    

Differing biometric methods have varying rates of accuracy.  However, testing on these rates is carried out by the individual companies this means that the reliability and validity of these figures is questionable [
].  Government legislation such as the Data Protection Act is not up-to-date with the technological developments in the field of biometrics, which should be reviewed to prepare for wide spread implementation of biometric technology.  

Claims that biometric systems can be spoofed [
] were unfounded amongst the case study organisations.  This may be because some of the systems are not safety critical and are used by children who do not have the technical skills to produce something that could spoof the device.  Therefore, further research could be carried out amongst more security critical organisations to see if the findings of this study are corroborated.    

The development of the European Biometric Centre of Expertise allows organisations that are considering implementing a biometric system the opportunity to try out the devices first hand in an interactive environment [
].  After being able to test all of the available biometric methods, it should encourage organisations to adopt the technology, however, it is the only facility like it in the world. 

Recommendation One: It would be beneficial if there were more facilities such as the European Biometric Centre of Expertise, as small organisations may not be able to finance a trip to Germany to visit the facility and test the devices.  

Recommendation Two: The figures of accuracy rates and the time it takes to make an authentication are all performed by the organisations that supply the biometric systems.  It would desirable if the European Biometric Centre of Expertise or the IEEE provided independent testing on the available devices to ensure the validity of the results and provide an independent comparison framework.   

Recommendation Three: The government needs to take initiative to up date the Data Protection Act to incorporate the use and storage of biometric data.  This should then encourage user acceptance of biometric technology as they know exactly what their data can be used for and their rights if they believe their data is being unlawfully used.

5.2: To investigate organisations’ rationale for implementing a biometric system, including the benefits and limitations

The main advantage of biometric technology is that it unequivocally links an individual to an event [
].  This leads to enhanced security, significant long term cost savings, enhanced user convenience and ease of use [
]; benefits of biometric technology are illustrated by the increased number of companies that are successfully implementing systems.    

The main limitation of the technology is seen to be the initial expense of the systems, however Gladstone House saved £18,000 per year by implementing a biometric system.  This year on year saving means that the system has a short return of interest period.  There are also ethical concerns associated with the use of biometric systems which include loss of dignity and privacy to individuals.  There are concerns that the technology will become a tool for mass profiling, allowing companies to record the movements of individuals.  This was not evident within the case studies organisations as each organisation has experienced benefits of social good for example the reduction in bullying within schools, reduction in crime rates within the town. 
The organisations all had differing reasons for implementing a biometric system.  Most had researched other options, but found a biometric system the most feasible option.  Kvarnby High School wanted to keep up to-date with technological developments.  Gladstone House had read reports about the technology performing well in similar institutions to theirs.  South Somerset Council had researched other options available such as the use of ID cards, however a biometric system was found to be the most viable solution.  Todholm Primary School was chosen to trial the system to create a safe and convenient way for children to pay for their school lunches.  Their reasoning for choosing a biometric system was in agreement with the literature stating that it was the most convenient and easy to use method.  
Each organisation has experienced differing benefits of their system expected benefits included reduction in overheads, cost benefits, improved efficiency, and increased security.  However, they also experienced unexpected benefits, benefits of social good.  South Somerset seen an extraordinary reduction in crime rates and have received reports about a safer more enjoyable environment within the bars.  Since the implementation of the fingerprint scanning system, they have received the award for Responsible Drinks Retailing [
].  Kvarnby High School no longer have login issues which ensures students receive a full 40 minute lesson which should provide a long term benefit of improved exam results.  The system has also reduced instances of bullying because people cannot gain access with another students username and password.  Furthermore, they cannot access unsuitable material via the internet.  Gladstone House have experienced improved staff morale as they feel trusted that they can enter and leave the facility unsupervised, also the system provides security to the public knowing that the detainees cannot freely leave the facility.  The system provides protection for the detainees as they cannot leave the facility and potentially cause harm to themselves or others.  Finally, Todholm Primary school had witnessed reduction in rates of bullying, as there are no inequalities between the children.  Furthermore, the system has acted as a tool for helping to build and improve relationships amongst the older and younger children.        

Recommendation Four: Implementation of biometric systems is dependent upon individual organisations.  Implementation within public sector organisations should be the responsibility of local governments with schemes implemented across the board not just in individual instances.  For example, the same biometric system should be implemented in all schools within the catchments area of that local government, it is recognised that this would be costly but it would be greatly beneficial to the adoption of biometric systems.      

Recommendation Five: If biometric technology is implemented as an authentication method for a security critical system, then the technology should be used in conjunction with another verification method such as a PIN or a swipe card.  This increases the security, as both items have to be present to successfully make an authentication.        

This section has analysed organisations rationale for implementing a biometric system including the benefits and limitations of the technology.  The next section critically appraises the organisations’ change management strategies during the implementation of a biometric system.    

5.3: To appraise critically the management of change  during the implementation of a biometric system

Organisational change is often resisted despite potential positive outcomes; this is thought to be a common phenomenon.  There are many reasons why individuals may resist change, which range from “habit” to “fear of the unknown” [
].  It is recommended that a clearly defined strategy is adopted to encourage people to react to change positively.  Kotler and Schlesinger cited by Buchman and Huczynsji [
] outline techniques to help when managing a change these include “Education and Commitment” and “Participation and Involvement” [
] these are the two techniques adopted by the case study organisations.  Two change management techniques that did not apply to the case studies were “Manipulation and Co-operation” and “Implicit and Explicit Coercion”.  The changes that were implemented were not forced upon the users; there was no severe resistance so these more ruthless methods were unnecessary.  
Lewin’s “Unfreeze/Change/Refreezing” [
] model is a framework that could be adopted by all organisations looking to implement a change.  
The case study organisations implemented some change management techniques.  However, they did not follow a strict change management strategy.  The number of individuals enrolled in the case study organisations biometric systems is a relatively low number; if large-scale implementation was to take place a structured change management scheme would need to be adopted. 

Technological change is normally resisted because of fear of the unknown.  However, as more innovative technological developments become commonplace in society, society will become more accepting of them.  Rogers Diffusion Adoption Curve illustrates the rate at which a product gains acceptance in relation to Todholm Primary School the parents who have not yet given consent for their children to use the system may be laggards who need to be convinced the technology is a tried and testing method before giving their permission. 
Recommendation Six: Organisations wishing to implement a biometric system on large scale should follow a framework such as Lewin’s model to ensure the transition is smooth and the system is accepted.  

Recommendation Seven: If schools are intending to implement a biometric system, they should consider holding meetings with the parents or guardians to ensure they fully understand the benefits of the systems.  Schools that only send out consent forms to parents may reduce acceptance rates as parents and guardians may not fully understand what they are being asked.   

Recommendation Eight: South Somerset District Council could work in conjunction with banks to create a system that debited money from the late night economy users bank account when they purchased a drink from the bar.  This would mean they would no longer have to carry money with them, which could further reduce crime rates. 

Recommendation Nine: As the biometric technology can facilitate the tracking of individuals’ movements a clause should be included upon enrolment onto a biometric system (similar to data protection act opt out clauses at the end of forms) that the information cannot be used to track individuals’ movements.   

5.4 The Future of Biometric Technology

Although companies are using biometric measures for authentication in a variety of situations, the industry is still evolving and emerging [
].  It is argued by Mihae [
] that "There is a popular tendency to regard biometric products as sci-fi mythology, but the reality is that biometrics is the future of the security industry and is quickly becoming recognized as the most accurate identification technology in the market," 
The technology has much to gain from improved standards and accuracy.  It is likely that within a short time, biometric developers will surpass the quality of their current product so that the future of the biometric field will be assured in the hi-tech marketplace [
]. 
Searches for new applications for the technology will continue to develop venturing beyond traditional security measures, providing a benefit for society as a whole.  The technology is also expected to replace “Chip ‘n’ Pin” to ensure the security of electronic transactions and protect the public from fraud. 
5.4: Review of Research and Recommendations for Further Research  

This research successfully satisfied the desired objectives and resulted in an original set of recommendations.  However, evident limitations of the research must be recognized.  First, the research focused on a selective sample for analysis, Todholm Primary School, Gladstone House, South Somerset Council, and Kvarnby High School as case study organisations.  These case study organisations were purposively chosen to obtain the in-depth knowledge required to investigate the phenomenon.  These organisations are not necessarily representative of other public sector organisations that have employed biometric technology.  However, a theoretical ‘generalisation’ rather than a ‘statistical representation’ was attempted, meaning that findings were not generalised to a larger population.  Nevertheless, an area of future research might be a cross-case study of the same public sector organisations such as biometric use within in primary schools with more focus placed on the users’ perceptions of the device.       

Secondly, it is recognised that the reliability of research results tends to be low when using a case study strategy.  However, the primary data colleted is the individuals’ ‘perceptions’ of the technology and not ‘facts’.  

Thirdly, the research incorporated the views of the members of staff that had the most involvement with the development of the biometric system and the companies that implemented the biometric systems.  Further research might undertake a comparative study of the individuals that use the devices to investigate if they have the same views of the system.     

This research has provided a critical evaluation of the contemporary ways biometric systems are being implemented within a modern society.  Technological developments are continually being made in this field, from the research an original set of recommendations has been made, and recommendations made for future research.
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Appendix One





Interview Schedule 





What method did you implement?





How does the authentication take place? 





How long does an authentication take?





What was your reasoning for implementing a biometric system? 





Who designed the system?





Where did the idea come from? 





What problems did it aim to over come?





Is this method more convenient than what was used before?





Why did you choose the particular method?





Users perceptions of the device?





It is reported that costs for implementing a system have become more affordable; was this a factor affecting your decision? Can you cost you system? 





Were there any user difficulties you had to consider in choosing your chosen method? Implementation issues?





Have you had to update other security measures now you are storing biometric templates? 





Were there any ethical considerations? Or have any arisen since the implementation? Children? Parents? User Acceptance? 





What do you do with the data? How long do you keep it for? Security measures?





What is the speed and accuracy of the device? 





Have there been any attempts at spoofing the device?





Is the system easy to use for everyone?   





Change management?


Appendix Two


Interview Transcripts


Interview 1: South Somerset District Council 





This is the interview conducted by Jodie Hadfield interviewing Nigel Marston of South Somerset District Council via telephone on the 05/04/2007.





Interviewer: What method did you implement?





Interviewee: We decided to use fingerprint scans.





Interviewer: Why did you choose the particular method?





Interviewee: We believe it is the most well known and tested method  available and market research carried out in the area showed it would be the method that would be most likely to be accepted by the public.  Also, the hardware is small and it is easy for the person to place their finger on the scanner.





Interviewer: From the research you carried out what were the general opinions of the other methods? 





Interviewee: The general consensus was that they were intrusive and people would not be prepared to stand in-front of a machine to be identified but they were prepared to press something. 





Interviewer: Where did the idea to use biometric technology come from? 





Interviewee: biometrics has been a bit of a buzz word for years but with not much real action taking place apart from in America and its now slowly emerging within the UK.  Our research showed it was a viable option so we took a risk and decided to give it a try.     





Interviewer: How does the authentication take place?  Like the positioning of the scanners.





Interviewee: The scanners are placed at the entrance to bars and are manned by attendants. 





Interviewer: How long does an authentication take?





Interviewee: It now takes a few seconds but at busy periods, it does tend to slow down but not so much to cause any concerns. 





Interviewer: What was your reasoning for implementing a biometric system? 





Interviewee: The rate of alcohol related crime was rising steadily year on year, more door attendants were being employed to attempt to control the situation.  Radios were used to improve communication between bars but it wasn’t working and people who were barred from a bar from fighting the description would be passed on to the other bars but they would take off their jumper or change a t-shirt with a friend so they wouldn’t be identified and allowed into other bars. 





Interviewer: Have you got any figures for the rising alcohol related crime?





Interviewee: These figures are for all alcohol related crimes in 03/04 there was close on 8000 reported incidents and 04/05 increased to around 8500 incidents.





Interviewer: And the figures for after the implementation?





Interviewee: there was a 23.5% drop taking from the same period of last year averaging at about 7200 reported incidents. 





Interviewer: Who designed the system?





Interviewee: InTouch





Interviewer: What problems did it aim to over come? 





Interviewee: With crime rates rising it was affecting the enjoyment of people who were only going out for a good time and not looking for trouble we felt we needed to help protect these people from the minority that cause trouble. 





Interviewer: Is this method more convenient than what was used before?





Interviewee: It is defiantly more effective, it also take less time to identify people as the doorman does not have to read an identity card it has also almost completely eradicated the problem of underage drinkers. 





Interviewer: What have been the users perceptions of the device?





Interviewee: The people who don’t go out to cause trouble have been really accepting and think it is a really good scheme, they have written to say how much nicer the atmosphere within the bars is.  During the first weekend of implementation the people who did cause trouble were refusing to be recorded but that is their choice and they were not aloud into the bars. 





Interviewer: It is reported that costs for implementing a system have become more affordable; was this a factor affecting your decision?  Can you cost you system? 





Interviewee: within the council cost is always an issue but to be the first local council to adopt a system like this is something we are proud of, the cost was around £7000.





Interviewer: Were there any user difficulties you had to consider in choosing your chosen method? 





Interviewee: We were concerned about if there would be any difficulties for disabled users, we over came this by having a portable terminal that can be placed in the lap also the scanners are placed on one meter stands so they are easily accessible. 





Interviewer: Is the system easy to use for everyone?





Interviewee: the system was extensively tested before implementation on a range of people and they all found it easy to use.    





Interviewer: have you found any instances where an individuals fingerprint cannot be scanned? 





Interviewee: no that hasn’t happened yet but any finger can be used to record the print. 


 


Interviewer: Have you had to update other security measures now you are storing biometric templates? 





Interviewee: We have had to install centrally located secure storage devices to store the templates so all terminals can access them.   





Interviewer: How long do you keep peoples templates for? What security measures did you implement to ensure the safety of the data?





Interviewee:  we keep the templates for one year after the last recognition has been performed, but I cant really comment on the security measures we implemented.





Interviewer: What data do you keep?





Interviewee: we only keep basic data such as name, date of birth and address 





Interviewer: Have there been any attempts at spoofing the device?





Interviewee: We have been made aware of a few but they have all been unsuccessful with no identification being acquired. 





Interviewer: Were there any ethical considerations? Or have any arisen since the implementation?





Interviewee: we greatly considered the privacy and protection of the data we would need to record.  Initial investigations found that the people who would be using the system had no concerns with regard to their ethical rights, we assumed this was because they are young but we have taken every effort to ensure that the data will not be misused and is stored in full compliance with the data protection act.     





Interviewer: So its safe to say its pretty accurate then? Have there been any instances of people being incorrectly identified? 





Interviewee: There is not a huge amount of people enrolled on the system yet about 7500 so there have not been any people incorrectly identified yet, the system was extensively tested so hopefully the accuracy rate will stay consistent as the system grow. 





Interviewer: Did you use any particular strategies to help with change management?





Interviewee: we worked in conjunction with the bars the entire way through the development to ensure they felt involved, and continually went back to the people who were going to be using the system we also placed articles in the local paper to ensure everyone knew and understood about the changes that were going to take place. 


 


Interviewer: would you say the scheme has been a success?





Interviewee: defiantly the crime rates represent this and we are now providing some support for larger cities to implement the same system.





Interview 2: Precise Biometrics Kvarnby High School





This is the interview conducted by Jodie Hadfield interviewing Precise Biometrics via telephone on the 05/04/2007.





Interviewer: What method did you implement?





Interviewee: fingerprint scans.





Interviewer: Why did you choose the particular method?





Interviewee: extensive research and feedback from other implemented systems showed fingerprint scanning would be the most successful method. 





Interviewer: Where did the idea to use biometric technology come from? 





Interviewee: Kvarnby School already had an advanced IT program they believed that biometric technology offered them a solution to administration problems so they contacted us for a solution.      





Interviewer: How does the authentication take place?  The positioning of the scanners.





Interviewee: there are USB fingerprint scanners are at all computers specially adapted for children’s fingerprints. 





Interviewer: How long does an authentication take?





Interviewee: seconds, the time is hardly noticeable. 





Interviewer: What problems did it aim to over come? 





Interviewee: the school was having password administration problems younger students found it difficult to remember passwords, and older children borrowed user names and passwords belonging to other students that had higher access rights.  They also needed to find an easy to use solution that saved classroom time and could be installed and maintained easily. 





Interviewer: Is this method more convenient than what was used before?





Interviewee: By far, there are no longer instances of forgotten passwords and misuse, all teachers and 450 students are logging on using the system it has made the login routine much easier but is also saving up to 50% of classroom time as children do not need to go and see the administrator to get their passwords changed. 





Interviewer: have there been any cost benefits of the system? 





Interviewee: yes an average organisation counts on spending SEK 1,000 to 3,000 per user per year in helpdesk expenses and lost work so this cost has been completely removed. 





Interviewer: What have been the users perceptions of the device?





Interviewee: The children really like the new system they type in their username then scan their left index finger, to gain access to computers. 





Interviewer: It is reported that costs for implementing a system have become more affordable; is this the case with your systems?  





Interviewee: we offered a cost effective solution to the schools problems, the costs have been reduced in the past few years as the technology develops but this happens with all products.





Interviewer: Were there any user difficulties you had to consider in choosing the chosen method? 





Interviewee: it was decided that with the fingerprint scanners being in easy reach of all children, and most people being able to be scanned the fingerprint scanning would be the best option. 





Interviewer: Is the system easy to use for everyone?





Interviewee: yes no one had any problems with the devices as they are so easy to use, and children with disabilities can operate them well. 





Interviewer: have you found any instances where an individuals fingerprint cannot be scanned? 





Interviewee: no not yet but it would be feasible for the minority who cannot be scanned to use the password system or use a different finger to be scanned.


 


Interviewer: Have you had to update other security measures now you are storing biometric templates? 





Interviewee: as we held information digitally our existing system was suitable to store and retrieve the new data. 





Interviewer: How long do you keep peoples templates for? 





Interviewee:  we keep them until the children leave the school and then they are removed from the database.








Interviewer: Have there been any attempts at spoofing the device?





Interviewee: the older children have tried but have not been successful. 


Interviewer: So its safe to say its accurate then? Have there been any instances of people being incorrectly identified? 





Interviewee: as the children enter their user name it searches for that one template so as yet it is highly accurate.  





Interviewer: Were there any implementation issues? 





Interviewee: there were problems because the children’s fingers were too small for the readers, they didn’t contain enough information we went back to the drawing board we came up with a matching method specially adapted for the children’s fingers which worked 100%.  





Interviewer: Were there any ethical considerations? Or have any arisen since the implementation?





Interviewee: there were some issues with gaining parental consent but this was gained with little resistance when they seen how much of a benefit it would be for the children, also I think that people within Stockholm are more accepting of technology advances.       





Interviewer: Did you use any particular strategies to help with change management?





Interviewee: we worked in close contact with the parents and the children to ensure they felt involved with the development, but the benefits of the system have made the transition successful. 


 


Interviewer: would you say the scheme has been a success?





Interviewee: without a doubt children are receiving more teaching time during classes. 


Interview 3: Human Recognition Systems Gladstone House





This is the interview conducted by Jodie Hadfield interviewing Human Recognition Systems via telephone on the 10/04/2007.





Interviewer: What method did you implement?





Interviewee: hand recognition.





Interviewer: Why did you choose the particular method?





Interviewee: requirements phase highlighted the appropriateness of a hand geometry recognition system because of its suitability to harsh and demanding environments and its proven use in other educational organisations.


 


Interviewer: Where did Gladstone House get the idea to use biometric technology come from? 





Interviewee: after reading reports about the technology being used successfully in other situations they decided to see what system we could offer them and they contacted us through the website.    





Interviewer: How does the authentication take place?  Like the positioning of the scanners? And what users have to do to be scanned ?





Interviewee: The scanners control five access points including two interlocked sliding doors at reception and an airlock comprising three interlocked high security doors which leads into the unit.  The employees then enter their employee number and place their hand on the plate.





Interviewer: How long does an authentication take?





Interviewee: currently less than one second for recognition and door release to take place we believe it is the fastest available.  





Interviewer: What problems did it aim to over come? 





Interviewee: because of local authority licence agreements staff at the start and end of shifts had to be escorted onto and off the site while the keys were stored in a secure cabinet.  It was estimated this process was wasting 35 hours a week costing the facility £18,000 a year, the use of keys was a security threat alone as anyone with the keys could gain access to the facility.  





Interviewer: Is this method more convenient than what was used before?





Interviewee: the authentication process takes seconds and with the £18,000 overhead removed it is much more convenient then the old system. 





Interviewer: What have been the users perceptions of the device?





Interviewee: The staff members have been fine with the new system as it means at the end of their days work they can leave the facility on their own without having to wait to be escorted out, they can also move through the facility freely without have to be escorted by other members of staff.   





Interviewer: It is reported that costs for implementing a system have become more affordable is this the case with your systems?





Interviewee: as the system implemented in Gladstone is used for access control and time and attendance monitoring it was an expensive system but it offers a complete solution for the facility. 





Interviewer: Were there any user difficulties you had to consider in choosing your chosen method? 





Interviewee: we had to consider the height of the scanners to be in accordance with legislation, but most people are physically able to use a hand geometry system.





Interviewer: Is the system easy to use for everyone?





Interviewee: after some training on how to use the system everyone is able to use the system.    





Interviewer: Have other security measures needed to be updated now they are storing biometric templates? 





Interviewee: a database was made to hold the templates centrally and they are secured the same as all other data the facility holds, and a backup is located off site.     





Interviewer: How long do you keep peoples templates for? 





Interviewee:  they keep the templates until someone terminates their employment then the security manager removes the template.





Interviewer: Have there been any attempts at spoofing the device?





Interviewee: no none has tried as it is only used by staff members. 





Interviewer: Have there been any instances of people being incorrectly identified? 





Interviewee: not as yet because there is a small number of people using the system compared to what the system can manage, the hand geometry reader has been tested since 1986 the company has 130,000 units deployed around the world so any problems have been improved upon over the years. 





Interviewer: Were there any ethical considerations? Or have any arisen since the implementation?





Interviewee: not really staff members were all asked their opinions on the new system some did ask about the security of the system and if it would be used for any other purposes but it is only used for the purposes outlined.  As the data it is held electronically as a mathematical representation it is kept in accordance with the data protection act.








Interviewer: Did you use any particular strategies to help with change management?





Interviewee: all staff members were kept involved by the facility throughout the development and were able to test different types of products. They were fully informed of the benefits however employees that have been there for many years did not see the need for change these individuals were given the task of updating everyone on the progress of the system to they felt more involved with the development.  


 


Interviewer: would you say the scheme has been a success?





Interviewee: yes we have had comments back from Gladstone house saying that it is much simpler and convenient to use and the benefits have been visible since day one.  





Interview 4: Yarg Biometric Todholm Primary School


 


This is the interview conducted by Jodie Hadfield interviewing Yarg Biometrics via telephone on the 05/04/2007.





Interviewer: What method was implemented?





Interviewee: vein recognition.





Interviewer: Why did you choose the particular method?





Interviewee: the method bypasses the data protection issues of using children’s fingerprints and the system get around the difficulties in the use of fingerprint scanners





Interviewer: what difficulties did you find with fingerprint scanning?





Interviewee: there not ideal in a catering environment, also with children finger getting dirty from playing identification was difficult.





Interviewer: How does the authentication take place?  Like the positioning of the scanners and time it takes?





Interviewee: The machines are placed by the tills and the children place their hand under the scanner and the reading is taken, this is linked to this account and the money deducted accordingly the funds are then topped up by their parents or from subsidy accounts.  





Interviewer: How long does an authentication take?





Interviewee: seconds. 





Interviewer: What was your reasoning for implementing a biometric system what problems did it over come and the benefits you have seen from the system? 





Interviewee: it saves children having to carry around dinner money and potentially loosing it or being bullied to give it to someone else. The system also reduces the stigma of children having government subsidised school meals this is also helping to reduce absenteeism. Parents can keep track of their children’s food choices while in school the system has been a great success. The system is also used to prevent allergic reactions as food allergies are displayed on each child’s individual payment page.





Interviewer: What have been the users perceptions of the device?





Interviewee: we have had reports from the school that the children really like the new system. 





Interviewer: Were there any user difficulties you had to consider in choosing your chosen method? 





Interviewee: the system has been tried and tested in this environment so all usability issues have been worked out on earlier systems.





Interviewer: Is the system easy to use for everyone?





Interviewee: vein recognition is easy to use by everyone regardless of disabilities and any other issues. The older children have been showed the younger pupils how to use the system to it has increased friendships between the different ages in the schools. 





Interviewer: were security measures updated when the school stared storing biometric templates? 





Interviewee: some changes were made the biometric server acts as a hub for the back office systems network the data is also encrypted to prevent theft.   





Interviewer: How long does the school keep peoples templates for? 





Interviewee:  until the pupil leaves the school.





Interviewer: What data does the system keep?





Interviewee: the only data stored is enrolment information and the biometric template.  





Interviewer: Have there been any attempts at spoofing the device?





Interviewee: the machines are situated where they are observed by members of staff, but the children are young and have never tried. 





Interviewer: Were there any ethical considerations? Or have any arisen since the implementation?





Interviewee: there are 170 children at the school and around 160 have returned their parental consent forms allowing them to use the system those who have not returned their forms their parents had concerns about the system regarding privacy of data and protection but their questions have been answered and hopefully they will come around.     





Interviewer: Did you use any particular strategies to help with change management?





Interviewee: parents were kept informed of developments through letters and children are always more accepting of technological changes than older generations, any parental concerns were answered honestly and fully. 


 


Interviewer: are there any plans to development of the system in the future?





Interviewee: the system can easily be adapted to be used for a door access solution and instead of a library card little disruption. Parents may also be able to top up the children’s paypal or online. The head teacher hopes that soon it will be used for most processes within the school and in the future, they will be thinking how they lived without it. 





Interviewer: were there any implementation issues?  





Interviewee: the system seamlessly integrates with existing database systems this normally takes less than a week to do so the implementation is quick, easy and simple, it is then just training members of staff to use of the system had helping the children to use it.  
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Rationale





The aim of this dissertation is to analyse the different forms of biometrics available and to evaluate critically the application of biometric methods within organisations.   


Research Strategy





A case study strategy will be utilised as this will allow the researcher to complete a comprehensive investigation, and perform a cross case comparison of the organisations. 





It is suggested in [1] that a case study should be defined as a research strategy, as it is an empirical inquiry that investigates an occurrence within its real-life context. 


  


The case study will incorporate a number of organisations that have implemented a biometric system.  At present these include TkMaxx, South Somerset District Council, DVLA, Thunder Bay Airport, Continental Airlines and St. Vincent Hospital.





Most communication with the above organisations will be carried out via e-mail because of the geographical location of the organisations.  With locally based companies workplace tours have been scheduled. 





All of these organisations have implemented different biometric measures that are being used to achieve different business objectives.





Interviews will be conducted with management teams to help to develop rapport.  As stated in [2] an interview allows more complex questions to be asked and aids the interviewer in completely understanding processes. 





Questionnaires will also be used to gather information from the service users where permitted, the primary disadvantage with questionnaires in the time it takes to receive responses and response rates are low. 





Responses from questionnaires are easier to analyse than interviews, as responses can be quantitative.  Analysis of questionnaires can involve the use of charts to illustrate the differing opinions between organisations.  Qualitative data gathered from interviews will be analysed by identifying reoccurring themes.   


Background





Biometrics in recent years has experienced astonishing growth; many companies are now using biometric forms of identification along with government agencies particularly in the USA. 





Biometrics is set to continue its rapid growth and will become a fundamental part of modern day society.





Biometrics uses a unique physical attribute of an individual’s body such as a fingerprint that can verify the individual.  Biometrics brings a new dimension to individual identity verification; biometric software offers a quick and convenient way of identification taking only seconds to confirm an identity with infallible accuracy. 





Biometrics can be defined as:





“The science of using biological properties to identify individuals; for example, fingerprints, retina scan and voice recognition.” Http1 � 


Modern advances in biometrics have meant there has been a reduction in costs; this has made biometric technology more accessible to companies making the technology more cost effective.  There have been a large number of biometric systems installed worldwide in the last decade, the increase in the use of computers will allow for further implementation of biometric systems. 





In today’s society there is a growing need for effective biometric identification, this is widely acknowledged because of the publicised increase in the growth of identity theft.  Biometrics is also used within government agencies, the military and commercial companies.  The technology can be used in determining access control including workstations, networks and to record an employees working hours.  However, this is only a small aspect of what the technology is capable of. 





Biometrics is becoming more socially accepted although there are some people that are opposed to the development of this technology as they believe it breaches their rights of confidentiality and privacy.





Biometrics is set for further development and has already secured a place in our future, because of this it is essential the public are well informed of the technology, its limitations and benefits. 


Project Aim





The aim of this dissertation is to analyse the different forms of biometrics available and to evaluate critically the application of biometric methods within organisations.  Project Objectives 


Analyse the biometric techniques available and their uses. 





This will be achieved by critically evaluating literature and accredited websites to find the most commonly used methods and what they are mainly used for i.e. physical access, time and attendance, law enforcement. 





Investigate employer’s rationale for implementing biometrics, benefits and limitations. 





This will be achieved by conducting questionnaires and interviews with companies that have integrated biometric systems. 





Compare and contrast employee’s perception of the use of biometrics. 





This will be achieved by conducting questionnaires with employees, although access to employees maybe restricted it has already been issued with some companies. 


 


Investigate ethical issues raised in the use of biometrics. 





This will be achieved by appraising critically responses to interviews and questionnaires and evaluating available literature. The issue of ethics is likely to be apparent in the other objects as this is a primary concern with the application of biometrics. 





Resources





The resources need are a computer with internet connection.
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