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[bookmark: _Toc480747936][bookmark: _Toc481019153]Abstract
The aim of this project is to provide in depth information on internet protocol which is used to connect various electronic devices via a computer network. The report focuses on discussing the internet protocol in up most detail in order to make the reader feel more informed and familiar for when it comes to presenting the experiment results. This is important for better understanding when the results are discussed in technical detail. In order to present the knowledge and understanding of the subject as well as being able to present points from variety of angles the project experiment is performed and analysed in a network simulation software called Riverbed. This kind of implementation is far more desirable when it comes to collecting data, statistics and results because the experiment outcome can be sourced far easier than a physical based experiment.

[bookmark: _Toc480747937][bookmark: _Toc481019154]Introduction
The project is intended to discuss the aspects of the internet protocol in precise detail. Compare the backbone as well as all the other significant elements of IP version 4 and IP version 6 whilst critically analysing their traits and characteristics. The ultimate goal of the experiment is to compare any differences between IPv4 and IPv6 in a network environment. The plan is to set up two virtually identical IPv4 and IPv6 based network simulation, gather every possible kinds of data that might be able to distinguish the differences between the two in terms of any possible aspect. The findings and the results will be illustrated and provided with satisfactory explanations. The entire experiment will be set up and concluded using a network simulation software called Riverbed. The reason the experiment is done using a simulation method is because will make the whole experiment far less time consuming and will be able to provide way more results than a physical based experiment. The aim is to being able to illustrate the key differences between the internet protocols. The results in this report can serve as a useful source of detailed information for businesses and organisations which would choose to upgrade their network infrastructure internet protocol from a version 4 to version 6. This paper is focusing on talking about the internet protocol in strict detail. Critically comparing both of the protocols in many ways, including a practical based comparison which is what the experiment is all about. The background section focuses on the research of the topic where the both internet protocols are discussed in detail in terms of their characteristics as well as their history, reason for existing and the future. The end part is to evaluate them both and compare in a critical manner. The main part of the paper is considered to be the experiment. This is where we get to experience the earlier discussed details hands on. The aim of the experiment is to present the differences between the two internet protocols in a practical manner but in a safe and controlled environment which simulation can offer us.

[bookmark: _Toc480747938][bookmark: _Toc481019155]Background
The internet protocol has been around for a long time, even before it was widely available to the public. The internet has completely revolutionised the communication quite like nothing before. The internet was the first thing that has a capability of sending and receiving data on a world wide scale. Nowadays it serves as a fundamental method of many sorts of operations where geographic distance is virtually irrelevant. The reason this technology works, is purely because of the internet protocol. The internet protocol allows devices to send and receive data by having a unique IP address that are used to identify themselves. When a device sends or receives data, the information becomes split into parts called packets. Each packet always contains the source address and the destination address. When the packet leaves the destination its first destination is the default gateway which has to be configured within the sender’s device in order for it to know where to go. The gateway device, usually a router, looks at the destination address and keeps forwarding the packet across the internet until that one gateway recognises the packet which belongs to a device within its local network and forwards it to its right device. A message is always divided into packets which means that each packet can sometimes be sent via different routes across the internet. This means that the packets may not be received in the right order and it is the Transmission Control Protocol that is responsible for rearranging them back in order and putting the data back together. The dominating internet protocol is version 4 however version 6 is starting to make its mark across the internet world. As the internet is consistently progressing and developing so is the IP. The experts predict that internet protocol will soon be implemented in every kind of electronic device and they will all be manageable remotely, over the network. The current standard is IP version 4. This version consists of 32 bits which is enough to accommodate to up to approximately 3.4 billion unique addresses however, according to google, currently there are approximately 20 billion devices that are using the internet protocol. The rapid growth of internet has forced the computer scientists to come up with new ways of preventing the IPs from running out. Network address translation (NAT) technology which is able to map several local IP addresses into one external IP address has slowed the IP exhaustion process but not permanently. After realising that the IP version 4 isn’t a sustainable solution the future of the internet the developers have come up with a new IP version 6. This version of the internet protocol consists of 128 bits, which compared to the 32-bit version 4, can provide much more IP addresses which could easily for fill the needs and virtually give the internet an infinite amount of room to grow. NAT becomes no longer required. The internet is slowly making its transformation from version 4 to version 6 and the new one is progressively growing, according to many official sources the amount of devices that access the world wide web using a version 6 internet protocol has been record high each year since 2008. IPv6 infrastructure is being deployed right now as we speak. Deployment is still in an early stage where the impact isn’t really noticed just yet. However, today the end users are capable of using IPv6 based resources from vendors who provide such possibility. The IPv6 test beds began in 1996 and they are all interconnected within the project that provides IPv6 interconnectivity on a global scale. The early stages of IPv6 development and migration are being performed now, additional stages that are more noticeable for the end users will be brought up and implemented over time. IPv6 is a successful idea that will be the end of the IPv4 exhaustion problem with version 6 address having 4 times more bits then a version 4 address. [1]

[bookmark: _Toc480747939][bookmark: _Toc481019156]IPv4
Internet Protocol version 4 is currently the main core protocol which is used for internetworking the internet across the world. Despite the IPv6 making its continuously growing impact on the internet, IPv4 is still the most common protocol in the internet traffic today. IPv4 is a connectionless protocol meaning that the connection isn’t established in a continuous manner. Packets in version 4 are regarded as an independent message and the protocol doesn’t have the ability to put the data in order. TCP is responsible for keeping track of the packets’ sequence. IP resides in the layer 3 of the networking model.

[bookmark: _Toc480747940][bookmark: _Toc481019157]Structure
Version 4 IP distinguishes network devices by assigning them 32 bit numerical addresses. They are displayed in dot-decimal notation which are divided into 4 octets meaning 8 bits in each octet meaning that the value of each octet can be anything between 0 and 255. The octets are separated using the period symbol. Each IP address contains a network number and a host number. The network number is the one used to logically divide the devices into separate sub networks where the host number part is uniquely assigned to each device on each subnet. One, two or three out of four octets can pose as the network portion of the IP address, same principle applies for the host portion although the host is always on the end where the network portion is always at the start of the address. [2]

[bookmark: _Toc480747941][bookmark: _Toc481019158]Subnet Mask
When it comes to an IPv4 address not all 32-bits are dedicated exclusively to the host. Some will always represent the network of a host whilst the remaining rest is reserved for the host devices. A subnet mask has the same 32-bit value format as the IP address and it is responsible for establishing how many of an address bits belong to the network. A good and a simple example would be a 24-bit value subnet mask, meaning it being 255.255.255.0. This shows that the first three octets are network addresses and the remaining fourth octet is configured to be a host part of the address. [3]

[bookmark: _Toc480747942][bookmark: _Toc481019159]Classes
The value of the first octet will always determine the class of an IP address however this method is no longer necessary in the networking industry today.
	First Octet
	Class
	Default Subnet Mask

	0-126
	A
	255.0.0.0 (8 bits, or /8)

	128-191
	B
	255.255.0.0 (16 bits, or /16)

	192-223
	C
	255.255.255.0 (24 bits, or /24)



[bookmark: _Toc480747943][bookmark: _Toc481019160]Sub netting
The purpose of sub netting is to eliminate the necessity of dividing networks based on their class. The sub netting method takes some bits from the host portion and gives it to the network portion. This process can increase the number of available networks meaning that there aren’t many bits being wasted on the host portion. They divide the networks logically rather than physically. Sub netting is absolutely crucial when to comes to networking practices in corporate environments which require complicated network structures. When it comes to big organisations and big networks with a lot of hosts being restricted to having only one network per class A, B or C would be very inconvenient. A lot of people may often wonder what is even the point in sub netting if there can be a network created that is 10.0.0.0/8 which is able to host up to 16,777,214 hosts and leave it as that. When it comes to enterprise and corporate standard networks, this design would serve a huge inconvenience. This would generate way too much network traffic; the network management practices would be nearly impossible as well putting every device under one umbrella poses some serious security risks. [4]

[bookmark: _Toc480747944][bookmark: _Toc481019161]IP version 4 Communication
IPv4 has three different methods of sending and receiving data over the network. These methods are unicast, multicast, and broadcast.

[bookmark: _GoBack]
Unicast message
In unicast mode the sending device is only able to send data to one destination device at a time. If the data in this mode needs to be sent to more than one recipients, then the sender is required to send a separate message to each receiving device. To send these messages successfully, the source device needs to know the exact IP address of each receiving device. Each packet is exclusively dedicated only for one device. [5]
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Multicast message
Multicasting mode has the ability to send packets to more than one destinations at a time. It does it by having the ability to identify a logical group of end devices which are the destination for the message. Multicast mode is required to involve another protocol into the procedure called Internet Group Management Protocol (IGMP). This protocol is solely designed to be responsible for identifying groups and group members within devices. IGPM is also widely used by routers in order to send messages to subnets with group members as the router itself doesn’t have the capability of knowing which host device is a member of which group. The can only know that a subnet contains at least one member of a specific group. Routers have the ability to exchange data amongst themselves about multicast groups within the network topology. A network host can be a member of more than one multicast group and has the possibility of leaving or joining another whenever it is suitable. IP address range of  224.0.0.0 and 239.255.255.255 is reserved for the multicast implementation where each multicast group gets assigned its own unique IP address within that range. It is important to mention that the  224.0.0.0 range is exclusively reserved for local subnet communications. [5]
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Broadcast message
Broadcasting mode is where a sending device sends its packet to all of the devices on the network. The packet that is sent out by the source device contains an exclusive broadcast address which has the instructions to send itself to every device on the network. As long as the packet had this broadcast address included in it, every device that this packet reaches will process the message. It is important to remember that routers do not forward any broadcast based packets. The router will receive it as a part of the broadcast however it will not be able to forward it through. [5]
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[bookmark: _Toc480747945][bookmark: _Toc481019162]Network Translation Protocol
The internet’s rapid and unpredicted growth has exceeded everyone’s expectations, including the ones responsible for developing internet protocol version 4. It is believed that around 40% of the entire world’s population has some form of an internet access today when just 20 years ago this amount was less than 1%. Not to forget the fact that the world’s population has risen by a lot since then too which adds more value to the impact. As we know that every device is required to have its own IP address, the IP version 4 can only supply us with 4,294,967,296 unique addresses. This might seem like a large number but when we put this into perspective where there are just over three and a half billion users on the internet today, which many of them use more than one device to access the internet, this number becomes to look much smaller. This means that the original method of supplying IPv4 addresses was simply not going to be sustainable anymore, and the only option was to redesign the way IP addressing is distributed when it comes to the internet connections. This is the main reason why Network Translation Protocol (NAT) has been developed. NAT has the ability to give every device on a local network one, shared internet based address. This address is defined as a Public Address. The local address, which still exists on a local area network scale is considered as a Private Address and it is not visible from the external (internet) perspective. NAT is usually implemented in a single device such as router to act as an agent responsible for representing every local device with one unique Public IP address. This implementation has served as a great solution for delaying and temporarily preventing the IP version 4 exhaustion although the end of version 4 due to it running out of unique public IP addresses is inevitable and this is the reason why IPv6 is being introduced into to the networking world. [6]
[bookmark: _Toc480747946][bookmark: _Toc481019163]IPv6
Internet Protocol version 6 is the newest version of the internet protocol. It is considered to be a successor of version 4, the main reason of an upgrade is the fact that version 4 is becoming to run out of unique IP addresses on a public scale. NAT has helped massively in buying some more time in terms of address availability but it was never going to be a long term lasting solution. The developers from the Internet Engineering Taskforce were left with no choice but to develop a new Internet Protocol that is able to provide much more IP addresses as well as have some new modernised, more sophisticated upgrades and characteristics. Every device that is connected to the internet requires an IP address. With version 6 it becomes possible to provide every device with its own unique IP address without the help of NAT like in IP version 4. Due to its hexadecimal 128-bit format, IP version six is able to generate much more unique IP addresses which will virtually never run out as the number is so ridiculously large that most people would struggle to read out. [7]

[bookmark: _Toc480747947][bookmark: _Toc481019164]Structure
Unlike in version 4, version 6 comes in a hexadecimal format and 128-bits. Every hexadecimal digit can represent a value from 0 to 15. The address is equally divided into eight 16-bit parts. Each 16-bit part is converted into a hexadecimal value which is separated by colons. Similar principle to octets in version 4. Even then the bits are represented in hexadecimal format the version 6 address can still remain fairly long and hard to memorise. The developers responsible for IPv6 have made some rules where the address can be shortened. If a 16-bit block contains nothing but zeros it can be shortened by replacing it with a double colon symbol. It is important to remember that the consecutive blocks of zeros can only be replaced once by the double colon. If there are other blocks of zeros present in the address, they can be reduced to a single zero. The computer as well as a network technician will understand that the address isn’t mistyped, it is just shortened. The blocks which contain a value with leading two zeros can also be shortened where the zeros can be omitted. [8]
IPv6 address in an original state (example):
2001:0000:3238:DFE1:0063:0000:0000:FEFB
The same IPv6 address in a shortened state (example):
2001:0:3238:DFE1:63::FEFB
Global Unicast Address
The Global Unicast address is completely unique on the internet and it serves the same purpose as a Public version 4 IP address. It has the ability to be directly addressable without the help of NAT. [8]
	Global Routing Prefix
	Subnet ID
	Interface ID

	48-bits
	16-Bits
	64-Bits



Global routing prefix is responsible for defining the public topology of a network to a router which are assigned to a specific autonomous system from an ISP.
The subnet ID defines the which subnet the device is on, on a local scale. The subnet ID’s are configured in the version 6 configuration. Unlike in version 4, in version 6 the subnets are configured in a hexadecimal value.
Interface ID
Version 6 has three types of unicast addressing however in every one of them the second half of the address which is the last 4 blocks (64-bit) is called Interface ID. The MAC address is also 48-bits and written in hexadecimal. Since the MAC addresses are completely unique to each device, the interface ID implementation can use the MAC address’ 48-bit value as a part of the 64-bit Interface ID part which is the last part of the IP address. To complete a total value of a 64-bit Interface ID, a 16-bit value of FFFE is placed right in the middle between the two halves of the mac address. Interface ID must be unique in the subnet. This is known as a EUI-64 format address. [8] [9]

Link Local Address
The Link Local Address is only used for communication between other version 6 ready hosts on the network. Usually it is automatically assigned without any manual configuration. This address isn’t routable so the router will never be able to forward the traffic out of the local network. These addresses do not have to follow the EUI-64 configuration format where the Interface ID is bound to the MAC address. These type of addresses are useful when establishing connection between links is needed but the globally routable prefix is absent with intention of limiting the traffic which isn’t there to be routed. A prime example would be packets like routing protocol advertisements. This address always will start with FE80. [8] [9] [10]
Unique-Local Address
The Unique-Local Address is completely unique on a global scale; however, it should be only used on a local scale. Unique Local IPv6 address will always start with ‘FD’. Unique-Local Address is only useable in a private network on a local scale. Similarly, to Link Local, they are not routable and their packets cannot be forwarded to the internet. [8]
The Scope of version 6 unicast addresses:

Global Unicast Address
Unique Local Address
Link-Local Address

[bookmark: _Toc480747948][bookmark: _Toc481019165]IP version 6 addressing modes
IPv6 has three different modes with three different ways in which there can be data travelling from sender to the recipient. It is possible for many hosts to receive the same message from the host or the closest host in the distance can be the destination.
Unicast
In unicast mode, the host is exclusively identified in the network segment. The version 6 packets contain the source IP address and the destination IP address. This allows the connection to be established over a single sender and a single receiver. When a router or a switch receives the unicast packet which is directed to a particular host, it sends its outgoing interface which is then responsible for connecting to that particular host, establishing the connection.
Multicast
The multicast in version 6 works on in a similar way as in the version 4. If the packet is meant to reach more than one hosts, it will be sent via a specific multicast address. The receiving devices need to be in that particular multicast group in order to be able to receive it. The rest of the hosts that aren’t in the multicast group will simply ignore the message.
Anycast
Anycast is a completely new and more sophisticated mode of addressing which wasn’t present in the version 4. All the hosts get assigned an identical Anycast IP address. When the sender with that Anycast IP address wants to communicate, it sends a unicast message. The unicast packet is received by the closest device based on the routing cost. Most routers will not be able to tell the difference between an Anycast packed and a Unicast packet. The main purpose of Anycast is fault tolerance as well as load balancing. A good example would be having two DNS servers available. Ideally you would want to connect to the one which is closer to you. Also, if one goes down you will automatically connect to the other one as they share an identical Anycast address.


[bookmark: _Toc481019166]Comparing IPv4 and IPv6
IPv6 is the successor of IPv4 and there is one very clear reason why the version 6 has had to be developed. IPv6 offers a long term solution for the inevitable IPv4 exhaustion. It is believed by many that the version 6 will virtually never have to be replaced for the reasons of depletion. However, it is important to know that IP version 6 is a bit more than just an extended version of IPv4. IPv6 is able to offer many modernisations and improvements in terms of every aspect of networking. [11]

[bookmark: _Toc481019167]Routing
When it comes to routing both internet protocols the basic IP routing rules are the same, however IPv6 has the ability to contain routing information in extension headers. The routing also appears more efficient because unlike version4, the version 6 is no longer required to fragment packets. The process or fragmentation can unnecessarily slow down the network.

[bookmark: _Toc481019168]Security
IP Security
IP Security, or IPsec for short. It’s a security feature which is embedded in the version 6. It has been an optional thing in version 4 but for version 6 it’s compulsory. IPsec amplifies the IP protocol providing it the encryption and integrity. It is done by two protocols: ESP which stands for Encapsulating Security Payload and AH which stands for Authentication Header. This is the most basic security feature in IPv6. [12]

Port Scanning
Port scanning is one of the most malicious and widely used techniques used by hackers to gain access to your network. Scanning an IPv6 based internet will take much longer than scanning a version 4 one, because the address fields are 128-bits.

CGA
Cryptographically Generated Address (CGA) is a feature with enables a version 6 address to bind its own public signature key. The way it works is that it replaces 64 bits of the 128-bit address with a cryptographic hash of the key of the address owner. The hash key is formed from the least significant 64 bits of the address where the rest is left in order to identify the address’s network interface and a subnet (subnet prefix). This feature makes any spoofing much harder and the messages are signed with its own private key.

ARP
Address Resolution Protocol (ARP) is no longer needed in IPv6. In version 4 the connection between the layer two and the layer three is established with ARP which dynamically maps layer two and layer three on the LAN segment. ARP contains its own security flaws therefore it has been scrapped in the version 6. It has been replaced with a new way of linking the layers. The ID portion of a layer three, version 6 address is derived from layer two, unique MAC address. A different, more sophisticated protocol named Neighbour Discovery (ND) has replaced ARP.




[bookmark: _Toc481019169]NAT
The Network Translation Protocol was designed to temporarily delay the IPv4 exhaustion as well as pose as another layer of security by not revealing the private IP address on the internet. NAT is no longer a thing in IPv6 instead there are three types of global unicast addresses. IPv6 has been developed before NAT was implemented into general use but in the version 6 environment it is considered to be pretty much unnecessary. Upgrading the entire internet from version 4 to version six doesn’t happen overnight. As we are currently in the transitional stage between version 4 and version 6, the most important thing to consider is the ability for both version 4 and version 6 networks to communicate with each other. This is the reason why the Network Address Translation – Protocol Translation (NAT-PT) has been developed. NAT-PT acts as a translator between devices that are IPv4-only and IPv6-only. It is also designed to work on a bigger scale where with its help, the IPv6-only networks can communicate with IPv4 networks that share a single version 4 public IP address. [12] [13]

Static NAT-PT
The static operation uses a translation rule on a static basis to map a version 6 address to a version 4 address. Version 6 devices communicate with version 4 devices with a help of an IPv6 mapping of the IPv4 IP address which is set up on the NAT-PT enabled router. [13]

Dynamic NAT-PT
The dynamic operation is able to have multiple NAT mappings by containing a pool of available IP addresses. The dynamic NAT-PT will contain a predefined pool of IPv6 addresses for version 4 devices and likewise, a pool of IPv4 addresses for IPv6 devices. The pool size, meaning the amount of addresses available, determines the amount of maximum concurrent sessions at a time as one IP can only offer one transitional connection. The NAT-PT router is able to record every mapping between the addresses in a dynamic table. [13]
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IPv6 traffic
IPv4 traffic


NAT-PT Router
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An IPv4 based device is trying to send a message to a server on an internet which is only IPv6 enabled. This server will not be able to understand and process the version 4 traffic. This is where NAT-PT comes into help. The IPv4 device sends a request packet to the IPv6 based server. The NAT-PT router is able to intercept that request packet, strip it down, remove IPv4 header and replace it with version 6 header before reassembling it again and then passing it through the internet towards its original destination. When the message reaches the IPv6 server, it sends its own request packet back and the NAT-PT router repeats the same process the other way around.
[bookmark: _Toc481019170]Transition
We are currently in a transition process from IPv4 to IPv6. Today version 4 is still dominating the internet traffic by being responsible for just over 80% of the entire internet. The complete transition from version 4 to version 6 will not be possible until the last version 4 device is disconnected because IPv6 is not backward compatible. This is the reason why we have some additional technologies that can help to make sure that the transition is as smooth as possible and all the devices, regardless of the IP protocol can still communicate with each other in an efficient manner.

Dual Stack Routers
In Dual Stack, devices can communicate via IPv4 and IPv6 networks in a parallel manner. This setup gives the ability to talk to both version 4 and version 6 networks, therefore it is a very flexible implementation. The router has both internet protocols set up on its interfaces which are then pointing to the network type which is relevant based on the other end of the connection.
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Tunnelling
The tunnelling technique is useful when both source and the destination networks are on the same internet protocol but the path between them is on a different protocol. For example, when a massage which comes from a IPv4 network wants to reach another IPv4 network but the network between which is on the path is a version 6 network, these both start and end routers in the version 6 network have to provide a tunnelling function in order for this traffic to be able to get through to its desired destination.




IPv6 Network

IPv4 network

     IPv4 Network                                                                                                                                                         IPv6 traffic
IPv4 traffic
IPv4 traffic




[bookmark: _Toc481019171]Experiment
The overall objective of this paper is to make the reader informed about the Internet Protocol in an understandable manner where we discuss all the relevant characteristics if IP version 4 and IP version 6. Then both versions are compared and carefully evaluated to the best of detail. The experiment is needed in order to compare and evaluate the performance of both versions of Internet Protocol. This has been achieved with a help of Riverbed which is a complicated network simulation software that allows us to compare the version 4 and version 6 protocols in terms of various criteria. The result will help to understand the characteristics of both Internet Protocols in more practical environment. The data has been extracted, presented and carefully analysed which can serve as a good source of information for a competent individual. Carrying out this particular experiment using simulation tools has been considered as the most sensible option. Performing it on a physical based design would be time consuming and the results would be much harder to record, extract, evaluate and present. The simulation based experiment can be done in a centralised manner, the Riverbed software can be installed on any semi-decent PC with all the necessary tools available in one place.

[bookmark: _Toc481019172]Design
The design contains two virtually identical network subnets connected to each other using two routers. The subnets are switched Ethernet networks each containing five workstations and 1 server. The switches are then connected to one router each where the two routers are then connected to each other where they make a complete wide area network. This design has been carefully chosen because it contains a good variety of network components. It also resembles a wide area network or two office departments interconnected with each other, which is a common scenario in a corporate office workplace and a lot of people can find this as a relevant example. This setup is also good in terms of accurate results, the experiment is designed to have the data traffic flowing across all the routers and switches, through from one subnet to the other and vice versa.
[image: ]

[bookmark: _Toc481019173]Method
The simulation has been achieved using Optimised Network Engineering Tool (OPNET) Technology. Using the software called Riverbed modeller to simulate two identical network designs with two identical scenarios apart from the fact that the first one is IPv4 and second one is IPv6. There are three types of data that are distributed across the network using both version 4 and version 6, they are Email, HTTP and FTP based traffics which have directly helped in reaching the results and the network needs some sort of data to be sent and received in order to get the necessary results. The workstations on subnet 1 have their traffic directed the server on the subnet two and the workstations on subnet 2 have their traffic directed to the server on the subnet 1. This has been considered to be a great idea in terms of the traffic going across the networks and being more interconnected. The applications used as traffic have been defined in the application console. Each application has been assigned its own profile and each workstation has been assigned all the application profiles for which the direction has been directed to the servers on the opposite subnets accordingly. The very same simulation is run in two scenarios. The first one being IPv4 and the second one is IPv6. The ability to gather two separate results in IPv4 and IPv6 has been achieved by; in IPv4 scenario, auto assigning the IPv4 addresses to all the devices at the same time making sure that all the IPv6 addresses have been disabled on all of the devices. Then define the DES statistics to focus on the applications which have been earlier defined, the being HTTP, FTP and email. Then it was the time to run the IPv4 based simulation. Wait for the simulation to stop and make sure that the data is looking the way it is meant to look without any errors. Next it was time to perform the IPv6 based scenario. To perform the IPv6 simulation correctly all the IPv4 IP addresses had to be removed from the previous scenario and it was time to enable and auto assign the IPv6 addresses on all devices. This implementation forces the simulation to be performed in version 6 rather than original version 4. Nothing else had to altered because it is important to remember that the entire point of the experiment is to keep all the settings identical apart from the internet protocol in order to get results which are as accurate as possible. Running the simulation this time gave us a little different results, this is a very good sign. The statistics can be easily compared in the results browser of the program.




[bookmark: _Toc481019174]Results
The software Riverbed gives the ability to automatically record the results which have been previously specified. The results appear automatically in a statistical format which is tends to be easy to access, read and analyse because it is presented visually using graphs. Every gathered data has been presented on a graph using the average pre-set. This makes it easier to read and easier to conclude the results in terms of comparison.

Throughput is measurement of data moved successfully from one place to another in given time period. The results have shown that The throughput is consistently higher in IPv6 than in IPv4. The picture below displays the point to point throughput statistics with participating nodes selected at random.
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The email download and upload response time offer a little bit more closely matched results. The IPv6 starts off slower but is eventually quicker than IPv4 in download. In upload the IPv6 happened to be quicker on a more consistent manner. The lower the response the better.
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Similarly, when it came to FTP results the IPv6 starts off slower where the IPv4 starts off quick, but eventually the IPv6 gets faster in response in both upload and download. The lower the response the better.
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This graph shows the HTTP traffic in form of packets. IPv6 tends to stay a bit lower than version 4 proving that version 6 is more efficient in terms of generating less traffic.
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This graph shows the average Ethernet delay. Version 6 starts off with more delay for the first 5 minutes or so but actually it goes below version 4.
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We have successfully managed to evaluate the performance of both internet protocols in a practical environment. The results have been gathered and collected and analysed in a statistical manner. The information provided in this paper as well as the statistics gathered in this particular experiment tell us that IP version 6 is much better and more sophisticated than IP version 4 in many aspects. The version 6 has a more efficient transmission and better throughput without taking up the unnecessary bandwidth and the results gathered in the experiment prove the theory. In some cases, the IPv6 can have a larger delay and this is because the header and the packet frame is bigger in version 6 than it is in version 4. The graphs give us a more visual understanding of the performance differences which ultimately means that performing this experiment in a simulation software, where there is a save and centralised environment has been the best option especially in terms of the result gathering.
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Conclusion
Today our world is more integrated and connected than ever before and it will only continue to improve with a matter of time. The internet protocol’s impact on our everyday lives continues to grow consistently. Our lifestyles rely on devices that are interconnected and it can be really hard to imagine our lives without them in it. The internet protocol is being invited more and more into devices which perhaps 10 years ago, we wouldn’t think that they need to, or even could be connected to a network. Interned is everywhere, at our home, work and even outside. This means that it’s important for the internet protocol to work fast and efficiently because that is the reason why the internet works. The IPv4 has had its time and is still serving us well, keeping it alive with updated technologies that have managed to keep it going for so long has proven that there was only a matter of time before the developers come up with a solution that is going to be exciting, innovative and long term if not permanent with possible future improvements. This is the reason why IPv6 has been invented. The internet world still relies on IPv4 and the transition or even the introducing steps of IPv6 were never straight forward. In order to perform the transition process as smooth as possible, there has been some technologies developed in order to make it possible for devices that use either of the internet protocols to be able to communicate with each other. This allows the IPv4 devices to stay involved in the networking world as well as it made it possible to actually put the new version 6 internet protocol into practice, in the real networking world. The IPv4 exhaustion is the main but not only reason why the IPv6 has been slowly but increasingly making its mark on the internet. Sure the version 6 protocol offers virtually an infinite amount of unique IP addresses but it is also a huge improvement in terms of, security, stability and performance. The purpose of this paper was to focus on the internet protocol, it’s two versions in deep detail before performing, analysing and presenting a simulation experiment which has compared the IPv4 and IPv6 in terms of performance aspects. The results have been fully conclusive with the research and have shown in practical environment that the version 6 internet protocol does not offer just more addresses but there is more to it in terms of the backbone, architecture, format and the overall performance. It is inevitable that the internet will be continually growing and so will our ultimate involvement in it. It is safe to consider that the version 6 protocol is not just a protocol successor but also a great piece of innovation that is making the internet world possible to progress and expand in a way which we could never imagine.
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