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[bookmark: _Toc1843425669]Introduction
In this research paper, I aim to research hypervisors and their respective types, discuss advantages and how they are structures, and I will also create a virtual topology given in the task.


[bookmark: _Toc1446300202]Task 1
A hypervisor is software that makes virtualization possible by creating virtual computers and able to run such virtual computers on a single physical computer, ensuring that each virtual system has its own operating system and applications. There are 2 types of hypervisors namely; TYPE 1 hypervisor and TYPE 2 hypervisor. TYPE 1 hypervisors run directly on the host system and employ bare metal architecture, which does not require an operating system. While TYPE 2 hypervisors run on an application installed on the host system and adopt an architecture type called the hosted architecture. The hypervisor allows the physical system to allocate computer resources such as the CPU and memory to each virtual system as required. The two types of architecture in a hypervisor are hosted and bare metal. The hosted architecture requires the operating system to be installed on the hardware which then allows the hypervisor to be installed which consists of a hypervisor layer, partitions, and virtualization stacks as shown in fig.1
[image: ]
In the bare metal architecture, no operating system is required in installation only the physical system is required as shown in fig.2

[image: ]
There are many features of hypervisors, such as- 
· Partitioning – hypervisor can use the computer hardware efficiently and allows multiple independent software to run in the hardware concurrently.
· Resource distribution – hypervisor can find the best way to distribute limited resources between multiple applications. 
· Isolation – hypervisor makes sure all the virtual machines are independent of each other, which prevents the problem of one virtual machine from infecting another virtual machine.
· Communication – hypervisor handles all communications between each virtual machine
· Scalability – hypervisors allow easier management of resources like adding or removing.

Using a hypervisor requires your hardware to have some baseline requirements, such as 
· A 64-bit processor with a with a second level address translation (SLAT) capability
· 4GB RAM minimum processor
· Virtualization support enabled in BIOS
· A CPU with multiple cores like AMD for optimal performance 
· Gigabit ethernet network
· A fast storage like SSDs
[bookmark: _Toc515568074]Benefits of hypervisors -
· Improved security – since hypervisors use virtual machines that run independently on the hardware, any crashes or virus attacks are isolated and have no hope of affecting other virtual machines like a sand box.
· Improved flexibility – the use of VMs makes it easier to manage resources 
· Cost reduction – hypervisors eliminate the need of more physical hardware with the use of VMs
The type of hypervisor suitable for the given topology is a type 2 hypervisor because we can make the 2 servers and clients as well it being easily manageable on the host computer, because type 2 hypervisors don't require hardware access there is a chance of lowering the hardware compatibility issues. The security depends on the host OS, which can be a security concern, and with the topology being small it is more advantageous to pick a type 2 than a type 1.

[bookmark: _Toc459753900]Task 1b
The IP address is a unique sequence of numbers or letters that is specific to a computer on the network and acts as the device's identifier. It is normally in an octet form. The IP stands for Internet Protocol. In terms of the functionality of the network, the IP address acts as a unique postal code address. Like in the sense that if packets of data need to be sent to a computer, it would need its correct IP address to receive the correct information. The IP address also manages traffic on the network by creating subnets of itself, allowing communication between devices on different networks through switches and routers. There are 2 types of formats regarding IP address, the IPv4 and IPv6. The IPv4 address structure is in the form of a numerical string divided into octets like (192.0.2.1) where each part of the octet has a specific function for the network. The IPv4 format explains that the first octet (192) identifiers the network ID, and the remaining octets identify the host ID as shown in fig3.
 [image: ] 
The IP address also had a subnet mask which acts as an identifier that tells network specialist which part of the IP address belongs to the network. IPv4 addresses also have various classes like class A, class B, class C, class D (multicast addresses), and class E. IPv6 addresses are in a 128-bit format divided into eight 16-bit blocks (or hextets) divided by colons as shown in fig 3.2
[image: ]
The IPv6 format is the newer format which was made 20 years ago and was meant to replace the old IPv4 format because as the years go by the number of computers connecting to the internet has increased and the IPv4 format is not able to satisfy the needs of all the devices which the IPv6 is able to.
[bookmark: _Toc412238999]Difference between IPv4 and IPv6
	IPv4
	IPv6

	32-bit address
	128-bit address

	Allows fragmentation
	No fragmentation

	Network address translation 
	No network address translation needed

	Address config. Manually or with DHCP
	Automatically configurated



[bookmark: _Toc2054181864]There are many applications of IP addressing mainly -
· Cloud computing – this is used to manage and provide services to companies or homes that desire to keep secure data in a cloud, only allowing IP addresses familiar to the company or home, shown in fig4.[image: ]
·  Online gaming – IP addresses are used in online games to connect various accounts to a local server or a session.
· Local area networks – the management of devices and communication of devices connected to the same router by a LAN cable is done with all devices having the same IP address as shown in fig 5.[image: ]
Routing is a process in which a network path is selected for communication between each computer on the network. Routing protocols are a set of rules designed to find the best pathway possible for forwarding data, and ensuring routing information is sent between routers regularly allowing routers to build network topologies. There are many types of routing protocols, namely static routing, dynamic routing, distance-vector routing, and link-state routing.
Static routing also called non-adaptive routing is a type of routing that the network administrator needs to manually configure the routing for example if we have 3 different paths the network administrator needs to pick a certain path for the nodes to transmit data from one to the other. The network administrator is InCharge of routing data packets to their destination.
Dynamic routing- in this process the routing of pathways is automatous because the pathways chosen are the shortest route due to various shortest path algorithms and pre-determined metrics. This routing process is also called adaptive routing, and the router makes changes to the routing table when new paths are taken.
Distance-vector routing – this method routers use by finding the best path for data to travel across a network. Each router keeps a router table with the number of hops used to get the data to its destination which will then show the shortest distance each router took and shares the information with its neighbors to update their tables and find the most efficient route.
Link-state routing- this routing method is like the opposite of distance-vector routing because instead of using an algorithm, link-state routing uses link-state routers to exchange information amongst each router allowing them to lean the entire network topology.
Difference between static routing and dynamic routing.
	Static routing
	Dynamic routing

	 The routing is manually configured
	The routing is automatically configured

	Does not adapt to changes in the network topology?
	 Adapts to changes in the network topology.


	Requires manual updates 
	Updates routing routes automatically 

	This routing is less scalable as it is mostly used for small and simple networks
	This routing is more scalable as it is mostly used for large and complex networks



A VPN is an application that makes a secure network when using public networks by encrypting online traffic and hiding your online identity. Making it more difficult for third parties to steal information. A VPN has many key features and concepts 
[bookmark: _Toc1929568107]Concepts and features of a VPN
	concepts
	features

	Creates a secure and encrypted connection between two parties over the internet
	VPNs mask the IP address and location of users 

	Encapsulates data packets within another protocol to create a secure connection
	VPNs enable remote access to networks and resources

	Can verify and identify users and devices
	VPNs enables security system protections to block unauthorized access 



The DHCP (dynamic host configuration protocol) is a protocol used to automatically assign IP addresses. It is also the main protocol where users on an enterprise network communicate.
[bookmark: _Toc1459718680]Concepts and features of a DHCP
	Concepts 
	Features

	Automatically assigns Ip addresses and other network setting to devices on a network 
	Provides options for configuring additional network settings like a DNS server and subnet masks 

	Assigns IP addresses from a pool of available addresses
	DHCP is scalable and able to support substantial number of resources

	Able to temporarily assign IP addresses to devices and able to renew or release it 
	Manages a pool of IP addresses, ensuring they are not duplicated.



Active directory domain services are the core functions in active directory which manage users and devices to arrange them in a hierarchical order. It allows companies to customize data to suit their own needs. Managing AD DS can be done from any computer, to be able to use AD DS. There are some key terms you need to understand, like schema, replication service, global catalog, and sites.
Certificate authorities – this is a trusted organization that issues certificates to businesses, websites, and individuals. This is done as a form of encryption because attackers could make fake websites with stolen information from other verified websites.



[bookmark: _Toc1847278562]Task 2
I chose a type 2 hypervisor as I found it easier to use and manage than a type 1 hypervisor. In terms of installation time and use compared to type 1 as well as the fact that most type 2 are free of cost. The type 2 hypervisor I used is called virtual box but at first that was not my decision as shown below in fig6. I had downloaded QUMU which is also a type 2 hypervisor, but it required a considerable number of downloads to install the application and I did not feel it was safe as shown in fig 7, then I tried to use Hyper-V which is a type 1 but later found it to lack in management compared to the later used virtual box as shown in fig8. 
[image: ]Fig 6
[image: ]Fig 7
Using the virtual box, I used a Linux iOS and windows server and client; the Linux operating system I used was Debian. I picked Debian because it was easier to download and get used to deploying networks as well as configuring virtual machines.
[image: ]Fig 8
[image: ]Fig 9
The image above shows the 4 VMs made namely s-dc which is the windows server and s-1 which is the windows client and LCD which is the Debian server and CL1 which is the Debian client. 
[image: ][image: ]Fig 10 and Fig 11
Figures 10 and 11 show the Ip configuration of the windows server and client. [image: ]fig 12 
Fig 12 shows the networks in the windows server. I then tried to ping both machines, but it did not work because the firewalls on both machines were active, which prevented them from receiving data packets during the ping test as shown in figures 13 and 14.
Fig 13[image: ]










Fig 14
[image: ]
After all that I then made the server and client for the Debian Operating systems in fig 15 and 16 and this was harder than it seemed, because to correctly use and configure the IP on the Debian server I needed to become enter exec mode which was done by using SUDO which made it possible to enter the root mode and install the Sudo on the server as well as being able to update it. This allowed me to change the network configuration and save the changes as shown in Fig. 17 and Fig. 18.
[image: ]fig15
[image: ]Fig 16
[image: ]Fig 17[image: ]fig 18 
Then I did the IP configuration for the Debian server and client as shown in Fig 19.
[image: ]Fig 19
I then finished it all up with pinging the Debian server to the client in fig 20 and then I pinged the windows server to the Debian server in fig 21.
[image: ]Fig 20 
[image: ]Fig 21
Task 3 
In reflection on the work I have done, I needed to screenshot the earlier photos with timestamps as this could affect my score as well as making sure my work is more refined and concise. 
Conclusion 
Hypervisor type 2 is better than hypervisor type 1 because of the ease of use, availability, and ease of leaning.
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Dounload size: 2,087 kB
Space needed: 6,865 kB / 16.6 GB available

et :1 http://deb.debian.orgsdebian trixiesmain amdsd sudo amded 1.3.16p2-3 [2,087 KB
[Fetched 2,087 kB in 0s (18.0 MB/s

[select ing previously unselected package sudo.

(Reading datahase ... 38989 files and directories currently installed.

Preparing to unpack .../sudo_1.9.16p2-3_amdsd.deb ..

unpack ing sudo (1.9.16p2-3)

fsetting up sudo (1.9.16p2-3)

Frocessing triggers for man-db (2.13.1-1)

Processing triggers for libc-bin (2.41-12+deb13ul)

root@Debian: /ete/networks exit

~$ sudo apt update
[sudo] passuord for mark:

in the sudoers file.

% su

/home/mark# sudo usermod -a -G sudo mark
: /home./ mark#
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Default Gateway .
:\Users\mark>ping 20.0.0.2

pinging 26.0.0.2 with 32 bytes of data:
Reply from 26.0.6.2: bytes=32 time<ims
Reply from bytes=32 timecims
Reply from bytes=32 timecims
Reply from bytes=32 timecims

ping statistics for 20.6.6.
Keackets: Sent = 4, Received = 4, Lost = @ (6% loss),
Japproxinate round trip times in milli-seconds:
Minimum = @ms, Maximum - ems, Average = 6ms

Users\mark>"X
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GNU . etc/network/intert

fsource /etc/netuork/interfaces.d/x

futo 1o
iface lo inet loophack

Jallow-hotplug enpes3
iface enpos3 inet dhcp

iface enpos3 ineté auto

Jallow-hotplug enpess
iface enposs inet static
Jaddress 192.168.2.1
netmask 255.255.255.0

Jallow-hotplug enpess
inface enpess inet static
Jadldress 20.0.0.2

netmask 255.255.255.252

Inarkapebian: ¢ sudo sustemctl restart networking.service
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:\Users\mark>ping 192.168.1.10

pinging 192.168.1.16 with 32 bytes of data:
doquest timed out.
Request timed out.
Request timed out.
Request timed out.

ping statistics for 192.168.1.10:
Packets: Sent = 4, Received -JJo, Lost = 4 (10% loss),

:\Users\mark>ping 192.168.1.10

pinging 192.168.1.16 with 32 bytes of data:
Reply from 192.168.1.16: bytes-32 time<ims TTL-128
Reply from 192.168.1.16: bytes-32 time<ims TTL-128
Reply from 192.168.1.16: bytes-32 time<ims TTL-128
Reply from 192.168.1.16: bytes-32 time<ims TTL-128

ping statistics for 192.168.1.16:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
pproximate round trip times in milli-second
Minimum = @ms, Maximum - ems, Average = 6ms

:\Users\mark>




image12.png
Network Connectio

) « Network and ntenet » Network Comnections

v o

Qursniza = Dicablashic nsbuiode devica__Dinanocahic connection  Rename this connection
§ intswa Properties X
|
Networking | Shang network
/1000 MT Desktop AL
Intermet Protocol Vrsion 4 (ICP/1Pv4) Properties x

]

2items

General

You can get I settings assigned automatialy i your network supports
this capabiity. Otherwise, you need to ask your network adminstrator
for the appropriate I settngs.

(O Obain an IP address automaticaly
® Use the folowing IP address:

-
S

Defaut gateway:

btain DNS server address automaticaly
(® Use the foloning DNS server addresses:
Preferred DIS server:

[r—
sememsnes [ ]

[valdate settings upon exit

o[ o

Dhep.

DT UpatE OrenestraTor SEieE

Usosve

X B08

Bs.1
Search Network Connections 0
o @

S

IS

Running Automatic
Stopped Automatic (Delay

s0C Diagnostic Service Host WaiserviceHost Sioiied Manual




image18.png
8l Lt [Running] - Oracle Virtual
Fle Machine View Input Devices Help

19 Feb 12:20

Q Typetosearch

Firefox ESR

RE®E

= P 1220
o m B % ® « W i@ & 5C Coudy A TIdx NG o B





