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[bookmark: _Toc102940199]1.Introduction
This second report will cover fewer topics than the worksheet one report and more explanation will be given to a small couple of topics rather than a handful. The topics to be discussed in this report are password principles, failover clusters, and a network policy for an enterprise network with multiple global locations. The topology and other aspects of the global enterprise will be discussed and 

[bookmark: _Toc102940200]2.Observational Tasks
In every workplace and even in personal spaces solid and secure password principles should be followed by every user of any technology.  The first and most simple steps in password principles are don’t make a password any common dictionary words. This is because a brute force program will try these first and be into a user’s account in next to no time. If dictionary words are going to be used then a user should be made to include a number of special characters, capitalisation of letters, and numbers. Within an organisation such as a school or business it is often common practice to get a user to change their password periodically. This, however, often leads to more harm than good as most users on a network will resort to using the same password but slightly altered. This does nothing for security and often leads to employees or students physically writing passwords down somewhere which is an even bigger issue[1]. If an organisation has a major change of employees or a high up employee is fired it is often good practice to change any key passwords that this employee may have had access to. Unfortunately in modern times it is common for ex-employees to become one of the largest threats to a company and sell valuable data as well as passwords for the wrong people to gain access to their systems.
          Failover clusters are a key aspect in any business wishing to maintain security of it’s data across a network of computers and systems. A failover is when one system will take over the job of another system on the network in order to a keep the highest amount of uptime possible for the services. This is key to many parts of a company for example, a file service management system. If this system was to go down for an extended period of time then nobody on the network would be able to access the files needed to do any work. So, in this case the failover cluster is used to keep the system running. When maintenance or even an error occurs on the file management system server. The processes are swapped over the failover clusters servers depending on availability in order to keep the systems up and running. There are two types of failover clusters continuous availability(CA) and High availability (HA). Continuous availability systems are up and running one hundred percent of the time with zero downtime on the server whereas high availability maintains 99.999% uptime. This may sound like a marginal difference however a high availability system leads to a yearly outage of 5.26 minutes on the network[2]. 
          When implementing a failover cluster there are a few things to consider. The first of these is the compatibility of the storage. Depending on the version of windows server that is being run on a network the administrators should check with the manufacturers of the storage devices that the devices being used on the network are capable to work with the failover cluster on the organisations version of windows server. The isolation of storage devices is a huge part of a failover cluster and should not be overlooked, if an organisation cannot meet one cluster per device then a failover cluster should not be implemented. This is due to the fact that one cluster should not be able to access the storage device of another cluster. The final thing to consider is the hardware requirements of the hypervisor being used on the system. Type 1 hypervisors have a high cost and require a lot of computing power to be able to run a large scale system. If an organisation cannot afford this then they may wish to find an alternate method of securing the systems and data in an organisation. 

3. Global Network Implementation
The core to any global network is having a few select “cores” in locations the business is operating. Cores refers to a small operation acting as a middleman of sorts for the network. The company will have a few cores around the globe to relay their information through from place to place. They may wish to have a core in each major region such as Europe, America, and Asia. These cores would be small server based operations to assist with routing of services from one part of the globe to the next. These cores will provide switches for each region to speed up the data transfer across the globe. The switches will route the data in  a smart way between the offices speeding up the connection times when sending data. Finally, at the bottom of the chain will be the individual offices these will of course have their own micro networks that attach to the global one to offer a smooth and streamlined network within the individual buildings.
	To keep the networks secure in each building and region a different security team will head operations for each region. Three security teams for each region will oversee operations. These three main teams will be in contact with each other and provide updates and information relevant to keeping the network secure. Should a security breach happen in one region it will notify the other’s and the appropriate steps will be taken to make sure no malicious files reach the entirety of the business and wreak havoc. At the lower levels a small team will be provided to each building or site within the company relative to each region. These teams will be significantly smaller than the regional ones and only offer support to the relevant site as well as inform the regional teams should a major issue arise. At each point the security system the files and activity will be closely monitored to make sure no foul play is done and everyone both in the system and the users on the systems stay safe and secure. Should a disastrous event occur at one location hopefully, with all contingency plans working correctly the other regions will go unaffected by this outage.
	To keep the networks secure a blanket policy will be provided to the networks. No unauthorised external storage devices will be allowed on the network unless provided by the company and all data transferred through these drives will be monitored. On in house systems staff will not be allowed to download any software and must stick to the company provided software to fulfil their duty at the company. Proper password principles will be enforced on the server through the groups and policies set on the domain host server. 
	There will be two main business critical applications run on the network. The first of the two is a financial application allow funds to be transferred throughout the company with peace of mind that nobody will be interfering and stealing any funds moved. There are a few options for this system namely SAP ERP, Oracle E-Business Services, and Microsoft Dynamics 365 Business Central. The second of the two is a messaging system to keep the company information safe and secure. Some possible vendors for this service would be IBM MQ, Amazon MQ, and Azure Scheduler.

[bookmark: _Toc102940201]4. Conclusion
Every user of technology should follow sound and secure password principles in order to stay as safe as possible and protect their own accounts. Without having a secure password any would be hacker or even curious person may log into your accounts and devices and cause financial problems or steal valuable personal data from you. It is in everyone’s best interest to keep these types of people out of your system and keep your information and your company’s information safe. Failover clusters are a vital part in protecting an organisations data between its internal systems and any other offsite or global facilities they may have

[bookmark: _Toc102940202]5. Appendices
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Figure A. Screenshot showing the inheritance of the file in new folder with updated inheritance. 
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Figure B. Screenshot showing lower level user cannot modify the file 
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Figure C. Screenshot showing the local path of the new share for Server 1 
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Figure D. Permissions added to control access with an Admin account and two users. 
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Figure E. Screenshot showing the file share on the client VM
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Figure F. Screenshot of the updates policy for the Non Administrator Users OU
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Figure G. Use of the gpudate /force command to update the user policy
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Figure H. Client1 VM with updated policies enforcing the restricted access to control panel
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Figure I. Screenshot showing restricted command prompt access for the non administrator account

[image: Graphical user interface, website

Description automatically generated]
Figure J. Screenshot showing unable to go to device manager because of updated policies
[image: Text

Description automatically generated]
Figure K. Group Policy settings for password management.
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Figure L. New password requirements stopping a bad password from being created for a user.
Task 2 Worksheet 2 Screenshots
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Figure M. Uploaded FTP file in the folder.
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Figure N. Screenshot showing the routing and remote access service is up and running
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Figure O. Screenshot of Server1 pinging Server2 on both PrivateNet2 and PublicNet Ips
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Figure P. Client 1 ping attempt failing once filter has been set.
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Figure Q. Client 1 unbale to connect to the FTP on Server2 because of the filter.
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Figure R. New rule to only allow 192.168.100.1 to access the Server2 FTP.
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