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[bookmark: _Toc176384220]1.Introduction

In today’s digital landscape, technology plays a key role within the main functions of organisations.  Health sectors rely heavily on a multitude of IT assets and managing these effectively is crucial for operational efficiency, security, and compliance. This has increased difficulty in accurately tracking and managing assets [1].   Client Services in DHCW are responsible for, not only the maintenance and allocation of the IT equipment used by employees, but for issuing the equipment and ensuring records track who has what equipment.  Central databases often detail very basic information which often become quickly outdated or lack the wealth of information needed.  This project will contribute to DHCW being able to respond to the increasing need to track assets, as an up-to-date inventory of IT assets is essential for identifying and mitigating security risks. A proposed project of implementation will be outlined as part of the report and conclude with some reflections and proposals for future developments.  
This research report explores how the use of inventory databases enhance not only efficiency but offer possible solutions to enhanced security and performance within IT asset Management (ITAM).  Organizations should implement ITAM systems that provide visibility into all hardware and software assets, ensuring that vulnerabilities are identified and addressed in a timely manner [2].  
ITAM practices have been influenced by regulatory frameworks such as the General Data Protection Regulation (GDPR) and the Sarbanes-Oxley Act (SOX), which impose stringent requirements on data management and security [3].  This is highlighted in research and when considering the data breach experienced in Equifax one of the critical factors contributing to the breach was identified to be Equifax's inadequate IT Asset Management (ITAM). The company lacked a comprehensive inventory of its IT assets, which led to the vulnerability in the Apache Struts framework going unnoticed. Proper ITAM could have ensured that all systems were promptly updated and secured [4]. 
The impetus of the project is based on the motivation to overcome such inefficiencies. The researcher brings a unique set of skills and interests to this project and a keen interest in optimizing business processes through technology and data security methods. These competencies, combined with the support of DHCW, make the researcher well-suited to lead this project.
[bookmark: _Toc176384221]2. Background to the Proposed Research

ITAM has evolved from a basic inventory management function to a strategic initiative that plays a crucial role in organizational efficiency, cost control, and compliance. This evolution has been underpinned by several theoretical frameworks detailed below that guide the implementation and utilization of ITAM systems. 
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[bookmark: _Toc176330157][bookmark: _Toc176383865]Figure 1Technology Asset Management: Program framework [5].
Resource-Based Theory (RBT) in ITAM
When applied to ITAM, RBV suggests that IT assets such as, software, hardware, data, and IT infrastructure, can be considered strategic resources that help organizations outperform competitors and are essential for sustaining a competitive advantage [6]. 
Key concept around resources: 
· Valuable: When IT assets enhance the organization’s efficiency, improve productivity, or support strategic business initiatives. Effective ITAM practices would ensure this software is well-maintained and used to its full potential [7]. 
· Rare: Resources that are not widely available to competitors can provide a competitive advantage.  This would include access to advanced analytics tools or proprietary databases that competitors do not possess [8].
· Inimitable: Resources that cannot be easily replicated by competitors due to unique characteristics or complex integrations. A unique combination of IT infrastructure and customized software that enhances business processes in ways that are difficult to imitate [9].
· Non- substitute: Resources that cannot be replaced by other resources without losing their strategic value are considered non-substitutable.  This creates a critical IT system that supports core business functions, where no other system can perform the same role without significant compromise [10].
A case study looking at Walmart, evidenced how by utilising their distinctive resources carved out strong positions in their respective markets [11].  By aligning ITAM with business strategy [12] highlights how organizations can ensure that their IT assets contribute to achieving their long-term goals.
Total Cost of Ownership (TCO) Theory
TCO theory emphasizes understanding the complete cost associated with IT assets, including purchase price, operating expenses, maintenance, and disposal costs. TCO is critical in ITAM because it provides a comprehensive view of the financial impact of IT assets on an organization, assisting with making cost effective decisions [13].  
Key Concepts:
· Direct Costs: Initial purchase price and installation costs.
· Indirect Costs: Maintenance, support, energy consumption, and end-of-life disposal costs.
· Cost-Benefit Analysis: Evaluating the financial impact of IT asset investments by comparing costs and benefits over time.
A Case Study exploring Cloud vs. On-Premises IT Infrastructure examined these factors.  The findings highlighted the importance of evaluating TCO when making significant business decisions, whether choosing between different technologies, systems, or products is evident. Initial costs are important; however, the long-term financial implications often have a more substantial impact on overall cost-effectiveness [14].

Asset Lifecycle Management Theory

The lifecycle management approach ensures that assets are used effectively, maintained properly, and disposed of securely. ALM is integral to ITAM, as it ensures that IT assets are effectively managed at each stage of their lifecycle to maximize their value and minimize risks.

Key Concepts:
· Acquisition: Selecting and purchasing IT assets based on organizational needs [15].
· Deployment: Configuring and deploying assets within the IT environment [15].
· Maintenance: Regularly updating and maintaining assets to ensure they remain functional and secure [15].
· Disposal: Securely retiring and disposing of assets at the end of their lifecycle to prevent data breaches [15].
When applying this to the Manufacturing industry, the transformative impact of ALM on manufacturing operations is highlighted [16]. This demonstrated a systematic approach to managing asset lifecycles can deliver substantial benefits, including cost savings, improved equipment performance, and increased production efficiency. 

IT Governance, Risk, and Compliance (GRC) Theory

 GRC theory integrates governance, risk management, and compliance into ITAM practices. According to [17], effective IT governance involves the alignment of IT strategy with business strategy, the establishment of decision-making processes, and the implementation of controls to ensure that IT assets are managed responsibly.
Key Concepts:
· Governance: Establishing policies and frameworks to guide IT asset management activities [17].
· Risk Management: Identifying and mitigating risks associated with IT assets [17].
· Compliance: Ensuring that IT assets and their management comply with relevant laws, regulations, and industry standards [17].
A Case Study looking at IT Governance in the Healthcare Sector details how a hospital implemented IT governance practices to manage its IT investments and ensure effective patient data management. As a result of a robust IT governance framework, improved IT service delivery, better compliance with healthcare regulations, and enhanced data security were evidenced [18].
Configuration Management (CM) Theory

This theory revolves around maintaining a detailed record of IT assets, including their configurations, relationships, and dependencies. It focuses on maintaining consistency of an IT system's performance, functionality, and physical attributes with its design and operational information throughout its life [19].  

Key Concepts:
· Configuration Management Database (CMDB): A repository that contains all information about the components of an IT environment [19].
· Asset Relationships: Mapping dependencies and relationships between different IT assets [19].
· Change Management: Managing changes to the configuration of assets to ensure they do not disrupt the IT environment [19].
This theory is critical for maintaining system integrity and ensuring that changes or updates do not introduce vulnerabilities. When researching CM in Healthcare Information Systems the challenges associated with managing the complexity of healthcare information systems, including the integration of multiple systems, the need for interoperability, and the importance of data security are highlighted [19]. 
 Risk Management Theory in ITAM

Risk Management in ITAM involves identifying, assessing, and mitigating risks associated with IT assets. This theory is crucial for ensuring that IT assets do not become points of vulnerability within an organization and highlights the importance of proactive risk management to protect IT assets from threats such as cyber-attacks, hardware failures, and compliance breaches [20].

Key Concepts:
· Risk Identification: Recognizing potential risks associated with IT assets, such as security vulnerabilities, compliance issues, or operational failures [20].
· Risk Assessment: Evaluating the likelihood and impact of identified risks [20].
· Risk Mitigation: Implementing strategies to reduce or eliminate risks, such as patch management, access controls, and regular audits [20].
A healthcare provider adopted an ITAM system primarily to comply with regulatory requirements concerning patient data protection. The system enhanced compliance and reduced the risk of data breaches, reflecting how Theory drives ITAM adoption in regulated environments [18].
[bookmark: _Toc176384222]3. Aims & Objectives
Aim
The aim of this research is to develop a comprehensive ITAM system that enhances efficiency and security in the following areas: asset tracking, lifecycle management and stock control whilst ensuring compliance with industry standards and security measures are met for DHCW. 
Objectives
· To conduct an analysis of DHCW’s current IT asset management practices to identify gaps and areas for improvement.
· To conduct a comprehensive literature review to identify best practices and challenges.
· To identify a framework that will address the specific needs of DHCW.
· Test and evaluate the ITAM framework through a case study.
· To provide recommendations for implementation of a solution to improve ITAM practices in DHCW. 
[bookmark: _Toc176384223]4. Methodology
[bookmark: _Toc176384224]4.1 Research Methodology
This research adopts a mixed-methods approach, combining both qualitative and quantitative research methods to develop a proposal comprehensive ITAM framework tailored for the needs of DCHW.  The methodology is divided into the following key phases: 
· Detailed literature review 
· Questionnaires to gain quantitative data
· Unstructured interviews to gather Qualitative data 
· Testing of a hypothesis via a case study to test the proposed ITAM framework 
· Data analysis for comparison between the existing and proposed ITAM framework. 
Such analysis will inform future proposals and recommendation around ITAM framework implementation.  
[bookmark: _Toc176384225]4.2 Philosophy

This research adopts a positivist philosophy, which is appropriate given the objective nature of the research problem and the need for quantifiable data to evaluate the effectiveness of the proposed ITAM framework. This allows for the collection and analysis of empirical data, which is essential for validating the research findings [21].  Whilst Positivism allows for the measurement of specific variables, such as asset utilization and compliance rates, which are critical to evaluating the effectiveness of the proposed framework, the researcher will need to remain aware of the limitations of this approach, particularly in capturing the nuanced, contextual factors that may influence ITAM practices [21].  This will apply in the case of structured questionnaires which will allow quantitative data to make a generalisation form the sample. 
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[bookmark: _Toc176330158][bookmark: _Toc176383866]Figure 2Research Philosophy [22].
Due to the research using unstructured interviews and a case study it will also however incorporate elements of phenomenology to understand the experiences of IT managers proving a more holistic view of the challenges they face. 
[bookmark: _Toc176384226]4.3 Approach

A deductive approach will be employed, beginning with a review of existing ITAM theories and frameworks, followed by the development of a specific hypothesis or framework tailored to DHCW. The research will then test this hypothesis through the implementation and evaluation of the framework. This approach is suitable for ITAM research, as it allows for the systematic testing of the proposed framework and its components [23]. The deductive approach is chosen for its structured nature, allowing for a clear progression from theory to practice.
Research being conducted by an internal employee of DHCW risks confirmation bias. There is an assumption that individuals will seek to confirm their hypothesis [24]. To overcome this, it is important to undertake through research and actively consider all evidence available and the credibility of the source.   Other strategies include respondent validation and selection bias can be reduced by the random selection of participants [24]. 
[bookmark: _Toc176384227]4.4 Strategies
The research will employ three primary strategies: a literature review, case study, and a survey. 
[bookmark: _Toc176384228]4.5 Literature Review
The literature review will focus on identifying existing ITAM frameworks, ITAM theories, and best practices identifying gaps and opportunities for improvement. The challenges faced in implementing these frameworks will also be considered.  This will provide a solid foundation for the development of the proposed ITAM framework.
[bookmark: _Toc176384229]4.6 Case Study
A case study will be conducted with DHCW to test the proposed ITAM framework in a real-world environment. This will involve the implementation of the ITAM framework, followed by an evaluation of its effectiveness in improving asset tracking, lifecycle management, and risk assessment [25].  This will involve data analysis from the existing ITAM framework. Data analysis will then be undertaken on the proposed ITAM framework, and a comparison drawn using visual graphs to demonstrate which framework is more effective and to inform future proposals.  
[bookmark: _Toc176384230]4.7 Survey
A survey will be distributed to IT personnel to gather data on their current ITAM practices, challenges, and needs. The survey will also collect feedback on the proposed ITAM framework, which will be used to refine the framework before its final implementation [26].
[bookmark: _Toc176384231]4.8 Risks & Limitations
Whilst ITAM is essential for managing and optimizing an organization's IT resources, there are risks and limitations associated with its implementation detailed below.  It is important to note however that one of the primary cybersecurity issues is the lack of comprehensive visibility into all IT assets within an organization. Without a clear inventory, organizations may be unaware of unmanaged devices or shadow IT, leading to vulnerabilities.   ITAM provides the necessary infrastructure to support mitigation around security risks.  
Data Inaccuracy and Incompleteness
· Risk: The accuracy and completeness of data are critical for effective ITAM. Inaccurate or incomplete asset data can lead to poor decision-making, inefficiencies, and increased costs [27]. 
· Limitation: Ensuring accurate and up-to-date information across all assets is challenging, especially in large organizations with complex IT environments. This limitation can lead to gaps in asset tracking and management [27].
· Mitigation: Use multiple data collection methods [27]. 
Data access and compatibility 
· Risk: Being denied access to relevant data or to implement proposed changes
· Limitation: This can impact upon the evaluation as being limited or having restricted access will prevent the ability to perform specific tasks  
· Mitigation: Early engagement with stakeholder and management team to disclose project plan and ensure they are aware of benefits [27]. 
Security and Compliance Challenges
· Risk: ITAM systems must ensure that all assets comply with relevant security policies and regulations. Failure to do so can result in security vulnerabilities and reputational risk [4]. Keeping up with the continuous updates and patches required for all software and hardware.
· Limitation: Ensuring compliance and security across all assets, especially in decentralized or hybrid environments, is complex and may require constant monitoring and updating. Unpatched systems become prime targets for cyberattacks, as they are often exposed to known vulnerabilities
· Mitigation: Assess vulnerabilities within the proposed ITAM framework and ensure cyber security practices are embedded to protect against vulnerabilities [4]. 
Resistance to Change
· Risk: Employees may resist changes to workflows and processes, especially if they perceive the ITAM system as cumbersome or intrusive.
· Limitation: Resistance to change can slow down the adoption of ITAM practices, leading to delays in realizing the benefits of the system.
· Mitigation: Early engagement with stakeholder and management team to disclose project plan to ensure they are invested in the solution [27]. 
[bookmark: _Toc176384232]4.9 Ethical Issues
The research will adhere to ethical guidelines.  All data collected will be anonymized to protect the identities of the participants and the organization involved [28]. Adherence with ethical guidelines will endure that the privacy and the confidentiality of DHCW employees are respected, minimising any reputational risk.  The researcher will obtain informed consent from all participants, ensuring they understand the purpose of the research and their right to withdraw at any time, whilst ensuring that the implementation of the ITAM framework does not disrupt normal business operations.
Loss or breach of data needs to be considered, and risks around reputational risk mitigated by ensuring that any proposed ITAM system addresses these vulnerabilities.  
[bookmark: _Toc176384233]4.10 Validity, Reliability & Generalisability

[bookmark: _Toc176384234]4.1.1 Validity
	
By asking a series of closed questions that produce quantitative data and then more open style interviews to produce qualitative data will enable the right questions to be asked to inform any changes identified for ITAM framework proposed for future use.   
The research design, particularly the use of a case study within DCHW, ensures that the findings will be directly applicable to the organization’s context. Whilst validity may be considered low due to positivistic philosophy, The validity of the research will be enhanced by using multiple data sources and triangulation methods to verify the results [29].  
[bookmark: _Toc176384235]4.1.2 Reliability
The research will document all processes and methodologies in detail, allowing other researchers to replicate the study in similar organizational contexts. 
Reliability will be ensured by using standardized data collection and analysis procedures, which will allow the research to be replicated by other researchers. A different researcher is therefore likely to generate the same results.  
The survey instruments will be pre-tested to ensure consistency and accuracy [30]. 
[bookmark: _Toc176384236]4.1.3 Generalisability

While the case study focuses on DHCW, the findings and developed framework may be generalizable to other organizations with similar IT asset management needs. The research will highlight the conditions under which the findings can be applied more broadly.
However, the specific characteristics of DHCW may limit the generalizability of the findings to other sectors or organizations [31].  Most organisations will need to use ITAM systems for the allocation of IT resources and stock control, the importance of which is supported via research.    
[bookmark: _Toc176384237]4.1.4 Data Evaluation Methods
[bookmark: _Toc176384238]4.1.5 Data Collection
Data will be collected through surveys, interviews, and document analysis. The surveys will target IT personnel.  At least 20 respondents for surveys and interviews will be required to obtain a representative sample of stakeholders within DHCW and to achieve statistical significance.  IT personal will be approached via email to explain the purpose of the project and how their input will shape the projects development. This will be followed up by a phone call if a response around their participation is not received within a specified timeframe.  Interviews will be conducted with key stakeholders at DHCW to gather qualitative insights into their ITAM practices [32].  Document analysis will involve reviewing ITAM policies, procedures, and records.
If the required number of participants is not secured, then this will be noted in any findings but escalated to senior managers supporting the project should there be sufficient time to allow potential alternative participants to be identified and contacted.  
[bookmark: _Toc176384239]4.1.6 Data Evaluation
Quantitative data from the surveys will be analysed using statistical techniques such as such as t-tests, to assess the impact of the ITAM framework on asset utilization and compliance rates, while qualitative data from the interviews and document analysis will be analysed using thematic analysis [33]. This will assist in identifying common themes and insights. The results will be presented in a combination of charts, graphs, and narrative summaries to provide a comprehensive understanding of the framework’s impact.
[bookmark: _Toc176384240]4.1.7 Development Methodology
[bookmark: _Toc176384241]4.1.8 Software Development Methodology OR Other Relevant Major Methodology
The research will employ an Agile methodology, specifically Feature Driven Development (FDD), for the development of automation tools. FDD is chosen for its iterative approach, allowing for continuous feedback and improvement throughout the development process. FDD will allow the researcher to develop the ITAM tool incrementally, with regular feedback from the industrial partner to ensure the tool meets their specific needs [34]. This methodology is well-suited to the project's scope, as it enables the researcher to develop and refine features in response to the evolving needs of DCHW.
[bookmark: _Toc176384242]5. Resources and Planning
[bookmark: _Toc176384243]5.1 Hardware Resources
The research will primarily use standard networked PCs for data collection, analysis, and tool development. No additional specialized hardware is anticipated to be required, and access to the internet. The PC will be connected to DHCW’s IT infrastructure to facilitate data collection and testing of the ITAM framework [35].
[bookmark: _Toc176384244]5.2 Software Resources
The research will utilize the latest versions of Microsoft Excel for data analysis. It is not anticipated that any specialized software is needed to gather data. 
The chosen ITAM framework software will be determined as part of the research.  
[bookmark: _Toc176384245]5.3 Information Resources
Data will be sourced from DCHW's existing IT asset management databases and systems. External data required for the research will include industry reports on ITAM best practices, academic journal articles, and case studies. These resources will be accessed through online databases such as IEEE Xplore, ACM Digital Library, and Google Scholar [36].
[bookmark: _Toc176384246]5.4 Human Resources
The project will involve collaboration with IT staff and management of DHCW to ensure the successful implementation and evaluation of the ITAM framework. The research will also require input from survey respondents (at least 20), who will be recruited through professional networks and industry associations [37]. Throughout the project the relevant consultation will be undertaken with the cybersecurity and governance departments to ensure vulnerabilities are minimised and governance is adhered to. 
[bookmark: _Toc176384247]5.5 Project Plan
The project plan is outlined in the Gantt chart below, which details the key phases of the research, including literature review, framework development, data collection, analysis, and final report writing. Milestones include the submission of interim reports in April, the completion of data collection by May, and the final report submission in July.
The chart will assume that January ends in Week 1 and July ends in Week 26. The chart shows the duration and scheduling of each task across the weeks, making it easier to visualize the project's progress.
The proposed timeline:
· Literature Review:			Week 1 - Week 6
· Framework Development:		Week 4 - Week 8
· Interim Report Submission: 		Week 9
· Data Collection:			Week 10 - Week 16
· Data Analysis: 			Week 14 - Week 20
· Final Report Writing:			Week 18 - Week 23
· Final Report Submission:		Week 24
· Final Viva:				Week 26
Gantt chart using this timeline:
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[bookmark: _Toc176330159][bookmark: _Toc176383867]Figure 3 Gant Chart
This approach ensures that the project remains on track and allows for adjustments based on the progress and any challenges encountered. In the next section of the research proposal, the focus will be on the detailed analysis of the collected data and the evaluation of the proposed ITAM framework in DHCW.
[bookmark: _Toc176384248]Personal reflection 

The prospect of undertaking this research project was initially daunting, mainly due to a lack of experience. The use of ChatGPT provided clarification and enabled an understanding of what and how this project should be approached.   Choosing an area for the project was also initially difficult due to the constraints within current role restricting options. 
Researching ITAM has enhanced my appreciation for the strategic value of managing IT resources. Understanding the theories relating to ITAM frameworks reveals its impact on cost efficiency and compliance. I was particularly struck by the role ITAM plays in mitigating risks, security and optimizing technology investments. However, the challenges of data management and maintaining accurate inventories have highlighted the need for robust processes, enabling realisation that effective ITAM is essential not only for operational efficiency but also for data security within organizations.  


/
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