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Lab - View Wireless and Wired NIC Information

Objectives
Part 1: Identify and Work with PC NICs
Part 2: Identify and Use the System Tray Network Icons

Background / Scenario

This lab requires you to determine the availability and status of the network interface cards (NICs) on the PC.
Windows provides a number of ways to view and work with your NICs.

In this lab, you will access the NIC information of the PC and change the status of these cards.

Required Resources
e 1 PC (Windows 10 with two NICs, wired and wireless, and a wireless connection)

e A home / small office wireless router, such as a Linksys EA6500

Part 1. ldentify and Work with PC NICs

In Part 1, you will identify the NIC types in the PC. You will explore different ways to extract information about
these NICs and how to activate and deactivate them.

Note: This lab was performed using a PC running on the Windows 10 operating system. You should be able
to perform the lab with another Windows operating systems version. However, menu selections and screens
may vary.

Step 1: Use Network connections.

You will verify which network connections are available.

a. Open the Network Connections window by right-clicking the Windows Start button > Network
Connections.
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Lab — View Wireless and Wired NIC Information

b. The Network Connections window displays the list of NICs available on this PC. Look for your Local Area
Connection and Wireless Network Connection adapters in this window.

&/ Network Connections — O >
T E-I » MNetwork Conne... » w

Eile  Edit View Tools Advanced Help
Organize * - O @

Mot connected
xR @ Bluetooth Device (Personal Area ..

L_'- Local Area Connection
Somm=  Metwork 11

@ Intel(R) 82579LM Gigabit Network...

c. Bluetooth Metwork Connection
[
~

c. Wireless Metwork Connection
- -M;':Em Home-Met 3
Intel(R] Centrino(R) Ultimate-M 6...

3 items 1zZ &=

Note: Other types of network adapters, such as Bluetooth Network connection and Virtual Private
Network (VPN) adapter, may also be displayed in this window.

Step 2: Work with your wireless NIC.

Verify the wireless network connection settings.

a. Select the Wireless Network Connection option. Right-click on it to display a drop-down list. The first
option displays if your wireless NIC is enabled or disabled. Currently, this NIC is enabled which is why the
Disable option is displayed. If your wireless NIC is disabled, you will have an option to Enable it.

L‘ Wireless Network Connection I
— o Home-Net 3
dIﬂ Intel{(R) Centrind @ Disable

Connect / Disconnect

Status

]

3 items 1 item selected

Diagnose

Bridge Connections

Create Shortcut
Delete

Rename

eee |@

Properties
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b. Click Status to open the Wireless Network Connection Status window.

alll Wireless Metwork Connection Status

General

Connection
IPv4 Connectivity:
IPvE Connectivity:
Media State:
5510
Duration:
Speed:

Signal Quality:

Wireless Properties

Internet

Mo network access
Enabled

Home-Met

1day 03:11:04
450.0 Mbps

:ﬂﬂj

Activity
Sent .L‘_E_ Received
Bytes: 40,709,404 1,377,666,900
!;Eroperties !;gisable Diagnose

Close

What is the Service Set Identifier (SSID) for the wireless router of your connection?

What is the speed of your wireless connection?
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c. Click Details to display the Network Connection Details window.

Metwork Connection Details >

Metworc Connection Details:

Property Value

Connection-specific DM...  eastlink.ca

Description Intel(R) Centrina(R) Utimate-M 6300 AGMN
Physical Address 24-77-03-45-5DC4

DHCP Enabled Yes

|Pvd Address 152.168.1.116

IPv4 Subnet Mask 255.2556.255.0

Lease Obtained Tuesday, Juby 19, 2016 10:24:58 AM
Lease Expires Thursday, July 21, 2016 10:53:40 AM
|Pvd Default Gateway 152.168.1.1

|Pv4 DHCP Server 152.168.1.1

IPvd4 DNS Server 152.168.1.1

[Pvd WINS Server

MetBIOS over Topip En...  Yes

Linkocal IPvE Address fedl: bleecdas a1 7271 %8
|Pwk Default Gateway

IPwE DNS Server

< >

Close

What is the MAC address of your wireless NIC?

d. Open a command window prompt and type ipconfig /all.
C:\Users\Bob> ipconfig /all

EX Command Prompt — O et
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Notice the information displayed is similar to the Network Connection Details window information. When
you have reviewed the details, click Close to return to the Wireless Network Connection Status window.

e. Return to the Wireless Network Connection Status window. Click Wireless Properties to open the
Wireless Network Properties window of the Home-Net network.

Home-MNet Wireless Metwork Properties et

Connection  Security

MName: Home-MNet
S5ID: Home-Net
Metwork type: Access point

Metwork availability:  All users

[ Connect automatically when this network is in range:

Look for other wireless networks while connected to this network
[]connect even if the network is not broadecasting its name (S5I0)

f.  You should always use wireless security whenever available. To verify (or configure) the wireless security
options click on the Security tab.

Horme-Met Wireless Metwork Properties x

Connection  Security

Security type: WPA2-Personal ~

Encryplion type: AES i

Metwork security key | LI

G []show characters

Advanced settings

Cancel

The window displays the type of security and encryption method enabled. You can also enter (or change) the
security key in this window. Close all windows.
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Step 3: Work with your wired NIC.

We will now verify the wired network connection settings.
a. Open the Network Connections window by right-clicking Windows Start > Network Connections.

b. Select and right-click the Local Area Connection option to display the drop-down list. If the NIC is
disabled, enable it.

-

L Local Area Connection
= Metwork 11

_— _
@7 Intel(R) 82579LM Gigabit Netwq @ Disable

L_'. Wireless Metwark Connection Status
-
—

Horme-Met 3 Diagnose
dj:m Intel(R) Centrino(R) Advanced-]

Bridge Connections

Create Shortcut
Delete

3 items 1 itemn selected

Rename

S ee (@

Properties

c. Click the Status option to open the Local Area Connection Status window. This window displays
information about your wired connection to the LAN.

'T”,' Local Area Connection Status >
General
Connection

IPv4 Connectivity: Mo Internet access
IPwi Connectivity: Mo network access
Media State: Enabled
Duration: 00:25:40
Speed: 100,0 Mbps

Activity
Sent L_M.,. Received
W
Bytes: 55,995 45,934
Gﬁrnperﬁes E;gisable Diagnose
Close
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d. Click Details... to view the address information for your LAN connection.

Metwork Connection Details >

Metwork Connection Details:

Property Value 2
Connection-specific DM...

Description Intel(R) 82575LM Gigabit Metwor Con
Physical Address D4-BE-DS-13-63-00

DHCP Enabled feg

IPvd Address 152168102

IPvd Subnet Mask 255.255.255.0

Lease Cbtained Tuesday, Juby 159, 2016 5:56:00 AM
Lease Expires Thursday, Juby 21, 2016 1:23:.37 PM
IPvd Default Gateway 152.168.101

IPwd DHCF Server 152.168.101

IPwd DMS Server

IPvd WINS Server

MetBIOS over Topip En...  Yes

Linkdocal [PvE Address fedl: b572:cbof983.cadcid
|Pvwh Default Gateway

IPwE DMS Servers fec0:0:04ff 131

< >

Close

e. Open a command window prompt and type ipconfig /all. Find your Local Area Connection information

and compare this with the information displayed in the Network Connection Details window.

B Command Prompt — O X

f. Close all windows on your desktop.
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Part 2. ldentify and Use the System Tray Network Icons

In Part 2, you will use the network icons in your system tray to display the networks available on the network.

Step 1: Use the Wireless Network icon.

a.

The bottom right-hand corner of the Windows 10 screen contains the system tray. Move your mouse to
display the system tray as shown.

A m 7z ) B ENG 11:53AM

Note: If your wired network is enabled, a different network icon (E) is displayed in the system tray.

In this example, the 3@ icon from the left is the wireless network icon. If you hover over it, it displays the
currently connected networks.

Home-Met 3
Internet access

Metwaork 11

Mo Internet access 141 PM

Click the wireless network icon, and it displays the wired and wireless network SSIDs that are in range of
your wireless NIC.

Network 11
E No Internet

Home-Net
%
Connected, secured

fﬁ Home-Net 2
Secured

MotoVAP_M91502SA0Y7K
Secured

ARRIS-BDD1
Secured

V7 e

Home-Net Airplane mode
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d. Right-click the wireless network icon, and it displays a troubleshooting option and to open the Network

and Sharing Center window.

Troubleshoot problems

Open Metwork and Sharing Center

e. Click on the Open Network and Sharing Center option.

e

File

Network and Sharing Center - O
4 %+ » Control Panel » All Control Panel ltems » Metwork and Sharing Center v O Search Co...
Edit  View Tools Help
View your basic network information and set up connections
Control Panel Home
View your active networks
Change adapter settings
Change advanced sharing Home-Net 3 A ) |
settings Public network ceess type: ntemet
Network 11 Access type: No Internet access
Private network HomeGroup: Ready to create

See also
HomeGroup
Internet Options

Windows Firewall

Change your networking settings

ﬁ. Set up a new connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

[=% Troubleshoot problems

Diagnose and repair network problems, or get troublesheoting information.

f.  The Network and Sharing Center is a central window that displays information about the active network or
networks, the network type, the type of access.

Reflection

Why would you activate more than one NIC on a PC?
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