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Configure and manage a Virtualised network
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1. Introduction
Within this document I shall document the technical process in which I configure and manage a network utilising a Windows server and client, and Linux server and client, into a working network that emulates a real corporate network. It shall contain user accounts, have sound firewall rules that prevent malicious traffic (no any/any rules) and have function DNS and DHCP services running. All devices will be joined to the same domain, with the Windows server acting as a domain controller.

2. Technical Documentation

A. Swansea Network
i. Routing and Remote Access Service

[image: ]The first task for me to complete is to install routing and remote access service (RRAS). This is straightforward and can be done using the Add Roles and Features Wizard found within Windows Server 2022’s server manager. 
RRAS is comprised of a few features, two of which are of interest to me:
· Remote Access- As the name implies, this enables me to set up remote connections via VPN into my network. This facilitates remote management or interaction. 
· Routing – Enables the server to function like a router within the network. [1]
Once these features are installed, the next step is to go into the Routing and Remote Access Wizard and set up my configuration. There are a few presets available already, [image: ]but I will create a custom configuration for my server. As detailed above, I will require VPN access and LAN routing. Once these are enabled, I will need to allow ICMP on my Windows Server’s firewall. This will enable me to ping back and forth later on, for testing purposes. This can be done in multiple ways, but I’ll be making the change using PowerShell. I used generative to create the script [2]. I proofread it- admittedly, my understanding of PS scripts is rather limited, but it is robust enough that I can break the script down and work out what exactly it is doing.[image: ]
[image: ]
Opening PowerShell as an admin, I run:
“netsh advfirewall firewall add rule name="Allow ICMPv4-In" protocol=icmpv4:8,any dir=in action=allow”
[image: ]

ii. Active Directory Domain Services


[image: ]
Next, I need to install AD DS (active directory domain services). This is a necessary step to create my forest, which I will soon be adding my client machine to. It is called Charlie.acca. I add a suitable DSRM password.






iii. VPN to Cardiff Network
[image: ]Next course of action is setting up a PPTP VPN connection to the London network. The process in which I did so also quite straightforward- I add the necessary details for the C-Server, being the username and password etc. and ensure they are encrypted. 



[image: ]
Here you can see the VPN interface among the other interfaces on S-DC. I also add a static route to allow traffic to flow to the 10.1.1.0 network through the VPN. Currently, this fails to establish connectivity, likely due to a missing return point on the linux network. 

[image: ]

iv. DNS Configuration

[image: ]Next, I am going to go about setting up DNS. This involves setting up A records for both servers, S-DC and C-Server, and reverse lookup zone/PTR records.




[image: ]
v. User Accounts

Next up, I need to create users. I have an excel sheet from which I can import the user information, and am going to use a PowerShell foreach script to do it. Microsoft Learn has their own script available that I could use [3]- however, it has some functions to it that I am not interested in. As such, I will be using one I found on a site called PETRI [4]. I’ve created a backup of my virtual machine at this point and sense checked the script, just to make sure nothing goes wrong.
I’ve realised that the script from PETRI utilises different fields. I could format the data in the .csv to reflect this, but I think it’d be quicker to just snip out what’s not needed from the Microsoft Learn script [3]. This would be things like licenses- these are dummy accounts more or less, and definitely do not need licenses. In a real scenario, you might add licenses on account creation. Also- the .csv file required a few changes. Using Excel, I can do this in no time at all.
[image: A screen shot of a computer
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Script: (Created by using various resources from MS Learn [3] and ChatGpt [2])
# Import the CSV file
$users = Import-Csv -Path "C:\users_list_updated.csv1"

# Loop through each user in the CSV file
foreach ($user in $users) {
    # Create a new Active Directory user
    New-ADUser `
        -SamAccountName $user.UserPrincipalName `
        -UserPrincipalName $user.UserPrincipalName `
        -GivenName $user.first_name `
        -Surname $user.last_name `
        -Name "$($user.first_name) $($user.last_name)" `
        -DisplayName "$($user.first_name) $($user.last_name)" `
        -EmailAddress $user.email `
        -Title $user.job `
        -Department $user.department `
        -City $user.city `
        -Company $user.company `
        -AccountPassword (ConvertTo-SecureString "NotebooK@123" -AsPlainText -Force) `
        -Enabled $true `
        -PassThru
}

# Export the input user list as a log
$users | Export-Csv -Path "C:\temp\NewAccountResults.csv" -NoTypeInformation


[image: ]

Accounts created. I ran into a few roadblocks with specific parameters and cmdlet names, but some troubleshooting and trial and error got me through these.

vi. Disk Drive Creation
The first step in adding a new disk drive to the machine is to turn it off. This is required to make hardware changes in Virtualbox. I go to storage and add a new hard disk on the SATA port.
[image: ]
[image: ]
[image: ]

[image: ]

I’m formatting the partition that the disk was added to here. After doing this, you can see below that the Disk Drive was created successfully. In a real scenario, the file capacity would be bigger, but here, it is not needed. Later on, I plan to share this drive across the network so all clients can access it.
[image: ]


vii. DHCP

Next, I need to set up DHCP for my network. The scope for this DHCP will be for the Windows network only, meaning it will only actually affect one client. 
The IP address range for this DHCP configuration will be 172.16.1.10/24 – 172.16.1.20/24. The lease duration is 8 days, which is the default. I see no reason to change it- nor do I see a reason to add any exclusions or delays. The default gateway is 172.16.1.254- the IP of the server.
[image: ]
[image: ]
[image: ]
The DHCP configuration wizard is detecting some DNS servers on my home network via NAT (that adapter is currently being used for internet access) and the wizard is attempting to provide those DNS servers instead of the one I have configured. They’ll be removed.
[image: ]
[image: ]
Pictured above is the scope, as you can see, the status is active. Below is a screenshot from the client machine- as you can see, DHCP server, DNS server and local IPv4 address are set correctly.

viii. Windows Client Configuration
[image: ]

Following this, I can join the client to my domain.
[image: ]


b. Cardiff Network
i. Routing and Remote Access
First, because I will be setting up IP forwarding on my Linux server. This is done by running the command “sudo sysctl -w net.ipv4.ip_forward=1”. This command lasts only until reboot however, so I need to add it to the startup configuration file, which will enable IPv4 forwarding on startup. The command to do so is:
echo "net.ipv4.ip_forward = 1" | sudo tee -a /etc/sysctl.conf
Next, I want to allow ICMP through the firewall for network testing purposes.

[image: A screenshot of a computer

AI-generated content may be incorrect.]

Similarly, I can then add that to the startup config so that this firewall setup is replicated whenever the server is on.

[image: A screenshot of a computer

AI-generated content may be incorrect.]

ii. VPN to Swansea Network
The first step towards setting up a VPN from my linux machines is to choose a VPN to use. I will be using StrongSwan for a few reasons, which I will cover below.
· Robust documentation [5]
· Compliance with IPSec standards [6]
Next, I’m going to install StrongSwan. Initially, I had issues doing this, but this was resolved by editing my APT sources in /etc/apt/sources.list

Once it’s installed, I need to edit the ipsec.conf file. Here’s the configuration I’ve used:

[image: ]

iii. DHCP Setup
DHCP configuration was completed using ISC DHCP server. Once it is installed, I configure /etc/dhcp/dhcpd.conf with an IPv4 range of 10.1.1.10 – 10.1.1.20 and a netmask of 255.255.255.0. I also provide the Windows server as the DNS server and use the Linux server as the default gateway. I retain the default lease time- I see no need to change them at this time. After a restart, DHCP services are online.
[image: ]
iv. Domain Join
For this section, I was given the option to either join the existing domain or create a parent domain for the linux network. I chose the latter. This makes the most sense to me because it seems like a considerable amount more work to create a child domain than it would be to join it, which in this case, is simply not needed. There are absolutely cases where a child case is suitable, such as cases when different permissions are needed or teams are in operation. 
First, I verify connectivity between the Linux client and the DC. Once this is done, I can go about syncing their time settings, as this is necessary for a domain join. Then, set up krb5-user to authenticate to the DC with kerebros. Following that, I install realmd and initiate a realm discover- once my domain is found, I am able to join my Linux server to the Windows Domain (Charlie.acca).
[image: ]



v. Linux Client Configuration
My linux client currently is not receiving a DHCP IPv4 address from my linux server. The only account I have on this machine currently does not have sudo-er rights, so I need to add it to the sudo-ers group.
[image: ]

I can do this by going into the GRUB menu during startup. Then, boot to root shell and add competitor (my user account) into the sudo-ers list.
[image: ]
Then, I change around the adapters present on the VM in a way that isolates it from both the internet and the Windows side of the network. It now has a linux network only adapter that only allows it to communicate with the Linux server, though I do need to occasionally re-enable access to the internet for APT downloads (these also required me to change my APT source files.)
[image: ]

Then, I join the linux client to the AD domain using the same method as the linux server. For this to work, I needed to enable some extra things on the Windows Server’s firewall and ensure a static route was in place for the linux server to route traffic correctly.
[image: ]
[image: ]
A route back to the client from the DC is also needed.
[image: ]

[image: ]
(For context, 10.1.1.1 is the adapter from the linux server to the client, .10 is the leased IP for the client via DHCP.) 
[image: ]
(above is the client being successfully connected to the AD domain.)

c. Sharing Disk Drive

Next, I need to share the D:\SwanseaFiles disk drive I created earlier. I will be creating a user group to tailor access to the drive. I create an AD group first, and ensure all users (except administrator) are in the group. These users will have full access.[image: ]
[image: ]
[image: ]
All other domain users have only read access.
[image: ]
Below is a screenshot of the client machine having access to the drive.
[image: ]

On the linux client now- I mount the shared disk drive and add a file to it. [image: ]
[image: ]
As you can see, the added file is reflected on the shared drive on the Windows server.
d. Configure IIS Server
First, the role needs to be added to the server.

[image: ]
Then, I add the site’s contents. This will be displayed when someone browses to the site.
[image: ]
Then the setup of the site itself. [image: ]
Then, I need to add it to the forward and reverse lookup zones for the server’s DNS configuration.
[image: ]
[image: ]
e. Remote Desktop Services
Again, the services need to be installed.
[image: ]

Next, since the remote desktop services will be hosted via rds.charlie.acca, I need to create a DNS record and adjust the Charlie.acca certificate to include rds.charlie.acca.
[image: ]
[image: ]
Then, since RDP goes over port 3389, that port will need to be allowed.
[image: ]
Then, I configure who can access via RDP. Originally, this was all users, but I chose to limit to my administrator account.
[image: ]
[image: ]

After making the same changes on the Linux server’s firewall, RDP is possible from all clients.
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DHCP Enabled. . . . P

Autoconfiguration Enabled . . . . : Yes

Link-local IPv6 Address . . . . . : fe8@::185a:eb96:d13:a531%4(Preferred)
IPv4 Address. . . . . . . . . . . : 172.16.1.18(Preferred)

Subnet Mask . . . . . . . . . . . : 255.255.255.@

Lease Obtained. . . . . . . . . . : 17 May 2025 15:02:08

Lease Expires . . . . . . . . . . : 25 May 2025 15:02:08

Default Gateway . . . . . . . . . : 172.16.1.254

DHCP Server . . . . . . . . . . . : 172.16.1.254

DHCPV6 IAID . . . . . . . . . . . : 101187623 S

DHCPV6 Client DUID. . . . . . . . : ©0-81-00-01-2F-AB-B2-AA-08-00-27-43-B8-34
DNS Servers . . - - - - . . . :172.16.1.254

NetBIOS over Tcpip. - . . . . . . : Enabled

C:\Users\Admin>

Windows 10 Enterprise Evaluation
Windows Vicensevalid for 79 days
Build, 19041.vb_release,191206-1406

o o == 18°C ~ = @ ) NG 0%

17/05/2025 =
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current iptables rules can be saved to the configuration file setc/iptables/rules.v6. These rules will then be loaded automatically during system
startup.

Rules are only saved automatically during package installation. See the manual page of ipbtables-save(8) for instructions on keeping the rules file
up-to-date.
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competitor@competitor: ~ all =[x

competitor@competitor:~$ sudo dhclient -v enp@s3
[sudo] password for competitor:

competitor is not in the sudoers file.
competitorecompetitor:~$
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competitor@competitor: ~

competitorecompetitor:~$ getent group sudo
sudo:x:27: competitor

competitorecompetitor:~s ||
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competitor@competitor: ~ Q

[competitorecompetitor:~$ ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group defaul
[t qlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host 1o
valid_1ft forever preferred_lft forever
inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred_1ft forever
2: enpos3: <BROADCAST,MULTICAST,UP,LONER_UP> mtu 1500 qdisc fq_codel state UP gr.
oup default qlen 100
link/ether 08:00:27:12:78:7 brd Ff:ff:ff:ff:ff:ff
inet 10.1.1.12/24 brd 10.1.1.255 scope global dynamic enpds3
valid_1ft 588sec preferred_1ft 588sec
inet6 feso::a00:27ff:fe12:78f7/64 scope link noprefixroute
valid_1ft forever preferred_1ft forever
[competitorecompetitor:~$ ping 10.1.1.1
PING 10.1.1.1 (10.1.1.1) 56(84) bytes of data
64 bytes from 10.1.1.1: icmp_seq=1 tt1=64 time=1.85 ms
64 bytes from 10.1.1.1: icmp_seq=2 tt1=64 time=1.67 ms
rc
--- 10.1.1.1 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1001ms
rtt min/avg/max/mdev = 1.672/1.762/1.853/0.90 ms
[competitorecompetitor:~§
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10.1.1.0/24 dev enpesd proto kernel scope link src 10.1.1.1
152.168.56.0/24 dev enpds1s proto kernel scope link src 192.168.56.101
[16.103.5.0/30 dev enpos3 prota kernel scope link src 216.103.5.2
[compet itoreDebianserver:~$ sudo ip route add 172.16.1.8/24 dev enpes3
fcompet itorapebianserver: s
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3 Admin ‘ommand Prompt

B crosoft windows [Version 16.6.20348.587]
(c) Microsoft Corporation. All rights reserved

c: \Users\Administratorsping 21.103.5.2

pinging 216.163.5.2 with 32 bytes of data
Reply from 216.103.5.2: bytes=32 time=ims TTL-64

ping statistics for 210.103.5.2
Packets: Sent = 1, Received = 1, Lost = @ (6% loss),
Approximate round trip times in milli-seconds
Minimum = 1ms, Maximum = ims, Average = ims

c: \Users\Administrator>route add 10.1.1.8 mask 255.255.255.8 21.
okt

c: \Users\Administrator>

fonality (q) functionality

fonality functionality

Discovery (UDP-In ce functionality

iming server (HTTP- functionality  Domain
iming server (HTTP-St Device functionality  Private
iming server (HTTP- functionalty  Publi
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ping statistics for 10.1.1.1
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds
Minimum = ems, Maximum = 2ms, Average = ems

c: \Users\Adninistrators
c: \Users\Adninistrator>ping 16.1.1.10

pinging 10.1.1.16 with 32 bytes of data
Reply from 10.1.1.10: bytes=32 time=2ms TTL=63
Reply from 10.1.1.10: bytes=32 time-Ims TTL=63

ping statistics for 10.1.1.16:
Packets: Sent = 2, Received = 2, Lost = @ (6% loss),
Approximate round trip times in milli-seconds
Minimum = 1ms, Maximum = 2ms, Average = ims
control-c
e

c: \Users\Administrator>

fonality (q) functionality
fonality (q) o Device functionality
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iming server (HTTP- functionality
iming server (HTTP- Device functionality
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root@competitor:/# mount | grep SwanseaFiles

/ /WIN-7AVH49HLIPR/SwanseaFiles on /mnt/sdc_share type cifs (rw,relatime,vers=3.0,cache=strict,username=administrator,uid=100e, forceuid,gid
=1000, forcegid, addr=210.103.5.1, file_mode=0755,dir_mode=0755, soft,nounix, serverino,mapposix, rsize=4194304,wsize=4194304,bsize=1048576, echo
_interval=60,actimeo=1,closetimeo=1)

root@competitor: /# 1s -1 /mnt/sdc_share

total ©

drwxr-xr-x 2 competitor competitor @ May 17 21:32 'SRECYCLE.BIN

dIwxI-xI-x 2 competitor competitor @ May 16 @1:12 'System Volume Information'
root@competitor:/# echo "Test from Linux" | sudo tee /mnt/sdc_share/linux_test.txt
Test from Linux

root@competitor:/# 1s /mnt/sdc_share/linux_test.txt

/mnt/sdc_share/linux_test.txt

rootecompetitor: /# [

a oo nCcfBE@ 50 B oah gt
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€ Custom configuration
Select any of the features in Routing and Access
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3 WIN-7AVH4SHLIPR (loc{ Routing and Remote Access Server Setup Wizard

Custom Configuration
When this wizard closes. you can configure the selected services in the Routing
and Remote Access console.

Select the services that you want to enable on this server.
¥ VPN access
I~ Dialup access
I~ Demand-dial connections (used for branch office routing )
I~ NAT
¥ LAN routing
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nstall the latest Powershell for new features and improvements! https://aka.ms/PSWindows
S C:\Users\Administrator> netsh advfirewall firewall add rule name="Allow ICMPv4-In"
=allow

k.

protocol=icmpva:8,any

S C:\Users\Administrator>
'S C:\Users\Administrator>





