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Section 1
1.1 Introduction
This brief report is designed to highlight the threat of a Ransomware, in particular a CryptoWall, attack against a small company. This report explains the particular features of the Malware,  how it works, and what measures small companies can take to mitigate or eradicate an attack that takes place.
1.2 What is malware?
According to the Oxford English Dictionary Malware is : 
“Software that is specifically designed to disrupt, damage, or gain unauthorized access to a computer system.”[1]
This confirms that an attacker would utilise the Malware software to breach one the Confidentiality, Integrity and Accessibility Triad (CIA) of a business autonomously for their  own gain, whether to damage reputation or financial gain[2].

1.3 What is Ransomware?
The word Ransomware suggests that somebody is holding information for a financial gain. It belongs to the Malware family of malicious software. Ransomware is not a virus, it is amethod that attackers use to hold user generated files at ransom by encrypting them with a highly complex algorithm, and then selling (or not) the victims a decryption key once the ransom payment is received. Malwarebytes[3] enforce this in their article.

Section 2
2.1 Types of Ransomware
. In her article for AVG, Mateiu[4] sets out two major attacks that happened in 2017 and two in 2016:
1. WannaCry (2017): 10,000 organisations attacked, over 100,000 individuals. This was the most    widespread attack. This shows that the complexity and expansion of these types of attack are on the rise. Therefore it is vital for businesses to protect themselves against them.
2. Peteya (2017): 90% of this virus was contained in the Ukraine, and was less damaging than Wannacry.
3. Locky (2016): An email scam, which prompted users to download software
4. Cerber (2016): An email that had an unsubscribe link, once clicked it encrypted over 400 file types, it could operate offline.



2.2 What is CryptoWall
CryptoWall was first discovered on June 19, 2015, it is a Trojan horse that affects windows PC’s[5]. In his article, Jeffers[5] explains more about the working of CryptoWall and the development of the program since it was first introduced. The CryptoWall application sits hidden on a user’s computer, it all files that are created by users, and also files that have been saved in hidden volume drives, making it very difficult or near impossible for Administrators to restore them without having to pay a Ransom. There have been many flavours(versions) of CryptoWall, the later versions also encrypt filenames, that mean unless documented or backed up, Administrators will have a very hard task in establishing what files have actually been affected, although CryptoWall will do a good job of trying to encrypt everything.
2.1 How can CryptoWall affect your business?
Needless to say, if CryptoWall embedded itself on a host in the network, it could have very damaging consequences. The aim of an attacker is to encrypt your files with an extraordinary piece of software, with a view of making some money anonymously, without much effort on their part. CryptoWall will have a number of effects on the business. Some of the impacts could be:
1. Financial – a substantial amount of money could be requested, depending on how valuable the business rates its now encrypted information.
2. Reputational – the business could make the news, outsiders will lose faith in the companies ability to keep their data secure.
3. Work load – If the security measures weren’t in place, the business will need to identify all areas that there were vulnerabilities, this could mean external resources, audits and implementation of extra secure measures, training of staff.
2.2. How to protect your business against CryptoWall?
Norton Anti Virus (AV) provide a good 7 step guideline to pretect your business against any form of Ransomware, including CryptoWall[6].
1. Paying the ransom encourages further attacks. Don’t do it.
2. Have a good backup strategy.
3. Don’t provide personal information to the ransom request.
4. Use a reputable Anti Virus software and a firewall.
5. Content filter and scan emails.
6. Update hosts and use current patches.
7. Use Virtual Private Networks (VPN), when remotely working on public networks.
The measures mentioned above by Norton minimise the chances of an attack or a further attack. Security is a serious matter, and attackers are constantly looking for ways to exploit vulnerabilities to benefit from weaknesses.


Section 3
3.1 Conclusion
[bookmark: _GoBack]In this report we explored Malware, Ransomware and the different types of Ransomware that exist, in particular CryptoWall. We reviewed CryptoWall, how it operates by using a very complex algorthim to encrypt a hosts files. 

[1]	“malware | Definition of malware in English by Oxford Dictionaries.” [Online]. Available: https://en.oxforddictionaries.com/definition/malware. [Accessed: 21-Nov-2018].
[2]	“CIA Triad,” Infosec Institute, 2018. [Online]. Available: https://resources.infosecinstitute.com/cia-triad/#gref. [Accessed: 21-Nov-2018].
[3]	“Ransomware - Malwarebytes Labs | Malwarebytes Labs | Threats,” Ransomware, 2017. [Online]. Available: https://blog.malwarebytes.com/threats/ransomware/. [Accessed: 21-Nov-2018].
[4]	M. Mateiu, “What is Ransomware: Guide to Protection and Removal | AVG,” The Ultimate Guide to Ransomware, 2018. [Online]. Available: https://www.avg.com/en/signal/what-is-ransomware. [Accessed: 21-Nov-2018].
[5]	L. O’Brien and J. Morparia, “Ransom.Cryptowall | Symantec,” Symantec. [Online]. Available: https://www.symantec.com/security-center/writeup/2014-061923-2824-99. [Accessed: 21-Nov-2018].
[6]	Symantec employee, “7 tips to prevent ransomware,” 2108. [Online]. Available: https://us.norton.com/internetsecurity-malware-7-tips-to-prevent-ransomware.html. [Accessed: 21-Nov-2018].

