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Threats to Fin Secure
Fin Secure handles sensitive data, so it is at risk from a range of cybersecurity threats. These threats can be split into two categories: internal threats and external threats. Both types can cause serious damage to the business if not handled correctly.
One of the biggest internal threats is human error. This could be as simple as an employee clicking on a fake link attached to an email or using weak passwords. Reports show that phishing continues to be one of the most common ways attackers get in[1]
If employees reuse the same password or have a password that can be easily guessed, it makes the company vulnerable to being broken into. Also, due to some staff working from home, there is the risk that some employees could decide to leak data, sabotaging the systems deliberately.
External threats are a big part of the problem to as hackers could try to break into Fin Secure systems using phishing emails, which are designed to trick people into giving away their details. In this case, it is login details. Even though Fin secure hasn’t reported any ransomware attacks, phishing is often the first step towards it.  So, if someone downloads a fake attachment or clicks a bad link, it could let the hacker install ransomware and lock the systems. This hasn’t happened yet, but it’s possible it could happen if these phishing attacks are not stopped. Another threat would be a DDoS attack, which could flood the network with fake traffic which slows how the system operates. Also, if Fin Secure software systems are not updated on a regular basis it could leave security holes that hackers can exploit to gain access.
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Security Policies

Fin Secure needs a clear set of security policies to reduce the chances of these attacks happening again.  According to the NCSC Small Business Guide policies should be simple, clear, and supported with real training [2]. These policies are basically rules that guide how people should use the systems, protect data, and avoid risky behaviour. 
One of the most important ones is password policy. All employees should use strong password one that can’t be easily guesses and the password must include a mix of letters, numbers, and symbols. They should also be made to change the password every couple of months as this reduces the chances of someone gaining long term access. Also reusing passwords should not be allowed employees should use password managers as these are more secure.
A proper access control policy is also needed as everyone shouldn’t be able to access everything. having this policy means that only people who need access to specific data or systems should be able to access them.
Having an acceptable use policy that tells staff what they can and can’t do with company devices would be very useful, as it helps raise awareness. For example, things like downloading random software, visiting risky websites, or plugging in unknown USBs should all be clearly banned, and having staff see this can help prevent these kinds of mistakes. Also, phishing has already been proven to be a problem, so we need proper email and internet policies. These should include advice on how to spot suspicious messages, avoid clicking on unknown links, and report anything strange to IT.
Finally, Fin Secure should implement a patch management policy to make sure all software is kept up to date. This will help shut down security holes that attackers might try to capitalise on. Updates should be installed as soon as they are available, especially on systems connected to the internet. This follows guidance from the National Cyber Security Centre (NCSC), which recommends keeping software updated as one of the most effective ways to prevent cyber-attacks.
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To prevent these threats from continuing, it is essential that proper protection measures are set in place. These are actual measures that will reduce the risk of cyberattacks and limit the damage if something happens.
One of the main measures that need to be implemented is firewalls. They act like a barrier between the internal network and the outside world. By doing this, it helps block unauthorised traffic and stops attackers from scanning the network or getting into parts of the system they shouldn’t have access to. This approach is part of the ISO 27001 framework for secure access control [3] The firewall should only through stuff the business needs.
Another important measure that will be added is multi factor authentication. As this means employees must use more than just a password to log into the system. An example being a password and code sent to the user’s phone which they must enter as well. So even if the password has been attained by someone else, they still can’t get in without also having access to the user’s phone. 
All devices in Fin Secure should have antivirus and anti-malware software installed to help protect against malicious files and programs before they can do any damage. The software should always be updated so it can combat the latest threats. Also, automatic updates should be set up for all systems, software, and devices. This links back to patch management, as keeping everything up to date helps close security gaps that attackers might use to gain access.
Email filtering is essential in blocking phishing emails before they reach employees. These filters can scan for suspicious links, fake senders, or unusual attachments. Since phishing has already been proven to be a problem, this would help prevent a lot of the attacks. 
The final measure being encryption the sensitive information that gets stored on systems or sent out should always be encrypted. This means the data is changed into a format that can’t be understood without the correct access key. So even if someone manages to get a hold of it, they still wouldn’t be able to read it or use it.
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Even with the right protective measures in place, attacks can still happen. So, it’s important to have something set up that monitors for issues and a plan ready for what to do if something goes wrong. If threats are spotted early, they can stop a small problem from turning into a bigger one. These monitor tools should check for stuff like failed login attempts and people logging in at strange hours. The CIA Triad model confidentiality, integrity and availability is often used to guide these security decisions and responses [4]. If something like this happens, they systems should be made to alert the IT department immediately so that they can act fast. There should also be a clear incident response plan, so staff know what steps to follow when there’s a problem this will include reporting it to the right people so the issue can be investigated properly.
To help this process there must be clear steps to follow here’s a breakdown of how everything should work:
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Even with good security policies in place, they won’t do much if staff don’t understand how they work or choose to ignore them. The NCSC recommends basic training on phishing, password strength, and suspicious activity reporting as part of normal staff onboarding [2]. That’s why training is so important it is essential everyone knows what they should and shouldn’t do, and how to spot things like phishing attacks or risky behaviour as spotting things early can help stop problems before they get worse. Fin Secure should run regular training sessions to help staff understand the company’s security rules. This can include things like how to create strong passwords, how to spot suspicious emails, and what to do if they think something’s wrong. These sessions could be held every few months, especially if there’s a new threat or update.
Staff should also be reminded not to do risky things like clicking random links, plugging in unknown USBs, or using weak passwords. Posters or quick videos could be used to keep people aware without boring them. Quizzes or short checks could also help make sure the training is working. Getting people involved is important not just telling them what to do. So, if everyone understands why security matters and knows how to act safely, it makes the whole system stronger.
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Fin Secure needs to take proper steps to sort out its network security. That means looking at the threats it’s facing, having the right rules in place, using tools like firewalls and MFA, and having a plan for when something goes wrong. Staff training is just as important because if people don’t know what to do, the rest won’t matter. If all of this is done properly, the company will be in a much better place to stop attacks and keep things secure.
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