Chris Phillips – Enterprise Network Security Assessment
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	Component
	Role
	IP Address
	Default Gateway
	Configs
	Password

	A-GUI
	SmartConsole + GUI Access
	10.1.1.201/24
	10.1.1.1
	Win 10 – 8 GB RAM 80 GB HDD
	Pa$$word

	A-SMS
	Security Management Server
	10.1.1.101/24
	10.1.1.1
	CP R81.20 – 8 GB RAM – 80 GB HDD
	Pa$$word


	A-GW
	Security Gateway
	10.1.1.1/24, 192.1.1.254/24, 20.0.0.1/30
	-
	CP R81.20 – 8 GB RAM – 80 GB HDD
	Pa$$word


	S-DC
	Primary Domain Controller (SWANSEA.ACCA)
	192.168.1.1/24
	192.168.1.254
	Pre Configured
	NotebooK@123

	ClientS1
	Windows 10 Domain Member
	192.168.1.10/24
	192.168.1.254
	Pre Configured
	NotebooK@123


	L-CD
	Child Domain Controller (LONDON.SWANSEA.ACCA)
	192.168.2.1/24, 20.0.0.2/30
	-
	Pre Configured
	NotebooK@123


	ClientL1
	Windows 10 Domain Member
	192.168.2.10/24
	192.168.2.1
	Pre Configured
	NotebooK@123




Part One
Set up GUI VM
Set up as Windows 10 machine (from Win10 file in ENS Downloads (Only) folder)
Allow 8192MB RAM
Allow 2CPUs
Allow 81.18GB Hard Drive
Allow Internal Network as Adapter 1 – Name: IntCP
Allow NAT as Adapter 2

Launch VM
Windows set up – User – Admin, password – Pa$$word
Navigate to OneDrive app – sign in with UWTSD credentials
Install SmartConsole
Configure IPv4 settings
Settings > Network & Internet > Advanced Network Settings: Change adapter options > Ethernet > Properties > Internet Protocol Version 4 > Properties
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Set up A-SMS VM
[image: ]
Create as Type – Linux, Subtype Ubuntu  with 64bit Ubuntu version.
Install ISO from Check_Point_R81.20_T634
Allow 8192MB RAM
Allow 2CPUs
Allow 81.18GB Hard Drive
Allow Internal Network for Adapter 1 : Name – IntCP
Allow NAT for Adapter 2
Start the VM
Run the installer.
Password for admin account – Pa$$word
Provide the relevant IP addresses for the SMS.
[image: ]
After installation – do not select “install Gaia”, select “boot from local drive”. An error message appears. Shut down the virtual machine. In VirtualBox, go to settings > Storage and unmount the .iso file. Select OK and power up the VM.
Log in using admin and Pa$$word. The screen will state in order to configure your system access the Web UI and finish the First Time Wizard. Before doing this, set the timeouts (there are no on screen messages to indicate success)
set inactivity-timeout 720 
set web session-timeout 720 
save config
Type ‘Exit’

A-SMS Setup First Time Wizard
In the GUI – open a web browser and enter the address https://10.1.1.101 to bring up the SMS web portal
If the error message appears, choose ‘advanced’ and ‘continue to 10.1.1.101’.
[image: ]Log in to the portal and complete the wizard.
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Go through the configuration steps. Enter the following into the eth0 connection manager.
[image: ]Input the relevant device information.
[image: ]
Select Network Time Protocol and configure NTP servers with time.google.com, making sure to choose London as the time zone. 
[image: ]
Define the new administrator credentials. Username – cpadmin, Password – Pa$$word.
[image: ]
Enter the following information for the Security Management GUI Clients
[image: ]
Once installed, open terminal in the webserver and run ‘api status’. This may come back as failed and unsuccessful. Continue attempting until Successful displays.
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Set up A-GW VM
Follow above steps for VM set up. 
However also include two additional Internet Networks for Adapters 2 and 3. One is IntSwa and the other ExtLCD. Create NAT as adapter 4.
Run the installation process as above. 
Remove the iso file before “Booting from local drive” and re-launch the VM
Run the steps the same as with the A-SMS, but instead with the following management interface details
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A-GW Set up First Time Wizard
Open a web browser and type https://10.1.1.1. As above, if the error message appears, select Advanced and continue.
[image: ]
The management connection is as below.
[image: ]
Configure the device information with the below information
[image: ]
Follow the same time protocol settings as the SMS.

On the secure communication to management server activation key page, use key Chkp!234. This key establishes secure internal communications. 
[image: ]
After A-GW finishes its reboot, log in to the Gaia Portal again. Navigate to Network Interfaces. Select the eth0 and choose Edit. There will be a Caution! message indicating that the connected interface is trying to edited. Select Ok button to continue.
[image: ]
Verify the configuration of eth0 is as below
Enable: Enabled 
Comment : Swansea.acca 
Ipv4 Address : 10.1.1.1 
Subnet Mask : 255.255.255.0
Then check eth1 is as below
	Enable: Enabled 
Comment : IntSWA 
Ipv4 Address : 192.168.1.254 
Subnet Mask : 255.255.255.0
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The verify eth2 is configured as below
	Enable: Enabled 
Comment : ExtLCD 
Ipv4 Address : 20.0.0.1 
Subnet Mask : 255.255.255.252
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Check eth3 settings are as below
	Enable: Enabled 

Comment : ExtInt

 Choose Obtain IPv4 address automatically.
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The wizard is complete, sign out.


Establish secure internal communications
Connect to the A-SMS server (10.1.1.101) from the GUI VM via Smart Client. If Fingerprint information comes up, simply press proceed to launch.
[If a message asking to relaunch due a new version of SmartClient appears, simply relaunch. Close down the “Whats New” prompt]
Create a new Gateway and use the wizard mode to set up
[image: ]
Configure the object as below
	Gateway name : A-GW 
Gateway platform : Open server 
IPv4 IP : 10.1.1.1
	[image: ]



Enter the password as Chkp!234
[image: ]

Select Get topology results to see the configuration information and select close.
[image: ]
Check “Firewall” and “Monitoring” in the Gateway general properties

[image: ]
Check the SIC is communicating. Select “Communication” and then “Test SIC Status”. The message should appear with “SIC Status for A-GW:Communicating”
[image: ]
Publish the changes to save them to the database
[image: ]



Managing Licenses
If licenses aren’t installed within two weeks of creation of the GUI, SMS and GW, the trial period will expire and the process will need repeating. 
Check the expiry date of the license
[image: ]
Select Manage Licenses and packages from the smart console application menu
[image: ]
From the SmartConsole menu, select License & Contracts and select “View repository”
[image: ]
Right Click in the License and Contract Respository pane and select 
[image: ]
Add the license from the OneDrive folder where they were located
[image: ]
Select A-SMS.lic for the SMS license and acknowledge the message.
Do the same process for the Gateway license, selecting A-GW.lic
Attach the license to the security gateway.
Right click the license that shows “Unattached” and select “Attach license”. Select A-GW and click “Attach”
All licenses should now be attached.
[image: ]
Update Service Contracts
In the “Licenses & Contracts” tab right of "Package Management”, right-click A-GW and select “Attach licenses”
In the smart console select “Licenses & Contracts” and then ”Update Contracts” and “From file”
[image: ]
Select “ServiceContract-V1.0.xml” from the OneDrive licenses.
[image: ]
Verify all contracts are present in A-SMS and G-GW. 
[image: ]
This is point, there is no connectivity between the Swansea Network and the Checkpoint (A-SMS) network.
Part Two
In order to connect the networks:
Create a new Host object in the SmartConsole (Called “GW-Swansea-IP") with the IPv4 address 192.168.1.254
[image: ]
Add a new NAT policy to translate the Management traffic to the Gateway’s internal interface IP. This was required to overcome the restricted Inbound Scope on the server’s Windows Firewall, which could not be altered due to Group Policy restrictions
[image: ]
Upon doing this, the A-SMS console can successfully ping and connect to the S-DC Swansea Domain Controller. 
[image: ]

I then removed the NAT functionality from the VirtualBox for S-DC, so the Domain Controller cannot communicate with the internet without going through the CheckPoint Gateway. This proves that the default security posture for traffic is ‘deny’/Drop
[image: ]
A new policy rule was created to permit traffic from the Swansea Domain Controller to the Gateway (192.168.1.254) confirming the new outbound rule application. Traffic to 8.8.8.8 is permitted by policy but fails due to no external internet (NAT) configuration. However a ping to the gateway (10.0.5.2) was successful. It is possible that the VirtualBox NAT router was unresponsive to forwarding requests. This I could not resolve.
[image: ]
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[image: ]
I created a Management Host in CheckPoint to reduce the attack surface of the network. This way only one terminal/account can access the server, rather than anyone who can plug in to the management network. This will also make it easier to read access logs.
[image: ]

I also created an Admin Console host in Checkpoint to undertake relevant testing on access control policies to ensure they were successful (or not)
[image: ]




I then created a new access control policy to drop FTP or Telnet connections from any connection to the S-DC
[image: ]
I then created a rule to permit access to SSH and HTTPS services from the Management PC to S-DC
[image: ]
I then tested this, by attempting to make a secure connection to the internet (port 443), an insecure connection to the internet (port 80) and a connection to Telnet (Port 23). The results were captured in the log
[image: ]
I also added Remote Desktop Protocol (port 3389) to the Block Legacy Admin rule. As it is an insecure access method I explicitly added the protocol in case it was enabled in the future and not picked up by any explicit rules.
[image: ]
I finally created an anti-lock out Management rule to ensure the Management Network could always communicate with the Gateway (and not be locked out of the Smart Console) once the Stealth Rule was applied, in case administrative access was blocked. I also created a rule which isolated the Domain Controller from initiating connections to the Management Gateway. This way if the S-DC were compromised, there would be no access to the management gateway enforcing one-way trust.
[image: ]



Internet Access, Content Inspection
I then Enabled application control & URL filtering settings to ensure users could not access sites that posed a security threat, such as sites which allowed executable downloads. It is best practice to also limit access to sites of an illegal/illicit nature.
[image: ][image: ]
I created a new Global Policy called “Internet_Access” and configured it for Access Control & HTTPS Inspection – with the Blades for Firewall, Applications & URL Filtering and Content Awareness.
[image: ]
I then installed the relevant policies for the new Policy Layer:
[image: ]


Additional System Maintenance Rules
I then added two additional standard rules. A ‘Update’ Rule to allow the A-SMS to have external access (for important updates such as security patching) and a ‘Noise’ rule, in order to avoid the excess logging of NetBIOS and DHCP communication. This will make it far easier to read the logs and look out for malicious activities without the ‘noise’ of genuine (but unrequired for monitoring) communications. 
Update Rule
[image: ]
It was important here to ensure that the services were not set to ‘Any’ since if malware were to infect the SMS, the ‘Any’ rule could be used to contact a command and control server. By adding just HTTPS and DNS this applies principle of least privilege and ensures only relevant services the SMS needs to speak to can be contacted. Ntp is included as best practice to ensure server clocks are synced accordingly, for logging and VPN certificates. 

Noise Rule
[image: ]
ICMP Requests
In global settings, I checked the ‘Accept ICMP requests’ box, ensuring “Before last” was the position of the rule. I also ensured “Log implied Rules” was checked. This was to ensure that the Firewall could still be pinged for troubleshooting purposes, but the rule position ensured that it does not override the stealth rule or block other security rules. Log implied rules was checked to ensure total visibility and from a security auditing perspective, it would be potentially dangerous having traffic flow through the firewall unmonitored and recorded.
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IPS
I then enabled IPS, Anti-Bot and Anti-Virus from the Threat Prevention menu on the A-GW
[image: ]
I published and installed the Policy updates. 
I then used the ‘Optimized’Threat Prevention profile to ensure configuration was to Prevent attacks with High and medium confidence levels, to ensure immediate threat mitigation. However for Low confidence signatures, the I ensured the policy was set to Detect (Log), balancing security with operational requirements, making sure false positives do not disrupt legitimate business traffic. 
[image: ]
I then created two policies. One to protect against attacks on the server, and a less strict one for all other users. This way possible lower confidence intrusions would not affect operations, but would be logged. 
[image: ]

Geo-Block Rule
I decided to create a rule that would block traffic from geographic destinations that were less trusted, using North Korea and Russia as examples (other address ranges can be added accordingly)
I created two new network objects, one for North Korea and one Russia, using their most well-known IP ranges
[image: ][image: ]
I then created a network group called “High Risk Countries” in order to collate the netwok information, making rules easier to read and neater, and being able to add new countries and UIP ranges in the future without needing to make large and potentially disruptive change. 
[image: ]
I then created a new security policy “High Risk Countries”, dropping any connection from the IP ranges to any devices on the Network. The rule was placed at rule 1 to ensure any attempts to access the network from these ranges was instantly blocked. 
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Site-to-site VPN
The secret key is ‘secret’
In order to create a site to site VPN, I first enabled IPSec VPN on the A-GW properties. I also ensured the Gateway understood the swansea.acca network was the correct VPN domain
[image: ]
I then created an interoperable device object called London_VPN_Gateway. I added the external London IP Address (20.0.0.2) and added the VPN domain as the London domain (London.swansea.acca)
[image: ][image: ]
I then created a meshed VPN network with both VPN Gateways identified. 
[image: ]
I set a shared secret key and back in the interoperable object, set the mesh network as the IPSec VPN security gateway. (secret key - “secret”)
[image: ]
I then created a site-to-siteVPN policy to ensure the sites would communicate via the VPN mesh network.
[image: ]
Final Firewall rules and cleanup
I created two additional rules for security best practice. I created a rule to drop connections to the UDP443 QUIC protocol. This forces web traffic to fall back to standard TCP/HTTPS, ensuring that the Security Gateway can fully inspect the SSL handshake and enforce policy, rather than allowing encrypted UDP tunnels to bypass inspection.
I then created a rule to block egress from the Domain Controller. In the event malware were to infect the S-DC, access to the external network would be restricted, stopping the malware contacting it’s command and control server. It is important to note users need access to external networks, however the Domain Controller does not. This rule explicitly prevents the server from initiating outbound connections, neutralising the callback phase of a malware infection. 
In order to more easily identify policy rules and to ensure they were ordered appropriately, I created section headings for each of the policy rule areas. These incorporated Global security, Management security, Internal security, user security, and cleanup rules. Additional rules to be added could then be added according to the section headings they most suitably fit under. 
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