Mock scenario-based Questions

Please read and answer the following scenario-based questions – 60 mins 
Scenario:
In the management organisation, a data science team trains an AI model using customer data without verifying whether consent was given. Furthermore, the deeper investigation reveals that an attacker has accessed sensitive data when customers’ profiles are verified during the auditing and financial transaction. Some files have been exfiltrated, and you don’t know how far the breach has spread.
Questions:
1. How should your team determine the extent of the breach and affected data?
2. What immediate actions should be taken to revoke unauthorized access and secure resources used in the organization?
3. Which governance and privacy principles are violated?
4. How should data be reviewed before use in AI systems?
5. What role should a Data Protection Officer (DPO) play?

Scenario: 
An employee from the marketing department gains access to a customer financial dataset stored in the analytics platform. The employee claims they needed it for a campaign analysis. This employee, motivated by personal gain, decides to leak sensitive company financial information. Leveraging their extensive access privileges, they intentionally expose company credentials on the internet.  As a result, a customer discovers the exposed credentials and emails the CISO to notify them of the security breach. 

Questions:
1. What steps should be taken to change the company credentials and secure them?
2. What procedures can be put in place to prevent insider threats like this in the future?
3. Are there policies and training programs in place to address insider threats and the handling of sensitive data?
4. What data governance principle has been violated, and what long-term governance policy should be implemented?
5. How could role-based access control (RBAC) prevent this?




