Abstract
With the development of an information-based society, communication technology has penetrated into all walks of life and has had an immeasurable and significant impact on people's work and life. At the same time, the progress of communication technology has also promoted the process of social informatization. The application and popularity of the network has brought convenience to people's work and life, but it can only play its role if the safe operation of the network is guaranteed. In this paper we present some common security framework models such as ITIL, COIT5.0, S7799/ISO17799 that can be used to enhance data security in enterprises and design a security architecture model for CoffeBlue
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1. INTRODUCTION
1.1 background
As the network has the characteristics of sharing and openness, it creates a good environment for information transmission and services, which enables people's needs to be met, improves efficiency and promotes rapid social development. However, the network is also accompanied by many shortcomings and security loopholes, which can easily lead to information leakage and loss, bringing serious losses to society, enterprises and individuals.
1.2 The development of security framework and model
In the late 1960s, in 1967, the US Department of Defense (DOD) set up a research group to study security policies in the computer environment at the time, the result of which was the 'Defense Science and report'.
After the 1970s the DOD conducted research on the security aspects of the popular operating systems KSOS, PSOS and KVM.
After the 1980s, the US Department of Defense published the Trusted Computer Systems Evaluation Criteria (TCSEC) (the Orange Book).
Later the DOD issued a series of instructions and guidelines such as Trusted Database Interpretation (TDI) and Trusted Network Interpretation (TNI)
In the early 1990s, four countries - the UK, France, Germany and the Netherlands - responded to the limitations of the TCSEC guidelines by proposing the Information Technology Security Evaluation Guidelines (ITSEC), which included the concepts of confidentiality, integrity and availability, and defined seven security levels from E0 to E6
Canada began to develop The Canadian Trusted Computer Product Evaluation Criteria in 1988
In 1993, the TCSE was supplemented and modified in the USA to designate a "combined federal standard"
International Standardization Organization (ISO) developed generic international standard evaluation guidelines from 1990

1.3 Main work
This paper examines the history of information security standards, as well as security architectures and models. Three representative models have been selected for detailed description and analysis. Based on these models, we design a security framework model for CoffeBlue, analyze the company's risks and propose solutions to reduce them.
2. Security framework model
2.1 ITIL
ITIL (Information Technology Infrastructure Library) refers to a service management standard for the IT industry developed in the mid-1980s to support service management solutions with an infrastructure. ITIL provides an objective, rigorous and quantifiable standard and specification for the practice of IT service management in enterprises. ITIL consists of six main modules, namely Business Management, Service Management, ICT Infrastructure Management, IT Service Management Planning and Implementation, Application Management and Security Management. Implementation, Application Management and Security Management. The core module is Service Management, which consists of two process groups: Service Delivery and Service Support. ITIL has gained widespread acceptance and support in the global IT service management arena. No matter how different the concepts and solutions are from company to company, the goal is the same: to integrate IT with the business and to build and manage IT systems with the business at the core.
 The core elements of ITIL include service support and service delivery, with a total of 11 processes. It is important to emphasize that ITIL is not a formal standard, but a "de facto" standard that is universally applied, and that ITIL has five lifecycles: the strategy phase; the design phase; the transformation phase; the operations phase; and the improvement phase.  
 ITIL has been widely used in Europe, North America and Australia, and more than 10,000 leading companies in various industries around the world have brought us many successful cases of ITIL implementation, which have greatly improved the quality of IT services and facilitated the integration of IT and business.
The core module of ITIL is "Service Management", which consists of 10 processes and one function, which are grouped into two main process groups, namely the "Service Delivery" process group and the "Service These processes and functions are grouped into two main process groups, namely the 'Service Delivery' process group and the 'Service Support' process group. The Service Support process group summarizes one management function and five operational-level processes related to IT management, namely Incident Management, Problem Management, Configuration Management, Change Management and Release Management; the Service Delivery process group summarizes five tactical-level processes related to IT management, namely Service Level Management, IT Service Financial Management, Capability Management, IT Service Continuity Management and Availability Management.

2.2 COIT 5.0
COIT 5.0 is a practical guide from ISACA, the International Information Systems Audit Association. COIT 5 was launched to help organizations build a reliable and quality information system. ISACA has also introduced products such as Certified Information Systems Auditor (CISA), Certified Information Security Manager (CISM), Certified in Enterprise IT Governance (CGEIT) and Certified in Risk and Information Systems Monitoring (CRISC).
   COIT 5 provides a comprehensive IT governance and management framework that informs the development of information systems audit objectives and related standards. COIT 5 is based on five principles that aim to achieve a balance between business benefits and optimizing risk levels and resource utilization.
  It consists of the following five principles.
Principle 1: Meeting Stakeholder Needs Principle 1 requires that the governance objectives set by the business give the business applying the COIT 5 framework for governance and management the ability to create value for stakeholder needs through the solutions or theories provided in COIT 5. Generally speaking, the specific application method is to apply a hierarchy of objectives, firstly to understand the profitability objectives of stakeholders, and then to break them down layer by layer into corporate objectives, then to clarify the IT objectives corresponding to the corporate objectives, and finally to develop measures to drive action.
Principle 2: End-to-end coverage of the enterprise Principle 2 requires companies to integrate IT governance into corporate governance, providing a comprehensive IT governance and management support based on the COIT5 framework's approach to driving goal-setting. In this process, the focus is on clarifying the scope of governance, developing a governance framework and appropriately assigning the relevant role responsibilities, related activities and the relationship between the two.
Principle 3: Apply a single integrated framework Principle 3 requires that companies apply the COIT5 framework for IT governance in a way that is up-to-date with other standard frameworks and that the framework applied is complete across the whole organization, i.e. COIT5 itself is integrated through the integration of various aspects of existing ISACA guidelines. The single integrated framework model also requires that the COIT5 framework is consistent with other frameworks such as ISO, ITIL and TOGAF, and provides a reference base for the practice of IT governance and management activities.
Principle 4: Adopt a holistic and comprehensive approach Principle 4 requires that organizations are able to apply the COIT5 framework in such a way that they can develop a COIT5-driven strategy that can influence the overall context. ", "organizational structure", "culture, ethics and behaviors", "information", "services, infrastructure and Applications' and 'People, Skills and Competencies'. Principle 5: Distinguish between governance and management.
Principle 5: In using COIT5, a clear distinction is made between governance and management, but the interaction between governance and management is also maintained. Governance is about weighing and evaluating the needs of stakeholders and the choices they face, prioritizing the different needs and developing strategies to guide action, and monitoring performance against objectives and operational compliance; management is about planning, building, operating and monitoring a range of activities to achieve corporate objectives based on the orientations and principles of governance. The interaction between the two is reflected in COIT5's process model, information architecture, organizational structure and other recommended approaches respectively. 
2.3 S7799 / ISO17799
S7799 standard is an information security management standard developed by the British Standards Institute, which is a representative international standard for information security management system. The standard includes two parts: S7799-1:1999 "Information Security Management Implementation Rules" and S7799-2:1999 "Information Security Management System Specification", of which, S7799-1 standard has now been officially converted into ISO The S7799-1 standard has now been formally converted into an international standard, namely the ISO17799 Information Security Management System Implementation Guide. The standard combines excellent controls for information security management and provides recommended guidance for organizations in the area of information security.
The main chapters of S7799/ISO17799 include scope, terms and definitions, control rules and S7799-2 also includes information security management system requirements, which basically cover information security policy, information security organization, information asset classification and management, personal information security, physical and environmental security, communication and operational security management, access control, development and maintenance of information systems, continuous S7799-1 implementation rules mainly provide the organization managers with the implementation practices of information security management, providing a reference standard for determining the scope of information system general control and control methods for large, medium and small organizations; S7799-2 details the requirements for establishing, implementing and maintaining ISMS, specifying the requirements of security control that should be implemented according to the needs of the organization, which can be used as S7799-2 details the requirements for establishing, implementing and maintaining an ISMS, specifying the requirements for security controls to be implemented according to the needs of the organization, and can be used as a standard for third party certification.
2.4 the applicability of the standard is limited under the new technology
In recent years, with the rapid development of information technology, new technologies such as cloud computing, Internet of Things, big data and mobile internet have been widely used. The application of these new technologies not only raises the level of information technology, but also brings great challenges to the original information security risk management methods. For example, the risks of cloud computing applications are different from the original risks and require adjustments to risk analysis and calculation methods. The information security risk management standard system should build on the original work to manage, prevent, assess and respond to the risks of new technologies such as cloud computing, big data and industrial control.
It may face security breaches or attacks, may lose or leak customer data, may put employee data at risk, may suffer DDoS attacks, and may lose a lot of money. Most cyber attacks are aimed at stealing money, may violate laws and regulations, may put intellectual property or trade secrets at risk, and may be infected with viruses. Software also has weapons of mass destruction, can be targeted by hackers, can suffer disruptive downtime, can damage a company's reputation, can lose physical data and cause the company to go out of business.

2.5 Distinction and connection
ITIL is based on best practice in the business. The OGC collects and analyses information from various organizations in solving service management problems, identifies useful practices in the sector and in other parts of the UK government, and culminates in ITIL. It does not define a broad control structure. It focuses on methods and implementation processes. Because it focuses on it service management (ITSM), it is narrower in scope than COIT, but it defines a more detailed and understandable set of processes for it service provision and support. Its 'target audience' is it staff and service managers.
COIT is based on a number of existing architectures, such as the SEI's Capability Maturity Model (CMM), which classifies software companies into five levels of maturity, and standards such as ISO 9000, which summarize these standards and focus on what companies need rather than how they need to do it. It does not include specific implementation guidelines or implementation steps. The 'target audience' for COIT is information systems auditors, senior business managers and senior IT managers, such as chief information officers.
S7799/ISO17799 emphasizes the effectiveness, economy, comprehensiveness, versatility and openness of information security management systems and is intended to be a high quality, practical reference for organizations wishing to achieve a certain level of management effectiveness. Its most significant feature is its breadth and depth.
























TASK2
3. URITY FRAMEWORK MODEL DESIGN
3.1 Demand analysis
Before CoffeBlue could carry out an optimized design for the security of its network information system, it needed to gain an in-depth understanding of its security requirements and summarize them in relation to the current state of affairs for all aspects of the network information system.
As the company uses a wide range of operations worldwide, it was necessary to strengthen network security on a global scale. Nearly 95% of the network is wireless-based, so network security is to be strengthened. The content of the security requirements is clearly defined, including security policy, security management system, resource management system, management team establishment and security assurance plan. Secondly, it is clear for the areas that need to strengthen security, including between different systems, database, data transmission process, virus invasion protection and security vulnerability detection. The construction of the information security management system follows the general circular pattern of management: Plan (plan), Do (implement), Check (check), Action (improve).
3.1.1 Network equipment security
Network devices in the company, such as servers, switches, routers and employee computers, are subject to security risks. Inadequate security of the equipment can easily lead to the loss of key information of the company, resulting in serious consequences and even huge property losses of the company.
3.1.2 Operating system security requirements
The company is constantly expanding, setting up several branches every year. As the company's scale and territory continue to expand, the requirements for network information systems are getting higher and higher, and more servers are inevitably needed for equipment support. The operating systems installed in the servers need to be updated and upgraded in a timely manner to minimize the security loopholes and improve the overall security of the network information system. It is necessary to provide the necessary system upgrade servers for each branch office to facilitate centralized management after regional decentralization, and to unify the automatic upgrade of operating systems to ensure that the versions of each branch office are consistent with those of the company's headquarters, so as to guarantee the safe operation of the system.
3.1.3 Virus protection requirements
As we all know, network viruses have developed rapidly with modernization, and the degree of harm caused by various viruses has been increasing, posing a greater and greater threat to network information systems. The company is also faced with this situation and needs to deploy appropriate antivirus software to the network information system to improve virus protection. When employees use computer equipment, establish good rules and regulations for use, and when using personal or external storage devices, a comprehensive antivirus scan must be carried out before reasonable use, to prevent viruses from bypassing the antivirus software and directly counting inside the company's network information system, causing the spread of viruses throughout the system and leading to operational difficulties. The antivirus software installed also needs to be updated and upgraded in a timely manner to ensure that the virus database is always up to date.
3.1.4 Access control requirements
The company does not have effective security isolation between the servers of the network information system, and the relevant equipment is all arranged in the same area, so there is no good monitoring of the operation of the equipment in the heavy area of the server room, and it is impossible to guarantee whether the company's operation and maintenance personnel operate reasonably. External personnel can easily access the network information system, and users of the external network can also use the loopholes in the company's external access to access the company's system, and there are serious security risks associated with the wireless network, for which no control devices are set, leading to security risks. Security settings need to be set up in a timely manner for relevant network equipment and access control needs to be strengthened to improve security.
3.1.5 Full management requirements
 The company's network information system is also very urgent for security management needs, and it is now one of the weakest links in the company, the lack of security management is more serious than the threat caused by conventional security loopholes.
 The important information in the computer equipment of all employees in the company needs to be encrypted, the use of information needs to establish reasonable rules and regulations for safe use, employees need to set personal passwords for their own computers, key network equipment needs to be managed by a dedicated person, and a good security management system needs to be established to put security management measures in place to prevent the leakage and illegal use of company information. Through these specific measures and attention to detail, the security management of the company's network information system will be improved in the daily management.
3.2 Network information system security optimization objectives
The construction of CoffeBlue's network information system has security requirements. Based on the preliminary investigation and analysis, the network information system was analyzed at the theoretical level, and then the corresponding hierarchical design and security optimization was carried out through each part to achieve the required security optimization objectives, which are as follows:
It is necessary to detect each information access inside and outside the network information system, to clarify the source of the access, the content of the access, the time of the access and the result of the access, to ensure the normal conduct of the access and to prevent ultra vires and illegal access.
Through the establishment of a real-time monitoring system, the control of information in the network information system is increased, and the protocols, sources and contents of data packets in the network are analyzed in depth, so that security risks can be found in a timely manner and corresponding measures can be taken to deal with them. The monitoring targets include system-related network equipment, internal and external malicious attacks, database systems and application software, etc. Their operational status is recorded and any abnormalities are reported. A good linkage is established between the monitoring system and the security protection system to achieve dynamic monitoring and corresponding processing of security protection. 
All users of the network information system are set up with the appropriate permissions, and the identity of the accessing users is verified to identify the authenticity of them, so as to ensure the safety of the company's key documents, procedures, data and other information, and to ensure that they are used by legitimate users. Security management is carried out for users in the process of use to improve the legality of the use process and improve management efficiency to further ensure the security of information.
Be able to form logs of all security-related states and practices in the network information system and keep them properly, establish a good reading system and carry out log auditing work, so that the network information system can be well grasped by the company, keep abreast of the situation and carry out processing of the corresponding system parts according to the results of log auditing to form a good cycle and continuously improve the system security performance. 
Be able to establish good security isolation within and outside the network information system, reduce security risks such as virus invasion and malicious attacks caused by external connections, and strengthen external network access control, identity authentication and minimum privileges for key host devices, servers and routers in the system, so as to guarantee the safe operation of the system in the whole Internet. 
Establish a good security management system to ensure that all company personnel can make reasonable system use under the system structure, strengthen the overall awareness of information security and the ability to use and operate the system, and bring into play the system's ability to resist security risks.

4. Network information system security optimization program
4.1 Network information system security management organization
In order to implement the company's information system security optimization plan, we should firstly raise the awareness of information security at the company level, attach importance to the network information system security management, effectively organize the network information system security management and carry out all relevant security management work, such as the design of the network information system optimization plan, the formulation of security protection measures, the determination of security management rules and regulations and the implementation of network security. At the same time, the information security policy is announced, security responsibilities are assigned, security work is coordinated and a security management team is set up in the company so that the work can be effectively promoted. The current network protection methods focus more on the protection of network boundaries, but are not strong enough to recognize attacks from within. Managers in companies do not pay much attention to internal threats and often do not have an effective management system internally. Insiders have easy access to sensitive information and if there is a lack of ethics and less loyal employees stealing information or disrupting network communications, it can bring devastating disaster to the enterprise network information system. It is necessary for enterprise managers to pay attention to the establishment of internal network security protection mechanisms.
4.1.1 Security management organization
Strengthening management network security awareness Many managers of enterprises in China have only carried out technical prevention mechanisms for network security systems, but have not formed an awareness of the vulnerability of the Internet to attack. Especially in the management of enterprises in traditional industries, it is difficult to effectively guarantee network security because people think that their company will not be invaded. Only managers who have established a good awareness of network security can maintain the information security of e-merchants. 
4.1.2 Security management system establishment
The effective combination of the above-mentioned security management organizational measures is used to establish a complete and effective security management system in the company, so as to effectively carry out various security management work, guarantee the normal operation of the company's network information system and realize the network information security service commitment. At present, the company lacks a complete security management system. The management of the company should pay more attention to the security strategy and specification of network information security, so as to establish a reliable and formal security strategy system and formulate some relevant documents. A complete and good security management system must be established according to the principles and reference standards for the optimal design of network information systems security, including all the various factors such as networks, equipment, institutions, personnel and measures within the company. Then, it is also necessary to distinguish the differences between different regions, different businesses and different network situations within the company, and to be able to optimize and amend in detail the various management rules and regulations, security operation processes, management organization and management personnel responsibilities within the system in different situations after the system has been established, so as to improve the company's own security protection capabilities through the role of the system. Of course, the subsequent refinement of the security management system must be based on the security management organization measures developed by the company, within the scope of the design principles, there can be no contradictions and mutual interference, for the company's security protection can only be enhanced, in order to cope with the continuous development of security risks and hidden dangers. According to its own situation, the company has put the security needs of its customers first in its network security system, established a network security service operation system and added a brand new team to guarantee the security of the network information system.
4.1.3 Security management system implementation and improvement
After the security management system was established and revised, it was released throughout the company, including branches and offices, and then strictly implemented in accordance with the system document. The management of the company should have a deep understanding of the value of the system, support the implementation of the system from the action, and formulate corresponding reasonable and effective implementation rules, effectively promote and train all employees in the company, and understand the content and clear responsibilities of the security management system from top to bottom, so as to improve the security of the network information system.
 Before the implementation process, it is necessary to realize that this is a difficult and time-consuming process that requires the concerted efforts of all staff in the company to make corresponding adjustments in different departments and different businesses to improve the synergy of work and change the original fixed working pattern, which will face unprecedented difficulties. In addition, in the process of implementing the system, there are bound to be problems with the system itself, such as those that cannot be implemented, those that lead to negative impacts, and those that are too complex, resulting in the safety management system not being implemented smoothly within the company. The problems are summarized and analyzed, and the corresponding revision work is carried out. 
4.2 Optimization of network information system security
The program focuses on the physical, technical and management aspects of the network information system, with emphasis on routing/switching devices, database systems, operating systems and external network connections for border protection, system reinforcement, authentication and authorization, and information encryption. The ultimate goal of the company's network information system security is achieved by deploying firewalls, real-time monitoring, vulnerability scanning and anti-virus software in the network information system.
4.2.1. Connotation of the security optimization program
 The security optimization program of the network information system consists of a combination of systems including firewall systems, vulnerability scanning systems, implementation monitoring systems, information encryption systems, etc. Through the synergistic work of each system, all parts of the network information system can be guaranteed to operate safely. The different functional systems are integrated and managed by the security management platform, so that the systems can be effectively linked to form a security defence as a whole and form a solid security protection system through the effective implementation of system security policies.
4.2.2 Physical optimization program
Strengthen the security protection equipment in the company's server room, install additional fire prevention, waterproof, lightning protection, temperature and humidity control and environmental monitoring equipment to ensure the physical security and good operating environment of the main equipment of the network information system; add corresponding redundant equipment in the network information system, including routers, servers, switches, etc.; add redundant lines in the cables and optical fibers related to the network information system to prevent the system from being paralyzed due to line failure, and strengthen the management of common and backup lines to ensure smooth operation at all times.
4.2.3 Technical optimization solutions 
Strengthen the main functions of firewall system boundary isolation and access control, improve the boundary security of the company's network information system, effectively control internal and external access to information within the system, and conduct key monitoring of key equipment. The firewall system is effectively linked to the implementation monitoring system, so that when the real-time monitoring system finds a security risk, it will immediately pass the relevant information to the firewall system, triggering the security protection policy to carry out corresponding measures, so as to protect the security of the network information system.
The advanced encryption technology used in the information encryption system is improved to ensure effective encryption of network information, and special technical protection is also required for passwords to prevent them from being easily accessed, resulting in encrypted information being easily cracked. The use of anti-interference technology in the information transmission channel reduces external security risks, prevents saboteurs from stealing, tampering and obstructing information, protects important company secrets and improves the last line of defence for information security.
Strengthen the security settings of key system equipment such as operating systems, servers and routing/switching equipment. Establish corresponding identity authentication and access rights system, add a special server for the operating system so that it can be upgraded and updated automatically, and then establish a backup and recovery mechanism for the information and setting information of all key equipment, so that the operation of the network information system can be quickly restored after a security incident to safeguard the operation of the company. 
4.2.4 Management optimization program
The company carries out improvement work on the security management system, so that the security management strategies adopted can be implemented in the long term and the relevant evaluation standards are reasonable, so as to promote the establishment of a network security management system. 
Conduct security management training seminars to improve the security awareness and overall working ability of the entire company, and carry out regular assessments to maintain and improve the current level and improve the overall quality of security management. 
Further clarify the security management responsibilities of each employee and establish a mechanism of incentives and penalties for work results to prevent negative treatment.

5. Summery
Due to special circumstances, this course adopts the form of online course. For the first time, I learned that data security includes not only security management, but also compliance, emergency plan, protection mechanism, etc. In the stage of consulting the paper, I found that both supervision and management are great challenges. In the process of studying ITIL and COBIT, these two models are very good models. I combined the advantages of these two models and designed the security management system model of CoffeBlue company. 


