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[bookmark: _Toc90565132]Introduction
The purpose of this report is to explain the impact cloud computing has had on the field of computer networks. The report will cover how the shift towards cloud computing has impacted computer networking, how network professionals have had to adapt to the technical challenges the cloud has proposed, and how RESTful web services have been used to facilitate said changes. I will also discuss why software-defined networking has become more prevalent and adapted by the industry, and finally why standards like json and REST have been utilised by network professionals.
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“Cloud computing is on-demand access, via the internet, to computing resources—applications, servers (physical servers and virtual servers), data storage, development tools, networking capabilities, and more—hosted at a remote data center managed by a cloud services provider” [1] Cloud computing has made a massive impact on how we use computers, from being able to collaborate with others on documents, backup and store data and documents remotely, excellent accessibility as your data can be accesses from anywhere with an internet connection and a computer/phone, etc… More specifically, cloud computing has affected computer network professionals for the better, but it has meant they have had to adapt to make use of these changes.
     Arguably the biggest change to a business’ network setup with the integration of the cloud is the flexibility it offers. Firstly, it allows employees to access data and documents from a business’ server/data centre off-premises with the use of a Wi-Fi Signal. This has allowed employees to work from home, which has been especially useful in the Covid-19 pandemic, where people have been forced to work from home. This has also allowed businesses to save on the upfront costs of extra computers that may no longer be needed on premise, as well as the ongoing costs for running said PCs. This has meant that network professionals have had to adapt to deal with the new security threats this has posed, such as the increased risk of man-in-the-middle attacks.
      This flexibility is also seen with the network itself. The use of cloud allows the network to expand based on the workload of the business. “A scalable cloud architecture is made possible through virtualization. Unlike physical machines whose resources and performance are relatively set, virtual machines (VMs) are highly flexible and can be easily scaled up or down. They can be moved to a different server or hosted on multiple servers at once; workloads and applications can be shifted to larger VMs as needed.” [11]
     The use of both cloud and software has also allowed flexibility in storage options. Businesses can backup data onsite, but with the use of the cloud, offsite backups can also be used in tandem, or as an alternative. Offsite backups are great, as if data on the network is lost, due to corruption, a cyber attack such as a ransom attack, a fire, etc… The businesses data is still not lost, as it can be accessed via the offsite backup, allowing business operations to start up much quicker as data can be restored much easier. It is also more scalable as you can simply buy more storage for the offsite backup, which you may not be able to do with an onsite backup if your server is out of space for HDDs, for example.
     Moving on from flexibility, the centralisation of business networks, as well as the shift towards software-defined networking has allowed network professionals to have more control over a network off site. This gives them more flexibility when working, such as being able to work from home using software such as the SolarWinds Network Performance Monitor, allowing network professionals to monitor the network off site and make changes to it remotely in the case of a problem arising stopping employees from using the network and/or its devices.
     Although the use of the cloud does come with its benefits, some described previously, it does also bring a whole host of problems and complications. Security of a network has been a big issue with the introduction of the cloud, especially for network engineers. Since a business’ data can be accessed from anywhere, this has meant hackers have been able to use Man-In-The-Middle attacks to target employees accessing their business’ servers via the cloud on unencrypted Wi-Fi, such as public Wi-Fi. This has meant that network professionals and businesses have had to train employees in proper security etiquette, such as the use of VPNs on unencrypted Wi-Fi. However, with proper protocols and the utilisation of new security tools that have come along with the rise of the cloud, businesses are arguably more secure than before. Part of this is due to more granular and centralised security, with the use of SDN controllers for example.
     “An SDN controller manages flow control to the switches/routers “below” (via southbound APIs) and the applications and business logic “above” (via northbound APIs) to deploy intelligent networks. They consolidate and mediate between different controller domains using common application interfaces.” [5]. By centralising security, it does create a central point of attack. However, with proper security precautions this can be mitigated, while reaping the benefits, such as “traffic programmability, agility and the ability to create policy driven network supervision and implementing network automation.” [6] With the increase in security tools available to network professionals and businesses however, the upfront costs of security have increased. Long-term costs of running the business are decreased with the use of cloud integration however, balancing the cost out.
     Another problem for network professionals is cloud configuration, and the problems of misconfiguration. According to IBM Security, cloud misconfiguration was the root cause of 19% of malicious data breaches in 2020, as shown below:
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Cloud misconfiguration is defined as “any errors, glitches or gaps in your cloud environment that can leave you exposed to risk. This cloud security risk could come in the form of data breaches, cloud breaches, insider threats or external bad actors who leverage vulnerabilities to gain access to your network” [3] To ensure these errors are less vulnerable to hackers, network professionals have had to teach themselves many skills outside of network deployment and physical hardware which has started the crossover of the job roles of both network professionals and software engineers.
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The challenges proposed by cloud computing have caused the role of a network professional to evolve, to ensure a network, and by extension businesses, can reap the benefits the cloud offers while also ensuring the network is secure. Network professionals have had to learn about network programmability, as well as coding in general. They have  also had to gain a better understanding of cybersecurity through software/code. This change in the skills needed by a network professional can already be seen, as current network professionals have had to be trained to understand more software engineering principles. Network management certificates and degrees are also implementing both cybersecurity and coding into the courses so that the future generation of network professionals are better equipped to incorporate these trends in network management.
     This shift towards cloud computing has meant both network professionals and software engineers have had to figure out ways to ensure that networks can make full use of the cloud, while also ensuring devices are as secure from hackers as possible. One of the problems proposed by the cloud is ensuring that the many different devices that could be found on a business network can communicate with other devices, as well as the cloud, using the web and without restrictions.
     Another issue the cloud proposes is the security risks it provides. Devices must be able to securely connect to the correct server, and the data sent to and from the devices must be secure to ensure it can neither be viewed or altered by hackers. Lastly, network professionals have had to ensure their cloud configuration is correct and follows the proper protocols to ensure devices can communicate with one another, and that that the cloud and all its elements can be connected to securely by devices. These steps are needed in cloud configuration to stop or make it harder for hackers to use insecurities or errors in cloud configuration to gain access to the business’ data.
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To adapt to these changes, network professionals have had to make use of cloud APIs, mentioned previously, to adapt to the changes and challenges proposed by the integration of cloud computing within a networking environment. One of the most important APIs that have allowed the facilitation of these changes are RESTful APIs. A RESTful API “is an application programming interface (API or web API) that conforms to the constraints of REST architectural style and allows for interaction with RESTful web services.” [15].
     One of the main reasons behind the REST architectural style was to essentially standardise the web, which is arguably achieved thanks to the interoperability provided by REST. Interoperability “refers to the basic ability of different computerized products or systems to readily connect and exchange information with one another, in either implementation or access, without restriction.” [9]. This is great for network professionals as since there are so many different devices used on a network and making sure that these can communicate with other devices and web servers using the web is critical, especially with the integration of the cloud within a business’ network.
     Another way RESTful web services have facilitated the challenges proposed by the cloud is due to the security it provides. RESTful APIs make use of both HTTP (Hypertext Transfer Protocol) and TLS encryption (Transport Layer Security). TLS “is a cryptographic protocol that provides end-to-end security of data sent between applications over the Internet. It is mostly familiar to users through its use in secure web browsing, and in particular the padlock icon that appears in web browsers when a secure session is established.” [16]. TLS ensures the secure delivery of data that is sent over the internet and encrypts is to stop hackers from viewing the data, and/or altering its content.
     HTTP on the other hand, is “an application-layer protocol for transmitting hypermedia documents, such as HTML. It was designed for communication between web browsers and web servers, but it can also be used for other purposes.” [17] HTTP follows the client-server model, where a client first opens a connection to make a request and then waiting until it receives a response from the server. Both are very useful for increasing the security of a device. These allow devices to make secure connections to cloud servers, as well as encrypting the data sent to and from these devices and the cloud, increasing security of these devices and the network.
     Lastly, as discussed previously, cloud configuration is a big issue for businesses, as it is the root of 19% of malicious data breaches businesses have suffered from in 2020. Cloud configuration involves setting hardware and software details for devices and elements in a cloud environment, as well as ensuring that the devices and elements of the cloud can communicate or interoperate with one another. As discussed, a RESTful API already provides interoperability for many different devices on the web, allowing them to communicate with one another and standardising the web. We also know that RESTful APIs are quite secure due to the utilisation of HTTP and TLS. This helps to ensure the cloud and all of its elements can be securely connected to by devices on other networks, by using HTTP methods, such as GET, POST, PUT, DELETE etc…
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For Network Professionals, adapting their craft towards software-defined networking has been quite beneficial in their everyday roles, as well as been a necessity to adapt to emerging trends in IT, such as the cloud. A “Software defined network can be defined as an emerging architecture that is dynamic, manageable, cost-effective, and adaptable, making it ideal for the high-bandwidth, dynamic nature of today’s applications. This architecture decouples the network control and forwarding functions enabling the network control to become directly programmable and the underlying infrastructure to be abstracted for applications and network services.” [4]
     By adapting to software-defined networking, network professionals have given themselves more job opportunities in the industry today. Businesses are always looking to cut down on costs when possible. With the introduction of cloud computing and software-defined networking to networking, as well as network professionals learning more about software, businesses have been allowed to essentially hire one employee to do a job that previously would have required two. Before the shift towards software and cloud computing, network professionals would have likely worked in an IT team alongside a software engineer. However, due to said shift, businesses have been able to employ network professionals to do the role of network engineering, but some roles of the software engineer. This means costs can be cut as business are finding it less valuable to hire both, when one can do the job of both for the most part, and for specific scenarios where the network professional might be unable to fix a problem, a software specialist can be hired for their time, rather than hired all year round.
     As mentioned previously, centralisation of a business’ network has been quite useful with the rise of cloud computing and SDN. Centralised Network Management has many advantages. Firstly, “A single central server is quick and easy to deploy because you only have to manage one configuration without load balancing or orchestration.” [12]. Efficiency is another advantage of a centralised network. “Since all key network functions are managed through a central location, IT personnel can focus on keeping those servers up-to-date in terms of hardware upgrades and software patches.”. [13]. Since all connections will go through the business main server, the path for data packets and requests are shorter increasing speed and performance, as well as allowing network professional to monitor network traffic easier as all data will travel to and from the single centralised network, rather than using multiple servers on different sites. Lastly, Centralisation of the network also allows more granular security of the network, with the use of an SDN controller, discussed previously.
     Another advantage of SDN is guaranteed content delivery. The implementation of quality of services (QoS) for multimedia transmissions and Voice over IP is made much easier with the use of SDN, as a network professional can direct and automate data traffic.
     Lastly, SDN gives network professionals more control over a network. “By implementing SDN, IT teams are able to change network configurations with no effect to the network. Additionally, SDN supports the management of physical and virtual switches and network equipment from a single centralized controller, something that cannot be done using simple network management protocol (SNMP).” [6]. SDN is used on top of pre-existing network controls and standards to give network professionals more control over the network, and to make managing the network less hassle.
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JSON (JavaScript Object Notation) “is a standard text-based format for representing structured data based on JavaScript object syntax. It is commonly used for transmitting data in web applications (e.g., sending some data from the server to the client, so it can be displayed on a web page, or vice versa)” [7]. REST (Representational State Transfer) however is a type of API that “uses the HTTP protocol in a simple and effective way. Systems that adhere to REST practices are often referred to as RESTful interfaces. RESTful interfaces use the HTTP methods—GET, POST, PUT, DELETE, and so on, that web browsers use to access web pages. “ [8] Communication between the server and client is done via HTTP requests and responses which are stateless. This means that “the server does not store application state information. Instead, client requests contain all the information needed to service the request. “ [8] With this being said, why are these standards being used in the first place?
     One advantage of REST, and more specifically, RESTful web services is the interoperability it provides. As explained previously, interoperability is essential for allowing different devices that would make use of the web to communicate possible without any restrictions, especially since these devices may make use of the cloud.
     An example of where interoperability is used and is rather important is in health care. The Use of REST and RESTful APIs for interoperability allows health care workers to access “Greater levels of access to real-time patient data from key health or care agencies” [10], allowing them to make more informed decision-making using data gathered on patients, such as medications takes, allergies, etc. Interoperability also allows for efficient care of patients, as having access to real-time patient data “reduces duplication of effort and errors in patient management” [10], increases time efficiency as “In the event of a patient being unable to communicate effectively, health or care professionals can fill in the gaps without needing to phone GP practices or other services.” [10] Saving precious seconds in serious situations. Lastly, interoperability can help reduce errors as “The ability for clinicians to access data at the point of care is key to preventing medical errors.” [10] Which is provided by interoperability.
    Another example of where interoperability is used is by the public safety sector to communicate effectively between different agencies during wide-scale emergencies. These are just some of the uses of interoperability, and RESTful web services facilitate interoperability between devices and networks through the internet, making it a very useful standard and API for network professionals, as well as many businesses and sectors across the world. 
     Interoperability isn’t the only advantage these standards provide. REST APIs makes software programmability for network professionals simpler and easier to understand than using a CLI. “Structured data can be processed and consumed directly without any additional parsing, as is required with unstructured data from a CLI. Devices can be managed and controlled in a programmatic fashion. Structured network data can be subjected to logic checks (IF / ELSE statements) and then subsequent actions can be taken based upon the results, all in software, instead of doing it manually.” [14]. Although it is good for a network professional to be comfortable with an OS’ CLI, it is not expected of them to be nearly as knowledgeable than a software engineer, so this option for managing devices on the network can be quite useful and easier to learn and understand than using a CLI. Structured data can also be used directly without additional parsing that a CLI would require, increasing the speed at which structured data can be processed and therefore used.
     REST APIs can also be integrated easier with business logic systems, which is especially helpful for network professionals. “The use of structured data (e.g. JSON format) has the advantage that network configuration and monitoring commands can be written in any language, such as Java or Python. The use of higher level languages for switch management means that it can easily be integrated with other systems and initiate other actions based on monitored results. Examples of infrastructure systems are firewalls and IDS/IPS. Examples of business logic are ChatOps systems like ServiceNow or PagerDuty.” [14].
     Lastly, network automation that can be achieved by using both the JSON formatted structured data and REST APIs are very beneficial to network professionals due to the time saved by automating repetitive tasks. Some of these tasks could be: 
· “VLAN config
· Adding ports to trunks
· Ports to VLANs
· Setting ACLs
· Setting QoS” [14]
By automating these repetitive tasks, network professionals can both save time completing these simple repetitive tasks by automating them by using the JSON and REST standards, as well as cut down on errors as these commands will be inputted correctly every time, cutting down on the human error that could occur from a network professional manually inputting these commands.
     These are just some of the benefits these standards provide network professionals and their businesses, and it is clear to see why these standards are being utilised by network professionals.





[bookmark: _Toc90565138]Conclusion
In conclusion, during the writing of this paper, I have explained the impact cloud computing has had on the field of computer networking, and consequently the shift network professionals have taken towards software-defined networking and cloud computing. I have also discussed some of the challenges proposed by the cloud, and how RESTful web services have facilitated these changes and addressed the challenges proposed. Lastly, I have explained why standards such as REST and JSON have been both selected and utilised by network professionals.
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