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Section 7 – Reflection on Collaborative Work – provides more detail on team best practices.
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[bookmark: _Toc129291097]Abstract
This report is split in to two sections. The first section describes the key tasks in setting up a simple virtualised network using a Type 2 Hypervisor Management Software. The network to be made up of Microsoft Windows Server and Windows 10 virtual machines. The machines are configured to use DHCP and DNS and Microsoft Active Directory with simple domain objects created. This was a group task.
The second section of this report provides an individual analysis and observations of both the technical elements of the tasks and a reflection on the collaborative working.

[bookmark: _Toc129291098]Introduction
Network Operating System and Services provide the ability to centrally manage users and devices attached to a network and, allow network resources to be shared.
The tasks carried out in this report uses Microsoft Active Directory which is a proprietary network operating system. There are other directory services available such as OpenLDAP, FreeIPA, Apache Directory Server and OpenDJ.
These directory services use Lightweight Directory Access Protocol (LDAP), which the Oxford Dictionary of the Internet describes as “A version of the Directory Access Protocol defined in the X500 standard for directory services.” [1] The use of LDAP standard should allow any device using the protocol to attach and authenticate to a network domain.
Active Directory requires Domain Name Services service as part of the setup, DNS is used to provide each object on the network a unique name.
DHCP service is also configured for ease of network management but is not a requirement for Active Directory.

[bookmark: _Toc128316276][bookmark: _Toc129291099]Task 1: Type 2 HyperV – Setting Up Environment Hosts and Clients
This section describes how the team used Type 2 Hypervisor to set up the small network consisting of 2 VM Servers and 2 VM clients. Screenshots are used to capture the high-level steps.

[bookmark: _Toc128316277][bookmark: _Toc129291100]Oracle VirutalBox
Oracle VirtualBox was used as the Type 2 hypervisor as it is easy to install and configure and sits on a host operating system rather than having to source dedicated hardware as required by a Type 1 hypervisor.
The installation media to create the VMs (Microsoft ISOs), were stored on the group shared folder to ensure we could return to the same version if required.
[bookmark: _Toc128316278][bookmark: _Toc129291101]VM Backup Strategy
The group decided in the first instance to simply make manual copies of work, and version control manually. The group did consider version control tooling such and Git and GitHub, but the scope of the work outweighed the benefits.
In addition, each week virtual appliance files were copied to an offline folder to allow for roll-back or recreation of the VMs in the event of host hardware failure.

[bookmark: _Toc128316279][bookmark: _Toc129291102]Windows 2019 Hosts – Server 1 & 2
The following screenshots in figure 1 & 2 show the process of the Server installs[bookmark: _Toc129291136]Figure 1 - Server 2 Server Manager
[bookmark: _Toc129291137]Figure 2 - Server 1 Installation
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Description automatically generated with medium confidence]

During the install we accepted the default installation options for Windows 2019. This was repeated for Server 2. Screenshot 2 shows Server 1 up and running.

[bookmark: _Toc129291103]Windows 10 Client Installs

[bookmark: _Toc128316280][image: Graphical user interface, application

Description automatically generated]As with the servers, ISOs were used to create a default install of Windows 10 for Client 1 & Client 2.[bookmark: _Toc129291138]Figure 3 - Client Installation








The following diagram shows the 2 Servers, and 2 Clients in VirutalBox that are set up with default out of the box Windows configurations.
[image: Graphical user interface, text, application

Description automatically generated]
[bookmark: _Toc129291139]Figure 4 - Completed OS Installs


[bookmark: _Toc128316281][bookmark: _Toc129291104]Optimise Virtual Machine Settings

[image: Graphical user interface, text, application

Description automatically generated]VirtualBox allows the changing of HyperV configuration options to allow for things such as access to more memory or CPU threads. Figure 5 shows an example of this for Server1[bookmark: _Toc129291140]Figure 5 - Hypervisor Optimisation


It is important to note that Windows 10 client being used does not take advantage of these optimisations as it does not require the PAE/NX ability to access more RAM as they are 64bit installations.

We looked at other possible HyperV optimisations, but as a group it was decided we could revisit this later once the core Domain Services are established and basic functionality working.

[bookmark: _Toc128316282][bookmark: _Toc129291105]Configuring the Virtual Network
The next task was to set up the virtual network. This is done within the HyperV software to create a virtual network interface card for each machine. Note the correlation between the HyperV name and the network card name within the Windows VMs.

[bookmark: _Toc128316283][bookmark: _Toc129291106]VM PublicNet & Private Network
There were three networks established, two private and one public. The public network is only accessible from the Windows Servers.
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Description automatically generated][bookmark: _Toc129291141]Figure 6 - Virtual NIC Configuration
[bookmark: _Toc129291142]Figure 7 - Renaming Ethernet Device

To finish the network set up we manually assigned IP addresses to the ethernet cards in each virtual machine.
[image: A screenshot of a computer

Description automatically generated][bookmark: _Toc129291143]Figure 8 - Manual IP Address Configuration














[bookmark: _Toc128316284][bookmark: _Toc129291107]Testing the Virtual Networks – Ping
The team carried out simple testing of the network configuration by using Ping from the Windows Command prompt. The follow screenshot shows and example of the ping between Client1 and Server1
[image: A screenshot of a computer

Description automatically generated with medium confidence]
[bookmark: _Toc129291144]Figure 9 - Testing With Ping
The following shows the verification of network connectivity between Client 2 to Server 2
[image: Graphical user interface

Description automatically generated]
[bookmark: _Toc129291145]Figure 10 - Testing Client to Server with PING

[bookmark: _Toc128316285][bookmark: _Toc129291108]Troubleshooting - Ping Problems
Initially, some pings failed – however, upon double checking configuration on Server1 the Windows Firewall was still enabled blocking the ICPM Ping port.
The group revisited each machine and double checked the firewall settings to ensure they were disabled and successfully retested with ping.
[bookmark: _Toc128316286][bookmark: _Toc129291109]Task 2: Network Directory Service
This section describes deploying the Microsoft Active Directory Network Directory Service on to the Windows 2019 Server 1.

[bookmark: _Toc129291110]Verify Server 1 Configuration
[image: Graphical user interface, text, application, Word

Description automatically generated]Before beginning the group checked that Server 1 had a static IP and that DNS was not already configured.[bookmark: _Toc129291146]Figure 11 - Verify Server 1 IP and DNS Setup







[bookmark: _Toc128316288][bookmark: _Toc129291111]Change Server1 Computer Name
The server name was changed from the default name as shown in Figure 12
[image: Graphical user interface
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[bookmark: _Toc129291147]Figure 12 - Server Name Change

[image: Graphical user interface, application
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[bookmark: _Toc129291148]Figure 13 - Server Name Change Success

The following screenshot shows verification of the new DMC1-NT computer name
[image: ][bookmark: _Toc129291149]Figure 14 - Verifying Name Change














[bookmark: _Toc128316289][bookmark: _Toc129291112]Add AD Feature on Server 1 (DMC1-NT)
The following screen shots show some of the installation steps of Active Directory services. 
[image: Graphical user interface, text, application

Description automatically generated]
[bookmark: _Toc129291150]Figure 15 – Adding Active Directory Features

The following screenshot shows the progress of the features being installed.

[image: Graphical user interface, text
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[bookmark: _Toc129291151]Figure 16 - Features Progress
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Description automatically generated]
[bookmark: _Toc129291152]Figure 17 - Database, Log and SYSVOL
Figure 17 shows the location of the database, log and SYSVOL folders which are used to store the Active Directory’s Object attributes.

[bookmark: _Toc128316290][bookmark: _Toc129291113]Creating User Account Objects
With the directory services feature of Windows 2019 installed, the Active Directory Users and Computers tools are available to manage objects on the network. The screenshot in Figure 18 shows the MMC snap-in.
[image: ]
[bookmark: _Toc129291153]Figure 18 - Active Directory Users and Computers MMC

[bookmark: _Toc128316291][bookmark: _Toc129291114]Create Failsafe Admin Account
It is good practice to create a failsafe account, the following screenshot shows this with the NT-GW account.
[image: ]
[bookmark: _Toc129291154]Figure 19 - Failsafe Account
In a production environment, securing this failsafe account is crucial and considerable thought should go in to whether this is the right thing to do. There are methods to work around Domain Admin account lockouts.

[bookmark: _Toc128316293][bookmark: _Toc129291115]Add Domain User
Domain User accounts were created as shown in figure 20. 
[image: ]
[bookmark: _Toc129291155]Figure 20 - Domain User Creation

[bookmark: _Toc128316294][bookmark: _Toc129291116]Domain User Logon Times
Setting restrictions on permitted logon times as show in Figure n demonstrates some of the features of activity directory.

[image: ]
[bookmark: _Toc129291156]Figure 21 - Restrict Logon Times

[bookmark: _Toc128316296][bookmark: _Toc129291117]Adjoining the Domain and Testing User Logins

[image: Graphical user interface, text

Description automatically generated]Joining Client 1 to the AD domain highlighted the misconfiguration of the network card settings as the DNS address for Client 1 was set to 10.10.10.1 as per instruction. This address is on the Public Network and Client 1 only had access to the private network Private1 i.e., 172.16.1.* so was unable to communicate.[bookmark: _Toc129291157]Figure 22 - Incorrect DNS Server Entry

This can be seen with the transmit failed error in figure n





[bookmark: _Toc128316297][bookmark: _Toc129291118]Joining Client 1 to the Domain
Once the network issue was resolved, Client 1 was successfully joined to the acctask.msft domain.
[image: Graphical user interface, application
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[bookmark: _Toc129291158]Figure 23 - Join Client 1 to the Domain

[image: Graphical user interface, application, Word

Description automatically generated]Note, to join the domain the Domain Administrator credentials are required. As the administrator password included the @ symbol, this proved problematic as out of the box keyboard input of Windows Server 2019. By chance, the issue didn’t arise with an Apple Mac HyperV host as it uses the same keyboard layout.[bookmark: _Toc129291159]Figure 24 - Administrator Password Error







[bookmark: _Toc129291119]Login on to domain as non admin user 

[image: Graphical user interface, website

Description automatically generated]The following screenshot shows the validation of a normal domain user logging in to the client VM but not being allowed to login to the Server.[bookmark: _Toc129291160]Figure 25 - Domain User Successful Logon
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Description automatically generated]As expected, attempting to login to Server 1 as a normal domain user presented the not allowed error as shown in Figure 26.[bookmark: _Toc129291161]Figure 26 - Logon to Server Failed for Domain User






[bookmark: _Toc129291120]Observational Task
This portion of the report provides observations on the technical components encountered during the setup of the network.

[bookmark: _Toc129291121]Type 1 and Type 2 Hypervisor
The practical tasks utilised virtual machines with a Type 2 hypervisor. This section describes the differences between a Type 1 and Type 2 hypervisor and why the Type 2 was used.
In the book Hardware and software support for virtualization, E. Bugnion et al describe virtual machine as:
“… an abstraction of a complete compute environment through the combined virtualization of the processor, memory, and I/O components of a computer.” [2]
The book also states that “a hypervisor is a specialized piece of system software that manages and runs virtual machines.” [2]
The Dictionary of Computer Science, A. Butterfield describes the term hypervisor as:
“A kernel that supports the running of a number of virtual machines on the same system. Each virtual machine is able to use the underlying hardware as if it were the only machine present and ran its own operating system. This is a key enabling technology for the new cloud service industry …” [3]

[image: Graphical user interface

Description automatically generated]In Chapter 2 of the book Virtualisation Essentials, M Portnoy describes the key differences between a Type 1 and Type 2 hypervisor: “A Type 2 hypervisor itself is an application that runs atop a traditional operating system.” [4].[bookmark: _Toc129291162]Figure 27 - Type 1 and Type 2 HyperV Layers

Figure 27 illustrates the layers of a Type1 and Type 2 hypervisors. A key difference is the Type 1 hypervisor interacts directly with the physical hardware – for this reason it’s also known as bare-metal hypervisor [4].
An advantage of a Type 2 hypervisor is that it can be installed on an existing operating system, this provides flexibility and ease of install as the hardware layer is abstracted and managed by the host operating system. However, this abstraction means that at run time additional processing is required to perform the translation between the Host OS and HyperV layer. 
A Type 1 hypervisor is considered more secure as the virtual machines processing and memory are isolated, whereas Type 2 hypervisors are reliant on the host operating system for security. The Type1 hypervisor is typically used in data centre scenarios whether on-premises or in cloud computing where the aim is to share hardware resources to gain cost efficiency.
As the focus of the task was establishing a network domain, the Type 2 was used as it can be quickly installed and utilises existing hardware and operating system. In addition, the VMs could be backed up by simply using a shared folder and copying and pasting the virtual machine files.

[bookmark: _Toc129291122]DHCP

S.S. Panwar, in the book TCP/IP Essentials, outlines the problem with manually configuring IP addresses on network attached devices:
“When the network has a large number of hosts and a complex topology, configuring the hosts manually is both cumbersome and error prone. As a solution to this problem, the Dynamic Host Configuration Protocol (DHCP) is used to configure hosts automatically.” [5]

The Internet Engineering Taskforce in RFC 2131 (1997), introduction explains that “DHCP is built on a client-server model, where designated DHCP server hosts allocate network addresses and deliver configuration parameters to dynamically configured hosts.” [6]

[image: Diagram

Description automatically generated]Figure 28 shows the key client server interactions for a new client on a network based on the flow diagrams provided in RFC 2131. [bookmark: _Toc129291163]Figure 28 - DHCP Protocol

DHCPDISCOVER is a broadcast from the client to find a DHCP server. A Server responds with configuration parameters such as the IP Address and Subnet Mask in the DHCPOFFER packet. 
The Client sends a DHCPREQUEST to a chosen Server with the parameters, the DHCPACK acknowledgment from the server will contain the committed IP address.
The DHCPRELEASE tells the Server that the Client is no longer using the IP Address so it can be released back to the pool.
For existing devices on the network, the protocol allows for IP address to be leased and renewed for a configured period of time – this is beneficial for where IP address ranges are limited or lease short lived e.g., mobile devices. It is also possible to configure addresses to be marked as static – this may be useful for more permanent network devices such as printers.
As DHCP is a key service on a network, for resilience there can be more than one DHCP Server on a network set up in a failover configuration, Microsoft Learn states: “DHCP failover provides redundancy and load balancing for DHCP services, enabling administrators to deploy a highly resilient DHCP service.” [7]
Network routers can also be configured as DHCP Servers as can be seen in a typical home network. 

[bookmark: _Toc129291123]Active Directory
“Active Directory is a distributed database that stores objects in a hierarchical, structured, and secure format”: Justify AD’s technology with illustrations and adequate evidence.
In chapter 5 of the book Windows Server 2019 Administration Fundamentals, B Dauti says of Active Directory
“… is Microsoft's technology that represents a distributed database that stores objects in a hierarchical, structured, and secure format. AD's objects typically represent users, computers, peripheral devices, and network services.” [8]
Active Directory maintains a database of objects and attributes on the network. This database is replicated across domain controllers. The directory takes part in a number of functions such as authentication and authorisation of objects to access resources.
[image: A picture containing square

Description automatically generated][bookmark: _Toc129291164]Figure 29 - Active Directory Tree

Activity Directory Domain
A Domain is a logical container for Active Directory objects such as users and devices. The domain will contain policies that can be applied to groups of users and devices.

AD Forest, Trees, and Domains
The logical structure of a given directory depends on the scope of the business requirement. Figure 29 shows 3 domains creating a domain Tree.
AD allows an enterprise however small or large to organise the hierarchy to fit the business need. A directory tree can have many sub domains, Forests can be created by building trust relationships between Trees.
Central element of Active Directory is DNS

User Authentication & Authorisation
Users are authenticated using the Kerberos [9] system, Domain administrators can create logical groups and assign membership of the group to users. The groups can be used to dictate what resources, such as a network fileshare, the user can access.
Once an administrator adds a device, such as a PC, to a Domain, group policies can be set so that only authorised domain users can gain access. Policies can also be used to control all aspects to what a user can do e.g., install software, change local settings.
Security Considerations
Correct security configuration is key, in the article Active Directory Attacks, I Mokhtar et al state:
“The fact that it provides and controls access to every resource in the organization attracts malicious actors and makes it a favourite target for cyber-attacks…” [10]
Strong password policies and security best practices needs to be adhered to on all accounts within the domain.

[bookmark: _Toc129291124]Technologies and Terminology
The following table in figure 30 describes some of the key components, configuration items and tools encountered during the Active Directory installation.

	Term
	Description

	Ping ICMP

	The ping command utilises the ICMP MSI Layer 3 protocol, no port is required like TCP or UDP. ICMP echo command is normally disabled as it can be used maliciously for denial-of-service attacks. However, when configuring networks it is a simple tool to help troubleshoot issues.

	PAE/NX
Physical Address Extension/ 

	PAE is a HyperV setting that allows 32bit Operating Systems to access memory higher than 4Gb. [10]

This setting maybe beneficial for both windows and linux 32bit installations – note the correct linux kernel would be required.

	OOBE – Out of The Box Experience

	Is used to describe the default configuration of a newly installed hardware or software. 

Microsoft Learn website describes OOBE as “… the phase of Windows setup that allows you to customize your Windows 10 experience.” [11]

Canonical describe their OOBE experience for Ubuntu as Flavours [12], with specific settings and applications preinstalled dependent on which Flavour is chosen.

	Firewall
	In the exercise we were required to temporarily disable the Windows Firewall to allow the testing of the network (ping).
Ubuntu Linux does have a firewall installed (iptables) but is disabled by default. This can be managed through the “ufw” Uncomplicated Firewall command [13].

	Kerberos
	RFC 4120 describes Kerberos as a network authentication system [14] used in networks for secure authentication using tokens. This is used by most network operating systems such as Windows, Linux and macOS.


[bookmark: _Toc129291165]Figure 30 - Technology and Terminology

[bookmark: _Toc129291125]Observational Task Conclusion
The tasks outlined two independent technologies of virtualisation management and network operating systems and services.
The virtualisation management software, in this case the Type 2 hypervisor Oracle VirtualBox, demonstrated the power of virtualisation by allowing the quick creation of a simple networked servers and client PCs with just a few mouse clicks. This enables quickly building an environment for experimentation and learning without the need for acquiring and powering additional hardware for each OS installation. It also allows snapshots to be taken so that in the event of misconfiguration the machine can be rolled back to a known good configuration.
Type 2 hypervisors are useful in industry to allow development and testing of applications and configurations with a mix of operating systems. This would also be true for ensuring group policies are working as expected before applying to a production environment.
Configuration and investigation of DHCP showed the efficiency of controlling and managing dynamically distributed IP addresses for network attached devices.
The tasks demonstrated how quickly and easily a powerful network operating system such as Active Directory can be installed and configured. The ability of Active Directory to control network resources is central to security within an organisation.

[bookmark: _Toc129291126]Reflection of Collaborative Work

In Chapter 1 of the book Teams That Work, S Tannebuam and E. Salas outline 7 drivers of team effectiveness, they are: Capability, Cooperation, Coordination, Communication, Cognition, Coaching, and Conditions [15]. This section uses these drivers as measures of the teamwork element:
Capability – the knowledge of the team fitted well to the task with a mix of networking and software development skills.
Cooperation – Each member of the team understood what was required to input into the collaborative tasks and showed good attitude toward collective working.
Coordination – As can be seen in Section 1 – Group Work, the team established “ground rules” for how work would be shared and communicated between the members.
Communication – As well as discussing elements of the tasks, a brief diary was kept so in the event of absence it was clear what progress and issues where encountered.
Cognition – Each member understood what was required of the tasks at hand and the requirement to work as a team.
Coaching – Although the team was set up as self-governing, each member showed leadership skills by taking responsibility to investigate or discuss a particular problem then ensure the result was communicated to all the team. 
Conditions – The collaborative tasks were difficult to perform as a group due to the logistics of 4 people gathering around a single PC attempting to do a 1-person task, in addition, as members of the team were part-time it was difficult to arrange a time outside of the core hours to work together in the lab. To this end, the group found it more efficient to individually perform the tasks and then come together at certain points and cross reference findings or discuss and resolve problems, such as the network configuration outlined in section 3.7 of this report.

In summary, the collaborative team working element seemed shoehorned into a technical subject that is Network Operating Systems and Services. In addition, not being qualified to evaluate team members work is detrimental both in time, effort, and accuracy. Despite this, the team successfully completed the tasks in the time given.
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[bookmark: _Toc129291128]Appendices

[bookmark: _Toc128316268][bookmark: _Toc129291129]Appendix A - Group Work – Task 1 & 2
This section describes how the group organised itself and setup collaborative working. This includes details of how shared work was backed up.
[bookmark: _Toc128316269][bookmark: _Toc129291130]Group Members
The group had a mixture of skills that consisted of networking and cloud software skills.
[bookmark: _Toc128316270][bookmark: _Toc129291131]Group Diary
The following table shows a brief diary of the group activities.
	Date
	Work/Tasks

	2nd Feb
	Agreed Ways of Working
Built basic VMs using Virtual Box
Shared email addresses
Set up Shared Folder for group work


	9th Feb 
	Added shared report doc in shared folder
Set up network elements, backed up VMs, zipped up, examined snapshots for differential / efficient backups
Discussed VM Backup Strategy


	15th Feb
	Promoted Server 1 to Domain Controller
Debugged network problem between two servers – turnout to be typo in HyperV settings on server2 (the network name must equate to the ethernet card name in Windows2019).


	22nd Feb
	Task 4 and 5.
Problem - DNS setting won’t allow client pc to connect to the domain. Having to change the DNS IP setting on the client to server private IP 172.16.1.1. After some thought and investigation, this is due to 10.10.10.1 being on a different network.


	2nd March
	Group came together to finalise and agree group work section




[bookmark: _Toc128316271][bookmark: _Toc129291132]Group Shared Working
[image: Graphical user interface, application, Word

Description automatically generated]Figure 31 - Shared Working Setup

Before begging the work, the group discussed basic housekeeping and collaboration tasks.
A simple email group was created to allow for co-operation between the members to communicate outside of the days when not on campus. Figure n shows this.
It was agreed to set up a simple shared folder structure in Sharepoint to save various files, screen shots and backups. An example folder is shown in the screen shots

[image: Graphical user interface, text, application, email

Description automatically generated]
Figure 32 - Shared Folder

[bookmark: _Toc128316272][bookmark: _Toc129291133]Backup Strategy
The group discussed a number of backup methods for each aspect of the tasks, Documentation, VMs and network configuration.
[bookmark: _Toc128316273][bookmark: _Toc129291134]Backup of Shared Documentation
Documents to be saved to a SharePoint shared folder with version control enabled - This allows for previous versions to be retrieved.
[bookmark: _Toc128316274][bookmark: _Toc129291135]Backup of Virtual Machines
As well as simply manually shutting down, compressing the VM files, and saving to an offline storage, the team discussed the use of HyperV snap-shots and looked at how this makes the backup routine more efficient and saving on downtime. 


[image: Graphical user interface, text, application, chat or text message

Description automatically generated]
[bookmark: _Toc128316384][bookmark: _Toc129291166]Figure 33 - Backups - VirtuaBox Snapshots

[image: Graphical user interface, text

Description automatically generated with medium confidence]
[bookmark: _Toc128316385][bookmark: _Toc129291167]Figure 34 - Backup - Compressing Snapshot
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