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[bookmark: _Toc101401139]Abstract
The main challenge in malware research is gathering meaningful information without putting devices of the study authors or systems at jeopardy. This research aimed to create new knowledge and pioneer a path in the area relating to malware analysis, by comparing results from different malware samples. This work introduced a use of sandbox environment created specifically for this project, which takes advantage of hybrid malware analysis. This isolated setting was configured in a way that a host operating system is always safeguarded from malware propagation. In order to increase overall security while testing different malware files, a share folder was utilized to successfully transfer malware files between the primary operating system and testing environments while focusing on several security requirements.
This project began with the analysis of new malware samples, including ransomware, viruses, worms, and adware. A variety of existing malwares were examined, each seeking to overcome one or more of the difficulties encountered by present analysis approaches. Meaningful dynamic characteristics of malwares were uncovered employing various malware analysis methodologies. The ultimate purpose of this dissertation was to create a hybrid malware analysis approach competent of analysing various forms of malware in a controlled environment. This project focused on developing a technique for malware analysis that employed a hybrid approach to eliminate false positives and enhance the amount of information that could be extracted from malware that was not deployed and samples that were executed in the system. Integrating static malware analysis or dynamic malware analysis independently results in a high number of false positives, especially when it comes to statically analysing malicious code. Therefore, this study provides a unique analysis method to address this challenge based on the inspiration of several studies that leveraged a sandbox environment to analyse various forms of malware adopting a hybrid approach.
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1 [bookmark: _Toc101401140]Chapter I – Introduction to the Project

[bookmark: _Toc101401141]Introduction
The internet is increasingly supplanting face-to-face communications as the dominant platform for human involvement. As the cyber security field advances at such a rapid pace, a surprisingly large number of people use cyberspace-based services [1], making them increasingly vulnerable to crime. It has been observed that individuals may be effortlessly deceived by cybercriminals who utilize computer malware such as trojans, spyware, adware, and other approaches, culminating in the proliferation of immense amounts of cyber threats. Although cyber forensics encompasses a comprehensive array of issues, computer malware may be detected, analysed, and categorized using a number of different approaches, notably static and dynamic analysis [2]. Static examination entails reviewing the malware's source code while preventing it from functioning on the system, whereas dynamic research comprises executing malware and observing its activities. Nevertheless, due to the constraints of static analysis, professionals have been incentivised to concentrate on dynamic malware analysis [3].
Malware stretches back to the early advent of the personal computer; however, its level of sophistication and intricacy have evolved throughout decades. The latest ransomware has underlined potential consequences of malevolent software, which may disrupt citizens, corporations, and governments. To reduce or eliminate these threats, nefarious actions must always be identified and assessed as quickly and safely as possible to minimize their unscrupulous initiatives; however, this can be a tedious undertaking, particularly once applied in combination with innovative and mysterious computer malware having the capability of basically mimicking entire computer infrastructures [4]. The simplest and most effective method of keeping hardware and software completely protected during the investigation of these highly dangerous activities is the use of a sandbox, which is a testing environment that isolates any changes made by malicious software from the production environment and runs possibly hazardous processes in a controlled setting that permits the malicious changes to be scrutinized [5].
Malware analysis seeks to investigate underlying attributes and peculiarities of dangerous code in order for individuals responsible with safeguarding critical infrastructures to better comprehend the origin of a planned malevolent operation and prevent against potential future incidents. The above-mentioned static and dynamic analysis techniques are the most extensively utilised ways for malware identification and evaluation [6]. Moser et al. highlighted potential constraints of static analysis approaches [7], including certain code encryption strategies and other obfuscation techniques. It has also previously been identified that dynamic analysis provides for a better knowledge of how computer virus operates in a specific instance. Virtual Machines are commonly utilized as sandbox settings for dynamic malware analysis [6], allowing activities to be securely controlled in a virtualized environment throughout malware operation without causing harm to legitimate devices or individuals [8].
Meanwhile, malware creation has gotten increasingly complex, with malware authors taking extra steps to verify the credibility of the computer system prior to exploiting vulnerabilities, a technique known as context-aware malware or sandbox evasion. This strategy was created to avoid detection by simulated settings, which are deployed solely for malware investigation by individuals and businesses. It also ensures that the destination systems are worthy of penetration, such as those containing sensitive data resources or operating critical business solutions. As a result, one of the most important considerations for researchers is to develop screening settings that are convincing enough that the malware perceives it is legitimate and does not attempt to thwart code execution [6]. Malware avoidance approaches utilized by the most sophisticated varieties of malware, according to Bulazel et al., might vary from evaluating machine characteristics to verifying the installation of specific applications [9]. In addition to monitoring and analysing how the individual communicates with the device to ascertain whether or not the machine is being used by a legitimate user. Installing custom firmware, integrating user interactions, and experimenting with numerous combinations of these evasion strategies to determine if the malicious actions are initiated are all time-consuming, labour-intensive, and tedious tasks [8].
The key topics covered in this paper are the characteristics of evasive malware and the circumstances that induce elusive malware to activate within a certain simulated setting. Current solutions, such as Cuckoo Sandbox [10], Joe Sandbox [11], and HookMe [12], provide rudimentary anti-evasion capabilities, such as imitating randomized cursor actions to persuade malware that the machine is being used by a genuine person. Malware creation is getting far more technologically advanced in order to avoid rudimentary randomised controlled tests, necessitating a more methodical and organised strategy. Considering the inevitable ongoing conflict among both malware creation and malware identification, malware authors will continue to look for novel ways to avoid detection. Nonetheless, implementing a comprehensive analysis strategy capable of efficiently differentiating and detecting such traits will substantially lower an examiner's labour and resource requirements [8].
[bookmark: _Toc101401142]Aim
The primary aim of the research is to identify different forms of malware and scrutinise their behaviour in a controlled environment. A sandbox environment must be developed and then examined to establish if such settings are secure for the concepts outlined.
The prolonged controversies on the subject have culminated in a plethora of recommended solutions. The most effective and reliable solution is deemed to be a sandbox environment in which all varieties of malware may be identified and studied. Notwithstanding, could such configurations be considered entirely safe when implemented in computer systems and networks?
[bookmark: _Toc101401143]Objectives
The following are the main objectives of the research:
· To conduct extensive research into malware analysis.
· To develop a secure and isolated testing environment for malware analysis.
· To detect and analyse malware activity in a virtualized environment.
· To perform an experiment in a sandbox environment to explore possible risks.
· To investigate and assess the results of the experiment.
· To document and discuss the experimental data.
· To scrutinise the entire user experience.
[bookmark: _Toc101401144]Structure of the Project
The project is divided into three main components. First, there is the pre-existing theoretical work that serves as the foundation for the research. The theoretical study encompasses researching literature and previous studies on malware detection and analysis, which will broaden the comprehension foundation and be crucial to the successful completion of the project. The second section describes the design and implementation in this scenario; it will define the issue conceptualization and the solution developed that will be leveraged to perform malware testing on various malware types; a specialised sandbox environment will be employed. This section discusses all of the software and hardware necessary to complete this undertaking. Finally, the third section summarises the observations. In this situation, an examination of various malware kinds and the security of the isolated environment will determine the malware characteristics and potential sandbox environment concerns by reviewing the information gathered and reaching a conclusion. In addition, a synopsis of the preceding chapters, a concluding epilogue, and an overview of any future research or advancement are included.
Each chapter is briefly summarised hereunder:
Chapter one provides a preliminary description of the research, establishing the aim and accentuating the objectives required for a successful accomplishment.
Chapter two concentrates on comparing and critically assessing literature as well as detailing the research methodology that may be employed to undertake the research.
Chapter three describes the research strategy and design in connection to the research objectives, which will gradually evolve throughout the course of the research.
Chapter four outlines the problem to be solved and the approach that will be utilised to address it, as well as the hardware and software requirements in the design.
Chapter five examines malware testing techniques and the evaluation of the isolated environment, highlighting the inherent implications of this approach.
Chapter six focuses on bringing together and summarising the insights reached in each chapter in order to establish a final conclusion for this project.



2 [bookmark: _Toc101401145]Chapter II – Research and Review of Literature

[bookmark: _Toc101401146]Introduction
Malware research has long been a source of contention in the realm of cybersecurity. Testing is indispensable for pinpointing the provenance of an attack, rebuilding operational settings, and discouraging malicious activities by identifying commonalities in digital information. In today's modern world, most comparable malware is known to be developed or propagated by the same organisation or individual, thus their coding standards are virtually indistinguishable. Correspondingly, the initial priority for any malware analyst should be to configure an adequate sandbox setting for malware research, which will support in the examination and classification of comparable and differentiated malware types. Nevertheless, numerous criteria must be considered before comprehensive machine configurations and software installations can be finalized, allowing researchers to thoroughly review and scrutinise malicious files [13].
Foremost, analysis must be comprehensive, with the aim of reaching the maximum degree of precision while requiring the least amount of time. It necessitates the development of a methodology to address one of the numerous challenges encountered. There were no systematic approaches created until 2010, when the MARE (Malware Analysis Reverse Engineering) [14] methodology was revealed. Until relatively recent times, this was the sole acceptable approach and default option. Nonetheless, it was created in a bygone era when other perils roamed the globe. Although dependable, there was an imperative for something more modernized to meet the rigours of the contemporary warfare. The SAMA approach (Systematic Approach to Malware Analysis) [15] was introduced in 2020 in response to the previously noted necessity for a redesigned computational framework tailored to deal with rapidly evolving cyber risks. As a procedure, it attempts to address the MARE's shortcomings while retaining its advantages. Furthermore, it was developed and implemented as a comprehensive analysis technique, and its authors trialled it against complex malware to establish the required Proof-of-Concept. However, a methodology is insufficient on its own. Methodology describes the actions that must be taken while pursuing a procedure with a certain purpose in mind. The unique abilities and characteristics for each phase, as well as those in between, are ones that can contribute meaningfully in terms of precision and performance [16].
Aside from the well-established and well-understood aspects of malware analysis (i.e., static and dynamic analysis approaches), the current collection has several fascinating, inventive, and competent malware analysis approaches that are not universal and were designed to meet immediate requirements:
· Deep Learning Analysis - The implementation of Deep Learning methods [17] [18].
· Machine Learning Analysis - The application of Machine Learning methods [17] [18].
· Side-Channel Analysis - A one-of-a-kind and versatile analysis approach largely applied to IoT [19] [20].
· Memory Analysis - This procedure entails collecting and analysing the system's memory dump [21] [22].
· Automated Analysis - Virtual Machines are utilised for automated dynamic analysis of data [23] [24].
· Hybrid Analysis - This approach includes both static and dynamic analysis [25] [26].
[bookmark: _Toc101401147]Background Work
Notwithstanding considerable advancements in cyber security systems and their ongoing growth, malware remains one of the most formidable dangers in the digital realm. Malware analysis employs methodologies from a variety of domains, including software analysis and network analysis. They are used to examine harmful files in order to gain a greater comprehension of their behaviour and how they change with time. In the never-ending conflict between malware creators and researchers, every advancement in information security is frequently followed by a commensurate evasion approach. The attributes on which innovative protective strategies rely define a component of their applicability. For instance, an identification approach relying on a documented malware's MD5 hash can be effortlessly circumvented using traditional tactics such as obfuscation or more sophisticated techniques such as polymorphism or metamorphism [27].
Ye et al. [28] provide an in-depth examination of various strategies. These approaches alter the malware's binary, and hence its hash, but maintain its functionality unchanged. Implementing identification heuristics that collect the semantics of a mischievous file, on the other hand, is significantly more challenging to overcome since malware authors may implement more intricate alterations. One of the primary goals of malware analysis is to collect unique characteristics that can be utilised to strengthen defensive mechanisms and render evasion as difficult as achievable. Machine Learning and Deep Learning, when combined with static and dynamic analysis, are a logical solution to facilitate such an information retrieval procedure. Certainly, numerous pieces of literature have chosen this path, with varying techniques, goals, and outcomes [29].
2.1.1 [bookmark: _Toc101401148]Types of Malware Analysis
Malware analysis approaches have become divided into two main categories: dynamic malware analysis and static malware analysis [30]. Static malware analysis examines harmful code without running it. If the malicious file is coded in a programming language such as JavaScript, PHP, or Perl, a malware researcher may effectively analyse the instructions and learn how the dangerous application works. Static analysis techniques might potentially be utilised to identify unusual and dangerous activities. However, static analysis methods may struggle to produce accurate findings for encrypted software. Numerous shortcomings of static malware analysis have been thoroughly emphasised in [7], with various forms of obfuscation proven in turn.
Dynamic malware analysis approaches are employed to address the constraints of static malware analysis for encryption algorithms. A malware is deployed in a virtualized environment during dynamic malware analysis [31] [32]. A full assessment of different contemporary automated dynamic malware analysis methods, as well as an evaluation of their assessment components and functionality, is presented in [33]. The majority of dynamic analysis technologies track malware activity by verifying the information calls made by the malicious software. These malware detection approaches generate summary documents that explain the characteristics of the specified malicious sample. As a result, by inspecting the behaviour patterns data, a malware researcher can determine whether or not a certain occurrence is malevolent [34].
2.1.1.1 [bookmark: _Toc101401149]Static Malware Analysis
Schultz et al. [35] exploited static Portable Executable metadata characteristics. They made use of three distinct attributes: Dynamic Link Library, strings, and byte sequences. They used the Naive Bayes classification algorithm and evaluated their approach on a data set of 4266 malware samples, scoring 97.11 percent classification correctness.
Tian et al. [36] provided a categorization approach that relies on function length and frequency range. The length of a function is determined by the number of bytes of instructions included within it. These parameters are extracted from uncompressed code using IDA Pro [37]. Researchers employed cross validation to determine homology among given data and attained an overall precision of 88 percent. Siddiqui et al. employed varied length recommendations derived from the deconstruction of malware as well as data mining. Once the packer is identified, malware is unpacked in preparation for deconstruction. Prior to actually classifying, characteristics are reduced to choose only the most significant ones. Researchers reached 96 percent recognition rate using Random Forest, Bagging, and Decision Tree algorithms for classification.
Kong et al. [38] provided an autonomous malware categorization method based on structural data collected from malware employing Discriminant Distance Learning, which is also utilised to compare the similarity of two malicious programmes. This approach retrieves a program's function control-flow graph as well as numerous sorts of fine-grained information such as system actions performed and write and read operations.
Aljamea et al. [39] employed a text-based lookup strategy that utilised hashing and machine learning in their static malware analysis model. Researchers used IDA Pro to disassemble malware and retrieve the control flow graph, which allowed them to construct a cryptographic hash of each unit of each operation. Following that, they performed text-based analysis to determine the most frequently occurring fundamental block from the control flow graph. For classification, they used the decision tree method developed in WEKA classifier.
Hu et al. [40] proposed MutantX-S, a system that describes a programme as a series of instruction machine code using the x86 architecture's command syntax. N-grams, which are continuous sequences of words, symbols, or tokens in a document, are generated utilizing binary data. To minimise the complexity of the retrieved feature vectors that contain multiple elements about an object, the hash method is applied. This framework was tested on 100,000 infected machines and was effective in clustering 80 percent of the samples. However, because MutantX-S is a static-analysis approach, it is incapable of dealing with binary code obfuscation.
Rad et al. [41] classified malware using an opcode histogram. This histogram depicts the opcode dispersion of a malicious piece of data. Researchers extracted opcodes from computer viruses using a disassembler software. Initially, a library of various variations of a morphing malware is created. For each element, a histogram of instruction machine code is constructed, and the average of histograms from multiple variations of malware in the malware database is determined. The divergences of a Portable Executable file histogram and a malware family histogram are compared to categorise the samples. The researchers adopted the Euclidean approach to determine distinctions and tested the procedure on 100 different files, obtaining 100 percent correctness.
2.1.1.2 [bookmark: _Toc101401150]Dynamic Malware Analysis
Biley et al. [42] classified malware based on malware activity observed in relation to system modifications. Malware is analysed in a virtualized environment running Windows XP. A statement on malware behaviour is produced, which contains files generated, processes started, and configuration changes. Single-Linkage Clustering approach with Normalized Compression Distance as a distance metric is employed for malware clustering. The shortcoming of this research is that certain malware does not demonstrate its complete functionality in virtual environments.
Canzanese et al. [43] introduced an automated categorization method relying on sensor-extracted behaviour data. Researchers classified three unique sorts of functionalities: system call, system call sequence, and performance monitor. They applied decision trees and random forest algorithms to identify and classify the data, resulting in the categorization method being tested on 800 malicious files and proving to be 99 percent accurate.
Grégio et al. [44] proposed a clustering approach relying on the analysis of information contents stored in memory by a dataset of x86 instructions. A malicious file is deployed in a secured setting, and information content records are gathered if any of the specified group of commands complete. Procedures relevant to arithmetic and logical functions are contained in this category of directives. Researchers employed a two-step approach to compare samples. Initially, a rapid evaluation is conducted employing the Jaccard index and choosing most "k" uncommon bigrams from a record. Following that, the Longest Common Subsequence is used to determine entire homology. They tested this approach on 16,000 infected files and obtained an overall accuracy grade of .843 for groups and an agreement score of .871.
Nari et al. [45] provide a methodology for automated malware characterization dependent on malware's network activity. Network patterns are retrieved from pcap file, which provides details regarding malware's internet interactions. These network patterns are used to construct a behaviour chart. Following that, characteristics such as chart size and number of individual nodes are retrieved from behaviour charts. Malware categorization algorithms employ these characteristics to distinguish and group diverse malware kinds. They also determined that J48 algorithm outperforms all other algorithms in WEKA.
Bayer et al. [46] introduced a clustering approach that makes use of behavioural patterns. In a controlled setting, malware is deployed to capture behavioural patterns. These functions depict malware functionality in perspective of operating system objects and activities. Researchers employed Local Sensitive Hashing, which allowed them to cluster their data in less than three hours and finalise 75,000 files.
Park et al. [47] suggested a malware detection system relying on behaviour graphs that use Maximal Common Subgraph identification. Analysing system calls and parameter values throughout the operation of a potentially malicious file in a virtualized setting creates a behaviour chart. The Maximal Common Subgraph is used to determine the correlation between two Dynamic System Call Dependences. Researchers tested the suggested approach on 300 distinct files and were able to correctly categorise 95.7 percent of them.
2.1.1.3 [bookmark: _Toc101401151]Hybrid Malware Analysis
Lindorfer et al. [48] conducted cutting-edge research that can identify malware using a combination of static and dynamic characteristics. Researchers developed a recognition framework employing Support Vector Machines and Linear Classifiers, with Linear Classifiers revealing more and Support Vector Machines being significantly quicker. This model will provide a restructuring approach in order to avoid the depreciation of its categorization approach in the future. In terms of effectiveness, this framework achieves 98.24 percent with a false-positive rate of less than 0.04 percent. However, for previously unseen malware, its accuracy is 90 percent. Although this method examines several aspects, it overlooks system activities such as System Calls, which are an important element of behavioural characteristics.
Arshad et al. [49] describe a malware detection framework that improves operational productivity and efficiency by decreasing the amount of RAM required on the local machine. It employs a collection of six Drebin's [50] characteristics as well as ten predetermined System Calls and has a 98 percent effectiveness level and a 0.1 percent false positive rate. Combating contemporary malware would be futile since it depends on out-of-date information, and malware changes all the time. Aside from System Calls, it also overlooks any additional dynamic functionalities.
2.1.1.4 [bookmark: _Toc101401152]Automated Malware Analysis
Chen and Bridges [51] studied WannaCry ransomware and other polymorphic viruses in a controlled setting using an automated technique for extracting malware features from test environment output data. The phrase Inverse Document Frequency is used to evaluate the 74 characteristics from the produced behavioural records in order to determine the most relevant malware elements, and the leading 43 meaningful attributes are chosen to distinguish the virus from harmless files. Researchers believe that the technology accurately extracts information from logs, and that this methodology gives a more in-depth examination of the WannaCry ransomware than previous retrieval strategies. Nonetheless, the number of WannaCry copies examined is insufficient to adequately define the ransomware's features.
Egele et al. [33] published HelDroid, an automated method that identifies existing and novel mobile malicious files and potentially unwanted programs leveraging a Machine Learning algorithm. Their method relies on recognising alarming content connected with a ransom message, as well as Building Blocks, which are components used by application developers to build corporate applications. Threat actors require these blocks in order to construct mobile malicious software that can be discovered using this automated approach.
2.1.1.5 [bookmark: _Toc101401153]Memory Malware Analysis
A variety of studies relating to memory analysis approaches have been published. Teller and Hayon [52] suggested a trigger-based memory analysis technique that generates memory dumps depending on the various occurrences: API, performance, and instrumentation in order to understand what occurs throughout the malicious file's operation rather than simply at the completion. Furthermore, Choi et al. [53] suggested an improvement to Teller and Hayon's approach. Cuckoo has become competent of dumping memory at any desired API call due to the integration of API trigger-based memory dump capabilities for the Cuckoo sandbox.
Mosli et al. [54] analysed three characteristics derived from memory snapshots to identify malicious files: imported libraries, registry activity, and API function calls. Their maximum effectiveness was around 96 percent when applying Support Vector Machines with registry activity data. Following that, Mosli et al. [55] introduced a strategy in the subsequent study that leverages an integer value that identifies a process to determine if the suspicious file is harmful or harmless. The investigation shed insight on the most prevalent forms of handles used by malevolent processes, such as section handles, process handles, and mutants. Zaki and Humphrey [56], on the other hand, investigated the memory artefacts generated by malware at the kernel level, such as driver, module, and call-back. The research demonstrated that call-back functions, updated drivers, and connected peripherals are by far the most questionable kernel-level actions.
2.1.1.6 [bookmark: _Toc101401154]Side-Channel Malware Analysis
Side-channel analysis, a unique and noteworthy dynamic malware analysis approach, was created in 2011 [20] based on a notion presented in 1997 [57]. This method analyses malware by utilising Hardware Performance Counters and other hardware characteristics. Several publications [19] [58] [23] [59] [60] have been released since 2012 that provide new analysis capabilities based on the initial side-channel approach. This technology improved malware identification by adding universal and cross-platform analysis capabilities. Nevertheless, publications using this approach have yet to be reviewed and contrasted.
2.1.1.7 [bookmark: _Toc101401155]Machine Learning Malware Analysis
Lately, Machine Learning algorithms for malware and harmless software categorization have been explored. Sgandurra et al. [61] pioneered rapid identification of crypto-malware in order to discover a collection of malware attributes gathered during the initial stages of malware at execution-time. Researchers suggested EldeRan, a method to detect certain distinctive behaviours executed by malware in order to dynamically analyse attributes that help malware identification. They also selected the meaningful binary characteristics employing mutual data criteria and then used a Machine Learning approach called Regularized Logistic Regression. This model obtained a 96.3 percent recognition accuracy with a 0.995 percent area below the ROC curve. Researchers set a time limit of 30 seconds for the malicious file to operate. Establishing a specific duration, on the other hand, is not relevant to all malware strains, because certain variations demonstrate harmful behaviour following human involvement or identification of the Virtual Machine.
Alhawi et al. [62] proposed NetConverse, a closely monitored Machine Learning solution for detecting malware leveraging conversation-based network data properties. Researchers examined nine malware types, retrieved 13 characteristics with TShark, and passed them into six classifiers, including the Decision Tree, Random Forest, and Logistic Model Tree. The maximum effectiveness was achieved by the Decision Tree method, which demonstrated a 97.1 percent recognition accuracy with fewer false positives.
2.1.1.8 [bookmark: _Toc101401156]Deep Learning Malware Analysis
Saif et al. [63] introduced an effective mathematical method for malware identification relying on Deep Belief Networks for virus discovery in mobile-based applications, which performs static threat assessment. The suggested approach has a 99.1 percent accuracy. It also compares the similarities of programmes obtained from multiple sites.
Rieck et al. [64] suggested a technique for studying and differentiating malware behaviour in 2008, with the goal of exploiting behavioural characteristics for malware categorization. Researchers used the Support Vector Machine approach to detect the comparable behaviour of each malicious programme family. In the similar spirit, Yusoff and Jantan [65] recommended leveraging Genetic Algorithms to improve malware categorization approach and malicious software identification rate. This sophisticated malware categorization technology can learn and adapt on its own, allowing it to forecast contemporary and prospective malware behavioural patterns. Kolosnjaji et al. [66] published an intriguing study in 2016 in which they sought to apply Deep Learning to simulate malicious system call patterns for malware identification. This technique exceeds the Hidden Markov Model and Support Vector Machine approaches in malware classification.
[bookmark: _Toc101401157]Related Work
Malware analysis is a multistage procedure that provides information about the composition and operation of malware. Behavioural analysis is a significant phase in the analysis procedure that includes dynamic coarse-grained binary-instrumentation on the victim machine to examine malware relationships with regard to the system. According to Aquilina et al. [67], profiling is the preliminary assessment of malware that has been gathered. Chess et al. [68] define dataflow analysis as the study of how information is transported and modified during the operation of software. Skoudis [69] presented an approach in which analysis methods are deployed on both a local target workstation and an offsite computer in order to obtain behavioural characteristics of the malware on the client system as well as its communication with remote servers over the internet. Rieck et al. [64] worked with diverse heterogeneous experimental samples gathered across several weeks utilising honeypots and proved the method's usefulness, particularly in finding new occurrences of malware groups formerly unrecognised by conventional anti-virus technology.
Aquilina et al. [67] state that malware forensic investigators employ a variety of data analysis methods, with static and dynamic analysis being two of the most important approaches for analysing computer viruses. Static analysis, according to Valli and Brand [70], involves the use of reverse engineering software tools and debugging tools such as IDA Pro [37] and OllyDbg [71] to conduct a complete study of the dangerous programmes and present an inside perspective of the malware's behaviour. Dynamic analysis, on the other hand, executes the malware and evaluates how it interacts with the machine from a behavioural standpoint. IDA Stealth and Olly Advanced are two plug-ins that, correspondingly, enhance the capability of IDA Pro and OllyDbg to operate with malicious software that employs anti-analysis methods. The purpose of these kind of plug-ins is to offer capability for hiding their related components. Christodorescu et al. [72], Bayer et al. [73], and Kruegel et al. [74] have all published significant number of studies on static analysis of malevolent binaries. Furthermore, earlier work by Moser et al. [75] reveals concealment strategies that are incontrovertibly nondeterministic polynomial time problems for static analysis. According to Bayer et al. [76], Moser et al. [7], and Willems et al. [77], traditional dynamic malware analysis strategies concentrated on acquiring trustworthy and precise data regarding dangerous software operation. In addition, Lee et al. [78] and Bailey et al. [42] suggested two approaches for behaviour-based malware analysis dependent on behaviour study categorization. Moser et al. [75] introduced a novel method for dynamically analysing a suspicious programme in order to detect operation stages where the software performs control flow choices relying on input-dependent variables.
Researchers advocate integrating data visualisation with machine learning to enhance effectiveness as the multitude of malicious activities continues to expand. This method, generally regarded as Visual - AT, may help in achieving exceptional correctness while significantly lowering false positives by 50%. The results obtained from the study on the MS BIG and Ember malware databases, as highlighted by Xinbo et al., [79] demonstrate that the proposed procedure is effective in inhibiting zero-day vulnerabilities and striving for up to 97.73 percent respectively, while curbing false positives by 81.17 percent with an estimate of 96.25 percent for all malicious programmes analysed.
Nataraj et al. [80] were among the pioneers to advocate visualizing malicious types of files as grey-level images and characterising malicious clusters largely dependent on image homology computations. The authors investigated 9,458 harmful objects from 25 malware families and classified them with a 98 percent correctness. Employing this strategy, the beclouding method was also reinstated. Numerous research papers elaborated on Nataraj's strategy [81] [82] by taking into consideration diverse malware samples, including over 100,000 malicious files, and adopting multiple classification algorithms that integrated machine learning models. According to Attia et al., [83] machine learning could potentially be implemented to assist in the research of malicious files destined for Linux operating systems. Malware deployed to mine cryptocurrencies has been divulged to be ubiquitous in IoT infrastructure; the scale of refinement is continuing to increase, and emerging varieties are aggressively amplifying with ludicrously low technological improvement. Reverse engineering can be used to interpret undocumented malware, whilst machine learning can be leveraged to evaluate which malware family is broadly similar [84].
[bookmark: _Toc101401158]Conclusion
The fundamentals of malware detection and analysis, as well as various kinds of computer viruses, have been thoroughly explored here. Based on the data gathered, it is concluded that dynamic analysis is preferable to static analysis for malware research. Researchers agreed that, whereas dynamic analysis has the apparent constraint of evaluating only one operation of the malicious file, static analysis is more challenging to implement appropriately since the source code is not always exposed. Furthermore, even if the source code was provided, there is no guarantee that no changes to the binary executable files were applied, which the malware creator refused to reveal. As a result of these and other disadvantages, dynamic malware analysis is recommended over static malware analysis. After reviewing malware analysis techniques, it is reasonable to extrapolate that the virtual environment is especially advantageous to malware analysis. Emerging malware threats and novel attack patterns demonstrate extremely complex strategies being used to safeguard critical data. Researchers are of the view that malware threats are becoming increasingly advanced in a short period of time, despite the fact that corporate systems and other computer software are not deployed at such rapid intervals [85].








3 [bookmark: _Toc101401159]Chapter III – Research Methodology

[bookmark: _Toc101401160]Introduction
Based on the discussion thus far, it is imperative to highlight that malware analysis aptly evokes the Italianate cat-and-mouse game that is at play. The findings illustrate that there are two key methodologies that are convenient for malware analysis. Additionally, they demonstrate the flaw of virtual environments, since numerous researchers fail to identify malicious files due to malware's vast variety of detection obfuscation strategies. As new malware research methods are created, malware creators retaliate with novel measures for preventing analysis, resulting in unique study areas for identifying, analysing, and eventually producing remedies for them [86]. The intention of this section is to rationalise the research design in respect to the research objectives. Finally, as comprehension and cognition improve, the research design develops throughout the study.
[bookmark: _Toc101401161]Research Overview
This chapter seeks to provide the overarching research approach suggested for achieving the aims and objectives outlined in the preceding chapter. According to Saunders et al. [87], research design includes a general perspective of the methodology chosen and the rationale behind that decision. In general, it outlines a strategy proposal to assist the researcher in carrying out the study from initiation to completion. This is accomplished by presenting preliminary questions to the researcher. This contemplative and inquisitive method necessary for designing excellent qualitative research questions has the potential to influence and guide research in aspects that are frequently overlooked. Although appropriate research questions do not always result in effective research, improperly intended or structured questions are highly sufficient to elicit issues that influence all following phases of a research work. The continuing practise of questioning is an essential aspect of comprehending the evolving experiences and views of people in qualitative investigations. This section further discusses the formulation of preliminary research questions as well as how the procedures of creating and improving questions are important in developing qualitative research [88].
Figure 1 depicts the six phases of the Research Process featured in the Research Onion model. The six-phase segregation incorporates Philosophy, Approach to Theory Development, Methodological Choice, Strategy, Time Horizon, and Techniques and Procedures. All of this contributes to a deeper comprehension of the research design as a whole.
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Figure 1: Research Onion [89].
3.1.1 [bookmark: _Toc101401162]Research Process
Although this will be stated multiple times throughout this research, it cannot be overstated that each decision must be rationalized. These selections appear to be the most appropriate for this particular study. Furthermore, using the research process as a preliminary step and explaining each decision taken will guarantee that the reader understands everything relatively thoroughly. The difficulty may be to accomplish it in a succinct fashion while bearing in mind the general size and structure of the document.
According to Saunders et al. [87], the research process is analogous to peeling an onion layer after layer; in order to view the innermost component, the outermost part must first be removed. Furthermore, accomplishing an objective must be preceded by the appropriate processes; this also pertains to learning; complete one phase properly prior to actually moving on to the next. As a consequence, Figure 2 highlights the several factors taken in developing a research approach. Positivism, Deduction, Mono-Method Qualitative, Experiment, Longitudinal, and Data Collection and Data Analysis are the options chosen from the six phases of the above model.
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Figure 2: Research Onion [89], presenting only the options that have been chosen.
3.1.2 [bookmark: _Toc101401163]Research Philosophy
The expression research philosophy represents a collection of concepts and expectations regarding the evolution of knowledge. Although this may seem sophisticated, it is essentially what people do when they commence their research: gaining understanding in a certain topic. Individuals' information growth may not be as spectacular as a revolutionary notion of social incentive, but just addressing a specific challenge in a given corporation results in tremendous knowledge acquisition [90].
The experiment's philosophy will be post-positivism objectivity, with quantitative and qualitative methodologies considered equally viable approaches. To confirm the experiment's legitimacy, a virtual environment will be constructed that allows malware to be tested in an isolated, controlled setting. An experiment can be carried out by employing the techniques of a professional malware analyst. Empirical evidence will be gathered for the purpose of analysing various malware kinds and determining the damaging acts that malware performs while functioning in a controller environment.
3.1.3 [bookmark: _Toc101401164]Research Approach to Theory Development
A research approach is a critical component of research methodology that has a significant impact on particular research techniques. Creswell [91] describes the research approach as the strategies and methods developed and implemented throughout empirical research. These methods and strategies span everything from sweeping generalizations to information gathering processes, information processing, and information evaluation. The philosophic viewpoints and the approaches used in an empirical investigation that pertain to that viewpoint comprise the research approach.
The deductive technique will be implemented in this experiment. Theory will be established in order to define, forecast, and comprehend occurrences, as well as to question and enhance prevailing understanding within the confines of crucial constraining principles. A hypothesis will be formed based on the theory, and evidence will be gathered and evaluated to validate the hypothesis.
3.1.4 [bookmark: _Toc101401165]Research Methodological Choice
The research methodological choice enables researchers to develop a research plan that is suited for the challenges that must be addressed, as well as the aims and objectives represented by that study. The methodological element of the approach is critical since it anticipates the conceptual feasibility of carrying out the specified actions required to address the situation and evaluate the outcomes [92].
A mono-method will be employed. A virtual environment will be developed to isolate numerous malicious files from various malware families, and the study will be performed utilising a plethora of computer forensics tools and malware analysis methods. Qualitative approach will be used to gain an understanding of how malicious acts are carried out and what is involved in forensically analysing malware performing these acts. A comprehensive literature review was carried out to assist in this conclusion. During the malware analysis research, it became apparent that there are several well-established and well-understood elements of malware analysis, namely static and dynamic analysis techniques. Certain malware is designed to utilize evasion and obfuscation tactics, which were also explored. As the aim of the project is to analyse various forms of malware in a virtual environment that must also be developed, a wide range of malware analysis approaches were examined. The investigation of the procedural steps of the analysis was equally critical.
3.1.5 [bookmark: _Toc101401166]Research Strategy
According to Remenyi et al. [93], research strategy tends to give the general perspective of the study, encompassing the procedure through which the analysis is carried out. Furthermore, Saunders et al [87]. noted that an adequate research strategy should be established primarily on study questions and objectives, the degree of current information on the area of study to be investigated, the proportion of time and resources allocated, and the philosophical foundations of the author.
A course of action is essential to accomplish the ultimate goal of the project. This approach entails extensive study into what malware analysis is, how it is performed, where it is employed, who is adopting it, who it affects, and why it is utilised. This will be accomplished by the use of websites such as Science Direct, IEEE Xplore, Research Gate, and so on. It is also crucial to comprehend the behavioural characteristics of malware, therefore studying the various kinds of malware and how they operate is significant. Following the preceding study, it is vital to undertake research on how malware analysis is carried out and what type of environment is appropriate for performing this analysis.
3.1.6 [bookmark: _Toc101401167]Research Time Horizon
According to Saunders et al. [87], time horizon is required for the research design irrespective of the study technique chosen. The time horizon simply merely specifies number of times the researcher intends to gather information at a certain moment in time. It also alludes to the time period during which the experiment is expected to be completed.
As the malware analysis discusses modifications that have occurred over time, a longitudinal technique was adopted for this research. It was necessary to validate information at critical moments within a particular timeframe.
3.1.7 [bookmark: _Toc101401168]Research Techniques and Procedures
This is the sixth, deepest, and final stratum of the research onion. According to Saunders et al. [87], the approach implemented at this phase of the experiment contributes tremendously to the general trustworthiness and credibility of the research. Bryman [94] emphasises the importance of understanding that both data gathering and evaluation are heavily reliant on the methodological approach employed. This section describes how the information utilised in the experiment is gathered and evaluated.
The malware samples will be delivered and analysed once the virtual environment has been developed and safeguarded. The data will be gathered and processed employing malware analysis tools and techniques. The project's outcome will be determined by the summative assessment of the malicious code and key behaviours of various types of malwares. The desired outcome in this case should illustrate the methods followed to analyse diverse aspects of malware in an isolated environment, malware categorization based on behavioural characteristics, and the security evaluation of the testing environment that was constructed.
[bookmark: _Toc101401169]Conclusion
This chapter has described and defended the research methodology employed in this study, as well as its plausibility. Due to the general complexity of the project, the researcher utilised a qualitative technique for data gathering and interpretation, underpinned by a post-positivism objective perspective. Considering that the research is conducted in a variety of methods and for a variety of reasons, it was critical to choose the methods for data gathering; thus, the deductive technique was employed. The purpose of information acquisition is to gather strong material that can be analysed to produce persuasive and reliable responses to the questions addressed. This chapter detailed the measures utilised throughout information gathering and presented insight on malware samples. The primary discoveries and outcomes of this paper are addressed in the next chapter.





4 [bookmark: _Toc101401170]Chapter IV – Design and Implementation

[bookmark: _Toc101401171]Introduction
Malware is a growing international problem, and research findings indicate that it is only becoming worse as the computer technology evolves. Each day, a new malware is deployed, and numerous related techniques and approaches have been presented to mitigate and eliminate threats and vulnerabilities. As a result, one of the key considerations for malware analysts nowadays is identifying, analysing and mitigating such threats. In this chapter, an attempt has been made to develop a process that would identify various destructive malicious software as well as other characteristics of the lately formed novel kind of malware in cyberspace renowned for employing data obfuscation. Malware poses major dangers to digital data security by capturing, damaging, or deleting user data. The suggested solution intends to search the environment for all suspicious objects existing on the machine, identify harmful files, and analyse them.
[bookmark: _Toc101401172]Problem Formulation
Malware has evolved into a severe issue in the realm of computers. Although detection approaches such as static analysis have made significant efforts to identify malware, they have been unable to recognize new and unidentified computer viruses. Dynamic approaches have been attempted to identify unfamiliar malware; however, their findings have produced a large number of false positives [33]. Static analysis is ineffective in detecting complex malicious software, and advanced computer virus may occasionally conceal from the existence of test environment [8]. Hybrid analysis, which combines static and dynamic analysis strategies, equips malware researchers with the advantages of two very different approaches. This method can discover computer virus that is attempting to conceal and afterwards collect a large amount of evidence of infection from formerly undiscovered script. Hybrid analysis also aids in the detection of zero - day attacks, including those originating from the most advanced malicious code [25].
Numerous publications have identified different issues that malware researchers have had to deal with in identifying malicious software or associated harmful behaviours. Focusing on diverse computer forensic approaches presently utilised to extract, collect, and evaluate devices with computer viruses can aid in the resolution of these issues. Furthermore, a comprehensive methodology approach that concentrates on common aspects of malware behaviour and is competent of gathering adequate investigative information is entirely conceivable. The suggested design and implementation of this strategy are discussed in more detail in the following sections of this study.
[bookmark: _Toc101401173]Design
The sandbox environment created for this experiment will consist of three virtual machines, one of which will be used for analysis and the other two will be used as victim devices where malware will be deployed. The Internet will be inaccessible to this network. The research machine will serve as a network gateway for the affected workstations, allowing it to conveniently capture network packets and imitate services like DNS and HTTP. As previously stated, this isolated virtual network will be segregated from both the host operating system and the Internet. Ubuntu and Windows 10 will be installed on the victim devices to make the experiment more realistic. This will make it possible to compare how malware acts across multiple operating systems. This approach will enable for the capture and examination of network interactions from any malicious application, whether it is running on a Windows or Linux machine. This is conceivable because malware will unintentionally communicate with the analysis machine rather than the Internet.
The purpose of an analysis machine is to simulate internet traffic in order to analyse malicious software that employs anti-analysis measures. The tools that will be used to analyse malware files are as follows:
· Burp – a proxy-based security assessment tool for web-based applications.
· INetSim – a sophisticated tool for simulating a variety of basic Internet services.
· PeStudio – a programme that performs static analysis on any executable binary.
· Loki – a convenient and simple IOC scanner.
The network diagram below provides a high-level overview of the design established for this project:
[image: ]
Figure 3: Network Diagram.
The virtual network is the most significant component of the network diagram seen in Figure 3. This is an isolated and virtualized environment in which the experiment will be carried out. It should be made up of three virtual machines, as shown in the next chapter. Malware must be manually transferred to the analysis server or one of the victim machines. This is due to sandbox settings that prevent computers from establishing an internet connection. To accomplish this, a file share must be created and configured. This will enable file transfers between the host device and the virtual machines.
Given the fact that the experiment is performed on a virtual instance of a computer system in a layer isolated from the actual hardware, switch and router configuration is not required. The following chapter details the installation and configuration of all devices. All setups must be applied as indicated in this report to complete this experiment successfully.
[bookmark: _Toc101401174]Implementation
The comprehensive implementation phase has been widely separated into static analysis followed by dynamic analysis to evaluate the functionality of the suggested approach. The suggested malware detection approach may efficiently find susceptible files in the system that may contain malware based on code analysis, followed by execution and analysis of the live sample. If a malicious object is found, it is added to the database and a report file is produced and preserved, which may be utilised to uncover new malware characteristics and obfuscation methods. Finally, the sandbox environment is then restored to its original configuration. This is done to reverse any modifications that have been made to the operating system and other files, as well as to prepare the testing environment for the next sample.
The issue with malware analysis is that there are far too many false positives and obfuscation techniques that malware employs to prevent detection. This approach attempts to address this issue by comprehensively analysing malware and decreasing false positives through the use of static and dynamic malware analysis. The following is a general overview of the comprehensive implementation of the concept on which the model was configured:
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Figure 4: Implementation Flowchart.
Figure 4 illustrates a flow diagram that provides an abstract representation of the entire process that was created. The sections that follow provide thorough implementation of this procedure and provide the reader with a basic overview of how to conduct this analysis in an isolated environment. It is also explained how to set up and secure a testing environment, as well as install all of the essential applications for malware analysis.
4.1.1 [bookmark: _Toc101401175]Configuration of the Sandbox Environment
In this part, a sandbox environment for malware evaluation will be established. A virtual network that is segregated from the host machine and the Internet will be designed. Two target virtual machines (Ubuntu 21.10 and Windows 10) as well as an analysis virtual machine (Ubuntu 21.10) will be created and customised to imitate standard Internet protocols such as HTTP or DNS. This will allow anyone to capture and investigate the incoming traffic of any Linux or Windows computer virus that unintentionally communicates with the analysis machine rather than the Internet. This arrangement is presented using a real-world use case in which the behaviour of the most well-known computer viruses is examined.
4.1.1.1 [bookmark: _Toc101401176]Creation of Virtual Machines
In this experiment, a virtualization solution (VirtualBox 6.1.32) is used to establish and configure the aforesaid environment. The first step is to download virtual machine images from the Internet. In this scenario, the first target virtual machine and the analysis virtual machine will both run the same operating system (Ubuntu 21.10), which may be obtained from OSBoxes as stated in Appendix A. The second target virtual machine will run a different operating system (Windows 10), which may be downloaded from Microsoft, as seen in Appendix A. The configuration procedure may begin after installing VirtualBox and obtaining images of the Ubuntu and Windows operating systems.
4.1.1.1.1 [bookmark: _Toc101401177]Ubuntu Victim and Ubuntu Analysis Machines
OsBoxes offers a ready-to-use virtual disc which can be hooked into a virtual machine and used immediately. Begin by unzipping the just acquired image. The machine's virtual disc will be represented by a VDI file. The process should begin with the installation of the baseline Ubuntu image, that can be replicated to produce additional virtual machines.
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[bookmark: _Hlk98195025]Figure 5: Ubuntu Victim Settings.
VirtualBox can be launched to create a new virtual machine. For the purposes of this experiment, this virtual machine will be referred to as Ubuntu Victim. Figure 5 shows the recommended memory amount of 4096 MB. The option to use an existing virtual hard disc file, as well as the appropriate file that will be used to construct this virtual machine, must be selected.
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Figure 6: Ubuntu Victim Successful Configuration.
Following successful configuration, the newly created virtual machine must be shown on the left side of the window, with all of its configurations available on the right, as shown in Figure 6.
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Figure 7: Password Change.
The virtual machine may now be powered on, and the command to change the password can be run, as shown in Figure 7.
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Figure 8: Update Check.
Updates should also be double-checked, as seen in Figure 8.
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Figure 9: Upgrade Check.
Upgrades can also be validated, as seen in Figure 9. The rationale for checking for updates and upgrades is that the image does not always come with the most recent updates installed, and an update or upgrade may be required from time to time. In some cases, a user may prefer a specific version of the system, in which case upgrades are not recommended.
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Figure 10: Guest Additions Installation.
Finally, as shown in Figure 10, guest additions can be introduced to the operating system to increase performance and functionality. It is critical to highlight that before delivering live malware samples, guest additions should be eliminated to safeguard the operating system. The installation of guest additions was performed to aid in the speedier deployment procedure.
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Figure 11: Clone Option.
Now that the basic Ubuntu virtual machine has been correctly setup, it may be cloned, as shown in Figure 11.
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Figure 12: Clone Settings.
Figure 12 depicts the appropriate configurations for this virtual machine, which will be dubbed Ubuntu Analysis for the purposes of this experiment. The option to generate new MAC addresses for all network adapters, as well as full clone and current machine state, must be selected.
4.1.1.1.2 [bookmark: _Toc101401178]Windows Victim Machine
Unlike the Ubuntu image, the Windows image contains not just a virtual hard disc but also a comprehensive specification of the virtual machine. This simplifies the process of creating the virtual machine.
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Figure 13: Import Appliance Option.
The first step is to pick the import appliance option, as seen in Figure 13.
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Figure 14: Image Selection.
The final step is to pick the appropriate image that was previously downloaded, as illustrated in Figure 14.
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Figure 15: Windows Victim Settings.
The next step is to appropriately name this machine, as indicated in Figure 15; for this experiment, it will be named Windows Victim. The rest of the settings should be implemented automatically and should not require any additional adjustment.
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Figure 16: Windows Victim Successful Configuration.
Following successful configuration, the newly created virtual machine must be shown on the left side of the window, with all of its configurations available on the right, as shown in Figure 16.
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Figure 17: Guest Additions Installation.
The virtual machine may now be powered on, and as illustrated in Figure 17, guest additions can be introduced to the operating system to increase performance and functionality.
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Figure 18: Password Change Option.
Figure 18 shows how to change a password from the settings menu.
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Figure 19: Current Password Input.
Figure 19 shows that the current password for the system must be typed in order to be changed.
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Figure 20: New Password Selection.
It is vital to remember that in order to change a password, a hint must be provided, as shown in Figure 20.
4.1.1.2 [bookmark: _Toc101401179]Configuration of the Isolated Virtual Network
An isolated network with three virtual machines must be created to finalise the sandbox environment configuration. This network will not have Internet access. The analysis virtual machine will be utilised as a network gateway, as previously described, allowing network traffic to be conveniently monitored. This may be accomplished by following the instructions below.
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Figure 21: Internal Network Configuration.
The first step, as indicated in Figure 21, is to alter the parameters for each machine. The chosen field must be changed to internal network, and a suitable name must be provided.
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Figure 22: Terminal Commands.
To construct a safe and isolated network, network settings must be updated on each virtual machine. Parameters may be modified on the analysis virtual machine by opening a terminal and executing commands, as shown in Figure 22.
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Figure 23: Ubuntu Analysis Network Settings.
The settings must be modified as shown in Figure 23 after the file has been successfully opened. This modification is critical to the proper operation of the designed network.
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Figure 24: Network Settings Implementation.
Following the successful change of the network settings, they must be implemented. This can be accomplished by using the commands shown in Figure 24.
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Figure 25: IP Address Command.
The command to reveal the IP address may be used once everything has been configured correctly, as illustrated in Figure 25. It is vital to remember that the IP address of each virtual machine should match the network diagram seen in Figure 3.
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Figure 26: Ubuntu Victim Network Settings.
To successfully setup the network and receive packets across virtual machines, all of the processes undertaken to configure the analysis machine must be repeated on the victim machine. The steps outlined above must be followed, however network settings must be replicated as shown in Figure 26.
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Figure 27: Connection Verification.
The analysis machine is now able to receive pings from the victim machine if the configuration is successfully established, as shown in Figure 27.
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Figure 28: Windows Victim Network Settings.
Finally, as illustrated in Figure 28, the Windows machine must be set with appropriate parameters.
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Figure 29: Connection Verification.
The analysis machine is now able to receive pings from the victim machine if the configuration is successfully established, as shown in Figure 29.
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Figure 30: Snapshot Configuration.
A snapshot of the current state of virtual machines will be generated provided that they have been appropriately setup and are in a clean state. This manner, they may be easily restored to their original form at any moment. This may be accomplished by following the steps shown in Figure 30.
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Figure 31: Snapshot Name.
A snapshot name must also be entered, which should be appropriately chosen in order to readily relate to the specific machine, as seen in Figure 31.
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Figure 32: Restore Snapshot.
Snapshots can be restored by selecting the right option after attempting to power down the system, as shown in Figure 32.
4.1.1.3 [bookmark: _Toc101401180]Tools Installation
This section explains how to install and configure the malware analysis tools that will be utilised in this research.
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Figure 33: INetSim Installation.
First, as shown in Figure 33, INetSim must be installed and configured.
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Figure 34: INetSim Directory Setup.
In this experiment, each time an examination is performed, a separate INetSim setup is required, hence a directory analysis will be established with a subdirectory for each analysis. This is seen in Figure 34, which contains all commands.
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Figure 35: Configuration File Directory.
Some adjustments must be made to the configuration file, which is located in the newly formed directory, for INetSim to function correctly. Figure 35 shows the commands for locating and accessing this configuration file.
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Figure 36: Service Bind Address.
While the configuration file is open, certain modifications must be implemented and some lines must be uncommented. Figure 36 shows some of the adjustments that must be performed.
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Figure 37: DNS Default IP.
The DNS default IP address must also be modified for this approach to operate effectively, as seen in Figure 37.
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Figure 38: HTTPS Bind Port.
The last item that needs to be changed is the https bind port, which must be anything other than 443, as seen in Figure 38.
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Figure 39: DNS Server Commands.
Figure 39 shows how to deactivate a local DNS server in the terminal using appropriate commands. This must be done since it interferes with DNS server from INetSim.
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Figure 40: INetSim Launch Command.
Following completion of all of the aforementioned modifications, INetSim may be launched using the appriopate command, as illustrated in Figure 40.
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Figure 41: HTML Document.
When INetSim is running, any website from any victim machine may be accessed to ensure that it is correctly configured. Figure 41 represents an HTML page that must be shown after attempting to access a website.
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Figure 42: Analysis Report Creation.
When INetSim is terminated, it must create an analysis report, as illustrated in Figure 42.
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Figure 43: Report Launch Command.
As seen in Figure 43, this analysis report may be viewed via a terminal.
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Figure 44: Analysis Report.
The report created by this programme comprises of numerous logs that may be used to analyse malware; a sample of this report is provided in Figure 44.
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Figure 45: Burp Installation.
Burp must also be installed in order to examine SSL traffic. It will be used in front of INetSim as an inline proxy. Whenever a target computer attempts to establish an SSL connection, it first sends it to Burp, which then redirects it to INetSim. Figure 45 depicts the installation of Burp.
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Figure 46: Burp Launch Command.
Figure 46 illustrates the commands used to start Burp.
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Figure 47: Binding Settings.
Burp requires some proxy settings to be updated in order to operate correctly with INetSim. These options are shown in Figure 47.
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Figure 48: Request Handling Settings.
Burp requires request handling settings to be modified in order to function in front of INetSim, as seen in Figure 48.
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Figure 49: Running Configuration.
Burp is now operating on port 443 and forwarding communications to port 8443, as seen in Figure 49.
Two further tools, which have already been described, must be installed (PeStudio and Loki). However, there is no need to demonstrate installation of these tools because they require no configuration and can be easily downloaded from the Internet.
[bookmark: _Toc101401181]Conclusion
This part sought to provide a thorough understanding of how to install and configure all of the virtual machines as well as the tools required for analysis. It should be emphasised that sophisticated malware may identify that it is being launched in a virtual environment and can alter its activities, such as aborting execution. The method of analysing network traffic illustrated in this chapter is one of numerous dynamic analysis strategies, which can vary from monitoring registers to analysing system calls. Another way demonstrated using the PeStudio is particularly beneficial for reverse engineering. Nonetheless, designing and configuring a sandbox environment is a complex and challenging procedure that must be undertaken carefully to prevent infecting the host system.





5 [bookmark: _Toc101401182]Chapter V – Testing and Evaluation

[bookmark: _Toc101401183]Introduction
This chapter details the testing and evaluation of the sandbox environment as well as the malware samples executed inside it. The testing that was conducted is carefully analysed, with the WannaCry ransomware serving as the primary analytical sample. The term "environment testing" refers to the examination of the created isolated environment. It examines if the virtual machines are appropriately configured, whether the connections work, and, most importantly, whether the constructed environment is safe and if it can be restored after infection. Furthermore, samples are compared, and their behaviour in the system is investigated. The malicious code is executed via a hashing application, which generates a specific hash that distinguishes the malware. Hashing is often used to detect malware families or specific parts of malware. Hashing is a typical way for individually identifying malware, and it was implemented in this experiment. Finally, the system assessment process is discussed. It examines the specific goals and necessitates of the sandbox environment. It also provides information on the final deployment and whether or not it is successful as a lab environment.
[bookmark: _Toc101401184]Experiment Dataset
The experiment dataset comprises of several malware samples obtained from a live malware repository [95]. The author also employed VirusTotal [96], an online malware categorization software, to acquire categorization data for these viruses. A breakdown of categorization findings is also supplied, and it can be observed that malware samples are mostly classified as Ransomware or Trojan. All of the tests are taking place on virtual machines with 4 GB of RAM and various operating systems implemented.
[bookmark: _Toc101401185]Malware Hash Analysis
Hashing is among the most often used approaches in investigative research and malware analysis to determine if a content is harmful or not. Hashing is a mathematical procedure that generates a one-of-a-kind signature from a particular input. Hashing was even utilised in initial anti-malware algorithms to identify threats on compromised machines. Hashing is becoming an essential aspect of vulnerability assessment and virus transmission. It can be used for evaluation by incident responders to filter and discover unfamiliar objects, while security experts will trade threat intelligence comprising dangerous hashes. It is also utilized for highly complex categorization, such as identifying a particular instance, malware groups, or script and data commonalities.
5.1.1 [bookmark: _Toc101401186]Static Ransomware Analysis
In this part, three files will be analysed, and the findings compared in order to discover various malware features. The analysis of files begins with hash validation, which allows researcher to establish whether or not a file is malicious. It is vital to highlight that, due to the sophistication of malware creation, code cannot always be easily analysed, and malware must be deployed.
5.1.1.1 [bookmark: _Toc101401187]WannaCry Ransomware
Investigators have detected many variants of the WannaCry malware; while they possess comparable characteristics, the versions fluctuate somewhat. Following analysis of the sample in this experiment, the following hashes were discovered:
· SHA256: EDO1EBFBC9EB5BBEA545AF4D01BF5F1071661840480439C6E5BABE8E080E41AA
· SHA1: 5FF465AFAABCBF0150D1A3AB2C2E74F3A4426467
· MD5: 84C82835A5D21BBCF75A61706D8AB549
The examination of the aforementioned hashes enabled researcher to correctly determine that the sample file is ransomware. The testing tool concluded that there is a similarity to the WannaCry ransomware and that the components should be studied further. Figures 50–51 demonstrate this.
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Figure 50: Loki Tool.
Figure 50 depicts the result of the Loki scanner, which successfully detected a malicious file with all hashes matching.
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Figure 51: PeStudio Tool.
Figure 51 represents the hash values found in the malicious file, as well as the file type and entropy.
5.1.1.2 [bookmark: _Toc101401188]Cerber Ransomware
Cerber is among the most commonly distributed ransomware groups, with several variations, the majority of which are remained operational today. It has considerable destructive potential, attacking data and backups, and its spread is broad, as this group is comprised of the most prominent business arrangement involving malware producers and supporters, in which members pay for malware assaults generated by owners. This Cerber malware study is focused on a single illustrative malware version with the hash value mentioned in the paragraph beneath. Different versions act comparably, although the specifics may alter to varying degrees. The following hashes have been identified:
· SHA256: E67834D1E8B38EC5864CFA101B140AEABA8F1900A6E269E6A94C90FCBFE56678
· SHA1: C69A0F6C6F809C01DB92CA658FCF1B643391A2B7
· MD5: 8B6BC16FD137C09A08B02BBE1BB7D670
The study of the abovementioned hashes allowed the researcher to accurately identify the sample file as ransomware. The testing programme determined that there is a resemblance to the Cerber ransomware. Figure 52 shows an example of this. However, as seen in Figure 53, the Loki programme failed to recognise the file as malicious. A Loki scan was performed on this file three times in order to obtain reliable findings; nevertheless, Loki failed to detect this file as malicious each time. The outcome of this event was critical in justifying the usage of multiple tools for the same study rather than a single application.
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Figure 52: PeStudio Application.
Figure 52 demonstrates the hash values, as well as the tooling and file type of the aforementioned malware.
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Figure 53: Loki Application.
Figure 53 demonstrates a successful scan conducted by Loki software, with all findings shown.
The authors of Loki programme were notified of a false positive that occurred when analysing this dangerous file with the tool. It is intended that by doing so, this effort will help the Loki open-source project by lowering false positive rates. Furthermore, in the case of this ransomware, a further static analysis was feasible since the PeStudio tool successfully analysed various other pieces of information that were not possible with the previously examined WannaCry ransomware.
Figures 54–59 depict a series of records extracted from the infected file. As seen below, these records include essential information on this malware and its functions:
· It was successfully discovered that this programme may be harmful based on its API calls, some of which are characteristic for particular forms of malware, such as file, registry, and memory queries.
· According to the data recovered, this ransomware was produced using two separate versions of Visual Studio (2005 and 2008), and a compiler stamp was made on May 24, 2017.
· There were further libraries identified that could be accessed by this file, with "kernel32.dll" containing 143 functions.
· There were 317 functions in total, with 78 of them blacklisted, such as "Read Process Memory" and "Terminate Process". It can also be noticed that the majority of the damaging functions were implemented in the "kernel32.dll" library.
· The file type of the inspected file was likewise confirmed as executable.
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Figure 54: API Calls.
Figure 54 depicts the majority of the API calls that were discovered, as well as the quantity for each API request.
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Figure 55: Build ID.
Figure 55 illustrates a product with a specific build, both Visual Studio 2008 and Visual Studio 2005.
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Figure 56: Compiler Stamp.
Figure 56 provides compiler stamp with the exact date and Intel-based machine employed.
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Figure 57: Libraries.
Figure 57 depicts eight different libraries that were discovered while examining this suspicious file.
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Figure 58: Functions.
Figure 58 depicts 317 blacklisted functions as well as a library, mostly kernel32.dll.
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Figure 59: File Type.
Figure 59 depicts a malware first examination, including hash values and file type.
5.1.1.3 [bookmark: _Toc101401189]Mamba Ransomware
Mamba ransomware uses DiskCryptor, an open-source complete drive encryption programme, to encrypt a whole drive and limit user access. This malware, like the WannaCry ransomware, has several variants circulating on the Internet. As a result, each sample will have a unique hash value, and after analysing the samples in this experiment, the following hashes were discovered:
· SHA256: 2ECC525177ED52C74DDAAACD47AD513450E85C01F2616BF179BE5B576164BF63
· SHA1: 4080BB3A28C2946FD9B72F6B51FE15DE74CBB1E1
· MD5: 409D80BB94645FBC4A1FA61C07806883
The analysis of the hashes indicated above enabled the researcher to correctly identify the sample file as ransomware. The testing tool discovered a similarity to the Mamba malware, as seen in Figure 60.
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Figure 60: PeStudio Report.
Figure 60 depicts hash values as well as other important file information such as file type and tooling used.
The Loki tool was used to analyse Mamba ransomware, but it was not identified, and a false positive was also reported, as in the prior scenario. Figures 61-63 illustrate the results of a static analysis performed using PeStudio, which revealed various signs of a malicious file. These indicators offer critical information about this virus and its functions, as seen below:
· The file type has been detected as a potentially dangerous executable.
· There were 64 indicators about the file and its patterns identified, such as administrator level privilege.
· There were a total of 112 functions, with 24 of them blacklisted, including "Open Process Token" and "Write File". It is also worth noting that the preponderance of the malicious functions can be seen implemented in the "kernel32.dll" library.
· It was also determined that the file requests administrator execution level, which can be seen in the examined manifest.
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Figure 61: Indicators and Patterns.
Figure 61 depicts indications and specific information about API, URL, files, strings, and other elements.
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Figure 62: Malicious Functions.
Figure 62 exhibits a number of harmful functions that are backlisted, such as write file operations and process termination commands.
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Figure 63: Manifest.
Figure 63 depicts a malware manifest file that provides information about execution level privileges.
[bookmark: _Toc101401190]Malware Code Execution
The very first stage is to identify malware accessibility to computer resources. The author undertakes this investigation by executing numerous malicious files in the testing setting, and each instance operates for 120 seconds prior to actually collecting any analysis notes (author believes that the resource scans normally occur immediately in the malware operation, thus researcher chose this particular 120-second limit). This examination includes file, registry, process, windows, and service elements. The fundamental activities for these resources, such as read and write for files and registries, and open and create for other available resources, are measured. Among such instances, the author conducted a statistical analysis cantered on the resource category and the processes associated with it. According to the findings, file operations contribute for approximately 42% of all resource requests. Registry and windows are also often utilized, accounting for 21% and 14%, respectively. Finally, the process and service were examined, and it was determined that the process was more frequently accessible by malware, with a score of 7%, while the service had a score of just 3%. Other resource categories made up 13% of all resource kinds.
5.1.2 [bookmark: _Toc101401191]Dynamic Ransomware Analysis
The effect of malware samples on the system is evaluated in this test. Three separate ransomware samples were delivered and analysed on the machines. The study began with a static analysis of the malware executable before going on to actually executing the malware and infecting the target system. It is vital to note that all sample files acquired from the internet are compressed and password-protected, allowing for the safe delivery of these dangerous files.
5.1.2.1 [bookmark: _Toc101401192]WannaCry Ransomware
WannaCry ransomware is made up of several ingredients. The encryption object is included as an integrated component in the first payload; the encryption element includes a decryption tool named "WanaDecryptor", a password-protected file storing a version of Tor, and various separate pieces holding settings details and encryption keys. These files are depicted in Figure 64, which illustrates newly produced files by recently deployed malware. This ransomware was successfully deployed in the system, and no anti-sandbox techniques were detected in this sample. Ransomware is extremely risky in terms of data loss, and when WannaCry was executed in the system, it took around 35 seconds for all of the files to be encrypted and rendered unreadable, as seen in Figure 65. In the event that the "WanaDecryptor" software fails to run, the virus also contains the accompanying bitmap picture from "b.wnry" on the computer.
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Figure 64: Ransomware Files.
Figure 64 illustrates all of the files produced by malware in its own folder after starting the executable file. These files include instructions on how to pay the ransom, as well as more executable files and other harmful software.
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Figure 65: WannaCry Execution.
The pop-up window seen in Figure 65 appeared immediately after the malware file was run. This file contains a timer that indicates how much time is left to pay the ransom. Specific information on how to pay the ransom, as well as a bitcoin address, can be found here. Furthermore, another element to note is that a link to contact the threat actor was included in this statement.
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Figure 66: ReadMe Note.
All of the files produced by malware were analysed, however it is worth noting that one file in particular was made by malware authors to persuade victims to pay the ransom in order to unlock all of the files. Figure 66 illustrates this.
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Figure 67: Corrupted Analysis Tool.
It is also crucial to highlight that static analysis of the infected file should commence prior to the file being executed on the system. This is something that every malware researcher ought to do; otherwise, the malware may corrupt some of the tools used for static analysis. The aforesaid ransomware, which also succeeded to encrypt the "Loki" analysis tool, is a prime illustration of this, as seen in Figure 67.
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Figure 68: INetSim Analysis Report.
Figure 68 depicts the analysis report file. The dynamic analysis of this sample began with INetSim, which produced no findings. It is indeed possible that the ransomware did not try to reach external servers at the time and was instead focused on encrypting system data.
Following an examination of the aforementioned data and seeing no indicators of compromise, the attention was switched to the Process Monitor programme, which discovered hundreds of operations the malware conducted in order to encrypt system files. Attempts to alter the properties of all files to "hidden" and provide unrestricted privilege to every object in the current location and any folders below are examples of compromise indicators. WannaCry then encrypts data on the machine, looking for file extensions like docx, csv, txt, and many more that are imbedded in the malware. Furthermore, a registry entry is added to "HKLM\Software" that references the place from where WannaCry was first run. The WannaCry encryption object starts the integrated executable programme "WanaDecryptor" that reveals various deadlines and directives for transferring the money in the specified language of the compromised system. The contents request $300 in bitcoins to be sent to a certain account. The addresses listed below are imbedded in the executable, however only one was found to be utilised by the studied ransomware sample:
· 115p7UMMngoj1pMvkpHijcRdfJNXj6LrLn
· 13AM4VW2dhxYgXeQepoHkHSQuy6NgaEb94
· 12t9YDPgwueZ9NyMgw519p7AA8isjr6SMw
The ransom amount increases if the fee is not received before the original countdown finishes. According to the virus readme, after the second countdown passes, the data will be impossible to recover. The records are unsalvageable once encrypted until the decryption key is utilised. Figures 69-73 depict some of the above-mentioned malware behaviours.
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Figure 69: Malware Processes.
Figure 69 depicts ransomware-initiated processes that undertake several file operations in a short period of time.
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Figure 70: Event Properties.
Figure 70 shows the event properties as well as the path to the shell folders directory that the malware modified.
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Figure 71: Process Properties.
Figure 71 displays process properties as well as a specific PID collected and ransomware path.
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Figure 72: Stack Properties.
Figure 72 depicts stack properties together with system32 operations executed by the malware programme on numerous files.
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Figure 73: Buffer Overflow.
Figure 73 depicts a malware-performed security file action that resulted in a buffer overflow.
5.1.2.2 [bookmark: _Toc101401193]Cerber Ransomware
Whenever the Cerber ransomware is executed, it checks to determine where it is being deployed from. Except when started from a particular place, it makes a duplicate of itself in the AppData folder with a unique filename taken from the system32 folder. Cerber, like several related malware groups, bypasses User Account Control verification, deletes all volume copies, and eliminates safe mode settings. Cerber encrypts files with 294 distinct extensions, notably ".doc", ".ppt", and ".jpg". Ransomware also looks for a sequence of connected components, certain filetypes, directories, and recognised Volume Serial Numbers associated with sandboxes.
The Cerber malware assault vector that was observed may be roughly divided into four stages:
· The malware is executed through PowerShell.
· The virus adjusts various ongoing persistence mechanisms by generating “startup.run”, and “command processor”.
· To erase backup copies, the malware makes use of native Windows tools such as WMIC.
· Information is encrypted, and the individual is provided with money-demanding notifications.
Following a successful infection of the system, several files and notifications are generated. Figures 74-77 depict messages requesting money.
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Figure 74: Background Image.
Figure 74 depicts a background picture that was modified by the malware immediately after the file was successfully executed.
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Figure 75: Ransom Note.
Figure 75 depicts the content of a text file produced in the infected environment, which contains the same message as the background picture.
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Figure 76: Ransomware Instructions.
Figure 76 displays the instructions that the malware launches automatically as a pop-up window.
[image: ]
Figure 77: Specific Instructions.
Figure 77 illustrates the bottom section of the instructions, which includes precise instructions on how to download Tor Browser.
The dynamic analysis of this sample began with INetSim, which generated hundreds of records that malware conducted, as seen in Figures 78 and 79. Malware also attempted to read network and environment data for various identifying reasons. The most crucial discovery, however, is that malware connects to multiple remote servers on UDP port 6893, and transfers encrypted data, as illustrated in Figures 80-82. This study revealed that the tools installed on the server to simulate Internet traffic are functional and capable of intercepting all malware operations performed while transmitting data to the outside world.
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Figure 78: DNS Connections.
Figure 78 demonstrates hundreds of connections attempted by a malicious file, with all IP addresses exposed.
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Figure 79: Websites Accessed.
Figure 79 shows a specific http address that the analysis machine recorded. It should be noted that this address links to a Bitcoin-related website.
[image: ]
Figure 80: UDP Operations.
Figure 80 depicts event characteristics associated with a single UDP request executed by malware.
[image: ]
Figure 81: PID and Modules.
Figure 81 depicts the process properties that were captured together with the precise moment that the cerber.exe programme began and finished.
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Figure 82: Stack Overview.
Figure 82 displays the stack properties, as well as the path, location, and other details that were collected. It is important to notice that malware mostly accessed system32 files.
Malware-initiated processes were extensively examined, and it is worth noting that several of them piqued the interest of the researcher. Specifically, this ransomware performs a "Load Image" activity, which is related to a background image change during execution. Hundreds of other processes, such as opening and altering registry keys, as well as creating and reading files, were also identified as malicious. Figures 83 and 84 demonstrate this.
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Figure 83: Load Image Operation.
Figure 83 depicts a specific malware-related action that was caught. It can be observed that the virus attempted to load an image from the system files.
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Figure 84: Registry Open Key.
Figure 84 shows a particular malware-related behaviour that was observed. It can be seen that the ransomware intended to access a registry key and was successful.
5.1.2.3 [bookmark: _Toc101401194]Mamba Ransomware
Due to the fact that the Mamba Ransomware did not run on the system, dynamic analysis was not possible. Although the exact cause of this phenomenon is unknown, it is believed that .NET Framework version 3.5 must be present on the system. Figures 85 and 86 demonstrate this. It was impossible to establish a different environment since all of the settings and safety precautions had already been put in place, and it would take longer to complete.
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Figure 85: Execute Error.
Figure 85 depicts a .NET Framework issue that occurred immediately after attempting to execute the file.
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Figure 86: Error Message.
Figure 86 depicts an inappropriate version problem that occurred shortly after attempting to execute a separate executable file associated with malware.
The preceding section provided a partial examination of this ransomware, which provided enough information to designate this sample as harmful. However, additional examination of this file is required in the future.
[bookmark: _Toc101401195]Sandbox Environment Evaluation
The security of the created sandbox environment was evaluated, and no vulnerabilities were discovered. Various forms of malware files were deployed, with some of the more sophisticated instances capable of eluding testing systems if incorrectly designed. The built environment, on the other hand, succeeded flawlessly in this trial. The recovery technique, which allowed users to restore to a previously specified operating system, performed as expected. In addition, the infection in the safe environment had no effect on the host operating system. There were no security issues or viruses identified on the physical machine. As a consequence, it's reasonable to state that the security evaluation for this environment was a success.
[bookmark: _Toc101401196]Conclusion
This chapter discussed testing and evaluation stages of the undertaking and addressed different tests from a variety of perspectives. The most basic assessment required for the initiative was "confirmation" testing. The whole sandbox environment, like any other computer science project, had to be evaluated from a software standpoint. Nevertheless, even if the architecture is sound and the implementation is thoroughly validated, the generated instructional material is rendered meaningless if the presentation is incorrect. As a result, presentation of the implementation process was a critical component that needed to be accomplished completely before proceeding to the evaluation stage. Furthermore, the built sandbox environment performed admirably in malware analysis, achieving a 100% detection rate from all of the tested samples. The hybrid malware analysis approach utilized in this experiment was adopted to increase the adequacy and accuracy of existing research studies. The suggested technique exceeds the conventional independent tools in producing more accurate findings and detecting every malicious file in the system.





6 [bookmark: _Toc101401197]Chapter VI – Conclusions and Recommendations

[bookmark: _Toc101401198]Summary
Malware is posing a serious danger to modern software applications, online world, and information. Malware creators thrive on designing sophisticated malware that regularly alters its characteristic to circumvent identification, as well as introducing increasingly complex varieties of computer viruses which employ innovative concealment mechanisms. This has caused several problems for anti-malware technology and cybersecurity professionals. In this research, author provided a brief overview of malware kinds and malicious software identification methodologies. The researcher also explored various malware testing strategies, including static analysis, dynamic analysis, and hybrid analysis. Furthermore, numerous sophisticated analysis approaches, such as using memory analysis to discover infection evidence, were investigated. Strategies used by malware developers to avoid discovery, including camouflage and anti-sandbox approaches, have also been evaluated. Ultimately, this experiment has scrutinised the overall strategy of malware analysis as well as the primary malware detection and analysis publications.
Innumerable evaluations of malware identification methodologies have been conducted as part of academic activity in subsequent years. The researchers examined malware transmission, examination, and identification methodologies, as well as characteristic interpretation and categorization approaches for malware detection. Scientists investigated advanced dynamic malware detection approaches and solutions. In this research project, the author delivers a complete and thorough research on analysis techniques for malware detection relying on both static and dynamic interpretations. Additionally, numerous revolutionary attributes were scrutinised, which not only provide a summary of the advancement of the malware and anti-malware sectors, but also present technological requirements on detection and prevention. Furthermore, this experiment examines the underlying concerns and limitations of malware analysis utilising various methodologies, as well as the numerous challenges encountered while deploying malware in an isolated setting. Nevertheless, in order to improve the overall accuracy and efficacy in diverse circumstances, it is generally desirable to have a suitable number of samples with equivalent dispersion for analysis tools.
[bookmark: _Toc101401199]Conclusion
This experiment has demonstrated the various kinds of techniques and methods for analysing a specific malware. Numerous studies have shown that a particular piece of malware cannot be evaluated with a single solution. The findings from the experiment demonstrate that each malware analysis solution employs a unique parameter and approach to examine the detrimental script. Malware analysis include detecting the malicious application, comprehending its operation, and identifying the connections that this programme attempts to establish. Throughout information extraction process, reverse engineering approaches are employed to discover the nature of the computer viruses and their engagement with the machine.
Threat actors are always developing innovative strategies to circumvent the detection and analysis of the malware. This renders involvement regarding this menace challenging; in reality, in certain cases, it may be useless. Although identification and evaluation experiments are extremely helpful, they do have definite restrictions due to the methodologies utilised. There is relatively little material available regarding detecting and analysing a real-world threat instance. The main objective of the research is to concentrate on malware analysis in a context that is similar to a legitimate malware attack. This technique will substantially aid malware examination because the findings will be highly comparable, if not equivalent, to those obtained from a real-world malware assault.
Throughout this research, the author provided an appropriate methodology that includes several approaches for detecting and analysing malicious files that are deployed in the infrastructure. The effectiveness of this method was tested for a malware assault that occurred in a setting that simulated the real-world scenario. The findings of the investigation demonstrate that the proposed tools will be effective for identifying and evaluating various forms of malware. The perpetrator looks to be traceable based on the information acquired, such as the connections malware is attempting to create with the outside world. In this regard, it is believed that the research would aid in the prevention of malware and the implementation of anti-malware measures.
[bookmark: _Toc101401200]Recommendations for Future Research
Following the accomplishment of the experiment, and in light of its shortcomings, the accompanying suggestions for further research can be made:
· Further investigation is required to understand the impact of distributing multiple malware kinds at the same time. The additional information offered by this strategy may significantly contribute to the cumulative evaluation experiments. This will allow researchers to explore if malware behaves differently when other malicious software is operating alongside it.
· Comparable research with a greater number of samples can be undertaken so that the findings can be compared using various behavioural characteristics of the malware. The disparities among conventional malware and malware that refuses to run owing to the sandbox environment, in particular, may be examined.
· Data should be gathered not only from malware samples downloaded from the internet, but also from malware created by the researcher. This will allow researchers to examine the testing approach, which should record every single malicious activity that is expected to occur once the virus has been executed.
· Guest Additions, which are installed to enhance performance, may have an effect on malware analysis. As a result, it is recommended to research further to see if the same malicious file behaves differently if Guest Additions are removed.
· Scientific research may be carried out by investigating a broader range of testing environments, such as comparing results from self-built environments and cloud products available on the internet.
· It is advised that a hybrid analysis technique be employed for future study in order to acquire data that is inclusive of the diverse malware categories.





7 [bookmark: _Toc101401201]Chapter VII – Reflections

[bookmark: _Toc101401202]Reflection Statement
The research was carried out in the manner that was intended. Each objective was accomplished and documented in the study paper. Although the author had no prior experience with establishing sandbox environments, research such as online courses were conducted to assist the author with the implementation. The Research Onion methodology was employed to structure the dissertation in order to produce it as respectable as feasible.
Numerous competencies have been developed and strengthened as a result of this project, which has enriched professional advancement of the author and life in broad sense. Merely to name some of the abilities demonstrated below:
· Aplomb – aside from being preoccupied with other academic objectives, it was difficult to adhere to the timeline at first, however as the project progressed, the author was able to manage the development appropriately.
· Assiduousness – employing a Gantt chart to define development objectives and manoeuvre around them to render them attainable.
· Thoroughness – it is extremely tough and tricky to accomplish any assignment without a well-structured plan of actions and objectives to be completed with established timeframes.
· Meticulousness – learning to prioritise assignments without unfavourably influencing the project, each undertaking is crucial in any research work, but to be highly effective in producing an excellent research study, assignments and processes must be completed based on specific characteristics such as timeframe, dependency, and necessity.
[bookmark: _Toc101401203]Knowledge Gained
Numerous lessons were learned during the course of the project, but the ones thought most essential are addressed below:
· Assignments must be managed appropriately.
· Tasks should be divided into smaller sections to make them easier to complete.
· A schedule should be followed at all times, and a strategy for getting back on course should be put in place if things go wrong.
· Concerns should be assessed and addressed early in the lifecycle of the project.
· The research study helped to build knowledge about how to accomplish all of the project objectives.
[bookmark: _Toc101401204]Possible Changes
There are several things that might have been done differently in this investigation, as well as any other human research study. However, the following are the primary areas noted that might have been handled better:
· Discussions to gain a better grasp of the investigation issue, as well as further interactions on the relevant field of exploration with knowledgeable individuals involved, could have happened in the first place.
· The experiment could have been begun sooner than normal to forestall time running out on some activities.
· Appropriate time could have been allotted to far more complicated tasks.
[bookmark: _Toc101401205]Obstacles Encountered
Every project hits a snag at some moment, and this study endeavour was no exception. Several roadblocks were faced throughout this undertaking, as shown below:
· There was not enough time to complete all of the tasks outlined in a proposal, thus certain objectives were removed from the list.
· Unsatisfactory fundamental abilities, particularly when it comes to analysing sophisticated malware employing obfuscation.
· Due to the overwhelming number of assignments that needed to be accomplished, deciding which activities to begin with, regardless of time constraints, was difficult at times.
[bookmark: _Toc101401206]Positive Aspects
The following are some of the positive characteristics highlighted in this project that contributed to the effective completion of this study:
· The ability to accept and control challenges was one of the elements that contributed to the accomplishment of this initiative.
· Effective oversight from the supervisor was critical to the development of high-quality material.
· Remaining committed was a major step toward achieving and possessing a defined goal that contributed to maintaining the author focused from the beginning to the completion of the assignment.
[bookmark: _Toc101401207]Advice for Prospective Students
The author of this study has provided the following advice to future students who wish to conduct similar research:
· Determine the study objective as soon as possible.
· Develop a comprehensive and targeted research approach in order to provide professional content.
· Maintain commitment and attention on the assignment.
· Collaborate with and implement the assignment supervisor's instructions.
· Carefully manage duties in accordance with their importance, avoiding compromising the integrity of the project undertaken.
· Chat extensively and collaborate with other academics since knowledge is a two-way street.
· Attempt to satisfy all timeframes to minimize being scrutinised.
· Conform to and obey all university-established regulations and policies.
[bookmark: _Toc101401208]Summary
This chapter can be summarised by some of the important points discovered from the project, which are listed below:
· Developing unique abilities is an ongoing process, and each chance to gain information must be seized and strengthened.
· Each and every undertaking could be accomplished provided it is divided into manageable pieces of action, has adequate resources, and has the commitment of all participants.
· Numerous projects of all sizes must be completed in order to develop project planning competence.
· Nearly every single research study in the globe has a timeframe constraint, a budget, and a performance standard that must be met.
· Remaining focused and committed during the lifecycle of the assignment is a characteristic that can impact the overall performance of the research.




















8 [bookmark: _Toc101401209]Chapter VIII – Project Management

[bookmark: _Toc101401210]Project Overview
Project Management (PM) is a collection of tasks that essentially enable the fruitful execution of a research work, in which an undertaking is identified as a collection of interconnected actions that are scheduled and then accomplished in a unique and specific order to produce a recognisable output (offering) within a particular period of time. Project management could well be defined as a collection of operations that ensures the appropriate and efficient completion of a research study. In research undertakings, "effective execution" typically indicates that the initiative provides the desired and expected outcome within the time period and cost that was negotiated upon. In more precise terms, project management is associated with the "total organisation and supervision of a project from concept to delivery targeted at satisfying the expectations of the patrons and assuring accomplishment on schedule, within budget, and to specific performance criteria [97].
The experiment was being developed during the concept stage of the project. The study proposal report was created, which outlined the experiment aim, approach, and intended results. Although the author of the project can merely establish the extent of a proposed study at a certain juncture and therefore cannot determine specific processes that contribute to an excellent research closure, the work proposal establishes a formulation of the challenge and exposes research concerns to be addressed over the duration of the project. In other terms, it provides a foundation for future project stages and approaches, as well as decision-making for research directing.
The experiment delivery phase was the next stage of the undertaking. The project owner conducts the experiment in compliance with the research requirements during this progression stage. Written findings, which are discussed weekly, are used to evaluate advancement to the dissertation supervisor. Presumably every discussion includes a summary of the study topics and resources status. The advancement analysis addresses potential hazards, development warnings, and actions addressed. The issue and its technological remedy have also been described.
The experiment summary element is the concluding step of a project. The comprehensive professional statement is produced at this section. This review includes a number of pivotal research accomplishments, such as samples, experimental testing, and publications. Additional documentation outlines the information gained throughout the project in order to assist information dissemination to future initiatives. Project monitoring allows for ongoing confirmation of the findings obtained, as well as improving upcoming phases in order to (perhaps accurately) forecast the final outcomes.
[bookmark: _Toc101401211]Risk Analysis
Risks should be acknowledged and addressed as quickly as feasible in the project. Risk assessment occurs across the whole course of the endeavour, with a focus on major deliverables. One of the main issues discussed at periodic progress of the project and evaluation discussions is risk assessment. Certain risks may be obvious to the entire project, such as known hazards; others may require more diligence to identify but are ultimately foreseeable. Nonetheless, the following are some of the risks identified while conducting this experiment:
· Possible risks regarding potential damage to the physical equipment while testing malware files.
· Psychological risks that might involve the emergence of unpleasant emotional experiences such as anxiety and depression; this could be induced by a variety of circumstances, the most common of which is stress.
· Motivational risk owing to world events, which might lead to a lack of motivation to complete the project.
· Risks associated with the timeline, most notably the inability to meet deadlines.
· Possible health risks that might prevent the project from being completed.
[bookmark: _Toc101401212]Objectives Assessment
The objectives specified at the start of this experiment have been modified. These revisions were judged necessary in order to finish the project within the timeframe specified. It was also determined that too many objectives were selected for this experiment and that they could not be met within the timeframe allotted. As a result, the decision was made to drop some of the less critical objectives that had no bearing on the overall project outcomes. Three objectives were dropped, beginning with the first, a survey on the ease of use of the constructed environment. It was decided that this survey will offer no significant value to the project and will consume a considerable amount of valuable time that could be used in other ways. Another objective that was deemed unnecessary was the use of two alternative virtual settings for malware analysis, from which findings could be compared. This goal was considered to be too difficult for the present study, and it was determined that it may be broadened in future research. The final objective that has changed is the creation of malware samples by the researcher, which can then be analysed and compared to internet samples. After thorough consideration, it was determined that the actual objective was too difficult and time intensive. To avoid defining too many complex objectives, it was eventually eliminated following conversation with the project supervisor.
[bookmark: _Toc101401213]Gantt Charts
The Gantt chart prepared for this project outlined a route that was intended to be followed. However, most undertakings do not always follow the course that was initially planned, and this was no exception in the case of this research. As a result, the original Gantt Chart is shown below, as well as the Gantt Chart that depicts the actual route adopted.
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Figure 87: Original Gantt Chart.
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Figure 88: Actual Gantt Chart.
The Gantt Charts show that the "Interim Viva," "Final Report," "Final Viva," and "Exhibition Materials" progressed as expected, however there was a substantial change in other planned tasks. "Virtual Machine Configuration" was pushed back from January to February, resulting in a one-month delay that postponed some of the other critical tasks. "Malware Testing," "Security Risks Assessment," and "Data Gathering and Comparison" are among the activities that have been rescheduled. All three of these tasks were begun a month after the actual scheduled date, resulting in the need to reduce the time originally allocated for these tasks to one month. The significant reduction in time allocated, particularly for malware testing, prompted the author of the research to work longer hours than planned each day, resulting in an increase in stress and the need to juggle between a full-time job and the research project. Despite all of the unanticipated changes in the timeframe, the project was finished on time and as intended.
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The operating system images used in this project can be found on the Microsoft and OSBoxes websites. There are a variety of images available for download, and owing to application requirements, each project will require a different version. As a result, it is indeed a helpful suggestion to look into the tools that will be utilised to conduct comparable experiments and analyse their requirements. The following systems are suggested for this project:
· Microsoft – Any version of this operating system can be utilised, but Windows 10 and 11 are preferred because of the more realistic results that can be obtained with these systems.
· Ubuntu - This operating system comes in a variety of versions; however, it is recommended that users utilize version 20 or higher owing to recent changes to the network settings and overall performance of the system.
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osboxes@osboxes:-$ passwd osboxes

changing password for osboxes.

Current password:

New password:

Retype new password:

passwd: password updated successfully

osboxes@osboxes:-$ sudo apt-get update

[sudo] password for osboxes:

Hit:1 http://security.ubuntu.com/ubuntu impish-security InRelease
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changing password for osboxes.
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New password:

Retype new password:

passwd: password updated successfully

osboxes@osboxes:-$ sudo apt-get update

[sudo] password for osboxes:

Hit:1 http://security.ubuntu.com/ubuntu impish-security InRelease

Hit:2 http://us.archive.ubuntu.con/ubuntu impish InRelease
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Snapshot/backup:
Create a snapshot (or keep a backup of downloaded archive) before first booting and working with
this VM, 50 that you can reset quickly after the OS trial expires.

Licensing notes and evaluation pet
The modern.ie virtual machines use evaluation versions of Microsoft Windows, and are therefore time
limited. You can find a link to the full license on the desktop.

Activation:

For Windows 7, 8, 8.1 and 10 virtual machines, you need to connect to the Internet in order to activate
the trial. In most cases, activation wil be done automaticaly after a few minutes, but you can
also enter *slmgr /ato" from an administrative command prompt. This will give you 90 days.

For Windows Vista, you have 30 days after first boot.

For Windows XP, you have 30 days after first boot. You wil see a toast notification pop up a few.
minutes after boot stating the days left (i the system tray).

Re-arm:

In some cases (Windows X, Vista, and 7), it may be possible to further extend the inital rial period if
there are rearms left. The following commands can be run from an administrative command
prompt (right-click on Command Prompt and select the ‘Run as Administrator’ option).

Show current license, time remaining, re-arm count (all except Windows XP):
simgr /dly

Re-arm (all except Windows XP). Requires reboot.
slmgr frearm

Re-arm (Windows XP only). Note that no error is given in the case no rearms are left.
rundii32.exe syssetup, SetupOobeBnk

For Windows &, 8.1 and 10, you will NOT be able to re-arm the trial.

Windows 10 Enterprise Evaluation
Windows License valid for 90 days
Build 17763.155_release.180914-1434
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m osboxes@osboxes: fetc/netplan Q =

osboxes@osboxes: /etc/netplang cd Jetc/netplan/
osboxes@osboxes: /etc/netplang s

01-network-manager-all.yaml

osboxes@osboxes:/ = /netplon$ sudo nano @1-network-manager-all.yaml
[sudo] password for osboxes:

osboxes@osboxes: /etc/netplan$ sudo netplan try

Do you want to keep these settings?

Press ENTER before the timeout to accept the new configuration

Changes will revert in 118 seconds
Configuration accepted.
osboxes@osboxes:/=tc/n=tplang sudo netplan apply
osboxes@osboxes: /etc/netplang
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osboxes@osboxes:/etc/netplang 1p a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group defaul
t qlen 1000
link/loopback 060:00:00:00:00:00 brd 00:00:0
inet 127.0.0.1/8 scope host lo
valid_lft forever preferred_Lft forever
inet6 ::1/128 scope host
valid_Lft forever preferred_Lft forever
2: enpes3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP gr
oup default qlen 1000
Llink/ether ©8:00:27:79:f5:5a brd ff:ff:ff:ff:ff:ff
inet 10.0.0.1/24 brd 10.0.0.255 scope global noprefixroute enp@s3
valid_lft forever preferred_Lft forever
nal inetc feso0::a00:27ff:fe79:f55a/64 scope link
valid_lft forever preferred_Lft forever
osboxes@osboxes: /etc/netplans JI

0
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# Let NetworkManager manage all devices on this system
network:

version: 2
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addresses: [10.0.0.1]]
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PING 10.6.0.1 (16.0.0.1) 56(84) bytes of data.
64 bytes from 10.0.0.
64 bytes from 10.0.0.
64 bytes from 10.0.0

_: 4 tine=0.299 ms
1: icmp_seq=3 ttl=64 time=6.279 ms
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x
|C:\users\IEussr>ping 10.0.0.1
| inging 10.0.0.1 with 32 bytes of data:

[Reply from 2 timecins
[Reply from 16.0.6. 2 time<ins
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ping statistics for 16..6.1:
Packets: Sent = 4, Received = 4, Lost = © (8% loss),

Japproxinate round trip times in milli-seconds:

" Minimum = 6ms, Maximum - ems, Average = 6ms

|C:\user5\IEuser>




image32.png
@ Toke Snapshot.
jon Inkomation

MSEDGEWIN1O
11.379.17763.0
Windows 10
No service pack
IEUser
Password!

Snapshot/backup:
Create a snapshot (or keep a backup of downloaded archive) before first booting and working with
this VM, 50 that you can reset quickly after the OS trial expires.

Licensing notes and evaluation period:
The modern.ie virtual machines use evaluation versions of Microsoft Windows, and are therefore time
limited. You can find a link to the full license on the desktop.

Activation:

For Windows 7, 8, 8.1 and 10 virtual machines, you need to connect to the Internet in order to activate
the tral. In most cases, activation will be done automatically after a few minutes, but you can
also enter *simgr /ato" from an administrative command prompt. This will give you 90 days.

For Windows Vista, you have 30 days after first boot.

For Windows XP, you have 30 days after first boot. You will see a toast notification pop up a few.
minutes after boot stating the days left (i the system tray).

Re-arm:

In some cases (Windows X, Vista, and 7), it may be possible to further extend the initial trial period if
there are rearms left. The following commands can be run from an administrative command
prompt (right-click on Command Prompt and select the ‘Run as Administrator’ option).

Show current license, time remaining, re-arm count (all except Windows XP):
stmgr /dlv

Re-arm (all except Windows XP). Requires reboot.
simgr frearm

Re-arm (Windows XP only). Note that no error is given in the case no rearms are left.
rundil32.exe syssetup, SetupOobeBnk

For Windows &, 8.1 and 10, you will NOT be able to re-arm the trial.

Windows 10 Enterprise Evaluation
Windows License valid for 90 days.
Build 17763.155_release.180914-1434.
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M root@osboxes: /home/osboxes Q - o .

Reading state information... Done

A1l packages are up to date.

W: Failed to fetch http://us.archive.ubuntu.com/ubuntu/dists/impish/InRelease T

emporary failure resolving 'us.archive.ubuntu.com'

W: Failed to fetch http://us.archive.ubuntu.com/ubuntu/dists/impish-updates/InRe

lease Temporary failure resolving 'us.archive.ubuntu.com'

W: Failed to fetch http://us.archive.ubuntu.com/ubuntu/dists/impish-backports/In

Release Temporary failure resolving 'us.archive.ubuntu.com'

W: Failed to fetch http://security.ubuntu.com/ubuntu/dists/impish-security/InRel
ease Temporary failure resolving 'security.ubuntu.com'

W: Failed to fetch http://www.inetsim.org/debian/binary/InRelease Temporary fai
lure resolving 'www.inetsim.org'

W: Some index files failed to download. They have been ignored, or old ones used
instead.

root@osboxes: /home/osboxes# apt install inetsim

Reading package lists... Done

Building dependency tree... Done

Reading state information... Done
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m osboxes@osboxes: ~/analysis/test-analysis Q = - o ®

osboxes@osboxes:~$ Ls
Desktop Documents Downloads Music Pictures Public snap Templates Videos

osboxes@osboxes:-$ mkdir analysis

osboxes@osboxes:~§ 1s

analysis Documents HMusic Public Templates

Desktop Downloads Pictures snap Videos

osboxes@osboxes:-$ mkdir analysis/test-analysis

osboxes@osboxes:-$ cp /etc/inetsim/inetsim.conf analysis/test-analysis

osboxes@osboxes:-$ sudo cp -r /var/lib/inetsin analysis/test-analysis/data
[sudo] password for osboxes:

osboxes@osboxes:-$ sudo chmod -R 777 data

chmod: cannot access 'data': No such file or directory

osboxes@osboxes:-$ cd analysis/test-analysis/
osboxes@osboxes:~/analysis/test-analysis§ ls
“oto inetsim.conf

osboxes@osboxes
osboxes@osboxes

Janalysis/testoanalysicS sudo chmod -R 777 data
Janalysis/test-analysis$ I
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M osboxes@osboxes: ~/analysis/test-analysis  Q
osboxes@osboxes:~$ s
analysis Documents HMusic Public Templates

Desktop Downloads Pictures snap  Videos

osboxes@osboxes:-$ cd analysis/test-analysis/
osboxes@osboxes:~/analysis/test-analysis§ ls

inetsim.conf
osboxes@osboxes:~/analysis/test-analysis$ nano inetsim.conf

osboxes@osboxes:~/analysis/test-analysiss
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osboxes@osboxes: ~/analysis/test-analysis Q = - o ®

start_service chargen_udp
start_service dummy_tcp
start_service dummy_udp

HHRHHH A
service_bind_address

1P address to bind services to

Syntax: service_bind_address <IP address>

Default: 127.0.0.1

HERXRARRR

service_bind_address ©.0.0.0fl

R
# service_run_as_user
#

[
Paste

il Execute
B Justify

Location
Go To Line

Help
N Exit

write out [ where Is
Read File @M Replace
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1 osboxes@osboxes: ~/analysis/test-analysis Q = = u] .

GNU nano 5.6.1
#dns_bind_port 53

BUBHHHHHHRHRRBRBR BB BB GGG RRBRBRRRRRRRHRRRAR
dns_default_1ip

Default IP address to return with DNS replies

#
#
#
#
# Syntax: dns_default_ip <IP address>
#
# Default: 127.0.0.1

#

d

ns_default_ip 10.0.0.1
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osboxes@osboxes: ~/analysis/test-analysis Q.

I
# Service HTTPS
R

e
# https_bind_port

#

# Port number to bind HTTPS service to

#

# Syntax: https_bind_port <port numbers>
#

# Default: 443

#

https_bind_port 8443

T T R e e

# https_version
Help Write out Where Is iy Cut il Execute
Read File B Replace gf] Paste B Justify

W Exit

Location
Go To Line
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m osboxes@osboxes: ~ EREN - o

osboxes@osboxes:-$ sudo systemctl disable systemd-resolved.service

Removed /etc/systemd/system/multi-user.target.wants/systemd-resolved.service.
Removed /etc/systend/systen/dbus-org. freedesktop. resolvel.service.
osboxes@osboxes:-$ sudo service systemd-resolved stop

osboxes@osboxes:~$ I
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m oosboxes@osboxes: ~/analysis/test-analysis Q. - o ®

osboxes@osboxes:-$ cd analysis/test-analysis/
osboxes@osboxes:~/analysis/test-analysiss nano inetsim.conf
osboxes@osboxes:~/analysis/test analysic$ sudo inetsim --data data --conf inetsi

m.conf
[sudo] password for osboxes:
INetSim 1.3.2 (2020-85-19) by Matthias Eckert & Thomas Hungenberg
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Hotspot Login

This is the default HTML page for INetSim HTTP server fake mode.

This file is an HTML document.
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osboxes@osboxes: ~/analysisftest-analysis Q = -

echo_7_tcp - stopped (PID 3817)
daytime_13_udp - stopped (PID 3816)
daytime_13_tcp - stopped (PID 3815)
time_37_udp - stopped (PID 3814)
time_37_tcp - stopped (PID 3813)
ident_113_tcp - stopped (PID 3811)
finger_79_tcp - stopped (PID 3810)
ntp_123_udp - stopped (PID 3809)
ftps_990_tcp - stopped (PID 3806)
ftp_21_tcp - stopped (PID 3805)
pop3s_995_tcp - stopped (PID 3804)
pop3_116_tcp - stopped (PID 3803)
smtps_465_tcp - stopped (PID 3802)
ftware *5_tcp - stopped (PID 3801)
nowp_80_tcp - stopped (PID 3799)
syslog_514_udp - stopped (PID 3812)
dns_53_tcp_udp - stopped (PID 3798)
tftp_69_udp - stopped (PID 3807)

* irc_6667_tcp - stopped (PID 3808)
simulation stopped.

Report written to '/var/log/inetsim/report/report.3794.txt' (27 lines)
INetsim main process stopped (PID 3794)

D oxennxrtntnran

* ke

»sboxes@osboxes:~/analysis/test-analysis$ I
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m ‘osboxes@osboxes: ~ Q = - o ®

osboxes@osboxes:

$ sudo gedit /var/log/inetsim/report/report.3794.txt

*% (gedit:3974): WARNING **: 1 o0 1o °0: Set document metadata failed: Setting
attribute metadata::gedit-position not supported
osboxes@osboxes:~$
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e report.3794.txt =
Open ¥ | A e oafmetimeport save -9
1[== Report for session '3794' ===

2

3Real start date : 2022-03-20 11:02:33

4simulated start date : 2022-03-20 11:02:33

5Time difference on startup : none

6

72022-03-20 11:02:36 First simulated date in log file

82022-03-20 11:02:36 DNS connection, type: A, class: IN, requested name: ntp.ubuntu.com

92022-03-20 11:02:36 DNS connection, type: AAAA, class: IN, requested name: ntp.ubuntu.com

10 2022-03-20 11:02:36 NTP connection, time received: 1647788554, time sent: 1647788561
difference: 7

112022-03-20 11:02:54 DNS connection, type: A, class: IN, requested name: connectivity-

untu. com

20 11:02:54 HTTP connection, method: GET, URL: http://connectivity-check.ubuntu.com/,

file name: data/http/fakefiles/sample.html

13 2022-03-20 11:02:55 DNS connection, type: AAAA, class: IN, requested name: connectivity-
check. ubuntu. com

14 2022-03-20 11:02:55 DNS connection, typ
check. ubuntu. com

152022-03-20 11:03:08 NTP connection, time received: 1647788589, time sent: 1647788593
difference: 4

16 2022-03-20 11:03:15 DNS connection, type: AAAA, class: IN, requested name: connectivity-
check. ubuntu. com

17 2022-63-20 11:03:15 DNS connection, type: AAAA, class: IN, requested name: connectivity-
check. ubuntu. com

18 2022-03-20 11:03:15 HTTP connection, method: GET, URL: http://connectivity-check.ubuntu.com/
file name: data/http/fakefiles/sample.html

19 2022-63-20 11:03:15 DNS connection, type: A, class: IN, requested name: nmcheck.gnome.org

20 2022-03-20 11:03:15 DNS connection, type: AAAA, class: IN, requested name: nmcheck.gnome.org

212022-03-20 11:03:15 HTTP connection, method: GET, URL: http://nmcheck.gnome.org/, file name
data/http/fakefiles/sample.html

222022-03-20 11:03:40 NTP connection, time received: 1647788621, time sent: 1647788625
difference: 4

232022-03-20 11:04:13 NTP connection, time received: 1647788653, time sent: 1647788658
difference: 5

242022-03-20 11:04:45 NTP connection, time received: 1647788685, time sent: 1647788690
difference: 5

AAAA, class: IN, requested name: connectivity-

PlainText v Tab Width: 8 v Ln1,Col1 ~ NS




image47.png
root@osboxes: /home/osboxes/Downloads  Q - o &

setting up libnet-dns-sec-perl (1.18-1build2) ...

Processing triggers for libc-bin (2.34-6ubuntu3.2) .

Processing triggers for man-db (2.9.4-2) ...

root@osboxes: /home/osboxes# bash ~/Downloads/burpsuite_free_linux_vi_7_23.sh
bash: /root/Downloads/burpsuite_free_linux_vi_7_23.sh: No such file or directory
root@osboxes: /home/osboxes# bash ~/Downloads/burpsuite_free_linux_vi_7_23.sh
bash: /root/Downloads/burpsuite_free_linux_vi_7_23.sh: No such file or directory
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Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

|And send the correct amount to the address specified in this window.

|After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

bitcoin

ACCEPTED HERE

Check Payment

Windows 10 Enterprise Evaluatic
Windows License valid for 52 day
Build 17763.15 release. 18091414
650PM
£

et Dl 400 BB
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i Terget Windows Machine Clone (Snapshot 4) [Running] - Oracle VM VirtualBox - o x

File Machine View Input Devices Help

7]l @Please_Read_Me@.bxt - Notepad - =] X
File Edit Format View Help

) What's wrong with my files?

A: Ooops, your important files are encrypted. It means you will not be able to access them anymore until they are decrypted.
If you follow our instructions, we guarantee that you can decrypt all your files quickly and safely!
Let's start decrypting!

) What do I do?

A: First, you need to pay service fees for the decryption.
Please send $300 worth of bitcoin to this bitcoin address:

115p7UMMngoj1pMvkpHijcRAFINXI6LrLN

Next, please find an application file named “@anaDecryptor@.exe”. It is the decrypt software.
Run and follow the instructions! (You may need to disable your antivirus for a while.)

% How can I trust?

A: Don't worry about decryption.
Ve will decrypt your files surely because nobody will trust us if we cheat users.

©  If you need our assistance, send a message by clicking <Contact Us> on the decryptor window.
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Starting Loki Scan VERSION: ©.44.2 SYSTEM: MSEDGEWIN1G TIME: 20220420T63:05:37Z PLATFORM: 10 10..17763 SPe Mull
iprocessor Free PROC: Intel6a Family 6 Model 158 Stepping 9, GenuineIntel ARCH: 32bit WindowsPE

PE-Sieve successfully initialized BINARY: C:\Users\IEUser\Downloads\loki_8.44.2\1oki\tools\pe-sieve6d.exe SOURC
E: https://github.con/hasherezade/pe-sieve

Error reading T0C file: filename-iocs.txt.WNCRY
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71 2022-04-19 connection, time received: 1650394590, time sent: 1650394596, difference: 6
72 2022-04-19 connection, time received: 1650394623, time sent: 1650394629, difference: 6
73 2022-04-19 connection, time received: 1650394656, time sent: 1650394662, difference: 6
74 2022-04-19 14:58:09 NTP connection, time received: 1650394689, time sent: 1650394695, difference: 6
752022-04-19 14:58:14 DNS connection, A, class: IN, requested name: dns.msftncsi.com

76 2022-04-19 14:58:19 DNS connection, A, class: IN, requested name: watson.telemetry.microsoft.com
77 2022-04-19 connection, received: 1650394722, time sent: 1650394728, difference: 6
78 2022-04-19 14:59:00 DNS connection, A, class: IN, requested name: dns.msftncsi.com

79 2022-04-19 14:59:15 NTP connection, received: 1650394755, time sent: 1650394761, difference: 6
80 2022-04-19 14:59:45 DNS connection, A, class: IN, requested name: dns.msftncsi.com

812022-04-19 14:59:48 NTP connection, received: 1650394788, time sent: 1650394794, difference: 6
82 2022-04-19 connection, received: 1650394821, time sent: 1650394827, difference: 6
83 2022-04-19 15:00:32 DNS connection, A, class: IN, requested name: dns.msftncsi.com

84 2022-04-19 15:00:54 NTP connection, received: 1650394854, time sent: 1650394860, difference: 6
852022-04-19 15:01:27 NTP connection, received: 1650394887, time sent: 1650394893, difference: 6
86 2022-04-19 15:02:00 NTP connection, received: 1650394920, time sent: 1650394926, difference: 6
87 2022-04-19 connection, A, class: IN, requested name: dns.msftncsi.com

88 2022-04-19 15:02:33 NTP connection, received: 1650394953, time sent: 1650394959, difference: 6
89 2022-04-19 15:03:06 NTP connection, time received: 1650394986, time sent: 1650394992, difference: 6
90 2022-04-19 15:03:39 NTP connection, time received: 1650395019, time sent: 1650395025, difference: 6
912022-04-19 15:04:06 DNS connection, type: A, class: IN, requested name: dns.msftncsi.com

92 2022-04-19 connection, time received: 1650395052, time sent: 1650395058, difference:
932022-04-19 15:04:45 NTP connection, time received: 1650395085, time sent: 1650395091, difference
94 2022-04-19 15:05:18 NTP connection, time received: 1650395118, time sent: 1650395124, difference:
95 2022-04-19 15:05:51 NTP connection, time received: 1650395151, time sent: 1650395157, difference:
96 2022-04-19 15:06:24 NTP connection, time received: 1650395184, time sent: 1650395190, difference:
97 2022-04-19 connection, time received: 1650395217, time sent: 1650395223, difference
98 2022-04-19 15:07:30 NTP connection, time received: 1650395250, time sent: 1650395256, difference
99 2022-04-19 15:08:03 NTP connection, time received: 1650395283, time sent: 1650395289, difference:
00 2022-04-19 15:08:36 NTP connection, time received: 1650395316, time sent: 1650395322, difference:
01 2022-04-19 15:09:09 NTP connection, time received: 1650395349, time sent: 1650395355, difference:
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Date: 4/19/2022 754033281840 PM

Thread: 5460

Class: Registry

Operation: RegSetinfoey

Result success 4122120
Path: HKCU\Software\Microsoft\Windows\ CurrentVersion\Exploren Shell Folders -
Duration: 00000010

KeySetinformationClass: KeySetHandleTagsinformation

Length: 0
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Date: 4/19/2022 754324545112 PM.

Thread: 6e1

Class: File System

Operation:  QuerySecurityFile

Result BUFFER OVERFLOW

Path: CA\Users\EUse\Downloads\Ransomware WannaCry\ed01 ebfbcdebSbbeasdsaf4d01bfSf071661240480439cbe
Duration: 00000027

Information: Owner
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ZJ READ_THIS_9EEX txt- Notepad
Fie tat Fomat View Help

CERBER RANSOMWARE

YOUR DOCUMENTS, PHOTOS, DATABASES AND OTHER IMPORTANT FILES HAVE BEEN ENCRYPTED!

The only way to decrypt yBur files is to receive the private key and decryption program.
To receive the private key and decryption program go to any decrypted folder,

inside there is the special file (*_RERD_THIS_FILE_*) with complete instructions

how to decrypt your files.

If you cannot find any (*_READ_THIS_FILE_*) file at your PC, follow the instructions below:

1. Download "Tor Browser™ from https://ww.torproject.org/ and instell it.
2. In the "Tor Browser” open your personal page here:
http: //p27dokhpz2n7nvgr .onion/EBCA-2CE1-EE1C-0446-92D3

Note! This page is available via "Tor Browser” only.
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"' CERBER RANSOMWARE: Instructions -

CERBER RANSOMWARE ® English
Instructions

Can't you find the necessary files?
Is the content of your files not readable? N

It is normal because the files' names and the data in your files have been encrypted by
"Cerber Ransomware".

It means your files are NOT damaged! Your files are modified only. This modification is reversible.
From now it is not possible to use your files until they will be decrypted.

The only way to decrypt your files safely is to buy the special decryption software “Cerber Decryptor”.

Any attempts to restore your files with the third-party software will be fatal for your files!
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If your personal page is not available for a long period there is another way to open your personal
page - installation and use of Tor Browser-

1.

2.

10.

run your Internet browser (if you do not know what it is run the Internet Explorer);

enter or copy the address https://www.torproject.org/download/download-easy.html.en into
the address bar of your frowser and press ENTER;

. wait for the site loading:

on the site you will be offered to download Tor Browser; download and run it, follow the
installation instructions, wait until the installation is completed;

. run Tor Browser;

connect with the button "Connect” (if you use the English version);

anormal Internet browser window will be opened after th alization;

. type or copy the address

http://p27dokhpz2n7nvgr.onion/EBC4-2CE1-EE1C-0446-92D3

in this browser address bar;
press ENTER;

the site should be loaded: if for some reason the site is not loading wait for a moment and try
again.
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report.3864.txt

fakefiles/sample.html
692022-04-20 11:13:04 NTP connection, time received: 1650467584, time sent: 1650467590, difference: 6
702022-04-20 11:13:13 DNS connection, class: IN, requested name: ©.158.33.178.in-addr.arpa
712022-04-20 DNS connection, IN, requested name: 1.158.33.178.in-addr.arpa
722022-04-20 DNS connection, IN, requested name: 2.158.33.178.in-addr.arpa
732022-04-20 11:13:13 DNS connection, IN, requested name: 3.158.33.178.in-addr.arpa
742022-04-20 11:13:14 DNS connection, IN, requested name: 4.158.33.178.in-addr.arpa
752022-04-20 11:13:14 DNS connection, IN, requested name: 5.158.33.178.in-addr.arpa
762022-04-20 11:13:14 DNS connection, IN, requested name: 6.158.33.178.in-addr.arpa
772022-04-20 11:13:14 DNS connection, IN, requested name: 7.158.33.178.in-addr.arpa
782022-04-20 DNS connection, IN, requested name: 8.158.33.178.in-addr.arpa
792022-04-20 DNS connection, IN, requested name: 9.158.33.178.in-addr.arpa
802022-04-20 DNS connection, IN, requested name: 10.158.33.178.in-addr.arpa
812022-04-20 11:13:14 DNS connection, IN, requested name: 11.158.33.178.in-addr.arpa
822022-04-20 11:13:14 DNS connection, IN, requested name: 12.158.33.178.in-addr.arpa
832022-04-20 DNS connection, IN, requested name: 13.158.33.178.in-addr.arpa
842022-04-20 DNS connection, IN, requested name: 14.158.33.178.in-addr.arpa
852022-04-20 DNS connection, IN, requested name: 15.158.33.178.in-addr.arpa
862022-04-20 11:13:14 DNS connection, IN, requested name: 16.158.33.178.in-addr.arpa
872022-04-20 11:13:14 DNS connection, IN, requested name: 17.158.33.178.in-addr.arpa
882022-04-20 11:13:14 DNS connection, IN, requested name: 18.158.33.178.in-addr.arpa
892022-04-20 11:13:14 DNS connection, IN, requested name: 19.158.33.178.in-addr.arpa
902022-04-20 11:13:14 DNS connection, IN, requested name: 20.158.33.178.in-addr.arpa
912022-04-20 DNS connection, IN, requested name: 21.158.33.178.in-addr.arpa
922022-04-20 DNS connection, IN, requested name: 22.158.33.178.in-addr.arpa
932022-04-20 DNS connection, IN, requested name: 23.158.33.178.in-addr.arpa
942022-04-20 11:13:14 DNS connection, IN, requested name: 24.158.33.178.in-addr.arpa
952022-04-20 11:13:14 DNS connection, IN, requested name: 25.158.33.178.in-addr.arpa
962022-04-20 DNS connection, IN, requested name: 26.158.33.178.in-addr.arpa
972022-04-20 DNS connection, IN, requested name: 27.158.33.178.in-addr.arpa
982022-04-20 DNS connection, IN, requested name: 28.158.33.178.in-addr.arpa
992022-04-20 11:13:14 DNS connection, IN, requested name: 29.158.33.178.in-addr.arpa
1002022-04-20 11:13:14 DNS connection, IN, requested name: 30.158.33.178.in-addr.arpa
1012022-04-20 11:13:14 DNS connection, IN, requested name: 31.158.33.178.in-addr.arpa
1022022-04-20 11:13:14 DNS connection, IN, requested name: ©.159.33.178.in-addr.arpa
1032022-04-20 11:13:14 DNS connection, type: PTR, IN, requested name: 1.159.33.178.in-addr.arpa
PlainText v Tab Width: 8 v Ln825,Col196  ~  INS
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8242022-04-20 11:13:29 DNS connection, type: PTR, class: IN, requested name: 166.161.33.178.in-addr.arpa

8252022-04-20 11:13:29 HTTP connection, method: GET, URL: http://api.blockcypher.com/v1/btc/main/addrs/17gd1mspSFnMCEMFIMitTNSSYS7w7AQyCt? -
_=1650496177708, file name: data/http/fakefiles/sample.html

8262022-04-20 11:13:29 DNS connection, type: PTR, class: IN, requested name: 167.161.33.178

8272022-04-20 11:13:29 DNS connection, PTR, class: IN, requested name: 168.161.33.178

8282022-04-20 11:13:29 DNS connection, PTR, class: IN, requested name: 169.161.33.178

8292022-04-20 DNS connection, A, class: IN, requested name: btc.blockr.io|

8302022-04-20 DNS connection, PTR, class: IN, requested name: 170.161.33.178.in-addr.arpa

8312022-04-20 11:13:29 DNS connection, type: A, class: IN, requested name: btc.blockr.io

8322022-04-20 11:13:29 HTTP connection, method: GET, URL: http://btc.blockr.io/api/vl/address/txs/17gd1mspSFNMCEMFIMitTNSSYS7w7AQyCt?-

650496178393, file name: data/http/fakefiles/sample.html

n-addr.arpa
n-addr.arpa
n-addr.arpa
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Path:

C:\Users\[EUser\Downloads\Ransomware.Cerber\cerber.exe

Command Line:

'C:\Users\[EUser\Downloads\Ransomware.Cerber\cerber.exe”
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