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Screenshots showing that the IP is statically defined. 
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These images show the process of using the “add roles and features” wizard.
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Screenshots that show the active directory showing that the previous steps worked, e.g. PC name is updated.
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Screenshots showing the creation of an account including assigning a new secure password.
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Images showing all the users on the system and the logon hours for one of the user accounts.
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Evidence showing there are no computer accounts for client 1 and 2 workstations.
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Renaming the workstation to WS1-NWT and making sure it is a member of the domain “nwtraders.msft”.
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Final screenshot showing the assigning of the IP address and subnet mask and also what DNS server should be preferred by the system. 













[bookmark: _Toc66382392]2.	DNS
[image: ]DNS (Domain Name System) is used to translate domain names into IP addresses which allows browsers to load internet pages [1]. If DNS were not used, people would have to type IP addresses to access websites and would not be able to enter domain names like “www.google.com”. When a domain is entered and the user has not visited that site in the past, a query is sent to the local DNS server which is usually the users internet providers server. 
[2] 
DNS provides name resolution services for Active directory as well as resolving hostnames, URLs and fully qualified domain names into IP addresses [3]. The significance of DNS within AD DS is that Active Directory-integrated DNS zones makes it easier to deploy DNS as it eliminates the need to set up any secondary zones. If a DNS were not used, you would not be able to access the website you want as the IP could not be translated from the domain name which is why it is very significant to AD DS. 


[bookmark: _Toc66382393]3.	Critical Roles in an enterprise network
There are many critical roles in networks that are needed to ensure the network works and runs smoothly in the long-term [4]. Some examples of these critical roles would be things like DNS, DHCP, Hyper-V, File and storage services etc…. All of these are crucial to a network together in order to run smoothly. 
A DHCP (Dynamic Host Configuration Protocol) Server is a role within a windows server that is used to lease an IP address to devices that need to connect to the network [5]. With DHCP there is the option to let a network switch / router or even just a firewall to deal with DHCP however, for a lot of companies they would rather use their windows server to handle it all.
File and storage services are a crucial role of a network as they provide a service that allows users to share and store their files on a specific network, this is very important because it also gives the option to designate permissions for who can share and store files and can also be configured to only allow certain individuals / groups to have access to modifying files.
[bookmark: _Toc66382394]4.	Importance of different levels of access/roles of built-in network groups
It is very important to define the levels of access for built-in network user account groups because you want to ensure that there is a level of separation between each section of the network, for example you want the DHCP administrator to only have access to things that are related to DHCP. This is because you want to ensure that they can only access the DHCP part of the network including all its tools and not have access to other sections as it can cause security / privacy issues.
The main reason why you want these permissions separated is because if an employee decides to take malicious actions such as stealing information from the company, having the permissions separated limits the amount of damage this person could do. If the permissions were set globally for specific roles, this employee would be able to access everything so everything would be at risk.

[bookmark: _Toc66382395]5.	 AGDLP and AGUDLP for assigning permissions
AGDLP stands for account, global, domain local, permission and it refers to the practice of correctly setting up and assigning permissions to network resources and utilizing groups in a way that allows it to be simplified and configured to allow multiple domain resource access. AGDLP has many advantages such as being equally straightforward to implement both user and group authorizations which can be done through a membership in the domain local group. 
The main drawback of AGDLP is that the structures that are necessary must be manually created in the Active Directory console as there’s no standard management tools that can be used to do this. This is an issue because it is very labour heavy, expensive and prone to errors.

AGUDLP stands for Accounts, Global groups, Universal groups, Domain Local groups, Permissions and can be used in multiple domain environments in order to provide distributed control to different domain administrators. AGUDLP has many advantages such as allowing administration to be divided between different administrators which can have control at either the forest level or control can be separated at the resources / domain level. Another advantage of AGUDLP would be when a user changes their role, access can be changed very quickly and easily.
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