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1. [bookmark: _Toc228743095]Introduction
1.1 [bookmark: _Toc228743096]Context & Background
Digital forensic investigations are essential in identifying, preserving and analysing digital evidence in modern computing environments. Looking specifically into windows-based systems the NTFS (New technology file system) is the predominant file system, which offers a rich set of metadata attributes and journaling features which support any forensic analysis. NTFS maintains multiple timestamped records and file system artefacts which enables investigators to reconstruct user activities system events.
However, the effectiveness of digital forensics has become increasingly challenged by the emergence of anti-forensic techniques. These techniques are specifically designed to conceal, manipulate or destroy digital evidence in order to evade detection. Two of the most command methods are timestamp manipulation most commonly referred to as “timestomping” and secure data deletion. These techniques exploit weaknesses in forensic tools and processes therefore reducing the reliability of digital evidence and complicating investigative efforts which can be detrimental to an investigation.
1.2 [bookmark: _Toc228743097]Research Problem
Although existing research has demonstrated that both timestamp manipulation and secure deletion can leave detectable artefacts, current forensic practises face several limitations. Detection techniques are most often applied in isolation, with timestamp analysis and secure deletion detection treated as separate processes.
Furthermore, many approaches heavily rely on manual interpretation of metadata inconsistencies, which can be time consuming and also prone to human error.
In addition to this there is a lack of structured, automated frameworks that integrate multiple detection techniques inside a singular system. Existing tools also rarely provide a quantitative measure of tampering likelihood, limiting the ability of investigators to make consistent and defensible conclusions. This is a clear gap in the development of automated and integrated solutions for detecting anti forensic behaviours within the NTFS environment.

1.3 [bookmark: _Toc228743098]Research aim & Objectives
The aim of this research is to design and evaluate an automated framework for detecting timestamp manipulation and secure deletion artefacts in NTFS file systems. To achieve this, aim several objective need to be identified and met. Firstly, the study will analyse NTFS metadata structure relevant to forensic investigations. Secondly it will simulate anti-forensic techniques, more specifically timestamp manipulation and secure deletion within a controlled environment. Thirdly an automated detection framework will be developed to identify anomalies within the NTFS metadata. Fourthly a weighted anomaly scoring model will be implemented to quantify the likelihood of tampering. Finally, the framework will be evaluated using quantitative performance metrics.
Aim:
To design and evaluate an automated framework for detecting timestamp manipulation and secure deletion artefacts in NTFS file systems
Objectives:
1. Analyse NTFS timestamp structures
2. Simulate time stomping and secure deletion
3. Develop automated detection models
4. Implement weighted anomaly scoring
5. Evaluate detection accuracy and reliability

1.4 [bookmark: _Toc228743099]Significance of research
This research is significant to this topic in both academic and practical contexts. Form an academic perspective it contributes to the growing body of knowledge on anti-forensic detection by integrating the techniques that are typically studied in isolation. From a practical standpoint, the proposed framework has potential to enhance the efficacy and reliability of digital forensic investigations. By reducing the reliance on manual analysis and introducing a structed approach to tampering assessment this research will support more consistent and defensible forensic reporting. Additionally, it will provide a foundation for any future work in automated forensic analysis and the detection of more advanced anti forensic techniques.
1.4.1 [bookmark: _Toc228743100]Research Gap
The review of literature conducted so for has demonstrated that both timestamp manipulation and secure deletion are detectable within file systems under certain conditions however there are still several key limiting factors:
First, detection techniques are still largely studied in isolation, with little to no integration between different anti-forensic methods. This is problematic, as real-world environments often involve multiple techniques used in combination.
Secondly, many approaches rely on the manual intervention of analysis or use of tools, which reduces the scalability and increasing the risk of human error. The absence of an automated framework limits the practical application of these techniques in a large-scale investigation.
Thirdly, there is a severe lack of structured models for quantifying tampering likelihood. Most of the studies that we reviewed focus on identifying anomalies but do not provide a method for evaluating the significance.
Finally experimental evaluations are often limited, with few studies testing their approaches across multiple scenarios or using standard performance metrics.
These limitations highlight my research gap, which is the need for an automated, integrated NTFS forensic framework that combines timestamp manipulation detection analysis with a structured threat model. Upon completion of this research it could also support further advancement to other file storage methods and additional anti-forensic techniques.
2. [bookmark: _Toc228743101]Literature review
[bookmark: _Toc228743102]2.1 Overview of NTFS
This Paper focuses on the NTFS (New technology file system) which is the primary file system used by modern windows operating systems. This file model was first introduced with windows NT and it was designed to provide improved reliability, performance and security compared to predated file systems such as FAT and FAT32. NTFS is widely adopted because of its more advanced features which include metadata management, access controls, journaling and support for large storage volumes[1].
Within the NTFS file system every single object inside of it is a file and inherits all of the characteristics of a file. Therefore, this also includes metadata which defines the structure of the file itself. NTFS organises structures on disk volumes in for logical blocks. The most important feature of NTFS is the master file table (MFT) which is implemented in the system as a records array.[1] Every file and its directories has at least ONE entry within the MFT, this also includes the MFT itself, Every single entry in the MFT is known as a file record and holds a default storage size of 1024 Bytes. The first 42 bytes in a record is reserved for the MFT entry header, and the remainder are used to store the attributes of the file[9]. 
An attribute is a small data structure that is used for a specific purpose for example:
· $STANDARD_INFORMATION: Contains core metadata such as timestamps (Modified, Accessed, Created, Entry Modified). 
· $FILE_NAME: Stores file name details along with an additional set of timestamps. 
· Data attribute: Contains the actual file content. 
This attribute-based structure allows NTFS to maintain redundancy in metadata, which is particularly valuable in forensic analysis.
One incredibly useful and defining feature of NTFS is its journaling capacity. Through data such as transaction logs, NTFS records any changes to the file system before they are altered. This helps improve the reliability of the system by enabling the recovery of data after unexpected crashes or shutdowns. Additionally, NTFS also support file permission and access controls through ACL’S (Access control lists), which allow administrators to define security policies for files and directories. This also enables support for encryption, compression and disk quotas, which make it suitable for personal and enterprise environments.
The reason NTFS has been chosen for this paper is primarily due to its relevance in Digital forensic investigations as it preserves a large number of metadata. The presence of multiple timestamped attributes across multiple structures which allows investigators to reconstruct file activities and detect any anomalies. As an example, inconsistences between timestamps stored between $STANDARD_INFORMATION and $FILE_NAME can indicate file manipulation.
Furthermore, unlike other file systems NTFS does not immediately remove file metadata upon deletion. They instead remain in the MFT until they are overwritten which provide opportunity for investigator to recover and analyse the data. There are also additional artefacts that can be found such as journaling logs which can offer insight into the history of the system activity.
[bookmark: _Toc228743103]2.2 Anti-forensic Techniques in digital investigations
Anti-forensic Techniques have become increasingly sophisticated over the years, which pose a significant challenge to digital investigations [2]. Provides a comprehensive review, categorising anti-forensic techniques into their respective categories such as data destruction, data obfuscation, data hiding and evidence manipulation. This work highlights the immense evolution of such techniques that are driven by the accessibility of anti- forensic tools and increasing awareness of bad actors.
A major key strength of this study is the broad categorisation and the synthesis of anti-forensic strategies. Although its high level of approach severely limits its practical applications, as it does not provide much detailed technical mechanisms of detection. Additionally, while this review identifies the needs for improved detection systems, it does not propose an effective solution for addressing the gap.
This is a highlighted issue in literature while the threat of anti-forensics is well understood there is a sever lack of practical methods to combat the threat and applied to forensic workflows.
[bookmark: _Toc228743104]2.2.1 Detection of timestamp manipulation
Timestamp manipulation also commonly referred to as “time stomping”, is a widely used anti-forensic technique. It involves manipulating file timestamps to obscure a timeline of events. The NFTS is particularly vulnerable to this method as it heavily relies on timestamp metadata for system activity reconstruction. [5] provides one of the most detailed analyses on artefacts in NTFS. Their work evaluates the reliability of multiple metadata attributes and showcases the inconsistencies between $STANDARD_INFORMATION and $FILE_NAME timestamps are signs of manipulation [1]. However, they also indicate that not all inconsistencies are sign of manipulation or malicious activities, as sometimes normal system processes may produce a similar pattern.
Building on top of this [4] proposes the use of Volume shadow copies to avoid suspicious timestamps. By comparing the current metadata with historical snapshots of system activity, they improved the detection reliability. While this approach can be effective, it is heavily dependant on the shadow copies availability which is not always present in a real working scenario which again limits it practical applications much like [5].
In a more recent study [3] introduces a structured approach to timestamp manipulation detection and focuses on the identifying patterns of inconsistency within the metadata. Their work represents a bigger step toward automation but still largely focuses on timestamp artefacts in isolation instead of paired. Additionally, this study does not fully address how detection methods perform when they are used with other anti-forensic techniques [9].
Overall, the literature on Timestamp manipulation demonstrates that it is detectable throughout metadata analyses. However, existing approaches are either reliant on a specific feature or require manual intervention and interpretation which severely limits their scalability and consistency.
[bookmark: _Toc228743105]2.2.2 Detection of Secure Deletion
Secure deletion techniques aim to permanently remove data by overwriting storage to prevent the recovery of data. This is often achieved by using a specified tools set that perform multiple overwrite passes on a storage medium. Traditionally, methods such as these were largely assumed to be highly effective in eliminating forensic traces. 
However [6], challenges this through their “de-wimptimisation” approach. Their study found that wiping tool leave detectable artefacts, which include abnormal cluster allocation patterns and entropy data remnants. This finding is highly significant as it suggests that even when advanced data destruction methods are not largely effective. Despite the studies contributions to denouncing the assumption that wiping tools are highly effective the study also has it limitations. Firstly, the detection methods are mostly based on identifying static patterns, which may not translate well into a more sophisticated wiping technique, also the research conducted does not integrate its findings into a forensic framework, limiting its use in a real-world investigation
Furthermore, evaluating secure deletion detection is often conducted inside of a controlled lab environment which can also raise questions about the effectiveness inside of a complex system. Due to this fact a need for more comprehensive testing and integration is needed alongside other detection methods.
[bookmark: _Toc228743106]2.2.3 Analysis of detection approaches
After examining the literature, it reveals that both timestamp manipulation and secure deletion detection both rely on the identification of anomalies with the NTFS structure. However, the approaches differ largely in their methodologies and limitations.
The use of timestamp manipulation techniques focuses on the metadata inconsistencies, leveraging the redundancy of NTFS file attributes. These methods are effective in practise but are highly prone to generating false positives due to legitimate processes in system behaviour can produce the same results. In contrast secure deletion relies on the data level of analysis, e.g entropy management and cluster allocation patterns, which are more robust but are not precise in identifying specific intentional actions.
More importantly, these two approaches are rarely combined in practise. Most studies focus on a singular type of anti-forensic technique, which results in weaker detection 
strategies. This lack of integration between multiple anti-forensic techniques severely limits the ability to detect complex scenarios in which multiple techniques are use simultaneously. In addition, the majority of existing approaches lack quantitative evaluations. While some studies have shown and demonstrate detection capabilities, very few provide a standardised metric such as accuracy, precision etc. This makes it more difficult to Compare the methods or assess their effectiveness.
[bookmark: _Toc228743107]2.2.4 Conclusion
In conclusion this preliminary literature review has examined currently existing research on the NTFS forensic artefacts and anti-forensic detection techniques. While progress has been made in identifying timestamp manipulation and secure deletion, the literature that has been reviewed revels a fragmented and manual approach to detection.
NTFS provides a rich source of forensic data, but due to the complexity introduces challenges in the interpretation of its data and analysis. The existing methods demonstrate that the feasibility of detecting anti-forensic behaviours, yet they sstill lack integration, automation and evaluations.
Addressing these limitations is an essential key for advancing the practise of digital forensics. This can be achieved by developing and automated framework that integrates multiple detection techniques and provides a structured assessment of data tampering likelihood. This research aims to continue and contribute to bridge the gap between theoretical detection methods and practical forensic applications.


3. [bookmark: _Toc228743108]Research design & methodology
3.1 [bookmark: _Toc228743109]Research design
This study adopts the design science research approach, which is well suited for this course of study as it will support the development of developing practical tools and analysis. As this research focuses on design, implementation, and evaluation of an automated framework. A controlled experimental design will be used also to simulate anti-forensic scenarios and assess the performance of the proposed system. This approach ensures that the results are both measurable and reproducible.
3.2 [bookmark: _Toc228743110]Research methods & Materials
The research will be conducted with a controlled environment using a windows-based NTFS file system. A virtual machine will be used specially for this using virtual box to ensure its isolation and repeatability. Forensic disk images will also be acquired using FTKimager and using autopsy alongside for validation and comparison.
Data collection will involve the creation of a baseline of data representing a normal filesystem activity then followed by the execution of controlled anti-forensic actions. Timestamp manipulation will be performed using timestomping and then simulated deleting of data using SDelete. NTFS metadata including that of $STANDARD_INFORMATION and $FILE_NAME attributes, will be extracted and analysed. Further analysis will include entropy measurement and cluster allocation pattern examination to identify secure deletion artefacts.
The detection framework will then be deployed using python, also incorporating libraries such as pytsk3 for file system parsing and pandas for data analysis. The system will the compare the meta data attributes to identify any inconsistencies within the metadata and apply a weighted scoring model to quantify tampering likelihood.
Evaluation will be conducted using the baseline established at the beginning of the experiment including the baseline, timestamp manipulation etc. The performance will be assessed using standard metrics such as accuracy of identification, recalls and false positives.
[bookmark: _Toc228743111]3.3 Materials Table
	Category
	Component
	Purpose in Project

	Hardware
	High-spec PC (16GB+ RAM)
	Run VM & process forensic images

	Storage
	External drive
	Preserve disk images & ensure reproducibility

	Virtualisation
	VirtualBox / VMware Workstation
	Controlled NTFS test environment

	Operating System
	Windows 10/11 (NTFS)
	Realistic file system environment

	Anti-Forensic Simulation
	Timestomp
	Manipulate NTFS timestamps

	
	SDelete
	Simulate secure overwrite behaviour

	Forensic Imaging
	FTK Imager
	Create forensic disk images

	Validation Tool
	Autopsy
	Ground truth verification

	Development
	Python + pytsk3
	NTFS metadata extraction

	Data Analysis
	numpy / pandas
	Process & analyse anomaly data

	Visualisation
	matplotlib
	Present evaluation metrics

	Methodology
	Design Science Research
	Artefact development & evaluation

	Experimental Design
	Controlled baseline vs manipulated images
	Enable measurable comparison

	Detection Model
	Rule-based + weighted scoring
	Quantify tampering likelihood

	Evaluation Metrics
	Accuracy, Precision, Recall, FPR
	Measure framework performance




[bookmark: _Toc228743112]4.Expected outcome
[bookmark: _Toc228743113]4.1 Anticipated results
The conducted research is expected to produce a functional automated framework capable of detecting timestamp manipulation and secure deletion artefects within an NTFS file system. This system should be able to successfully identify metadata discrepancies and wiping traces, while also providing a quantitative measure of tampering likelihood. Performance evaluations are expected to demonstrate measurable detection accuracy across different scenarios.
[bookmark: _Toc228743114]4.2 Implications
The finding that I will gain from this research have importance implication for both academic and practical progress for digital forensic investigations. The proposed framework has the potential to improve the effect and consistency of forensic investigations by automating key detection processes. It will also contribute to the development of more reliable and structured methods for analysis digital evidence. Furthermore, the research will provide a foundation for any future studies aimed at expanding detection capability to other file systems and anti-forensic techniques.

[bookmark: _Toc228743115]4.3 Limitations
This study is subject to several limitations. The main limitation is that the study solely focuses on the NTFS file system for other storage systems such as FAT are excluded from the study and the information gained may not be applicable to these other systems. The use of a controlled laboratory environment may not fully capture the complexity of the real-world alternative. Additionally, the research focuses specifically on time stamp manipulation and secure deletion excluding other forms of forensic techniques. There is also the potential for false positives to be generated, as a legitimate system processes may produce false artefacts similar to those generated by tampering. Finally, the limited time frame of the project constrains the scope of development and evaluation

[bookmark: _Toc228743116]5. Timeline
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NTFS-Specific Scope
The framework is limited to NTFS file systems and may not generalize to FAT32, exFAT, or ext4 environments.


Dependence on Artefact Availability
Detection accuracy relies on the presence of metadata inconsistencies or wipe artefacts. If artefacts are thoroughly removed, detection may be reduced.


Limited Anti-Forensic Coverage
The project focuses only on timestamp manipulation and secure deletion, excluding other anti-forensic techniques (e.g., encryption, steganography, log tampering).


Controlled Experimental Environment
Testing is conducted in a virtualized lab environment, which may not fully replicate complex real-world enterprise systems.


Time Constraints (3-Month Scope)
The project prioritizes a lightweight, proof-of-concept implementation rather than a production-ready forensic tool.


Potential False Positives
Legitimate system processes (e.g., file copying, system updates) may create metadata anomalies similar to tampering behavior.



Advancement of Digital Forensic Automation
Contributes toward automated detection of anti-forensic behaviour in NTFS environments.


Improved Investigator Efficiency
Reduces reliance on manual metadata comparison and artefact correlation.


Structured Tampering Assessment Model
Introduces a scoring-based approach to quantify likelihood of manipulation.


Enhanced Evidence Reliability
Supports stronger forensic reporting by identifying inconsistencies systematically.


Academic Contribution
Bridges the gap between isolated timestamp and wipe detection research.


Foundation for Future Research
Provides a scalable model that could be extended to other file systems or additional anti-forensic techniques.
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