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Introduction

The Computer Forensics investigation is a methodological approach of preparing for an
investigation, collecting and analyzing digital evidence. It is also managing the case from the
reporting of the crime till the case’s conclusion. The process takes place in a computer
forensic lab.

Computer forensics plays a vital role in the investigation and prosecution of cyber criminals.
The process includes acquisition, inspection, and reporting of information stored across
computers and networks related to a civil or criminal incident. Forensic investigators are
trained professionals who can extract, analyze, report, and investigate cases that involve
technology as the source or the victim of a crime.

As a computer forensics investigator, it is important to have knowledge of the process
involved during a forensics investigation, such as collecting digital evidence, building a
computer forensics lab, recovering the deleted data, etc.
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Task 1:
e Sign in www.tryhackme.com
e Go to Hacktivities >select free only from the show pop down list > walkthrough from
the Type pop down list.
e Select Forensics and attempt a lab of your choice. Each week try to complete a
different one.

Task 2: Recovering Deleted Emails Using The Recover My Email

Recover My Email is mail recovery software that can recover deleted email
messages from either Miorosoft Outlook PST files or Microsoft Outlook
Express DBX files.

Lab Scenario

Daniel is a web expert and part of a group that hacks other’s accounts for monetary
benefits. Daniel was a suspect in a case; wherein the atacker has used email
atrachments to send malware to the vicim that could copy the user’s passwords and
other private details and prompt them to the sender. However, when investgators
checked Daniel’s system, they did not findany such emails as he had deleted them
already. How can the investgators proceed further in such cases?

The ease, speed, and relatve anonymity of email have made it a powerful ol for
criminals. To avoid being traced or tracked, criminals usually delete the message
after performing the email crimes. Recovering those deleted messages is very crucial
for investgating email crimes. To invesdgate email crimes as a forensic
investigator, vou must know how rto recover deleted email messages from
Microsoft Outook PST files or Microsoft Outdook Express DBX files, etc., using
various email recovery tools.
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Lab Objectives

The objectve of this lab is to help investgators understand how to track and
investigate email crime using various tools to obuain:

*  Message contacts.

*  Deleted email messages and atachments.

Lab Environment

To carry out the lab, you need:

B Recover My Email is located at https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene campbell uwtsd ac uk/EvXt-

0cPbQ1LIWK8AZG0joABjsPPniHS4ANMDOdGQ S1liEQ?e=bt2e3e

*  You can also download the latest version of Recover My Email from the
link httpz/www.recovermyemail.com/inbox-repair-tool-download.php

* [f you decide to download the latest version, screenshots shown in the lab
mighrt differ
* A computer running Windows Server 2012

*  Administrative privileges to run the tools

Overview of Recover My Email

Recover My Email is mail recovery software that can recover deleted email
messages from either Microsoft Outlook PST files or Microsoft Outlook

Express DBX files. It also allows saving mail recovery results and attachments.

Lab Tasks

The idea in this lab is to:

* Recover the deleted or corrupted email and collect various informaton
related to that specific email

* Analyze and examine the collected information for suspicious activity

- Module Leader: Dr Carlene Campbell
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1. Navigate to https://uowtsd-

my.sharepoint.com/:u:/g/personal/carlene _campbell uwtsd ac uk/Ed8vIRBaWciBg JC T8
LAv4BpAM2Y7zcemQOaa-SdMOdz2g?e=FxzVbO download zip evidence folder to access files.
These two files are sample deleted email files which we have used for demonstration

purpose.

Share View

|, « Outl... » Outlook... Search Outloo.., 2 J

W Favorites
Bl Desktop
# Downloads

+. Recent places

1™ This PC
% Network v
2items  State: IR Shared =

2. Navigate to https://uowtsd-

my.sharepoint.com/:f:/g/personal/carlene campbell uwtsd ac uk/EvXt-
0cPbQ1LIWK8AZG0joABjsPPniHS4ANMDOdGQ SliEQ?e=bt2e3e

- Module Leader: Dr Carlene Campbell


https://uowtsd-my.sharepoint.com/:u:/g/personal/carlene_campbell_uwtsd_ac_uk/Ed8vlRBaWc1Bg_JC_T8LAv4BpAM2Y7zcem0aa-SdMOdz2g?e=FxzVbO
https://uowtsd-my.sharepoint.com/:u:/g/personal/carlene_campbell_uwtsd_ac_uk/Ed8vlRBaWc1Bg_JC_T8LAv4BpAM2Y7zcem0aa-SdMOdz2g?e=FxzVbO
https://uowtsd-my.sharepoint.com/:u:/g/personal/carlene_campbell_uwtsd_ac_uk/Ed8vlRBaWc1Bg_JC_T8LAv4BpAM2Y7zcem0aa-SdMOdz2g?e=FxzVbO
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvXt-0cPbQ1LlwK8AZGojoABjsPPniHS4NMDOdGQ_S1iEQ?e=bt2e3e
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvXt-0cPbQ1LlwK8AZGojoABjsPPniHS4NMDOdGQ_S1iEQ?e=bt2e3e
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvXt-0cPbQ1LlwK8AZGojoABjsPPniHS4NMDOdGQ_S1iEQ?e=bt2e3e

Security Analysis, Techniques and procedures ACCA7030

3

Double-click RecoverMyEmail-Setup.exe o launch the serup.

Note: If an Open File - Security Warning pop-up appears, click Run.

4. While installing the application, check Create a desktop icon option,
dick Next, and follow the wizard-driven installation steps to install the
application.

5. Once the installation is finished make sure that Launch Recover My
Email option is checked and click Finish button to automatically launch
the Application.

6. Alternaavely, you can double-click Short-cut icon on the desktop to launch,
or you can also launch from Start menu apps.

7. The Recover My Email main window appears along with Tip of the Day
pop-up as shown in the screenshor, click Clese button to close the pop-up
window.

Note: If yvouwant to see the next tp, click the Next Tip burton; otherwise,
click Clese burtton to close the window.

ile Help

we penemanrue Il oo - | P sorn (T optons @) uwaate ) e

Dala Blocks: 0 G
a1 fm' | [l s
Falcer View [ | Reosved
y j‘ Did you know...
Onge you have saved your messages why not try our
Explorer View software to view and locate files quiddy and
easdy drectly in Windows Explorer, Our website is at
waw,getdata, com,
[ vt on | ﬁmrmmswu Next Tip Close
Fiiehame | size ! : _. :
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8. Click the Open Email File button to open the email files.

| s [Daston: | @uwone @ 1w

Data Blocks: 0
Emads: 0

9. An Open Window appears, select the target account’s .pst file from the download evidence folder
or browse to download evidence zip folder (https://uowtsd-
my.sharepoint.com/:u:/g/personal/carlene _campbell uwtsd ac uk/Ed8vIRBaWclBg JC T8LAv4BpA
M2Y7zcemQaa-SdMQOdz2g?e=FxzVbQO) from which you want to recover the deleted files and click
Open. Here we are considering “target 1.pst” as the target

v 4 ‘ I8 Outlo... » Outlook .pst files v C,.] Search Outlook .pst files

Organize ¥  Newfolder

3¢ Favorites _|target 1.pst
B Desktop __|target 2.pst
@ Downloads

| Recent places
1M This PC

€& Network

File name: | target 1.pst v| [All MS Outlook Family Files (¢ v|

[ Open ] l Cancel |
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10. When yvou click the Open button, the Recover My Email tool will scan the
selected .pst email file and display the folder view with the results obrained
in the left pane of the window.

— Ivmn|ﬁﬁm @ woaate @ tew

| At | Frem | Te | Subject

= L3 CMHF-Toos\Evidence Fies .
[0 3 incomplete liems [18]
02 Recovered Messages (1)

= [J &} Recoveied Perscnal Folders
= OCa [Gmal
(] anmMairs)
O3 tepestant (3)
23 SentMail(3)
3 Trash(1)
Oy irbox (8)

CRLTIALT
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11. To see the recovered emalils, click Recovered Messages in the Folder
View mb (Left pane). It will display the list of recovered emails and
messages. Here it will show the recipient’s email address, subject, and
received date and ome.

[ Subjec
= [ () C\CHFITcls\E vidence Fies = Sent Ta
2 Incomplete Mems [18) i maitin Miceosoft Outook Test M
E] ¥ | Recovered Messages [4) maitin Micrasolt Oullock Test Mestage
=1 ]2 Recovered Personal Folders : maatinsmithG, . Hi
= O (Gma)

O3 anMalE)
O3 Impeetant 3)
O3 semMai )
CIa Teashi)
[ Irbax(E)

aEEERRREE
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12. To see the recovered emails or messages, search the All Mail folder with the
respectve recipient address and the subject of the recovered email listed in
the recovered messages folder. To search, first click the Search burtton.

D s | @i ) 0

Data Blocks: 400
Emals. 49

| Te | Subgect
= L3 CVCHFITools\E videncs Fies ' _ Sent To
13 Incomgiete items (18] *] mailin M it Outdock. Test M
) matin Micrasoft Outlock Tes! Message
= (] & Recovered Personal Folders matinsmalhE_.  Hi
= O3 Gmai
O AIMsl(s)
O3 Impertant [3)
O3 SertMad [3)
Ca Tashi
I Irbox(8)

Simgeane ;A > a0 n s FR

3. A Recover My eMail window appears where vou need to specifv options to
search the emails.
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14. In this lab, we are selecting By To: (an email ID) and By Subject: (Hi)
options.

15. Click oK.

Search
[ By From:
By To: mar @gmail.com|

¥ By Subject Hi
[IByDates: Fiom | 5/26/2016  v| to | 5/26/2016
[_1BySize: From |0 0
[ By Attachments: From |0 : 0
[1ByID: From |0 0
[ Include messages with empty body

! Include messages with Unknown body

hed bl b
o
m

<>|<l>

<>
S

For "From", "To" and "Subject” use Grep commands:

\or"" "SPACES" and "@ symbols" must be literal or quoted characters
|.E. ‘Getdeata" “Support’ or ‘support\@getdata com'
? match one of anything
match any number of anything
match literal string inside quotes
any one of a set of chars; inside, use "A-Z" to span chars
any one not in set of chars
logical AND of 2 expressions; normally not needed
logical OR of 2 expressions
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16. Now click Al Mail option in the left pane of the window, which displays the
list of emails matching vour search criteria.

17. If itis displaying more than one result, then make vour search more specific
bv including other details, such as file size, etc. on the Search tab.

| Recened
W3 .25,

= 3 C\CHRT ools\Eviderce Files
L1232 Incomglets ltems (18]
)3 Recovered Message: [4)
- D q'} Aecovered Peronal Folders

18. To see the actual content of the email, click the email. The email content
will display in the bottom pane of the window.

= LILa C\CHFIT ook Evidence Fias,. martinsmithb Hi 92372011 7:25

23 Incomplete lbams [16)
3 Recovesed Messages (4]
= [ &8 Recovaed Personal Foldees
= L3 [Gmai)
O A1 Mal5)
O impeetant |3)

O3 Sere Mail 13)
O Trashin)
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19. To see the atrachments, if any, click the file name of the atrachment listed in
the Attachments pane on the left of the window. It will display the
artachment in the Data Viewer panc.

Data Blocks: 400
Emasls: 43 w— | n Ston

L ! | An | From | To [ Subject T Receved
= [ C\CHFITock\Evidence Fies. [J 2 nizam leo9
O3 Incomplete e [19)
)3 Fecoveed Messages (4]
= [0 Recovered Personal Foldess
= [0 1Gmeij
O3 A MslE
O3 Important [3)

0 SereMai (3
Cca Tiashm)
0 Inbex [8)

20. To save the recovered emails, select the emails you want to save and click
the Save Messages burton. Select the format in which you want to save the
email from the drop-down list.

Note: The trial version of the tool will not allow to save the recovered messages. If
vou want to save the files, you need to buy the producrt activaton key from the
vendor.

Lab Analysis

Analyze the deleted messages after recovery and document the results related to the
lab exercise. Give your expert opinion on the suspicious email.

- Module Leader: Dr Carlene Campbell
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Task 3: Investigating Email Crimes Using Paraben’s Email Examiner Tool

Paraben's Email Examiner is a forensic email examinadon udlity. It can examine
various email formats such as America Online (AOL), Oudook Exchange (PST),
Eudora, and many others.

Lab Scenario

A brokerage firm has filed a complaint with the district authorites stating that one
of its emplovees has been sharing their trade secrets as well as contract information
with their rivals. The court of law has ordered a probe, which includes scanning of
individual devices for emails conmining suspicious information. The company has
adopted a BYOD policy, and users are allowed to use different email clients
according to their requirement. The investigators use Paraben’s Email Examiner to
analyze various email clients and the formats they use.

To investigate email crimes as a forensic investigator, vou must know how to trace
out the person and the locaton of the person responsible for the specific email that
you are investigating.

Lab Objectives

The objective of this lab is to help investgators learn and perform an investigation
of email crimes. Using Paraben’s Email Examiner you can:

* Add evidence image (.pstand .dbx) files
* Recoverdeleted emails

»  Save recovered emails

Lab Environment
To carry out the lab, vou need:
1. Paraben’s Email Examiner is located at https://uowtsd-

my.sharepoint.com/:f:/g/personal/carlene campbell uwtsd ac uk/EvXt-
0cPbQ1LIWK8AZG0joABjsPPniHS4ANMDOdGQ SliEQre=bt2e3e
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" You can also download the latest version of Paraben’s Email Examiner
from this link httpsy/www.paraben.com/email-examiner.html.

* To download the ol from Paraben’s website, vou need to fill out the
registration form.

* If you decide to download the latest version, screenshots shown in the lab
might differ.
* Windows Server 2012 running on the virtual machine.

*  Administrative privileges to install and run the tools.

A web browser with an Intemet connection.

Overview of Paraben’s Email Examiner

Paraben's Email Examiner is a forensic email examination udlity. It can examine
various email formats such as America Online (AOL), Outook Exchange (PST),
Eudora, and many others. It can also recover deleted messages and folders. It
doesn’t just recover email in the deleted folders; it recovers email deleted from
deleted items (deleted /deleted).

Lab Tasks

. Logon to Windows Server 2012 virtual machine.

2. Navigate to https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene campbell uwtsd ac uk/EvXt-
0cPbQ1LIWK8AZG0joABjsPPniHSANMDOdGQ S1iEQre=bt2e3e for the Paraben’s Email
Examiner
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3. Double-click emx-demo.exe to launch the setup, and follow the
wizard-driven installation instructions.

4. Once the installation is complete, Paraben’s Dongle Manager wizard
appears, follow the wizard driven steps to install the application. On
completing the installation, Paraben’s Email Examiner dialog box
appears asking you to restart the computer. Click Yes.

5. Restart the compurter after installation.
Note: If an Open File - Security Waming pop-up appears, click Run

6. Double-click E-mail Examiner shortcut icon on the desktop to launch
Email Examiner.

Note:
* An Activation pop-up appears, click Later.

* [f Waming message about the license expiration appears, download the
latest version of the Paraben Email Examiner from
htp:/ /www.paraben.com/ programs/emx.html, uninstall the previously
installed Paraben Email Examiner tool, and insall the newly
downloaded Paraben Email Examiner wool.

Paraben’s E-mail Examiner main window appears along with Add Evidence
wizard, as shown in the screenshot.

Add Evidence

This will automatically create a new case
and start the Add New Evidence Wizard.

Start Batch Export

- Module Leader: Dr Carlene Campbell
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8. Before starting an investigation, vou should create a case by clicking
the Create New Case burtton.

‘araben’s” EMX @

Add Evidence

This will automatically create a new case
and start the Add New Evidence Wizard.

Start Batch Export

Open Case

Create New Case

Module Leader: Dr Carlene Campbell
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9. A New Case window appears, displaving the Welecome section. Click
Next.

| Welcome | Case Properties | Additional Information |

Paraben’s*
Welcome to the E-mail Examiner new case wizard!
EMX Please follow the wizard steps to complate

the case aeation.

[7] skip this page in the future

< Previous

- Module Leader: Dr Carlene Campbell
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10. case Properties scction appears. Fill the Case name and Description
fields with the appropriate information and click Next. This selection
will take vou to the Additional Information tab.

Case Properties | Additional Information |

Case Properties

Please enter case properties. The Case name field is required.

- Module Leader: Dr Carlene Campbell
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[1. On the Additional Information tab, fill all the fields and click the Finish
button.

| Welcome | Case Properties

Additional Information
Please enter additional information. This information is not required and can
be filed any time through the Properties pane.

Investigator name: Agency/Company:
[rohnathan v| [m

Phone: Fax:
1234567890 v| |1042536987

E-mail:
v| poz@abe.com

- Module Leader: Dr Carlene Campbell
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12. After clicking Finish, 2 New case creation window appears. Select the
desired path where you want to save the new case and then, click Save.
In this lab, we are choosing Desktop to save the file.

- l- Desktop » v 0‘ ‘ Search Desktop

Organize *  New folder

4 3.0 Favorites
Administrator
Il Desktop J h

& Downloads

L. Recent places 1*] This PC

b ]! This PC A =
| Libraries

b € Network S

Qi’ Network

File name: | E-Mail Crime Investigation 1.p2c

Save as type: | E-mail Examiner Cases (".pc)

= Hide Folders
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13. It will save the case and launch the Add New Evidence window. In this
window, select the desired Source type from the left pane and then

click OK.

14. In this lab, we are choosing MS Outlook database as Source type.

Source type:

&3 Autodetect e-mail database
A0 AOL database

02 MS Outlook database

[ MS Outiook offiine database
M The Bat! database

&) Thunderbird database

() Outlook Express database
@@ Eudora database

& Emai File

28 Email Examiner archive

i2Y Google Takeout Storage
"/ Windows Mail database
& Maildir database

Add Microsoft Outiook mailstorage
database. Versions: up to 2013.
Evidence type: file ~ pst

Default path: C\Documents and
Settings\<windows_usemame>\Local
Settings\Application Data\Microsoft
\Outlook\" pst for Windows XP)
C:\Users\<windows_usemame>
\AppData\Local\Microsoft \Outlook
\" pst for Windows 7.8)

15. Open window appears, navigate to the download evidence folder or

download evidence zip folder at https://uowtsd-

my.sharepoint.com/:u:/g/personal/carlene _campbell uwtsd ac uk/Ed8vIRBaWc1Bg JC T8LAv4BpA
M2Y7zcemQaa-SdMOdz2g?e=FxzVb0O, select the target source file target 1.pst and click Open

Module Leader: Dr Carlene Campbell
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) v 1 | L « Outle... » Outlook .pst files v & Search Qutlook .pst files
\ pst -

j]
Organize ¥  New folder i v [0 ®

¥ Favories [target T.pst]
B Desktop
# Downloads
& Recent places

& This PC

€ Network

File name: | target 1.pst v| |MSOutiookPST (pst)  v|

[ Open | [ Conce |

16. A pop-up window appears, type the evidence name or leave default and
dick OK.

Enter a new evidence name
target 1
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17. Set the MS Outlook Database Settings. There are rwo oprions:

* Raw Mode: Select this option to display all database content
including system, orphaned, and deleted items.

* Scan database for deleted messages (slows down opening):
Select this option to find and recover deleted messages in the
database. This can take longer ime.

Here we are selecting Scan database for deleted messages (slows
down opening). After selecting the desired mode, click OK.

AS Outlook Database Settinas

et e e e et o e b

[ Jraw mode

ESan database for deleted messages (slows down opening)
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18. Paraben’s EMX Content Analysis Wizard appears, displaving General
Options scction.

19. In this section, check all the options, and click Next.

Welcome to Paraben's Content Analysis Wizard!

Define general data analyzing options. Click Finish any time you want to start the data analysis process. “%
[ sotoeta
Data analyzing options ] Index ke

[¥] Extract and index text from graphic files (OCR)
Language: Engiish v|

[¥] scan for malware

< Previous I Next > I [ Finish
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20. In Data analyzing options scction, leave the setrings to default and
click Finish.

Data Analyzing Options -
Define where data analysis wil be performed. ﬁ
General options e
[Data analyzing options | [l Indude files of undetected format

[] save current wizard options as default

- Module Leader: Dr Carlene Campbell
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ACCA7030

Content is displayed as shown in the screenshot:

noMp [Areiled

N W @ A WO @

1)‘rcnr!'ﬂ: e N Wepword  Advenoed  Sorted Fles
= t Lh\l\‘l'.t Search Search Search

Seprch Clpbwasrd

Fase Content ® B EMa Criens Dmeest,,

s Totsl | [stermal Pach: [erc(€ sasd Crme Irvestigaten 1

| 3% &-Hal Crime Jowestigation | | T1 Ch eme

[ im ot

Tasks
T AL N .

M Case Content Furrg  Corgpleed (1) | Quesed |
m 15 Content Ansh | hna

Q, Seschng
5 Sorted Files W Cartents cou

After analyzing the added evidence file, Paraben’s Email Examiner Case
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22. The email storage structure is displaved in the Case Content pane (to
the left); messages stored in the mailbox are displayed in the Data
Viewer pane (to the middle). To view the recovered files that have been
deleted, expand E-Mail Crime Investigation = target 1 = Outlook
Personal Storage and sclect Top of Outlook data file.

WM VIEW
l\ W [i]*.l P QA IO
& Text
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Irtwral Path: %ﬂ‘--_r_tw Creve Irwestgaton 1/target 1/Cutiook Perscnal v v | @) Go

[
™

Cilos ™

b [ 8 Topel Cutfock data fie ]
@
[
[
4
[+
T}
L'
Ci}

I pookrais | [ Common.,
§  Subgect From [ )% <RooT>

Mcronck Dudock Tent Meazage
Gt Gruel on yous moble phore
Hherseck Dudock Tasi Message

Werosck Dutock Tast Meseage

poRooDDD OO O
CEEEEEEEEER R

ot Cwraml on ot mokele phore
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23. Select any message, and click Properties tab in E-mail Darta section, to
view properties of the email in the General tab as shown in the

screenshot:

[apraled W

m
[ & &vai Crime Ineestigation 1
w [ 5 target 1
= (Wi B duticab Personnl Stovnge
» [¥) 8 Topef Outook data fie

-
s Case Content

L Sorted Files

‘=

L

Ts
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Semch Cliptwad
 Top of Outost dats .. l

Irternal Path: |u-:.l_t-llu Crevs Lrw
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Hoerosck Dudock Teat Mesaage
Gt Gl an yous rmobile phere
| Mcrack Dudock Teal Measags
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24. Now, click Content Analysis tab in Properties section to view the

analyzed content of the deleted email:
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. Select the message in the Data Viewer pane and click E-mail Data pane

(in the bottom of the window).

Note: As Paraben’s E-mail Examiner is evaluation version, few options
are disabled. Thus it is unable to show the email content.

"haFgOoelMmimn
e Cepeard  Advenced  SriedFies dect  CoOY o,
Tawh  Search Sewch

Sesnch

8 Top of Cutosk data .. I Bockrarks

s o] | itenal P [ -l Cove rvesption it Yotk pervernd S v (@ &0
(] @ E-Mad Crime Jreestigntion | ™ ! v
w [ [T tanget | (4] -
w B} Outieak Personsl Stoage Ci] = Worosck Qusock Test Nessage
* [ 8 Topof Outions data file i [ Gt Gl on your robile phore

=

-]

il tecdrwia | o corenn.
§  Subject From - ¥y <rooT>

[C] Mcrosch Dudock Test Message
54|

] ]

_- WMorosok Dutock Test Nessage
C] o =

] a8 =, Gt Gl oyt raskale phere
-

Fnehed Toak 11

E-mal Data

Microsoll Oullook Test Message
To. mann

- Module Leader: Dr Carlene Campbell



Security Analysis, Techniques and procedures ACCA7030

26. You can view the contents of the selected message in five formats: RFC
header, Text, RTF, HTML, Raw HTML, and Attachments. To view the
message in the required format, click the corresponding tab on the
bottom of the E-mail Data panc.

27. Messages with artachments (files arrached to them) have a special
symbol in the corresponding column. For such messages, the
Attachments rab in the E-mail Data Viewer pane is enabled. Click rhe
Attachments tab on the bottom of the E-mail Data panc to view
attached files. Attachments are displaved in Hex, Text, and File viewers
if thev are enabled.

Note: The trial version of the tool will not allow vou save the recovered
messages and Generate Reports. You need to buy the product activation key
from the vendor to save the files.

Lab Analysis

Analyze the generated report and document the results related to the lab exercise.
Give vour expert opinion on the mrget’s email crime investgation.
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Task 4: Tracing an Email Using the eMailTrackerPro Tool

Tracing an Email Using the
eMailTrackerPro Tool

The eMailTrackerPro tool analyzes email headers to disclose the primary sender’s
location.

Lab Scenario

Naomi has registered a case with FBI about a person threatening her through
emails. The investgators have taken up the case and gather her account derails to
race the emails back. They are planning to use the eMailTrackerPro tool to trace the
culprit.

To be an expert forensic investigator, vou should be familiar with email headers
and their related demails. You must be able to track any email.

Lab Objectives

The objective of this lab is to demonstrate email tracing using eMail TrackerPro.
Forensic investigators will learn how to:

* Trace an email to its true geographical source

* Collect Nerwork (ISP) and Domain Whois information for any email
traced

Lab Environment

To carry out the lab, you need:

2. eMailTrackerPro is located at https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene campbell uwtsd ac uk/EvXt-
0cPbQ1LIWK8AZG0joABjsPPniHS4ANMDOdGQ SliEQre=bt2e3e
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* You can also download the latest version of eMailTrackerPro from
http:/www.emailtrackerpro.com/download.html.

* If vou decide to download the latest version, screenshots shown in the lab
might differ.

* A computer running Windows Server 2012.

* Administrative privileges to run this tool.

® A valid email account (Hotmail, Gmail, Yahoo, etc.). We suggest you sign
up with any of these services to obtain a new email account for this lab.

Note: Do not use your legiimate email accounts and passwords in these exercises.

Overview of eMailTrackerPro

Email tracking is a method to monitor or spy on email delivered to the intended
recipient

* When an email message was received and read

* If destructive email is sent

* The GPS location and map of the recipient

* The time spent reading the email

* Whether or not the recipient visited any links sentin the email
* PDFs and other types of attachments

* If messages are set to expire after a specified ime

Lab Tasks

1. Navigate to https://uowtsd-

my.sharepoint.com/:f:/g/personal/carlene campbell uwtsd ac uk/EvXt-
0cPbQ1LIWK8AZG0joABjsPPniHSANMDOdGQ_S1iEQ?e=bt2e3e for eMailTrackerPro
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2. Double-click emt.exe to launch the setup and follow the wizard-driven
installation instructions

Note: If an Open File - Security Warning pop-up appears, click Run
3. This ol installs Java runtme as a part of the installation

Note:

* [f Waming message abour the license expiration appears, download the
latest version of eMailTrackerPro from
http://www.emailtrackerpro.com/download.html and install it.

4. Once the installation is complete, make sure that Run eMailTrackerPro
when I click Finish is checked and click Finish.

5. The eMailTrackerPro main window displays, with Edition Selection
pop-up. By default Advanced Edition is selected, you can choose the
edition as per vour requirement and click OK as shown in the
screenshot:

Ml
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. . * g e Tt to ez
My Trace Farmee ean el Pl kit Creghe Sawth

Reparts Mol = Mad = Addess  Addes Fe *  SHWOHEE  gochows
wa Crech Mad Mubss & Fders wws 4 Sewrch
sicome to eMaiTracker®ro version 10.0b (buld 2413
Subject

" Fuiles & Fiters
A Pre AdsFibar

Witile | Back | Fibsrs

eTrace emals and amail : Japamase Languaga
addiesses Chinass Language

sFind the location of the Russian Languag
ELETET ONS Blacklistad

slocits the Sende’s ISP
1o sepon abuse

*Quckly ey
misdnectad amaks

sidalgs identiy
fraudiphishing emaily

sidenhify spammerns

v Brow B dalog vhen el Trackeries siarta
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Now, click File and then click Trace Headers button from the menu

bar to trace the email.

m. Myindox  Help
" Q {__{J PR @

My Trace Trace Trace Emal
Inbox Reports Headers Address Accounts

View Hew Emad Trace

Melcome to eMailTrackerPro version 10.0b (build 4116)

Delate Rule Subject Date

@ Export Rules
e

- Trigd Editicon
Settngs

Configure

Nomaltoshaw 2 g & Filters

From Location Sender Ak e

Agd Fiter

White | Black | Filters

Japanese Language

Chinese Language

Russsan Language
DNS Blacklisted

|*'- No emad accounts have been set up

% Setup an account
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Select Trace an Email | have received in the Visualware

eMailTrackerPro pop-up, and copy and paste the email header you want to
trace.

Configure: | Hele | About

eMailTrackerPro by Visualware

IWant To:

| @!Tmeeanunailhavem

A received emal message often contains information that can locate the computer where the message was

) Look up network responsible for an email address

An emai address lookup will find information about the network responsible for mal sent from that address. twil
not get any information about the sender of mail from an address but can stil produce useful information.

Enter Details

To procesd, paste the email headers in the box below (how do | find the headers?).
Note: If you are using Mcrosoft Outlook, you can trace an emai message directly from Outlook by using the
eMaiTrackerPro shortcut on the tookar .

Email headers:

8. Navigate to https://uowtsd-

my.sharepoint.com/:u:/g/personal/carlene _campbell uwtsd ac uk/Ed8vIRBaWclBg JC T8LAv4B
pAM2Y7zcem0aa-SdMOdz2g?e=4nuKjM, download zip folder and open Email Headers.docx file.
This file contains sample email headers.
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Share View v 0

b <« | EBwid... Outl... » Search Ou... @

. Ju Outlook .pst files
Bl Desktop ), Outlook Express .dbx files
& Downloads 3 Email Headers.docx

1 Recent places

/& This PC

W

Jitems 1itemselected 13.7KB  State: 28 Shared

Home View

I:I ';‘ "_ Calibri N YA RS ﬁ #3Fina

254 Replace
Paute

- Pt Paint D ﬁdl
[Blzr gdexx 2-A- [ExamF pan m:.:."ng T-'-: object 1 Selectal

i et g

E' _ .,
Header 1:
Return-Path: <martinsmith61725&gmail.com>
Recelved: from WINO4?CO6C2WXY ([202.75.54.101]) by mx.google.com with ESMTPS
id midsmB0554665pbc.0,2011.09.26.21.42.30 (versionsTLSv1/S5Lv3 ciphersOTHER);
Mon, 26 Sep 2011 11:42:31 -0700 (POT)
Message-1D: <4e815417.6441440a 6le9. 4lad@mx.google.com>
Date: Mon, 26 Sep 2011 21:42:31 -0700 (PDT)
From: Microsoft Outlook <martinsmith61725@gmail.coma
To: =2utf-8?B7bWFydGluc21pdGg=?= <martinsmith&1 725@gmail.com>
Subject: =7utf.-8287TWIjcmSzb2201E91dGxvb2sg VG V2dCBN XN YWdI?=
MIME-Version: 1.0

Content-Type: text/mtml; charset="utf-§"
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Note: The header should paste itself into the text box. If not, click inside the
text box and paste the header.

10. Paste the header into the eMailTrackerPro’s text box, and click the
Trace burtton,

eMailTrackerPro by Visualware

I Want To:

(' Trace an email | have received
A received emal message often contains information thet can locste the computer where the message was
composed, the company name and sender's ISP (more info).

' Look up network responsible for an email address

An emal address ookup will find iInformation about the network responsbile for mal sent from that address. 1 will
not get arry information sbout the sender of maill from an address but can still produce useful nformation.

Enter Details

To proceed, paste the email headers in the box below (how do | find the headers 7).

Mote: It you are using Microsoft Outlook, you can trace an email message directly from Outiook by using the
eMaiTrackerPro shorcut on the toolkbar .

Email headers:

Dace: Mcon, 26 Sep 2011 21:42:31 -0700 (PDT)

From: Microsoft Outlook < 25@gmail.com>

To: =?utf-8?8?bWFydGluc2lpdGg=?= < !5@gmail.com>
Subject: =7utf-87B?IW13icm92zb2Z0IE91dGxvb2sgVGVZdCBNZXNZYWdl 7=
MIMF-Version: 1.0

Contenct-Type: text/html; charsec="ucf-8"
Content-Transfer-Encoding: Bbid

< | "
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11. To view the trace details of an email, click My Trace Reports button.

12. When vou click the My Trace Reports button, it will show the
following window with Email Summary:

Fiz  Melp
{ o] i) Esport Fules
a - '_~)4‘ et
i —— - Triad Edon
My % s Trace trosl  Settigs
Inbox Headers Address Accourts
Wn New Enal Trace Confiare

ome | Subject Microset Out., X

trace & complete, the information found is displayed ce the right NewTrace || VewReort | | Email Summary

From: martinimith61725@ gmail.com
To: martinsmith61725@ gmail.com
Date: Mon, 26 Sep 2011 21:42:31 -0700 (PDT)
Malaysian Subject: Microsoft Outlcok Test Message
Location: Malaysia

Misdirected: No

Abuse Address: abuse @ netmyne com

B Ahiss Renorting Ti Al il
: $ | —_— Hop IP = H‘L-,;.r.}?rne = Location abu:rw‘urt:l:ihll:x it e
) i R nsl noyearlyl=es com Malaysia From IP; 202.75.54.101

System Information: .

| Network Whois
| Domain Whois

| Email Header
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13. To trace the information about the Network Whois, click the Network
Whois button on the right side of the window. The following figure
shows the Network Whois information of the target email header:

ork Whois

[whois.apnic.net]
Whois data copyright terms http://www.apnic.net/db/d

Information related to '202.75.32.0 - 202.75.63.254'

etnum: 202.75.32.0 - 202.75.63.254
hetname: TM-VADS-DC
ascr: TM VADS DC Hosting
ountry: MY
dmin-c: MSS13-AP
sch-c: SLMY1-AP
tatus: ALLOCATED NON-PORTABLE
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14. To trace the information about the Domain Whois, click the Domain
Whois button on the right side of the window. The following figure
shows the Domain Whois information of the target email header:
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15. (Jick the Home tab to view Trace Information of an email as shown in
the screenshot:

File | Melp

s e »
My My Trace Trace Trace

Ibox Feports Mesders  Address

W MNew Emad Trace

ome | Subject Microsot Out

” Previous Traces

WML Feport JE

Subject From I
PAFEPEPTWIC martinsmith6 172202 755410
TutfE?BYTWEcmartinsmithE172202 75 54 101
Tull-B7B7 TWACmatinsmiths17 2202 75 54 101

r Trace edormation

Subject: = Mf-07BTTWhomSehZ IS | Aok sgv GVl IND M Wl =
Msdrected: bo

Fromi martinsmthi 1 TZ5gmal. com

Sender 1P; 202.75.54.101

Abuss Address: ghussdratine com

Locsbory Malaysa
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16. Click the Trace Address button in the File menu section from the
menu bar to track an email address.

ﬁ Myinbox  Help
Q Q|-

My Trace Trace Trace
Inbox Reports Headers | Address
W New Ensd Trace

elcome 1o eMailTrackerPro version 10,00 |buid 4116) No mad 1o show |
Dalete  Rule Subjact Date Location  Sender IF

Rules & Filters

Aokd My Ackd Finer
Wihite | Black | Fiters
Japanese Language
Chinesa Language
Russisn Language
DS Blackksted

/" Noemataccountshave beensetup
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17. Select Look up network responsible for an email address radio
button, type an email address in the Enter address ficld, and click
Trace.

Configure | Help | About

eMailTrackerPro by Visualware

I ¥Want To:

() Trace an email | have received

A received email message often contains information that can locate the computer where the message was
composed, the company name and sender's ISP (more info).

| (® Look up network responsible for an email address I

An email address lookup will find information about the network responsible for mail sert from that address. &
will not get any information about the sender of mail from an address but can still produce useful information.

Enter Details
Email address; |martinsmith6 1725@gmail.com|

18. Now, click My Trace Reports button to view email address trace. Each
new trace opens in a new tab in the main window of eMailTrackerPro.

File | Help

MNew Enad Tract Configur e

fe - g —
f : Export Pukes
a ! -'_'J-' ’ & @ bt
y — - Teiad Ecition
My Trace Trace Ermad Gettrgs
Irba =00 Meades  Address Accounts
Vit
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19. The eMailTrackerPro tool will display the trace results.

File = Help

My @ Trace Emad Settrgs
Irbas
W

Trind Ecltion

( e ] ; Ecpnt P
_-_.:{_1 a S, port Pules
Tre

Reparts Hesde s Acd es3 Accounts

Ne'w Enald Trace Configur e

ome | matinsmimil 72580mail.. X

trace is complete, the information found is displayed on the nght MewTrace || ViewReport J__'“m

@ The system & running a mail server on port 25, This
means that this system can be used to send email.
@ There is no HTTP server running on this system (the
port is closed).

@ Thare is no HTTPS sarver running on thes system
(the port is closed).

@ There is no FTP serves running on this system [the
port is closad).

Hop Name Locaton

6t Mourtain View, California, USA

20. The email can be traced even if the email headers are unknown. To

trace an email, click My Inbox and click Setup an account to add an
account in eMailTrackerPro.

Note: If no email account has been set up, then vou need to set up one.
(Jlick the Setup an account button.

File | Myinbox | Help

3 - - Pven
U % @ @9 7 s BNE’
A 4 Setto leep L
My Trace Recewe Tean Wbkt Blackiat Create Seach Trace

Reports Mal - Mal -~  Addess  Addess Fiter =~ Sellocelels  §Shom~ Enad

Chech N Fules 3 Flders wws & Search Troce

lcome to eMailTrackerPro version 10.00 (build 4116) Nomaltodhon 38 & Filters

Delete  Rule Subject From Locstion  SenderlF [ .o . prosm—m

White | Btack | Fikers
Japmasn_language
Chinese Language
Russian Language
DNE Blacklisted

g \
No email accounts have been set up \
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21. In the New Mail Account pop-up window, create a new mail account
with port number 995 as the default, fill the proper information in all
fields in the window, and click OK.

Note: In this lab, we are adding a Gmail account for demonstration.

() Custom () Hotmail () Yahoo! () Gmal () Inbox.com () Mail.com

Account Name: |Rini |
The name used to refer to this account

Username: |rinmatthens |
e.g. john.smith
Password: | |

The password for this account
Mail Server: |pop.gmai.com |
Your company or ISP’s POP email server, eg: pop.mycompany.com
Port:
Usually 110, for secure connections the defoult is 995
equires 3 secure connection (SSLY
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22. On the Preferences tab, sclect your mail account and click OK.

General l My Inbox “ DNS Blacklist Servers ; Column Preferences l

Runi (Default)
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23. (lick the Receive Mail tab on the left corner of the window and select
the email account that is entered. It will display the email list with
location, subject, sender, and other fields.

Help

w .. h‘ e e ? Everyihng ) { :)J

Sl 10 kbewp
Facarce whiehst Hachie Croate Seanch Trace

Mol - M T Addess  Addem Fiter ~ Setto delste & Show " Emal

~wch Mo Fules & Fllers ews 3 Segch Trace

king mad 15/457 recevied Showng ol (15) - Treces remanig 4 | B o s & Fillers
Rule Subject Date From Location Sender
i Mar 17, al keSeattle, WashingS
Mar 17, keSeattle, WashingS:
L Mar1?, enMew York, USA 15 Japanese Language
s M Mar 17, eNew York, USA 1; Chinese Language
EreSender cf opChartilly, Virge 1 Russsn Language
Mar 17, al keSeattle, Washings: DNS Blackksted
Mar 17, W allSA X
who Mar 17 heAtlarta, Geongpa, 1€
Mar 16, &l keSeattle, WashingS
Mar 17, & keSeattle, WashingSs

Add Fue Ak Filer

White | Black | Fiters

Mar 16, keSeattle, Washn(S:
PregMar 17, al g 1o Tracing

Mar 16, = selTracng Tracing

Mar 16, » t i Tracng

Mar 16, n Tracng Tracrg

o
e
ko
o
o
o
bo
No
o
o
ha
No
No
No
Na
Ko

Mar 16, = i Tracing
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24. Select the email from the list that you want to trace and click the Trace
email option in the toolbar.

My Inbox Help

. ? Ever yitung

o R @ 9 e
My Trace Facaten T whit =hst Blackhs Crasts Search
Reparts Mal ~ Mo *  Addess  Address Pler * Settodelste g show~

W Creck Mad Rules & Fllers ews B Search

pclong mad 312/457 recevied Snowing all (312) - Traces remaning 3 8 Rules & Fillers

Delete  Rule Subject Date Location Sender | ~ AddTO A Finee

I

Vihita | Black | Fitars
Japarese Language
Chinese Language
Russaan Language
DNS Blackiested

Thres Lessons Leamed from Customers Deployiniar 17 & a United Kingdom S |
[hafesmlines Alasal Lines f1.0 Lo spbss) Mar 17, k:Sealtle, Washin5 i =
Mar 17, keSeattle, Washins
Mar 17, D: aToronto, Ontario 2
Mar 17, 8 MNUSA, .
Mar 17, k«Sealtle, Washins
Mar 17, S £usa . |
Mar 18, kiSealtle, Washins
Mar 17, keSaaltle, Washins
Mar 18, wr San Mateo, Cak1!
Mar 17, HUSA
Mar 16, kiSeattie, Washin
Mar 16, s HUSA
Mar 16, e New York USA 1
Mar 16, kiSealtie, Washins
Mar 15,

keSeattle, Washins
Mar 18, kiSealtie, WashinS
e
b

e
o
o
o
blg
Do
o
o
o
Do
o
o
bo
o
No
Do
bo

Mar 16, s¢ San Jose, Calido 1!

=
]

Mar 16 Seaitle Washins

|
:

- Module Leader: Dr Carlene Campbell



Security Analysis, Techniques and procedures ACCA7030

25. Another window will open showing all the tracing information of that
particular mail. Click View Report.

Note: Once vou click on View Report button a pop-up appears to
choose the browser options.

Export Pubes

Tread Eclition

e trace Is complete, the information found is displayed on the nght. [ mewtrace || vewReport

From: 3 SLom

To: poimatthews@gmail.com

Date: Thu, 17 Mar 2016 13:01:42 -0500 (CDT)

Subject: Three Lessons Learmed from Custamers Deployin
Location: United Kingdom

Misdirected: No

Abuse Address: gbuse@ rackipacs.com

Abuse Reporting: To automatically generate an email ab)
||From #: 5 .9

Hop Name Location

am United Kingdem System information:
. Thlmmsmmlmllmonmzs,w 3

»
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26. A browser with tracking information of the selected mail will open.
Tracking information will vary, depending on the location.

4 filez///C:/Users/Administrator/eMailTrackerPro/V8/reports/report-20160527-0442-1 htmi

How to Report Email Abuse eMaillrackerPro Manual FAQ Visualware Home eMaillrackerfro Website Purchase eMaillrackerPro

Identification Report for 'Three L [

m--“ -l crt s e i o el o e e

Computer 9 .9 has been found. It is almost certainly located in United Kingdom as it has an exact
match in the eMallTrackerPro database.

This systemn is a mail server [click hgre for details).

Network Contact Inf tion: The fol g detalls refer to the network that the system is on.

= 1

(=¥ Rrach, 18

E  Click here to hide the in-depth infornmation on this email (mors (0fp)
* The sender’'s [P was - 9 9

+ The sender of this email appeared to have the address ayraQincapsula.com. This information is easily
faked so should not be treated as conclusive,

Note: A browser with tracing information of the selected mail will open.
Tracking information will vary, depending on the location.

Lab Analysis

Analyze all the informaton that has been retrieved by using the eMailTrackerPro
wol, and document the results related to the lab exercise. Give your expert opinion
on the target email address.
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