Reflective Report: Dissertation on Cybersecurity Challenges in the Retail Sector
Introduction
This reflective report documents my learning journey throughout completing my dissertation examining cyber-security challenges in the retail sector through the Marks & Spencer 2025 cyberattack case study. The purpose is to consolidate my learning, evaluate my personal and professional development, and consider how this experience will shape my future endeavours.
Research Journey and Key Challenges
I significantly underestimated the complexity of conducting a systematic literature review on an unfolding topic. This presented immediate challenges in establishing clear focus whilst capturing the M&S case's multifaceted nature. The systematic literature review methodology taught me that research requires ongoing reflection and adjustment, not mechanical procedure-following 
Theoretical Insights and Paradigm Shifts
Engaging with literature produced transformative insights. Venkatraman et al.'s (2019) "integration paradox" concept provided an explanatory framework for understanding how legacy systems integrated with modern cloud platforms create security vulnerabilities at interfaces. The most significant paradigm shift came from zero trust architecture literature. Previously, I conceptualised cybersecurity as building stronger defences. The zero trust principle of "never trust, always verify" fundamentally altered my understanding, revealing that effective cybersecurity is about building resilience, the capacity to detect, respond to, and recover from attacks, not achieving impossible perfect prevention. 
Methodological Learning
Conducting the systematic literature review developed my research capabilities considerably. Developing inclusion and exclusion criteria forced careful thinking about evidence quality and balancing comprehensiveness with focus. Including news articles and industry reports alongside peer-reviewed journals, whilst methodologically unconventional, proved valuable given the recent attack and limited academic literature. The ethical obligations of secondary research, proper citation, accurate source representation, avoiding plagiarism, required systematic notetaking and source tracking. 


Analytical Challenges and Skill Development
Synthesising findings from diverse source types presented significant analytical challenges. Academic journals offered theoretical depth but lacked specific M&S details. Industry reports provided timely information but sometimes lacked critical distance. Corporate publications offered insider perspectives but required careful interpretation given their self-serving nature. Creating thematic categories, coding findings, and iteratively refining my analytical framework taught me that qualitative analysis involves active interpretation, pattern recognition, and theory-building. 
My research skills improved dramatically through systematic literature searching, source evaluation, and evidence synthesis. My writing developed through constructing coherent arguments, supporting claims with evidence, and maintaining consistent academic voice through multiple revisions. Most importantly, I developed the ability to think critically about complex organisational challenges. The M&S case is not simply about a cyberattack; it demonstrates how organisational decisions, technological choices, and human behaviours combine to create vulnerability. 
Implications for Future Practice
This research has significant implications for my professional future. Whether pursuing cyber-security, management, or consulting, I will carry forward the understanding that effective security requires attention to technical controls, human factors, organisational culture, and supply chain relationships. Sophisticated technical controls can be undermined by inadequately trained employees, poorly managed third-party relationships, or cultures treating security as an IT problem rather than business priority. I will advocate elevating cybersecurity to strategic priority, ensuring security considerations inform technology investment, supplier relationships, and business continuity planning 
Conclusion
Completing this dissertation has been one of the most challenging and rewarding experiences of my academic career. There were moments of doubt, when the literature felt overwhelming and my analysis seemed inadequate. Persisting through these difficulties has given me confidence in my capacity to tackle complex challenges. I have developed a deeper appreciation for cybersecurity's importance. Prior to this research, I understood it as somewhat peripheral to core business concerns. The M&S case demonstrates otherwise: a successful cyber-attack can disrupt operations for weeks, cost hundreds of millions, damage brand reputation, and erode customer trust. 

