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[bookmark: _Toc210586120]Introduction
This report explores professional practice challenges in the field of cybersecurity leadership, where ethical decision-making and accountability are critical to maintaining trust and resilience. Within this context, it focuses on a real incident at WhirlGRID, an AI-powered cybersecurity business that provides automated tools to help small businesses and creators detect online threats such as phishing, misconfigurations, and security weaknesses. WhirlGRID’s main system, WhirlGRID AI, delivers instant, easy-to-understand reports designed to make cybersecurity simple, affordable, and reliable even for clients without dedicated IT support.
During the rollout of WhirlGRID AI to a new client, a serious issue occurred. The system locked some users out after it increased login security. To quickly restore access, a Systems Engineer manually bypassed the AI’s authentication steps. This solved the problem for the client, but it broke WhirlGRID’s own security rules. As the Lead, I reported the incident as a risk to compliance and professional integrity. However, the Operations Manager told me not to escalate the matter further, worried it might harm the client relationship. This created a difficult choice between doing what was right and protecting business interests.
This report looks at what happened, why it happened, and what should be done differently next time. It uses Gibbs’ Reflective Cycle (1988) and Kolb’s Learning Model (1984) to guide reflection. It also draws on five key areas of professional development: self-management, bias, accountability and authentic behaviour, interpersonal relationships, and professional integrity.
Each part of the report uses examples from the case, along with ideas from academic sources, to understand the issue. It also includes insights from Schön (1983) and Mezirow (1990), who explain how people grow by thinking deeply about their actions.
The aim is to find practical ways to improve personal and professional behaviour. This will help WhirlGRID remain a business that makes ethical decisions, supports its people, and protects its clients in a trustworthy way.

[bookmark: _Toc210586121]Defining the complex issue and stakeholders
The issue at WhirlGRID happened during the setup of our cybersecurity system, WhirlGRID AI, for a new small business client. The system included advanced login features such as multi-factor authentication. Shortly after the system went live, the client reported that several users had been locked out. This happened because the AI automatically raised its security levels to block potential threats. In response to pressure from the client to fix the issue quickly, a Systems Engineer manually bypassed the login controls to give the client access again. Although this solved the problem for the client, it created a security risk and went against our company’s rules.
As the Lead, I raised the issue through the company’s reporting process. But the Operations Manager advised me not to take it further. He believed that raising a formal concern could damage the relationship with the client and harm our business reputation. This created a conflict between professional integrity and commercial pressure.
From a business view, fixing the issue fast was good for client satisfaction. But from a professional and ethical point of view, bypassing the AI’s security system weakened trust in our product. It also broke the UK Cyber Essentials and ISO 27001 guidelines, which require strong access control. The National Cyber Security Centre (2023) clearly states that secure systems must maintain proper login controls, even under pressure from clients. This shows how fast decisions made to please clients can lead to poor ethical choices (Eriksen, 2015).
Another part of the problem was internal bias. The Operations Manager had worked closely with the engineer for a long time and trusted his judgement. This was a form of affinity bias, trusting someone more because of a personal connection. It made him question my concerns, even though I was responsible for compliance. Bias like this is common in technical teams (Eurich, 2018; Imperial College, 2023). Reiners (2023) outlines 18 common examples of unconscious bias in the workplace, including those found in decision-making, hiring, and conflict resolution, where bias often reinforces hierarchy. These patterns can make it hard for people to speak up, especially when challenging senior staff. The situation also tested my ability to manage stress and emotions. I felt frustrated that the system’s security had been compromised, but I had to stay calm and professional. Instead of reacting emotionally, I gathered facts, wrote a timeline of events, and asked for a debrief with the leadership team. Covey (1989) and the World Health Organization (2023) both highlight that managing stress, time, and emotions is key to professional resilience.
[bookmark: _Toc210586122]People affected by the incident:
The following people were affected by the incident.
• The client, who trusted us to protect their systems and needed clear answers.
• The Systems Engineer, who acted without approval but needed support, not blame.
• The Operations Manager, who focused on keeping the client happy but overlooked accountability.
• The compliance and leadership team, who are responsible for ethical standards and needed to review our response process.
• Myself, as the Lead, balancing professional values with the business’s reputation.
There was also a wider risk to the WhirlGRID brand. A single poor decision could damage trust in our AI platform and affect future business. As Covey (2006) explains, trust is the base of all strong professional relationships.
In summary, this was not just a technical problem. It was a complex issue involving ethics, communication, emotional control, and workplace culture. Understanding these layers is important before deciding how to respond and improve professional practice.
[bookmark: _Toc210586123]Critical reflection on the issue
To understand what happened and how to grow from the experience, I used two reflective models: Gibbs’ Reflective Cycle (1988) and Kolb’s Experiential Learning Model (1984). These tools help professionals reflect on what happened, how they felt, what they learned, and what they can do better. They also connect personal feelings with professional behaviour.
The incident began when the Systems Engineer bypassed the AI’s multi-factor authentication system to fix a client lockout. As the Lead, I was responsible for ensuring we followed our security policies. I saw that the manual override was a risk to system integrity and went against our values of ethical cybersecurity. At the same time, I understood the Operations Manager wanted to avoid upsetting the client. This placed me in a difficult position between doing what was right and protecting business interests.
I felt disappointed and concerned. I believe in WhirlGRID’s purpose- making cybersecurity simple and trustworthy. The decision to ignore system rules clashed with that purpose. However, I knew I had to manage my emotions. Gibbs’ model says it is important to recognise feelings but not let them control actions. I stayed calm, focused on facts, and avoided blame. This required strong self-management being aware of stress and acting with emotional control (Covey, 1989; WHO, 2023).
Kolb’s model helped me break the experience into learning stages. The first was the concrete experience: witnessing the bypass. The reflective observation stage made me ask: why did this happen? I realised the engineer did not act out of bad intent. It showed a culture where client speed mattered more than following rules. The Operations Manager showed affinity bias by trusting a familiar colleague. These patterns are common in close teams and can block fair decisions (Eurich, 2018; Imperial College, 2023).
Next came abstract conceptualisation, linking the event to theory. Eriksen (2015) says professional integrity means acting in line with moral values. Bypassing controls went against this. Brewster et al. (2008) remind us that accountability means being clear and honest about decisions. The failure was not just one person’s- it showed we lacked rules for handling urgent overrides.
In the active experimentation stage, I took action to improve things. I proposed an internal review not to assign blame, but to learn. I also suggested a system to log all future manual overrides. This idea matched the final stage in Gibbs’ cycle- planning for improvement. The review was accepted, and the “override register” is now used in all projects.
Through reflection, I saw that leadership is not just about knowing rules. It also involves managing bias, trust, and communication. I learned that trust requires honesty and empathy. When I raised my concerns respectfully, I showed that assertiveness can be respectful. Covey (2006) says trust grows when people act with clarity and character, even when it is uncomfortable.
Schön (1983) explains this with “reflection-in-action”- thinking during the event, and “reflection-on-action”—thinking after. Mezirow (1990) adds that this kind of reflection can transform how we see ourselves. I saw my role not just as a compliance lead, but as someone who helps shape ethical behaviour in the business.
In summary, this was more than a technical issue. It was a challenge involving values, emotions, and decision-making. Reflecting with Gibbs, Kolb, Schön, and Mezirow helped me learn and grow. I now understand that real leadership in cybersecurity means staying calm under pressure, questioning bias, and putting ethics first.
[bookmark: _Toc210586124]Proposals for improving professional practice
After reflecting on the WhirlGRID AI incident, I identified five keyways to improve professional practice. Each proposal links to one of the five core areas from the Developing Professional Practice module: self-management, bias awareness, accountability, interpersonal relationships, and professional integrity. The aim is to improve both personal behaviour and team culture, so that similar issues are handled better in the future.
The first improvement focuses on bias. The incident showed that affinity bias can influence decisions, especially when team members have close working relationships. To reduce this risk, I proposed regular bias-awareness sessions for all staff. These would be short workshops or guided discussions where the team reflects on how bias affects decision-making. Resources from Eurich (2018) and Imperial College (2023) could support these sessions. Over time, this would help create a culture where decisions are based on evidence, not personal preferences.
The second improvement is about accountability. The engineer bypassed security rules, but no system existed to log or review such actions. I recommended creating an override register to record any manual changes to client systems. This register would be reviewed by both the team lead and compliance staff. Brewster et al. (2008) say that accountability should be ongoing and transparent. A formal log will ensure that even urgent actions are tracked and reviewed fairly.
The third area is self-management. I found that managing stress and emotions was difficult during the incident. To improve this, I began setting time at the end of each week to reflect on my responses to work challenges. I use Covey’s (1989) time management tools especially the Eisenhower Matrix to sort tasks by urgency and importance. This helps me stay focused on high-priority issues and manage pressure more calmly, as recommended by the World Health Organization (2023).
The fourth proposal supports better interpersonal relationships. Communication between me, the engineer, and the manager was unclear during the incident. To improve this, I suggested holding short project debriefs called “learning huddles”, after major client work. These give everyone a chance to share concerns and ideas in a respectful setting. This supports Covey’s (2006) idea of “listening to understand” and helps build team trust. It also reduces the risk of miscommunication during stressful moments (Duck & McMahan, 2020).
The final proposal focuses on professional integrity. I suggested we create a short Integrity Charter for WhirlGRID. This would include simple, clear values such as honesty, responsibility, and ethical behaviour. It would be used during onboarding, team reviews, and project planning. Eriksen (2015) explains that true integrity means doing the right thing- even when no one is watching. This reinforces that integrity means applying values in practice, even when under pressure. A shared charter reminds everyone that ethics are part of everyday decisions. Together, these proposals turn reflection into action. They show how ethical values, emotional control, and good communication can become part of our normal way of working.

[bookmark: _Toc210586125]Evaluation of alternatives and critical reasoning
Looking back at the WhirlGRID incident, I realised there were other ways the situation could have been handled. Thinking through these options helped me understand how different actions affect trust, accountability, and team learning. It also shaped how I want to lead in future.
One option was to deal with the issue privately, without a formal report. This might have kept relationships stable. However, without a record, the same mistake could happen again. Brewster et al. (2008) say that real accountability needs clear reporting and shared responsibility. Avoiding documentation may protect individuals short-term, but it weakens long-term trust.
Another option was to report the issue directly to external bodies, such as auditors or the client’s IT team. This would have shown strong compliance but might have damaged internal relationships. Eriksen (2015) says integrity means acting with values, but that should include fairness. Reporting it internally first gave us space to learn and improve.
A third option was to focus only on ethics training and bias awareness. While helpful, Eurich (2018) explains that awareness alone does not lead to change. People may still act out of habit under pressure. This is why I supported combining training with systems like the override register. Structure supports action.
Another strategy could have been to block manual overrides completely through automation. This would reduce risk but remove human judgement. AI can be consistent but cannot fully understand emotions or complex client needs. Covey (2006) notes that trust is built through human choices, not just systems. Kolb’s (1984) model reminded me that learning comes from both doing and reflecting, people are still needed.
Some organisations might have chosen to punish the engineer. While this sends a strong message, it risks creating fear. People may stop reporting problems. Covey (2006) and WHO (2023) explain that safe environments help teams grow. Instead of punishment, we used the event as a case study. This supported trust and improvement.
These reflections helped me balance options. Tough actions may fix issues fast but hurt morale. Doing nothing lets problems repeat. The best choice is often in the middle- honest, respectful, and supported by clear systems.
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• Self-management: I learned to stay calm and think before acting.
• Bias awareness: I saw how past relationships influence decisions.
• Accountability: I learned that good systems support honest behaviour.
• Interpersonal skills: I found ways to speak up respectfully.
• Integrity: I stayed true to my values, even when it was uncomfortable.
In summary, ethical leadership is not just about following rules. It is about thoughtful decisions, open feedback, and systems that support people to do the right thing. These lessons will help me respond better in the future and support a fair and trusted culture at WhirlGRID.

[bookmark: _Toc210586128]Personal development plan (SMART PDP)
The WhirlGRID incident helped me understand that professional growth is not just about knowledge, but also about values, behaviour, and reflection. To continue improving, I created a Personal Development Plan (PDP) using the SMART method- Specific, Measurable, Achievable, Relevant, and Time-bound. Each goal connects to one of the five key areas from the module: self-management, unconscious bias, accountability, interpersonal relationships, and professional integrity.
For self-management, I want to improve how I handle pressure, especially during conflict. I will use Covey’s (1989) Eisenhower Matrix to plan my tasks and reduce stress. This will help me stay calm and focus on what matters most, as the WHO (2023) also recommends for wellbeing at work.
To improve awareness of bias, I want to learn more about how unconscious thoughts affect decisions. I will complete a professional bias-awareness workshop in the next two weeks and write a short reflection. This will help me recognise bias in myself and others, as Eurich (2018) advises.
In terms of accountability, I will lead by example through consistent and honest reporting. For the next 30 days, I will keep a personal log of when I took responsibility for challenges or decisions. Brewster et al. (2008) say that regular follow-up builds a strong culture of accountability.
For interpersonal skills, I want to improve how I listen to others. In my next two major meetings, I will use Covey’s (2006) “listen first to understand” habit. After each, I will write a reflection on how empathy improved the conversation.
Finally, I want to reflect more on professional integrity. I will choose two real ethical situations over the next two months and reflect on them using Eriksen’s (2015) view of moral consistency. This will help me check if my actions match my values.
By setting and tracking these goals, I can turn reflection into lasting habits. This plan in Table 1 will help me grow as a professional while supporting a stronger, more ethical culture at WhirlGRID.
[bookmark: _Toc210586129]Table showing SMART personal development plan
	Construct
	Area for Improvement
	SMART Target

	Self-Management
	Staying calm under pressure
	Use the Eisenhower Matrix for 4 weeks to prioritise tasks and complete 90% of “important” tasks on time.

	Unconscious Bias
	Recognising assumptions during team decisions
	Attend an advanced bias-awareness workshop and complete a 300-word reflection within 2 weeks.

	Accountability
	Consistent documentation and follow-up
	Maintain a 30-day accountability log and review weekly for progress.

	Interpersonal Relationships
	Improving listening and empathy in meetings
	Apply active listening in 2 key discussions and record reflections within 24 hours.


Table 1. SMART personal development plan linked to the five core constructs of professional practice.

[bookmark: _Toc210586130]Conclusion
The WhirlGRID incident showed me that professional growth involves more than knowledge—it also requires reflection, behaviour change, and personal discipline. To apply what I have learned, I created a Personal Development Plan (PDP) using the SMART method: Specific, Measurable, Achievable, Relevant, and Time-bound. Each goal connects to one of the five key areas of this module: self-management, bias awareness, accountability, interpersonal relationships, and professional integrity.
For self-management, I aim to handle pressure better in future incidents. I will apply Covey’s (1989) Eisenhower Matrix for four weeks to plan tasks and reduce stress. This will help me focus on high-impact work and maintain emotional balance, as advised by the WHO (2023).
To improve awareness of bias, I will complete a bias-awareness workshop within two weeks and write a short reflection. This will help me recognise how unconscious assumptions affect team decisions, as explained by Eurich (2018).
In terms of accountability, I will model responsible behaviour by recording my actions in a personal log for 30 days. Reviewing this weekly will help me notice patterns and improve transparency, as Brewster et al. (2008) suggest.
To strengthen interpersonal skills, I will practise Covey’s (2006) “listen first” approach in two upcoming team meetings. I will reflect on whether empathy and active listening improved trust and discussion.
Finally, for professional integrity, I will choose two ethical situations over the next two months and reflect on how my decisions align with Eriksen’s (2015) view of moral consistency.
By setting these goals and tracking my progress, I can turn reflection into daily habits. This plan supports my personal growth and helps build a stronger, more ethical culture within WhirlGRID.
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