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[bookmark: _Toc31318432]Abstract
Data security is a major issue today. Any serious organisation must ensure that it protects its information assets and show people that it does so to an acceptable standard. More and more countries are making legislations to make this requirement binding on organisations especially in the area of privacy and confidentiality. Furthermore, with the growing vastness of the interconnected world and the myriads of data security threats out there, a robust information security management system (ISMS) is necessary if an organisation is to remain in business and ensure confidentiality, integrity and availability of its information resources and assets.
There are a number of standard Information Security (InfoSec) frameworks available that organisation can use as references or stepping point to formulate their own ISMS. We researched three of such: the ISO/IEC 27000 family, the NIST Security Models as well as the Control Objectives for Information and Related Technology (COBIT). From our findings, we concluded that the ISO/IEC 27000 family will be the best starting point to formulate an ISMS for CaribbeanCoffee, a fictional global company with a massive online presence and social media activities, whose IT infrastructure is cloud based and is keen on security of personal staff’s data and clients’ data as well as protecting its intellectual property. Our approach was to follow the recommendations of ISO/IEC 27001 and 27002 in addressing the company’s infosec needs.
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[bookmark: _Toc31318433]1.0 	Introduction
Protecting an organisation’s information assets is now a global burning issue. New legislation such as the European General Data Protection Regulation (GDPR), Brazil’s Lei Geral de Proteçao de Dados (LGPD), Australia’s Privacy Act, amongst others means organizations are under even greater pressure to ensure their information is secure [1]. So, developing a robust Information Security (InfoSec) system that ensures security of personal sensitive data and intellectual property is no longer optional for organisations [2].
In this paper, we shall briefly discuss some existing InfoSec models and frameworks. Then, we shall proceed to outline our approach to address the InfoSec needs of the fictional organisation, CaribbeanCoffee, using the understanding of existing common InfoSec frameworks.

[bookmark: _Toc31318434]2.0 	Common Information Security Frameworks
There are several Information Security (InfoSec) frameworks/models which are standards that are used for reference and often serve as the stepping-off point for emulation and adoption [3]. What InfoSec experts often do is to adopt an existing InfoSec model or adapt portions of several frameworks/models to suit their own InfoSec environment. What works well for one organisation may not precisely fit another.
Some existing InfoSec frameworks or models are:
· ISO/IEC 27000 Series
· US National Institute of Standards and Technology (NIST) Security Models
· Control Objectives for Information and Related Technology (COBIT)

[bookmark: _Toc31318435]2.1	ISO/IEC 27000 Series
The ISO/IEC 27000 family of standards aids organizations keep information assets secure [4]. The ISO/IEC 27000 family is rich and broad in scope. It contains several standards covering various aspects of InfoSec including but not limited to confidentiality, privacy as well as technical and cybersecurity issues. 
The ISO/IEC 27000 family is developed by both International Organization for Standardization (ISO) and International Electrotechnical Commission (IEC), as such they are international standards. National bodies that are members of ISO or IEC take part in the development of the standards through technical committees established by the respective organization. Before the standard is promulgated, at least 75% of the national bodies must cast an approval vote [5]. More so, other international organizations, even non-governmental, also take part in the work.
Furthermore, the series is applicable to organizations of all sizes and shape.
Some of the standards in this family include:
· ISO/IEC 27001 (also known as Information technology — Security techniques — Information security management systems — Requirements) provides requirements for establishing and maintaining an information security management system [6].
· ISO/IEC 27002 (also known as Information technology — Security techniques — Code of practice for information security controls) outlines guidelines for the implementation and management of controls considering the organization's InfoSec risk environment [7].
On the down side, the documents for the ISO/IEC 27000 family are not available for free. They are sold directly by ISO. They are available in English, French and Chinese. Other sales outlets associated with various national standards bodies also sell directly translated versions in other languages.
Furthermore, on the downside, they could be a bit daunting. Due to their volume, small organisation may perceive that it can be difficult to implement. More so, they could be put off by the effort required to gain accreditation [8].

[bookmark: _Toc31318436]2.2	US National Institute of Standards and Technology (NIST) Security Models
National Institute of Standards and Technology (NIST) is a federal agency within the United States Department of Commerce. NIST develops and promotes standards and technology for all walks of life to promote innovation, industrial competitiveness, and improve the quality of life [9]. 
In 1990, it published its Special Publication the NIST SP 800-53. It is arguably even more comprehensive than ISO 27000 [10]. Another advantage is that all needed documents are available online for free, unlike the ISO 27000 Series. 
[bookmark: _Hlk31206977]Later in 2014, NIST developed the NIST Cybersecurity Framework (CSF) which is aimed at providing IT standards and guidelines to better manage and reduce cybersecurity risks. The NIST CSF consists of 3 major components [11]:
· The Framework Core provides a set of desired cybersecurity activities, helping an organization prioritize activities based on importance to business continuity and security.
· The Framework Implementation Tiers assist organizations by providing context on how an organization views and ranks cybersecurity risk management.
· Framework Profiles are primarily used to identify and prioritize opportunities for improving cybersecurity at an organization. [12]
The NIST CSF, though also available freely online, is not as comprehensive as the NIST SP 800-53. It could provide a solid foundation for small organizations that cannot afford the investment of ISO 27000 Series or the time of NIST 800-53. More so, because it is written in common easy-to-understand language, it is useful as introduction for nontechnical executives who are responsible for InfoSec decisions [10]. More so, it has free online learning tools [13].
These frameworks are particularly very good for large enterprises especially those with a US connection. However, because they contain a lot of practical guidance, they can be adapted to smaller and non-US organisations [8].

[bookmark: _Toc31318437]2.3	Control Objectives for Information and Related Technology (COBIT)
COBIT was created in the 1990s, by the Information Systems Audit and Control Association (ISACA), an international professional association focused on IT governance. It outlined controls and best practices for financial auditors but were quickly expanded for all industries [10]. Released in 2012, COBIT 5 integrates development in the IT field [14].

COBIT 5 is based on five key principles for the governance and management of IT, namely [15]:
1. Meet stakeholder needs.
2. Cover the enterprise end-to-end.
3. Apply a single, integrated framework.
4. Enable a holistic approach.
5. Separate governance from management [16].
It also has 7 key enablers [17]:
1. Principles, Policies and Frameworks
2. Processes
3. Organisational Structures
4. Culture, Ethics and Behaviour
5. Information
6. Services, Infrastructure and Applications
7. People, Skills and Competencies [18]
The last three items could be grouped together as Resources. COBIT 5 provides specific guidance related to all 7 enablers using the 5 principles to ensure that organisations build an effective governance and management framework.
It utilizes processes, controls objectives, management guidelines, and maturity modelling to align IT with business [12]. While it is not as widely followed as others, it is mostly used within the finance industry to comply with standards such as Sarbanes-Oxley [8]. COBIT has free online learning tools available on the ISACA website [19].

[bookmark: _Toc31318438]3.0	Choosing the Right InfoSec Framework
The first step in information security management for any organisation is to formulate its own practical InfoSec framework. An InfoSec framework is a series of agreed, understood and documented policies, procedures, and processes that outlines how information is managed in an organisation with the goal to lower risk and vulnerability, and increase confidence in the organisation [8]. It explains to all parties of interest how information, systems and services are managed within the organisation [12]. These documents then form the basis for the design, implementation and maintenance of all subsequent security measures, controls and practices [3]. InfoSec framework is like a comprehensive plan, strategy or blueprint for the information security management in an organisation.
Like we said earlier, to generate a usable security framework, strategy or blueprint, most organisations draw on established InfoSec frameworks, models and practices. Finding the right framework is not an easy task. Nonetheless, it must be done correctly since everything else depends on it. Choosing the right framework depends on multiple factors, including the organisational goals and objectives, culture, size, and finance, especially InfoSec budget [3]. 
This means that we need to know the organisation well. With our knowledge of the organisation, we can then juxtapose the factors above with common InfoSec frameworks, looking at their pros and cons to enable us choose a framework that would fit our organisation.
From what we were told about CaribbeanCoffee, in fictional company in review, it is global with a massive online presence and social media activities. Its IT infrastructure is cloud-based using majorly wireless technology for connectivity. The company’s major InfoSec concern is the security of personal staff’s data and client’s data as well as the company’s intellectual properties. More so, the top management are committed to InfoSec, since it was stated that information security is a priority to the company. We would assume from this that top management is committed to dedicate resources that is time and money needed to implement the security program that would help them achieve their goal. We are also assuming that there are not enough InfoSec staff or experts in the company, so staffing of InfoSec units would be considered.
To begin, we would use the ISO/IEC 27000 family as the basis of formulate an InfoSec framework for CaribbeanCoffee. For a global company like CaribbeanCoffee, a cross-regulatory compliance strategy in order to keep up the various countries legislations, such as the European GDPR or Thailand’s Personal Data Protection Act (PDPA) etc, is required. Since ISO/IEC 27000 is international and often adapted into many countries’ national standards, the adoption and adaption of ISO/IEC 27000 would make adapting our InfoSec framework to be compliant with countries legislations an easier task.
More so, the ISO/IEC 27000 family covers all of the areas of concern for CaribbeanCoffee. Specifically, in addition to ISO/IEC 27001 and ISO/IEC 27002, the ISO/IEC 27000 family has three modules that might be very important to CaribbeanCoffee:
· The ISO/IEC 27017 (Information technology — Security techniques — Code of practice for information security controls based on ISO/IEC 27002 for cloud services) which gives guidelines for information security controls applicable to the provision and use of cloud services [20].
· The ISO/IEC 27018 (Information technology — Security techniques — Code of practice for protection of personally identifiable information (PII) in public clouds acting as PII processors)  which outlines controls, objectives and guidelines, based on ISO/IEC 27002, for implementing measures to protect Personally Identifiable Information (PII) in line with the privacy principles in ISO/IEC 29100 for the public cloud computing environment [21].
· The ISO/IEC 27701 (Security techniques — Extension to ISO/IEC 27001 and ISO/IEC 27002 for privacy information management — Requirements and guidelines) which specifies requirements and provides guidance for establishing, implementing, maintaining and continually improving a Privacy Information Management System (PIMS) in the form of an extension to ISO/IEC 27001 and ISO/IEC 27002 [22].
These are important since CaribbeanCoffee’s IT infrastructure would be cloud-based and would have a massive online presence and social media activities.

[bookmark: _Toc31318439]4.0	Creating the InfoSec Program
Using ISO/IEC 27001 as our stepping stone, we proceed to develop our InfoSec Program. In our approach, we would follow the ISO/IEC 27001 recommendations with is summarised in the diagram below:
[image: ]
Figure 1: ISO/IEC 27001 Framework Breakdown. The Diagram was obtained from Content Security website at https://www.contentsecurity.com.au/information-security-framework-iso-27001

In more details, we shall undertake processes to formulate the following with appropriate documentations [23]:

Table 1: ISO/IEC 27001: Mandatory requirements for certification
	ISMS scope (as per clause 4.3)
	We shall specify with top management what is the scope of the Information Security Management System. We presume it shall be enterprise-wide covering the whole organisation in its global reach.

	Information security policy (clause 5.2)
	We shall with top management formulate and promulgate the InfoSec Policy. Afterwards, awareness programme would be put in place to ensure all affected parties know what they need to know.

	Information risk assessment process (clause 6.1.2)
	We shall clearly outline the risk assessment process. It only when we truly know our Information assets and the risk they are exposed to, that we can truly work toward risk treatment.

	Information risk treatment process (clause 6.1.3)
	After the Risk Assessment, based on our findings and in line with the organisational policy, we shall outline our risk treatment process and procedure.

	Information security objectives (clause 6.2)
	Our main objectives would include the security of personal staff’s data and clients’ data as well as protecting the intellectual properties of the organisation. We would also have to ensure that our cloud IT infrastructure provider must protect our services.

	Evidence of the competence of the people working in information security (clause 7.2)
	We would embark on a critical review of the InfoSec personnel on ground. If they are not sufficient, we would recommend employing more competent InfoSec Personnel with globally recognised certifications.

	Other ISMS-related documents deemed necessary by the organization (clause 7.5.1b)
	

	Operational planning and control documents (clause 8.1)
	

	The results of the [information] risk assessments (clause 8.2)
	

	The decisions regarding [information] risk treatment (clause 8.3)
	

	Evidence of the monitoring and measurement of information security (clause 9.1)
	We shall ensure that there is continuous evaluation of personnel, processes and procedures in terms of InfoSec.

	The ISMS internal audit program and the results of audits conducted (clause 9.2)
	We shall put in place processes for regular audit of our InfoSec program and activities, with proper documentations and report at the end of each audit.

	Evidence of top management reviews of the ISMS (clause 9.3)
	We shall ensure that top management understand their role and fulfil this role in reviewing the ISMS and the InfoSec Policy

	Evidence of nonconformities identified and corrective actions arising (clause 10.1)
	We shall clearly specify in our program and policy penalties and corrective actions for inappropriate InfoSec behaviours




[bookmark: _Toc31318440]4.1	Security Policies
Policy is the essential foundation of an effective InfoSec Program. It is an organisational statement of Intent. The success of an InfoSec program depends on the policy generated and on the attitude of management towards InfoSec. Policy set the tone and emphasis on how InfoSec will run and be handled in the organisation. They are important reference documents for internal audits and for the resolution of legal disputes [3].
The primary objective of InfoSec policy should be to reduce risk, compliance with law and regulations as well as assurance of operational continuity, information integrity and confidentiality. Once policy has been done, the technology, procedures etc that are necessary to accomplish them are designed and implemented in line with the policy [3]. Policy defines what you can do and not do, whereas the other documents focus on the how.
Policies must also specify the penalties for unacceptable behaviour and define an appeal process. If there are no deterrence, the policy could be toothless. Policies only provide deterrence if 3 conditions are present:
· Fear of Penalty
· Probability of being apprehended
· Probability of penalty being applied [3].
To ensure parties of interest follow policies, enough efforts should be done in the area of Policy Distribution, Policy Reading, Policy Comprehension, Policy Compliance, Policy Enforcement as well as Policy Development and Implementation. Lastly, there should be a Review Schedule; policy should contain a properly organised schedule of reviews and contain Revision Date [3]. 

[bookmark: _Toc31318441]4.2	Risk Management
One of the major purposes of InfoSec is the reduction of risks to information assets. Thus, Risk Management (RM) is an integral part of any serious Information Security Management System (ISMS). However, to plan a good risk management, we must first to undertake a proper risk assessment to understand our information assets, their value and the risks they are exposed to. 
Risk management is the process of discovering and assessing the risks to an organization’s operations and determining how those risks can be controlled or mitigated [3]. This process involves discovering and understanding answers to some key questions with regard to the risk associated with an organization’s information assets:
· Where and what is the risk (risk identification)?
· How severe is the current level of risk (risk analysis)?
· Is the current level of risk acceptable (risk evaluation)?
· What do we do to bring the risk to an acceptable level (risk treatment)?
In the RM process, the 3 communities of interest have their role to play. The InfoSec team take the leadership role in understanding and addressing the risks. Then, the IT group are charged to build secure systems in the light of InfoSec findings and guidance. The general management and users are then continually properly trained and kept aware of the InfoSec threats. They play a key role in early detection and response process by reporting to the proper team [3].
We shall make every effort to make top management aware of their key role in the RM program. With our guidance, they are to ensure compliance with all legal and regulatory statutes as well as guide the development and formal approval of the RM policy. They are to recommend performance measures for the RM, assign roles and responsibilities, ensuring that selected goals and objectives are appropriate and in line with the organisation's strategic goals and objectives [3]. They are to provide all needed resources for RM. 
Staffing might be necessary here if CaribbeanCoffee does not have the properly qualified staff for the RM plan. Furthermore, we shall work out policies and plan that would ensure a close working relationship between the InfoSec Team, the Human Resource Department and every department that is engaged in personnel management, especially hiring, evaluating and terminating employees. We shall ensure that job descriptions are clearly defined and communicated, background checks are done before hiring, proper job contracts are signed and more importantly, that security expectations are included in the continual performance evaluations [3].
For risk treatment strategy, transference would be essential since we are using Cloud services for IT infrastructure. To ensure that our providers give us the best defence, we must sign up a very elaborate and efficient Service Level Agreement (SLA) with them. We must determine objectives, define requirements, set measurements and establish accountability with them in the SLA [3].
[bookmark: _GoBack]Since we have a massive online and social media presence, we shall put in place strong protection mechanism using Unified Threat Management devices, with appropriate firewall, content filters, and intrusion detection and prevention systems. For encryption, we shall recommend the use of IPSec (IP Security) which is the dominant cryptographic authentication and encryption product for the internet today [3]. Appropriate Access Control mechanism (Login Authentications, etc) would be put in place for our massive users. Audit Trails, System logs reviews and management would be carried out regularly to monitor our online environment. Of course, appropriate software would be used for this.
We shall also draw up and recommend a massive Security Training and Awareness (SETA) program for our staff and users. They are our frontline of defence. They need to be aware and properly trained. We should properly motivate them and put appropriate deterrence in place too. The Help Desk personnel should be specially trained to defend against social engineering [3]. Improving system administration with InfoSec in mind could be prime in the minds and attitudes of our staff.

[bookmark: _Toc31318442]4.3	Contingencies Planning
Every organisation must have a line of action for unexpected adverse events. This plan is called Contingency Planning (CP). This is how organisation prepare for, detect, react to and recover from events that threaten the security of information assets. The goal is to restore normal operations with minimum cost and disruption after an unexpected unfavourable event [3].
A CP policy would have to be formulated for CaribbeanCoffee. Top management needs to be part of this process as well. In this CP policy, the following are required:
· An introductory statement by senior management
· The scope and purpose of the Contingencies Planning operations
· A call for periodic risk assessment and Business Impact Analysis (BIA) by the Contingency Planning Management Team (CPMT).
· A description of the major components of the CP, this should include the Incident Response (IR) Plan, the Disaster Recovery (DR) Plan, the Business Continuity (BC) Plan and the Crisis Management (CM) Plan.
· A call for, and guidance in, the selection of recovery options and business continuity strategies
· A requirement to test the various plans on a regular basis
· Identification of key regulations and standards that impact CP planning and a brief overview of their relevancy
· Identification of key individuals responsible for CP operations
· An appeal for support to the individual members of the organisations
· Additional administrative information
From the preceding, it is clear that we would need to form the Contingency Planning Management Team (CPMT). Also, the Incident Response (IR) Team, the Disaster Recovery (DR) Team, the Business Continuity (BC) Team and the Crisis Management (CM) Team would have to be formed. In a small organisation, a single team could do all these functions. Since CaribbeanCoffee is a big company, we would need separate teams for these.

[bookmark: _Toc31318443]5.0	Conclusion
CaribbeanCoffee, a global company, with a massive online presence and social media activities was desperately in need of an Information Security Management System. After researching on various common Information Security frameworks, we determine that the ISO/IEC 27000 family would be the best base for formulating an InfoSec blueprint for the company. Given the company’s global reach, its InfoSec framework would have to meet an international standard to make compliance with various countries’ legislations where CaribbeanCoffee is present an easier task. Furthermore, since the ISO/IEC 27000 family is very robust and versatile, it has specific standards for cloud computing and privacy which fits the company’s IT infrastructure and major concern. 
Our approach is to follow ISO/IEC 27001 recommendations of establish, implement and operate, monitor and review as well as maintain and improve an Information Security Management System for CaribbeanCoffee. Then, in step with the recommendations of ISO/IEC 27002, we will develop the following: InfoSec Policies, Organisational InfoSec Structure, Human Resources Security, Assess Management, Risk Management, Contingencies Planning, Access Control, Cryptography, Physical and Environmental Security, Operations Security, Supplier Relationships especially in the formulation of appropriate SLA, and Compliance with appropriate legislations and regulations.
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