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Introduction
For this assignment we were tasked with producing a brief report on Ransomware. I will be giving a general background on the subject and have chosen CryptoWall as a specific trojan for a detailed example. The target audience of the report will be a managing director of a small company who may not necessarily be tech savvy and will need to have enough information to understand what this type of malware is, what it could do to their company, and how they could set up backup strategies to better protect themselves.

Ransomware Overview
Ransomware is a type of malicious software that can permanently block access to your computer or data unless a ransom is paid. A simple ransomware may just lock your system without damaging or affecting any of your files, however more advanced ransomware uses a technique called cryptoviral extortion. This encrypts your files, which makes it so you can’t access them, and then the attacker will demand a ransom payment to decrypt them [1]. In recent years this form of cyberattack has increased in frequency and is an urgent threat, especially as technology continues to advance. It is a threat that is riddled with uncertainties which means planning a response can be extremely difficult. [2]

Ransomware Example
The example I’ll be talking about for this report is CryptoWall.
What is CryptoWall?
“CryptoWall is a particularly nasty form of ransomware. It does much more than just encrypt your files and prompt you to pay for the key: it tries to hide inside the OS and adds itself to the Startup folder. Worse still, CryptoWall deletes volume shadow copies of your files – making it difficult (or in some cases impossible) to restore your data. And while it’s there, it’ll try to get your passwords and Bitcoin wallets for good measure.” [3]
CryptoWall was first released around April 2014, and targets all versions of Windows. Since its release CryptoWall has seen many versions as it has been updated and improved on. It is spread through emails that have ZIP files attached to them which contain executables disguised as PDF files. These files pretend to be important business communications such as invoices, purchase orders, bills or even complaints. [4]
Here is an image that shows the types of files that are vulnerable to a CryptoWall encryption [3];
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Potential Impacts on a Small Business
Compared to larger businesses and corporations, smaller businesses may not have adequate knowledge or invested enough into cybersecurity, making them a much more appealing target of ransomware attacks. The damage these attacks cause can be so big that the end result is the business ceasing to operate until the problem is resolved. If they are unable to operate, then they are essentially forced into paying the demands, or they will potentially risk losing even more money through inactivity. A cyberattack on average can cost a business upwards of $200,000. Such a high cost leads to roughly 60% of smaller businesses caving into the demands within 6 months of an attack. [5]
In 2022 CyberCatch did a ransomware survey on 1200 small and medium sized businesses in the US and Canada. Here are some of the key findings of this survey [6]:
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From this we can see that a large number of smaller and medium sized businesses are extremely unprepared for a ransomware attack. And it shows the importance of making sure every business has a written incident report plan, and that it is regularly tested as ransomware is ever evolving.

Here is a quote about the findings of another study:
“In a recent study of 300 companies, 64% revealed that they had experienced a ransomware attack within the previous 12 months, and a staggering 83% of those paid the ransom. On average, only 8% of organizations that paid up recovered all of their data, while 63% got about half of it back.” [2]
The information gathered from this quote it is clear that the amount and frequency of attacks are on the rise. And even if the victim decides to pay the ransom, there’s no guarantee that they will get any of their data back.

Backup Strategy
Preventing a ransomware attack is the best course of action. Here are a few tips to follow to help with this: [3]
Keep your computer patched and up to date
Malware and viruses use known vulnerabilities in software to move to new computers, if left unpatched you’re leaving yourself at a greater risk. Keeping everything updated and patched to the latest releases gives you a better chance of avoiding infections.
Use an antivirus
Antivirus programs, when kept up to date, can help protect a computer from many kinds of attacks. They quarantine the known malware programs and prevent them from executing and infecting your system.
Use a firewall
Using a firewall can help protect you from some of the connections that malware uses, such as the Command and Control server. The CryptoWall ransomware, which was used as an example earlier in the report, depends on a connection to a home base to continue an attack. Using a local firewall could help prevent the malware from making that connection and kill the attack.
Don’t click links
An obvious one would be to not click any links or download any files from suspicious emails. Clicking a link or downloading these files invites the cybercriminal into your system.
Back up your files
On to the main topic of this section, backing up your files is extremely important, not just as a precaution of a cyberattack. A widely recommended practice is the “3-2-1” rule.
3 Copies of Data – Maintain three copies of your data – the original, and at least 2 copies.
2 Different Media – Use two different media types of storage. This can help reduce any issues that may occur, for example, if you saved your data to the cloud, and also kept a copy on your hard drive. If the cloud ever went down, then you would still have access to all of your data.
1 Copy Offsite – Keeping one copy offsite can help prevent the possibility of losing any of your data due to potential disasters such as flooding or fires. [7]

Common Disaster Scenarios and Backup Strategy Response
Ransomware Attack:
The main issue that is being addressed by this report.
Scenario: Files are encrypted by ransomware
Backup Strategy Response: Restore files from unaffected backups
Hardware Failure:
Scenario: Server or storage device failure
Backup Strategy Response: Replace faulty hardware and restore data from backups
Natural Disasters:
Scenario: Flood, fire, earthquake, etc.
Backup Strategy Response: Retrieve offsite backups
Human Error:
Scenario: Accidental deletion or overwriting of critical date
Backup Strategy Response: Recover lost or overwritten data from backups

Conclusion
In conclusion, ransomware is posing a huge threat to small businesses. From the surveys and quotes it’s clear that businesses need to be doing more to better protect themselves and better prepare themselves for an attack by making sure that they keep their incident report plans up to date and test them regularly. The findings in this report shows just how serious of an issue ransomware is and how it can kill a business. The report also shows that keeping a good backup strategy can help prevent loss of data through many different potential disasters.
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