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The Public, the Government, the tech Companies: An Insight into Tensions and Barriers

Surveillance, ‘seen as an aspect of the disciplinary power through which societies control and regulate populations’ (Scott, 2014). In this assignment, current events relating to surveillance and data protection will be used to explore public safety, public opinion, and public tensions on data protection and the delicate balance of data protection between the government, tech companies, and the public. This assignment will occasionally touch on examples and references from other countries, the focus however will be the UK. To be more specific, this assignment will be built around the tech company apple. (BBC, 2025) recently released news that apple will be removing ‘its highest level of data security’ this will only be done to UK customers as it was the UK government that ‘demanded access to user data’. While it cannot be denied that the BBC is neither an academic source or government affiliate, it worth noting that (Ofcom, 2025) the department in the UK government that handles communications have stated on their official page that ‘News, in whatever form, must be reported with due accuracy and presented with due impartiality’. As they have the power to enforce this, a reference from the BBC holds some partial validity in this assignment context. 
The government in the UK has many duties and roles, it is fair to suggest that public safety holds substantial value and importance among these duties and roles. While the system is far from simple, it is also fair to suggest that the right to vote for a government creates an exchange of power between the public and the elected authority, and it is through this exchange that an expectation of basic public needs should be met, i.e, public safety, more specifically data protection. This expectation extends further than public demand, in the (Data Protection Act 2018) it states that personal data is ‘to be processed lawfully and fairly, on the basis of the data subject’s consent or another specified basis’. This legislation reinforces the mutual understanding between the public and government, that with and exchange of power comes maintenance and responsibilities. However, recent tensions between apple and the UK  government suggest that apple, the public, and the government have slightly different interpretations of surveillance, the purpose of surveillance, and how it should be used. (Open Rights Group, 2005) which is a ‘UK-based organisation that works to preserve digital rights and freedoms by campaigning on digital rights issues’ (‘Tom Knowles’, 2021) stated on their page that apple was taken to tribunal court with the result being a removal the ‘end-to-end encryption’ this code was designed by apple that protects all of its users data from hackers, third parties, and according to (Open Rights Group, 2005) apple do not have access to this data either, only its users. Upon further investigation, it was discovered that the (Investigatory Powers Act 2016) does provide the government with the power to enforce this as it states ‘general information power which would enable a public authority to secure the disclosure by a telecommunications operator or postal operator of communications data without the consent’. Neither the home office or apple have made public/official statements, both parties however have been very vocal and opiniated when it comes to public safety and security, data protection, and limits to abuse of power in regard to surveillance. (BBC, 2025) claimed to have contact with a spokesperson for apple, apple claimed that changing the code in its devices to allow an open backdoor for the UK government would a create a domino affect of issues. They argued that hackers will now have easier ways to access user data and hack all apple devices, they also have maintained the stance from the very beginning that they do not support the mass covert surveillance of its users and user data, and all user data is or rather was protected from even them. As stated earlier, the home office didn’t not give out a statement. However, the conversation surrounding end-to-end encryption is not a new one, (European Parliament, 2023) have also spoken on end-to-end encryption, and the dangers to child safety it brings stating ‘In the case of child sexual abuse online, these systems hide data from children who are being abused or coerced into sexual abuse’. (BBC, 2025) had referenced multiple arguments, one of which stated that in regard to child safety, specifically child sexual abuse material, the matter is centred around the dark web which is a separate matter from end-to-end encryption as end-to-end encryption focuses on consumer data, they had argued if the government main focus was child safety the dark web should be more of a focus than public personal data. 
This assignment’s purpose is to explore the tensions of surveillance, without bias, and without judgement. With that focus in mind, it can be argued that the tensions that exist between the three parties (apple, the public, and the UK government) are problematic and delicate due to two main reasons. The balance of power is not balanced at all. To be more specific, apple is a tech company that make devices for its users with a public stance that they will protect their users data, the UK government also maintains the stance that one of their many focuses includes public safety which includes data protection, through democracy the public entrusts the UK with their safety (including surveillance) and data protection, and through contracts and end-to-end encryption the public also entrust their data with tech companies such as apple. Here is where the balance becomes imbalanced, access to data and data itself is power, both apple and the UK government based on the evidence do not agree on where the line should be drawn in regard to user data access, since there is not a mutual understanding of where the line should be drawn, conflict brews, and limits of power are tested with the public in the middle. The second reason for the tensions is interpretation. The public, apple, and UK government will also have different interpretations of surveillance and what it actually means put into practice in the modern day world. These interpretations will be influenced by a variety of factors that cant be confirmed but can be argued to have validity if given further and wider research. For example, the public’s interpretations can be influenced by a community feeling of safety, surveillance for the public could mean the government defending them from threats, it could mean CCTV on the road, home security and more, for apple surveillance could simply mean securing and protecting user data at all costs only providing information in specific circumstances such as being served a warrant, court cases etc, the UK government could interpret surveillance as having access to all data, all information in one place with at any given time for maximum security. These are all speculations, while there isn’t evidence to suggest that they are all true, there also isn’t substantial evidence to suggest they are wrong, it is simply a matter of interpretations and viewpoint. What is most interesting about this case with apple is the sift over time. As mentioned earlier, shifts in power could be the results in tensions of attitudes towards surveillance, keeping that point in mind, three things should be noted. First the public have had no say or power into the decision of the removal of end-to-end encryption. Second, it wasn’t until a new party was elected and polices were discussed and changed that apple was challenged on their user data access. Third, the UK government have had the power to force apple to remove their security on their devices but haven’t been able until recently. There of course are multiple possibilities and reason for all three of these points, but the point this assignment is making is highlighting just how impactful a shift in power can have on pre-existing tensions on certain topics such a surveillance.
In the introduction, it was mentioned that this assignment will touch on how this case relates and extends into other countries. On the same media report, (BBC, 2025) had also mentioned that what the UK is doing to apple will affect a lot more than just UK users. As apple is not a UK company and operates globally, the UK government forcing them to remove end-to-end encryption invites two arguable problems to the mixture of tensions between parties. First, if apple remove their data security in the UK it would mean any country in the world where there are apple products, based on their individual laws would be able to pressure apple to do the exact same thing they were forced to do by the UK. According to (BBC, 2025) a spokesperson for a social media app (WhatsApp) that also uses end-to-end encryption, claimed Apple has argued that removing security from UK user already poses a massive risk to its user to cyber attacks and hacking, to have multiple back doors open in its coding system globally would increase that risk into certainty. They’d argued that no country with apple products would be safe, all apple user and even various governments globally would be at risk so the UK government could increase its surveillance power on the public. Secondly, while the government in the UK has done this with the UK  public in mind, apple is a global company with global security, all changes are global changes. Many countries have different laws, different interpretations of what surveillance means in that region, the balance of power once again will get tested and tensions could possibly rise on a global scale. For example, this assignment focused on three contributors to tensions on surveillance in the UK (the public, apple, and the UK government), remove the UK government and leave the public and apple in the mix, the tension could possibly increase or decrease based on the country, but what is guaranteed is a shift in mutual understanding, one law could change a lot public attitudes and perception, as well as the type of government in power, these things may seem irrelevant as this assignment is focused on the UK, but should the UK government decision have any consequences those global component will become extremely relevant. Another note of interest in this case, according to (Open Rights Group, 2005) the tribunal court apple were summoned to is or was to be held in private with no public awareness or interference. (Open Rights Group, 2005) claimed that apple argued against this, arguing that the public not only has a right to know what is about to happen to their devices, but also has the right to offer and defend their opinions. 
After careful evaluation, it is fair conclude that of all three parties explored in the UK, the causes of tensions between them can not be simplified down to factor. However, the evidence to show that all three parties contributed heavily to the tensions and the result of those tensions. As stated earlier, this assignment does not have purpose to take sides or reach and official conclusion. There has been valid evidence from multiple sources and upon further investigation and research it can be implied that there will be even more evidence to sway the evaluation either way. While from the perspective of the public, what the UK government is doing can be considered invasive and an abuse of power, looking at the opposing arguments such as the estimated increase in child safety cannot be ignored. Cyber-bullying, grooming, the darknet, adult content exposure to young children and teenagers are all still issues very much present in  modern day society, and surveillance has helped to combat these issues to reduce them as much as possible. While from the perspective of the UK government, one can assume their decision is based purely on public safety as no official statement was given, to demand a tech company that has millions of users globally, removes is digital security without offering an alternative to defence can be argued to be unnecessary. Had the government stated they had a way to protect user data while accessing it then the backlash might not have been as high as it was. Also the complete disregard for global public safety and the tensions that will build the other countries at the consequences only adds to the publics unrest and disapproval of this decision. Lastly, from apple’s perspective it is understandable why they would be opposed to the UK government enforcing the (Investigatory Powers Act 2016) on there devices, they have maintained a strong position in regard to their users data and safety and who has access to it. Where possible, they could have invested more money and resources into designing a code that could be accessed by the government and local authorities but still protected its users from hackers and exterior parties. 
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