Chapter 2 – Literature Review
2.1 Introduction
This chapter will provide an overview of the use of automatic live facial recognition (LFR) within a policing context. The chapter will explore the uses of LFR and review sources questioning its lawfulness. The chapter will then attempt to answer if LFR is an effective policing tool and will finally review previous studies around the public perception of LFR and propose the case for the research required. 

2.2 Background
South Wales Police (SWP) state facial recognition technology works when a computer generates mathematical representations of facial features and compares them with such representations of known faces in a database to create possible matches. 
There are multiple implementations of the technology, however, this chapter and the dissertation as a whole will focus on live facial recognition technology (LFR). LFR is the use of a live camera feed to generate one set of mathematical representations to compare against a predetermined watchlist (South Wales Police, n.d.). 
The use of LFR has been a large talking point in the UK and global social commentary stage over recent years. Questions have been raised in media and courts of law over the legality of LFR deployments.

2.3 Is LFR use now considered to be lawful and ethical?
LFR is an emerging technology being utilised by both law enforcement agencies and governments around the world to fulfil a variety of objectives. In England and Wales, police forces have used LFR to identify persons of interest in public spaces, something which civil liberties groups campaigned against towards the end of the 2010s (Purshouse & Campbell, 2022).
In 2017 trials of LFR were implemented and notable events they were deployed to included London’s Notting Hill Carnival and the 2017 UEFA Champions League Final in Cardiff. Some years later in 2019, Cardiff resident Ed Bridges, with the assistance of civil rights group Liberty brought a legal challenge against SWP’s use of the technology (Thornton, 2019).
Mr Bridges challenged SWP’s use of the technology because he believed the capture of the data was contrary to the Human Rights Act 1998 and data protection legislation with disregard to the Equality Act 2010 (Purshouse & Campbell, 2022).
The legal challenge was long and complex and was heard in multiple courts over many months. In the first instance, the high court determined in September 2019 that the deployment of LFR by SWP did not interfere with the privacy rights of everyone scanned and outlined that the legal framework at the time of its decision provided adequate safeguards for the use of LFR (Liberty, n.d.). 
Mr Bridges and Liberty were unsatisfied with the judgement of the high court and almost a year later after taking their case to the court of appeal, additional judgements were made. The Court of Appeal on some points sided with SWP. Notably, SWP’s use of LFR was a proportionate interference with Article 8 rights. The court highlighted that contrary to Mr Bridges' claim that multiple persons were affected by the use of LFR, the interference in their right to a private life remained low enough for it to fall in line with the Human Rights Act (Purshouse & Campbell, 2022).
However, the Court of Appeal ruled that SWP did not take enough steps to eliminate the discrimination of LFR based on sex and race (Purshouse & Campbell, 2022).
The idea that LFR software was racially discriminating was not a unique argument to Mr Bridges’ case. In 2018, Amazon’s facial recognition technology, which was being used by some US law enforcement agencies, was put to the test by an American civil liberties group (Singer, 2018). The test used photos of all 535 members of Congress and used a pre-determined ‘watch’ list of approximately 25’000 custody photos that were available in the public domain (Snow, 2018). 28 members of Congress were falsely matched to custody photos, and those false positives were disproportionately non-white people (Thornton, 2019). The test was damning and remains a key talking point for the civil rights group to support their argument to ban the technology.
In the years since the Bridges v SWP case, the discussion around the legality of LFR remains a heavy discussion point with different news outlets, universities and specifically SWP pushing differing arguments. Chief Constable of SWP Jemery Vaughan, who also happens to be the national policing lead on biometrics, stated the following about the high-profile court case:
There was nothing in the Court of Appeal judgment that fundamentally undermined the use of facial recognition to protect the public and I am pleased that the work that has been carried out has given us confidence in meeting our public sector equality impact obligations and strengthened the operational policies and guidance we have in place to withstand the most robust legal challenge and public scrutiny.
(South Wales Police, 2023)
Contrary to CC Vaughan, a research team from the University of Cambridge undertook an audit test and determined that LFR use in the UK failed to meet the minimum ethical and legal standards for police use of LFR. More specifically, the report highlights the lack of transparency and regular oversight needed when scanning crowds of thousands. The author of this report has boldly stated they are in support of the ban on the use of LFR, based on their findings (Radiya-Dixit, 2022).
The question of whether LFR use is legal and ethical today it seems is not as simple to answer. There are many conflicting interpretations and arguments on whether there is racial bias or breaches of privacy laws about the Human Rights Act. The research highlights LFR being an area of conflict and a significant talking point in society, specifically about SWP. 
Arguments between opposing sides are continuing, with mainstream news still referring to the Court of Appeal judgment in the case in 2020, and highlighting the continued campaign to ban the technology. SWP maintain there had not been any wrongful arrests as a result of the use of LFR (Hartley, 2023). 
Despite there being calls to ban LFR with legality being a driving factor, there are limited if any current publications that seriously bring doubt as to the legality of LFR, where the author of such publications is writing from an unbiased standpoint. Research suggests there are no current ongoing legal battles in the use of LFR and LFR is continuing to be deployed by SWP (South Wales Police, 2022). Furthermore, the policing minister for the UK Chris Philip urged police to double facial recognition searches including the use of LFR stating that it has a sound legal basis that has enabled serious criminals, including those wanted for murder, to be caught (Home Office, 2023). 
The conclusion can be drawn, despite its contentions, that LFR is legal and ethical at present. However, there is a gap in the research found for a full legal analysis of police forces’ use of current and planned use of LFR that is independent of both the police force itself, the UK government and any civil rights group who may be motivated towards bias given the opinions of their stakeholders. 

2.4 Is LFR effective?
The measurement of the effectiveness of LFR will be both complex and subjective. The research will show there are a multitude of data points measured in any single LFR deployment including watchlist size, false alerts, positive alerts, engagements, arrests, and total faces scanned. This section will review and analyse the data published both by UK police forces in their use of LFR and the accuracy of facial technology in a broader sense, to analyse the effectiveness of LFR.
The College of Policing, which issues guidance to all UK police forces on the use of LFR, has set out that the technology is to be used overtly, and also recommends to police forces that they should provide members of the public with information and guidance on the use of LFR, suggesting transparency and education is the correct use of the technology to build public trust (College of Policing, 2022). This guidance is being followed by forces considered in this chapter who have several documents available online regarding the use of LFR.
Focusing on SWP, the first published deployment was in the summer of 2017 over 4 days for the UEFA Champions League Final. Out of the 2632 alerts the LFR system made, 2554 were deemed to be incorrect given an accuracy of just under 3% (South Wales Police, 2023). 
It can be difficult to argue that from this first deployment, the technology was effective. The SWP released data showing trials and deployments of LFR continued, including through the Ed Bridges court case, and the data shows there is a significant decrease in total alerts generated. 
In the summer of 2023, LFR was deployed to a Harry Styles concert for two nights. On the first night, 119774 faces were seen and LFR generated no alerts for a watchlist made up of 529 persons. The second night, however, saw the watchlist increase by 1, and with 133’198 faces scanned, generated one alert where officers spoke with that individual, but no arrest was made. 
The deployments by SWP have seen the number of false alerts drop massively, but this has also been in conjunction with the fall in number of alerts in total. Similar statistics for other events all paint the story of how even when the number of faces seen is in the tens of thousands and sometimes hundreds of thousands, the number of alerts has always been a fraction of the total faces scanned. The highest ratio of alerts in 2023 was at Swansea Air Show, where 3 alerts were generated following a scan of 59’431 faces that resulted in one arrest (South Wales Police, 2023).
It is difficult to pass judgement on the effectiveness of LFR using the released statistics. The majority of deployments in 2023 resulted in no alerts by the system, and since 2022 a total of 4 arrests have been made off the back of LFR deployments. Given the hundreds of thousands of faces scanned in this period, it is difficult to argue if the arrest numbers deem LFR effective. Consideration should be given to the type of offence arrested for, which is not commonly released (South Wales Police, 2023).
In October of 2023, the Daily Mail reported on Essex Police’s use of LFR and reported that 3 people were arrested, including one for rape (James, 2023). A strong argument that the technology on this occasion was effective can be easily made here, given the serious nature of one of the offences a person was apprehended for. Additionally, the LFR system used by Essex was actually on loan from SWP, so the conclusion that SWP’s technology was effective can be argued (Essex Police, 2023).
Isolated news stories of LFR successes are not exclusive to SWP. On September 9th, 2023, LFR in London identified a man who was wanted for failing to appear at court some four months earlier. Officers went to intervene and stop the male, who had on him Class B drugs. The male who had been wanted for just over four months was arrested and later convicted for both the original offences he was on the watchlist for and the new offences he committed on the deployment day (Metropolitan Police Service, 2023).
The review of the effectiveness of LFR has also been subject to academic reviews. Researchers from the University of Essex reviewed LFR technology by the MPS in 2020, finding the LFR matches were 19% accurate. What makes for interesting reading, however, is human operators judged 62% of the matches to be accurate. This means that the human operators of LFR have a misplaced degree of trust in the system and are overestimating its effectiveness and accuracy (Fussey & Murray, 2020).
Another evaluation was conducted by the National Physical Laboratory and had contrary findings. Over five LFR deployments evaluated, the true recognition rate sat at around 90%. The study also searched for any disparity in false alerts respective to gender and ethnicity. It was reported that whilst the false positive rates were higher for black subjects than Asian and white subjects when the LFR system was using settings typical for an event deployment, it was not statistically significant and therefore inferred the system had no racial or gender bias (Mansfield, 2023).
The question of whether LFR is effective remains and is difficult to define in this chapter. It can be easily determined the accuracy of the technology was poor during the initial deployments in the UK in 2017 but has since improved. The argument for the technology being effective can easily be made using isolated stories of offenders wanted for serious and multiple offences being caught using LFR. What is a more ambiguous question is whether there are more effective ways to apprehend such individuals.
Lastly, given the overt nature of LFR deployments as recommended by the College of Policing, and the transparency police forces use on LFR, an inference can be drawn that LFR acts as a deterrent. SWP deployments of LFR are published in advance (South Wales Police, 2023), so there is a reasonable chance a person wanted for an offence may avoid such areas due to LFR deployment and never be counted as a positive outcome statistic. LFR acting as a deterrent would be difficult to measure. 
The effectiveness of LFR is subjective, and both sides of the for or against argument on LFR’s effectiveness have a vast amount of research supporting their argument due to the complex nature of measuring LFR’s accuracy (Fussey & Murray, 2020).

2.5 What is the public perception of LFR?

LFR is still considered controversial. UK civil rights group Liberty still channels the argument that the technology remains discriminatory and authoritarian and calls for the ban of the technology altogether. As of 30th October 2023, their petition to ban the technology sits at over 80’000 signatures (Liberty, n.d). 
A journal article in 2020 reflects an attempt to assess the public perception of the MPS’ use of LFR. The question of whether it was acceptable for the Metropolitan Police to deploy LFR was asked of London residents along with some fictional justifications for a deployment.  83% of the 1000 Londoners surveyed agreed that LFR was acceptable to scan crowds for terrorists but dropped dramatically to 45% when considering using LFR to identify those wanted for nuisance behaviour (Bradford, et al., 2020).
A study on social commentary on LFR paints a negative view. The study by Bragia et al, analysed public commentary posts on several public videos on LFR. The study showed of the comments analysed, around 75% were negative and criticised LFR. Furthermore, only 15% were identified as positive with the other comments labelled as neutral (Bragias, et al., 2021). The report makes recommendations to law enforcement agencies that they may have increased support if they make the LFR practice more transparent. Given the report was published in 2021, and the several changes on LFR already identified, the public perception of LFR will be the key focus point for this dissertation. 
Additionally, the report by Bradford showed that there was a clear link between public perception of LFR and what exactly LFR was being used for, and highlights a more complex public perception feeling in comparison to the findings by Bragia et al. However, the report limits the factual conclusions we can draw about the public’s current perception of the technology today. The report by Bradford conducted its research in 2018, over five years ago. Additionally, the research was conducted before the high-profile Bridges v SWP case, which may have affected public perception of LFR.
There is a large gap created by a lack of recent research conducted to analyse the public perception of LFR, particularly focusing on SWP’s use of the technology. 
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