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[bookmark: _Toc99650167]Introduction

An operating system (OS) is the software abstraction layer between the user and the hardware that allows the user to operate the computer and manage its software and hardware.
This report is intended to investigate some key aspects of operating systems by looking:
· Main functions – some of the main functions of an operating system and how they work.
· Key commands – for two of the most common operating systems, Linux and Windows, a small selection of key commands are demonstrated and briefly explained.
· Scripting – a simple script has been created to demonstrate some of the main command line constructs for the Linux and Windows operating systems
· Types of operating systems – appendix 3.1 briefly describes some common different types of operating systems, such as embedded and mobile.
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Figure 1: Operating System Functions [1]
As can be seen in figure 1, the operating system has five core functions which are explored in more details in this section.  This is a selection of key functions and is not an exhaustive list.

[bookmark: _Toc99650169]File System Management
Non-volatile storage, such as hard disk, is a storage mechanism that retains the data written to it after the computer is powered off.  For an operating system to use a hard disk for storage it requires a file system to format, read and write data from/to the disk.  
Different operating systems use different types of file systems or formats.  Early versions of Windows used the File Allocation Table (FAT) formats FAT16 and FAT32.  Later versions use a journaling system, NTFS (New Technology File System).  Linux systems use the extended system journaling format (ext4) [2].
Server versions of Windows and Linux also support a distributed file system for network-based resource sharing.

[bookmark: _Toc99650170]Process Management
When program is running in memory it is called a process.  Modern computers can execute multiple processes simultaneously.  The operating systems requires process management to track and manage (create, assign, schedule and terminate) processes running on the operating system.
The process schedulers ensure that processes do not conflict or cause a deadlock, where two different processes each have a resource assigned that the other process is waiting for, causing a round robin situation.  This can cause the situation where neither process can terminate and potentially cause the system to crash.
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Figure 2: Process Deadlock [3]

[bookmark: _Toc99650171]Device Management
Computers can use many different types of input and output (I/O) devices.  These may be internal or external devices such as graphics cards, USB ports, printers, mice etc. For devices to function correctly with the operating systems custom programs are required called drivers.  The device driver allows the operating system to communicate with and manage the device and are often supplied by the device manufacturer which allows for updated and improved drives to be released and installed. Drivers are allocated CPU time by the I/O traffic controller and the I/O scheduler.

[bookmark: _Toc99650172]Memory Management
This is another key function of the operating system to allocate, track and manage the memory location of processes running on the OS.  Primary or main memory (RAM) is the high-speed volatile physical memory installed on the motherboard; virtual or secondary memory is an area on hard disk used to temporarily store processes.  The diagram in figure 1 shows the movement of processes between the different types of memory, known as swapping.
[image: Process Swapping]
Figure 3: Memory swapping process [4]


[bookmark: _Toc99650173]Operating System Security
Modern operating systems generally have multiple mechanisms to help secure both access and data on a computer.  The initial protection for accessing a computer is authentication which may be single or multi factor.
A second layer of security is authorisation where, for example, files and folders have permissions applied so only authorised users can access them.
Other security measures can also be utilised such as file system encryption, anti-virus software, network encryption, network firewalls and regular patching of the operating system. [5]
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[bookmark: _Toc99650175]Windows Command Line Interface (CLI) commands

This section of the report demonstrates several Windows CLI commands.  There are many commands available with multiple options and parameters in the CLI, this is a selection of some key useful commands.
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Figure 4: dir command
The directory list command (dir) above displays a list of all visible files and folders within the current directory.  All visible and hidden files and folders can be displayed using dir /A
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Figure 5: color command
The color command is one of the few commands that doesn’t produce an output at the CLI.  It can be used to change the foreground and/or background colours of the current CLI window. In the example, ‘0’ is black for the background and ‘2’ is green for the foreground.
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Figure 6: ipconfig command
The ipconfig (IP configuration) command is used to display all network physical connectors, their status and refresh/renew their configuration.  The switch /all can be used to display more networking information such as DNS, DHCP etc configuration.
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Figure 7: Tracert command
The tracert (trace route) command above is a useful network command that displays the number and names/IP addresses of network ‘hops’ to a specified destination address, such a the BBC web site used above.
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Figure 8: Netstat command
Netstat (network statistics) is a useful networking command that displays all remote network connections to the computer that it is run on, including IP addresses and protocols or TCP/UDP port numbers.
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Figure 9: The taskkill command
The taskkill command above can terminate a process, either locally or on a remote machine over the network.  Useful for ending an unresponsive process, especially if unable to remote desktop to a problematic machine.
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Figure 10: The cmdkey command
Cmdkey is the Windows credential manager command that allow the listing, creation and deletion of stored usernames and passwords or credentials.   
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Figure 11: The driverquery command
The driver query command can be used to list all drivers on the systems and details about their status, description, when they start etc.  As there is a lot of information output, it is useful to redirect the output to a text file using a redirect, e.g. “driverquery /FO list /v > drivers.txt” [6].
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Figure 12: Tree command
The tree command above is a useful way of showing a hierarchical or tree view of a directory and file structure at the command line. 
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Figure 13: Sysinfo command
The sysinfo (system information) command display key information about the computer system such as OS, make, model, memory, network etc.[7].

[bookmark: _Toc99650176]Linux Bourne Again Shell (BASH) commands

This section of the report demonstrates several Linux BASH commands.  There are many commands available with multiple options and parameters in the BASH environment, this is a subset consisting of some the key useful ones.

[image: A picture containing text

Description automatically generated]
Figure 14: Chmod command
The chmod (Change MODe) command allows the read, write and execute permissions on files and folders to be changed for the owner/group/others categories.
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Figure 15: History command
The history command can be used to review all recently entered commands, for the logged in user.  Can also be useful for reviewing commands entered in the root user context if more than one user has access to root via ‘su’ [8].
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Figure 16: mv command
The mv (MoVe) command is used for moving files and folders to other locations in the Linux file system.  It is also useful for renaming a file or folder while keeping it in the same location.
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Figure 17: htop command
The htop command above shows running processes, resources and the users running those resources, can also be used to kill processes on the local Linux machine. Unusually for a BASH command, the mouse can be used to navigate as well as keys.
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Figure 18: Alias command
The alias command allows you to create aliases for commands so that you don’t have to type full command options every time, such as the example above where an alias has been created for ‘ls -lA’ (list ALL files and directories in the current directory in long format).  Just typing ‘alias’ displays a list of all currently configured aliases.  ‘unalias’ is used to remove an alias.
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Figure 19:Man command
Man command displays the manual page for the specified command, giving a more detailed description of parameters and options than the ‘—help’ option.  Part of the manual page for the ‘ls’ command is shown above [9].
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Figure 20: Touch command
The touch command is useful for creating new empty file with a single command.  It can also be used to change the date and time stamps of files as demonstrated on the testfile3.txt above where the date and time file stamps are changed.

[image: ]
Figure 21: Sudo command
The sudo  command allows a standard user to run commands that require elevated privileges or edit files outside their own home directory.  Sudo stands for ‘SuperUser DO’ and prompts for a password when used.
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Figure 22:ps command
The ps (ProcesS) command is a quick way of viewing processes that are running in the current shell and includes an option to view processes in a tree structure to show a full hierarchy.
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Figure 23: Shred command
The shred command overwrites the contents of a file so it cannot be easily recovered with specialist recovery software.  The above sample shows a testfile.bak with text before shredding, the shred command being run and then the shredded file.  Note that it does not delete the file itself, just overwrites the contents, unless the -u option is used. [9]
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Figure 24:uname command
The uname  command displays information about the Linux system such as operating system version, host name, build and build date.

[bookmark: _Toc99650177]Scripts

In addition to being entered individually at the CLI/BASH prompt, multiple commands can be held in a file called a script A script combines the use of commands to achieve a more complex goal, such as creating a text-based menu system, or gathering information from multiple parts of the operating system.
In this section, to demonstrate the use and complexity of scripts one script has been created for the Windows CLI and one for the Linux BASH environment.  Both scripts have the same purpose, which is a simple game called “Treat Roulette”.  The purpose of the game is to pick a number; each number is associated with a different food treat.  There is, however, one food that is not a treat which gives a very different response to the others.
Both scripts use some of the key scripting constructs such as loops, conditions, functions etc.  As they are different environments, the scripts work in different ways in order to achieve the same purpose.

[bookmark: _Toc99650178]Windows Command Line Interface (CLI) batch script

The script is based on Windows CLI commands and uses some of the key constructs and commands available in the Windows CLI batch language.  Below are some screenshots of the game being played and a screenshot of the script itself.
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Figure 25: Playing the game in CLI
The figure above shows the game in play with a couple of choices having been made and the response from the script.
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Figure 26: Playing the game in CLI, picking the unlucky option
The above figure show what happens if the food that is not a treat is chosen, the text goes green.
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Figure 27: Showing basic input validation
This figure shows some of the basic input validation working, where a response other than the requested y/n option is chosen and if the user picks a number out of range (1-10).
A screenshot of the full script is shown below.  For clarity, the actual text of the script is also included in appendix 3.3.1.
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Figure 28: The content of the batch script

From research, it was found that it is a good practise to include the setlocal and endlocal, between which, the variables created by set are only visible inside the script (local). They will be cleared automatically after the endlocal, otherwise the variables and values remain available after the script has ended until the OS is restarted [10].
An option (enableDelayedExpansion) had to be used with the setlocal command to allow use of a variable as the index number in an array reference.  Without this option the array command returned a blank entry instead of the actual contents of the array element [11].




[bookmark: _Toc99650179]BASH Script
The following script is based on Ubuntu Linux BASH commands and uses some of the key constructs and commands available in the BASH environment language.
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Figure 29:Playing the game in BASH
The figure above shows the game in play within the BASH environment with a couple of choices having been made and the response from the BASH script.
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Figure 30: Playing the game in BASH, picking the unlucky option [12]

The above figure show what happens if the food that is not a treat is chosen, the text goes green.
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Figure 31: Showing basic input validation
The above screenshot shows the game in the BASH environment demonstrating some basic validation tests for the Y/N question and the number range input.
[image: Text

Description automatically generated][image: Text

Description automatically generated]
Figure 32: The content of the BASH script


Research into the different commands and constructs, the array and case functions were the more difficult areas to work.  Understanding and adhering to the exact format of the commands was challenging as some characters did not seem to make any logical sense, such as the double semicolons in the CASE statement. [13]

[bookmark: _Toc99650180][bookmark: _Toc66958773][bookmark: _Toc66959200]Conclusion

The different sections of this report highlight some important aspects of operating systems and their usage.  During the research it was realised that there are a wide range of types of operating systems.  These range from very generic, such as desktop or mobile operating systems with a vast range of uses such as document creation, messaging, music, and gaming to systems such as embedded operating systems in point-of-sale terminals which server a very specific single purpose.
The research into the functions of an operating system highlighted some of the key critical functions that an operating system serves without any one of which it could not serve its purpose.  It also highlighted the complexity of modern operating system and how the various functions interact with each other to make the operating system work.
Working on the command line section for both Windows CLI and Linux BASH helped bring a better understanding of the wider range of commands within each environment in addition to the complexity of some commands giving many options and parameters.  Research also highlighted the major differences between the operating systems such as in the way the file structures work and how permissions are implemented.
The script section was the most challenging area due the syntactic preciseness required for each command and line in each script.  A single character omitted can have a radical effect on a script causing it not to run at all until the error is located and corrected.  For scripting, the Linux BASH environment is the more flexible of the two operating systems with more capability around iterations (loops) and controlling the flow of the script execution.  BASH also forces the script writer to use a more modular approach such as to use functions more rather than jumping to areas of the main code like the Windows CLI GOTO command.  This makes it easier to maintain a script and to amend it in the future.  It was interesting to observe the code differences between the two scripts which are serving the same purpose.
A lot was learned from researching and creating this report and it has consolidated the learning from the module course work and given a greater understanding, and indeed appreciation, of what an operating system is and does.
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[bookmark: _Test_score_data][bookmark: _Toc99650183]Types of Operating Systems

There are multiple different types of operating systems that are used for different general purpose or specialist uses.  Some of the more common ones are listed below:
· [bookmark: _Hlk99636284]Mobile OS is one of the most prolific operating systems given due to the sheer number of smart mobile devices such as phones and tablet that use some form operating system. Some of the more common mobile operating systems are Android and Apple IOS [14].
· Desktop or general-purpose operating systems are usually installed on workstations, personal computers and laptop devices (which include touch screen laptops more recently).  These operating systems can run a wide variety of applications and games. Widely used operating systems of this type are Windows, Linux, Mac OS and Unix [15]
· Network or server operating systems are used by servers to provide applications and services to multiple users either within a business or over the internet.  Widespread server operating systems include Windows server edition, FReeBSD, Linux and Solaris [14].
· Mainframe operating systems are especially designed for large scale batch or high transaction processing operations, capable of rapidly processing and storing very large quantities of data.  An example of a mainframe operating systems would be IBM z/OS [14].
· Real-time operating systems (RTOS) are used in time driven environments where specific processes or actions must occur at very specific times, such as in industrial process control systems and automated production lines. Examples of a real-time operating systems would be Amazon FreeRTOS and Azure RTOS [14].
· Embedded operating systems are used a specific use type devices where they only have very limited range of tasks/actions that they need to perform.  Example devices are point of sale (POS) or cash point machines. Operating systems used commonly on these devices are VxWorks and Embedded Linux.
· The internet of things (IOT) includes the rapidly growing area of smart devices such as relatively low-key use home appliances as well as more critical healthcare, police, and armed forces equipment. IOT operating systems are a form of real-time OS. Some common IOT operating systems are open source such as RIOT and Contiki [16].

[bookmark: _Toc99650184]Cisco Linux Unhatched

During this module on operating systems, I completed and passed the Cisco Linux Unhatched course and test, see a couple of some screenshots taken while doing the course and the certificate issued by Cisco on successful completion.
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Figure 33:  Linux Unhatched screenshot 1
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Figure 34:Linux Unhatched screenshot 2
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Figure 35:Linux Unhatched Completion Certificate
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The batch script created for the Treat Roulette game is shown in full below.
@echo off 
rem Batch file to play a lucky guess treat game
rem set variable to local to this batch file, enableDelayedExpansion is required to access array values using a variable as the index
SETLOCAL enableDelayedExpansion

rem create the array of treat items
set treats[1]=Cake
set treats[2]=Sweets
set treats[3]=Crisps
set treats[4]=Chocolate
set treats[5]=Lollipop
set treats[6]=Biscuits
set treats[7]=Sprouts
set treats[8]=Cheese
set treats[9]=Pancakes
set treats[10]=Ice Cream
set play_answers=y Y n N

rem greet user and input name
cls
echo Welcome to Treat Roulette
set /p player_name=What is your name? 
echo Hi %player_name%, let's play!

:play_game
rem Play the game
set /A choice_flag=1
set /p player_choice=Pick a mystery treat number between 1 and 10:
call :validate_choice
if %choice_flag% EQU 1 goto play_game
if %player_choice% EQU 7 color 02
if %player_choice% EQU 7 (echo Oh no, you picked sprouts, unlucky!!) else (echo Yay, you picked !treats[%player_choice%]!, yummy)

:play_another
rem Ask player if they want to play again
set /A play_flag=0
set /p play_again=Would you like to play again %player_name% (y/n)?
color 07
call :validate_play
if %play_flag% EQU 0 goto play_another
if %play_again% EQU n goto end
if %play_again% EQU N goto end
goto play_game

:validate_choice
rem Function using to validate the (1-10) choice
if %player_choice% GTR 0 (
		if %player_choice% LSS 10 set /A choice_flag=0) 
if %choice_flag% EQU 1 echo Please choose a number between 1 and 10.
exit /B 0
 
:validate_play
rem Function using for loop to validate the y/n response
for %%x in (%play_answers%) do (if %%x EQU %play_again% set /A play_flag=1)
if %play_flag% EQU 0 echo Please answer y or n.
exit /B 0

ENDLOCAL
:end
echo OK, hope you enjoyed, thank you for playing Treat Roulette, %player_name%.
pause
exit /B

[bookmark: _Toc99650187]Linux BASH Script

The BASH script created for the Treat Roulette game is shown in full below.

#!/bin/bash

# Batch file to play a lucky guess treat game

# Initialise variables and array
declare -a treats
treats[1]=Cake
treats[2]=Sweets
treats[3]=Crisps
treats[4]=Chocolate
treats[5]=Lollipop
treats[6]=Biscuits
treats[7]=Sprouts
treats[8]=Cheese
treats[9]=Pancakes
treats[10]="Ice Cream"

green_text=$'\e[1;32m'
white_text=$'\e[0;37m'
play_again=y
play_flag=0
choice_flag=1

#Function using to validate the (1-10) choice
function validate_choice {
        if [ $player_choice -gt 0 ] && [ $player_choice -le 11 ];
        then
                choice_flag=0
        else
                echo "Please choose a number between 1 and 10."
        fi
        }

#Function to validate the y/n response
function validate_play {
        case $play_again in
        n | N)
                play_flag=0
                play_again=n
        ;;
        y | Y)
                play_flag=0
                play_again=y
        ;;
        *)
                play_flag=1
                echo "Please answer y or n."
        ;;
        esac
        }

#Function to run the main game
function play_game {
        read -p "Pick a mystery treat between 1 and 10: " player_choice
        validate_choice
        if [ $choice_flag = 1 ];
        then
                play_game
        fi
		

#Function to ask if want to play again
function play_another {
        read -p  "$white_text Would you like to play again (y/n)? " play_again
        validate_play
        if [ $play_flag = 1 ];
        then
                play_another
        fi
        }

clear

# Greet the user and input name
echo Welcome to Treat Roulette
read -p "What is your name? " player_name
echo "Hi" $player_name, "let's play!"
# While loop to repeat the game as long as the user responds y
while [ $play_again = y ]
do
        play_game
        if [ $player_choice = 7 ];
        then
                echo "$green_text Oh no, you picked sprouts, unlucky!!"
        else
                echo "Yay, you picked" ${treats[player_choice]}", yummy!"
        fi
        play_another
done
echo "OK, hope that you enjoyed, thank you for playing Treat Roulette" $player_name
exit
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00 /68/2019
o8 /02/2022
p6/10/2021
o0/62/2022
10/65/2021
oo/62/2022
po/67/2021
22/66/2018
14/11/2020
10/65/2021
o0/62/2022
07/12/2019
os/62/2022
po/67/2021
p1/61/2022
[12/11/2020
o/62/2022
[12/62/2022
[10/65/2021
27/66/2018
[12/11/2020
o0/62/2022

c:\>color 2

F Ci\

09:38
02
04
11
139
e
28
03
54
29
:54
33
04
:06
o7
54
114
21
ES
14:43
13
B
12:46
56
51
52
23:44

<DIR>
<DIR>
<DIR>
<DIR>
<DIR>

<IUNCTION>

<DIR>

8,192

8,192
<DIR>

3,402,977,280
<DIR>
<DIR>
<DIR>
<DIR>

9,126,805,504
<DIR>
<DIR>
<DIR>
<DIR>
<DIR>

16,777,216
<DIR>
<DIR>
<DIR>
<DIR>
<DIR>

$RECYCLE.BIN
$sysReset
$WINDOWS . ~BT
Shindous . ~HS
SHinREAgent
Documents and
Downloads
Dumpstack. log

Dumpstack. log.

ESD
hiberfil.sys
inetpub

Intel
OnebriveTenp
Onenote
pagefile.sys
Perflogs
Program Files
Program Files
ProgramData
Recovery
suapfile.sys
System Volume
Temp

UsB backup
Users.

windous

5 File(s) 12,546,576,384 bytes

22 Dir(s)

Settings [C:\Users]

tmp

(x86)

Information

119,985,568,352 bytes free




image6.png
:\>ipconfig

indows TP Configuration

Ethernet adapter Ethernet:

 Media State . . . . : Media disconnected
Connection-specific DNS Suffix’

Wireless LAN adapter Local Area Connection* 1:

Media State . . . . : Media disconnected
Connection-specific DNS Suffix’

Wireless LAN adapter Local Area Connection* 2:

Media State . . . . . : Media disconnected
Connection-specific DNS Suffix . :

ireless LAN adapter WiFi:

Connection-specific DNS Suffix
IPv6 Address. [
1IPv6 Address.

Temporary Ipv6 Address.

:23c6:af15:ec00:55d2:385: be3e:917e
bcc:ddee:6:55d2:385:be3e:917e
:23c6:af15:C00:e466:bbd1:1195:8c15
Temporary TPv6 Address. bcc:ddee:6:e466:bbd1:1195:8c15
Link-local IPv6 Address . .. 55d2:385:be3e:917e%2

IPv4 Address. . . . . . . .. ..: 192.168.1.96

Subnet Mask . . . . . ......: 255.255.255.0
Default Gateway . . . . . . . . . : fe80::a608:f5ff:fe96:b82d%2

192.168.1.254
\

Ethernet adapter Bluetooth Network Connection:

| Media State . . . . : Media disconnected
Connection-specific DNS Suffix’
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s\>tracert wuw.bbc.co.uk

Tracing route to uk.wmww.bbc
ver a maximum of 36 hops:

1 1
2 a
3 M
4 10
5 10
6 12
7 10
8 -
s 12

10 12

1 1

12 21

13 13

18 1

Trace complete.

ms
ms
ms
ms
ms
ms

«REos vanr

1
12
12
18
1
1

ms
ms

ms
ms
ms
ms

ms
ms
ms
ms
ms
ms

a

10
15
12
14

11
13
10
12
11
1

-co.uk.pri.bbc.co.uk [212.58.237.254]

ms
ms

ms
ms

ms
ms

ms
ms
ms

bthub [192.168.1.254]
172.16.16.63

Request timed out.

31.55.186.186

host213-121-192-52..ukcore. bt.net [213.121.192.52]
peer3-et3-1-6.slough.ukcore.bt.net [194.72.16.226]
195.99.126.227

Request timed out.

ae9.cré1.rbsov.bbc. co.uk [132.185.249.5]

ael.cre1. thdow.bbc.co.uk [132.185.254.5]

ae0.er61. telhc.bbc.co.uk [132.185.254.169]
132.185.255.148

212.58.238.4

212.58.237.254
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C:\>netstat

Proto
Tcp
Tcp
Tcp
Tcp
Tcp
Tcp
T
Tcp
Tcp
Tcp
Tcp
Tcp
Tcp
Tcp
Tcp
Tcp
Tcp
Tcp
Tcp
Tcp
Tcp
Tcp
Tcp
Tcp
Tcp
Tcp
Tcp
Tcp
Tcp
Tcp

Active Connections

Local Address

192.168.1.96:49465
192.168.1.96:53063
192.168. 53679
192.168. 53161
192.168.1.96:53231
192.168. 53252
192.168. 53260
192.168.1.96:53411
192.168. 53412
192.168. 53531
192.168.1.96:53583
192.168. 53584
192.168. 53634
192.168.1.96:53761
192.168. 53710
192.168. 53712
192.168.1.96:53714
192.168. 53717
192.168. 53721
192.168.1.96:53722
192.168.
[2206:23c6
[2206:23c6:
[2206:23c6
[2206:23c6
[2206:23c6:
[2206:23c6
[2206:23c6
[2206:236:af15:
[fes6: :55d2:385:

F162:
162:
£162
£162
162:
£162
£162

917e%2]:53632

Foreign Address
20.54.37.64:https
wa-in-f188:5228
124:http
52.113.205.54:https
1drv:https

47:https
52.18.88.1:https
52.114.92.89:https
26:https
22-17-115-152:https
52.114.104.11:https
52.109.88.204:https

131:https
20.150.88.164: https
20.189.173.5:https

52.112.112.266:https
20.42.73.24:https

State
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
CLOSE_WAIT
ESTABLISHED
ESTABLISHED
ESTABLISHED
TIME_WAIT
TIME_WAIT
ESTABLISHED
TIME_WAIT

server-13-227-171-100:https  ESTABLISHED

20.189.173.4:https
13.107.43.12:https
20.54.36.229:https

ESTABLISHED
ESTABLISHED
ESTABLISHED

https ESTABLISHED
https ESTABLISHED

153533  [2a06:23a0:1a2:162: :56bd:6830] :https CLOSE_WAIT
153639 [2600:1901:1:¢36::]:https ESTABLISHED

53768 [2600:1901:1
53715 [2600:1901:1:C3
153718 [2603:1626:C06:1460: :2] :https TIME_WAIT
53723 g2262-2670-06eC-0226-0000-0060-6006-2C1a: https
53724  g2202-2670-06eC-04ac-0000-0060-6006- 3566 https
+£162:279a:b943:b461]:53727 [2603:1026:C66:141C: :2]:https ESTABLISHED
KS-WKSTN1:ms-ubt-server ESTABLISHED

ESTABLISHED
ESTABLISHED
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C:\>taskkill /IM notepad.exe /F
SUCCESS: The process “"notepad.exe™ with PID 15152 has been terminated.

c:\>
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\>cmdkey /1ist
urrently stored credentials:

Target: MicrosoftAccount :target=SS0_POP_User:user=kes.sumner@hotmail.co.uk
Type: Generic

User: kes. sumner@hotmail.co.uk

Saved for this logon only

Target: MicrosoftAccount :target=SS0_POP_Device
Type: Generic

User: @2ynbzpkqclipzza

Saved for this logon only

Target: LegacyGeneric:target=XboxLive
Type: Generic
Saved for this logon only

Target: LegacyGeneric:target=HicrosoftAccount:user=kes.sumnerghotmail.co.uk
Type: Generic

User: kes.sumner@hotmail.co.uk

Local machine persistence

Target: WindowsLive:target=virtualapp/didlogical
Type: Generic

User: @2ynbzpkqclipzza

Local machine persistence
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C:\>driverquery /FO list /v

ccept Pause:

le(bytes):
BSS (bytes):
Link Date:
path:
Init(bytes):

le(bytes):
BSS (bytes)
Link Date:
path:
Init(bytes):

le(bytes):
BSS (bytes)
Link Date:
path:

Init(bytes):

Paged Pool (bytes):

paged Pool (bytes):

paged Pool (bytes):

13940hci
1394 OHCI Compliant Host Controller
1394 OHCT Compliant Host Controller
Kernel

Manual

sStopped

oK

FALSE

FALSE

4,096

229,376

°

C: \WINDOWS\system32\drivers\1394ohci . sys
4,096

3uare
3uare
3uare
Kernel
Manual

18/65/2015 23:28:03
C: \WINDOWS\system32\drivers\3uare. sys
4,096

ACPT
Microsoft ACPI Driver
Microsoft ACPI Driver
Kernel

Boot

Running

FALSE
176,128
442,368
0

C:\WINDOWS\systen32\drivers\ACPI. sys
24,576
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:\Users\Kes>tree kes-temp /F
Folder PATH listing for volume Local Disk
jolume serial number is 6e@0005e D2A1:9910
+\USERS\KES\KES-TEMP
—1st level
—a2nd level-1
kes. txt

L—and level-2
L—3rd level
kes2.txt
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C:\Users\Kes>systeminfo

Host Name:
S Name :

S Version:

S Manufacturer:

S Configuration:

S Build Type:
Registered Ouner:
Registered Organization:
Product ID:

riginal Install Date:
System Boot Time:
System Manufacturer:
System Hodel:

System Type:
Processor(s):

BIOS Version:
indows Directory:

System Directory:

Boot Device:

System Locale:

Input Locale:

Time Zone:

Total Physical Memory:
Available Physical Memory:
irtual Memory: Max Size:
irtual Memory: Available:
irtual Memory: In Use:
Page File Location(s):

Domain:
Logon Server:
Hotfix(s):

Network Card(s):

DESKTOP-6U465UM
Microsoft Windows 10 Pro
10.6.19024 N/A Build 19044
Microsoft Corporation
Standalone Workstation
Multiprocessor Free

[

N/A
06330-62806-41628-AAOEM
12/11/2020, 12:19:38
09/02/2022, 23:54:52
Microsoft Corporation
Surface Pro 4

x64-based PC

1 Processor(s) Installed.

[61]: Inteled Family 6 Model 78 Stepping 3 Genuinelntel
Microsoft Corporation 169.3748.768, 61/61/1601

C: \WINDOWS
C: \WINDOWS\systen32
\Device\Harddiskvolune1
en-gb;English (United Kingdom)
en-gb;English (United Kingdom)

(UTC+60:60) Dublin, Edinburgh, Lisbon, London

8,113 M8
1,269 M8

18,434 M8

3,367 M8

15,127 M8
C:\pagefile.sys
WORKGROUP
\\DESKTOP-6U465UM

14 Hotfix(s) Installed.

[61]: KB5009467
[62]: KB4S62836
[63]: KB4577586
[64]: KB4S86325
[65]: KB4S86864
[66]: KB4593175
[67]: KB4598481
[68]: KB5006736
[69]: KB5063791
[10]: KBSe16342
[11]: KB5006753
[12]: KBS067273
[13]: KBS@11352
[14]: KB5005699

2 NIC(s) Installed.

[61]: Marvell AVASTAR Wireless-AC Network Controller

Connection Name: WiFi
DHCP Enabled:  Yes
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kes@DESKTOP-6U465UM:~$ 1s -1
otal @

ruxe-xr-x 1 kes kes 4696 Feb 8 18:54 (oo oir
ruxe-xr-x 1 kes kes 4096 Mar 8 23:11 -cripc
-ru-r--r-- 1 kes kes @ Mar 15 16:53 testfile.txt
kes@DESKTOP-6U465UN: -$ chmod 733 testfile.txt
kes@DESKTOP-6U465UM:~$ 15 -1

otal @

ruxe-xr-x 1 kes kes 4696 Feb 8 18:54 (oo oir
ruxe-xr-x 1 kes kes 4696 Mar 8 23:11 -cripic
-rux-wx-wx 1 kes kes @ Mar 15 16:53 testfile.txt
keS@DESKTOP-6U465UM: ~$.
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kes@DESKTOP-6U465UM:~$ history
1 sudo apt update
2 pud
3 1s -1
4 chmod 733 testfile.txt
5 1s -1
6 history
kes@DESKTOP-6U465UM: -$.
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kes@DESKTOP-6U465UM:~$ mv testfile.txt kes-dir/
kes@DESKTOP-6U465UM: ~$ cd kes-dir/
keS@DESKTOP-6U465UN:~/kes-dir$ 1s

estfile. txt

keS@DESKTOP-6UAG5UMN /Ko< ir$ my testfile.txt testfiled.txt
keS@DESKTOP-6U465UN: -~/ kes-dirg 1s

estfiled. txt

keS@DESKTOP-6UAG5UMN -/ ke -dir§





image17.png
ER T 13.9%] Tasks: 4, 1 thr; 1 running
2 [l 6.0%] Load average: .52 0.58 0.50
3 L 8.0%]  Uptime: 00:16:06

4 I 6.7%]

Mem D[ [TELTETETELEEETETELEETETELELTETITI 116 206/7.926]

swp[ |1 1.04G/24.06]

NI_VIRT PU% MEI

0 16392
20 o sose 328 284 S
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kes@DESKTOP-6U465UM: - $ alias 1.
keS@DESKTOP-6U465UM:~$ 11
total 12

"1s -1A"

1 kes kes 827 Mar 8 -bash_history
1 kes kes 220 Feb 1 ~bash_logout

1 kes kes 3771 Feb 1 ~bashrc

1 kes kes 4096 Mar 1 .config

1 kes kes 4096 Feb 1 .landscape

1 kes kes 4096 Mar 8 .local

1 kes kes @ Mar 15 -motd_shoun

1 kes kes 867 Feb 1 -profile

1kes kes @ Feb 1 -sudo_as_admin_successful
1 kes kes 4096 Mar 15 kes-dir

1 kes kes 4096 Mar 8 23:11 -cripc

kes@DESKTOP-GU465UM:-$ alias
alias alert='notify-send --urgency=low -i "$([ $2 = @ ] & echo terminal
/~\s*[0-9]1\+\s*//;5/[;&| ]\s*alert$//"\"")""
alias egrep='egrep --color-auto’

i £grep --color=auto’
grep --color=auto’

‘1s -A"
1s -1’

kes@DESKTOP-6U465UM: -$
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The SIZE argument is an integer and optional unit (example: 10K is 16*1624). Units are K,M,G,T,P,E,Z,Y (pou-
ers of 1624) or KB,MB,... (powers of 1006).

The TIME_STYLE argument can be full-iso, long-iso, iso, locale, or +FORMAT. FORMAT is interpreted like in
date(1). If FORMAT is FORMAT1<newline>FORMAT2, then FORMAT1 applies to non-recent files and FORMAT2 to recent
files. TIME_STYLE prefixed with 'posix-' takes effect only outside the POSIX locale. Also the TIME_STYLE en-
vironment variable sets the default style to use.

Using color to distinguish file types is disabled both by default and with --color=never. With --color-auto,
1s emits color codes only when standard output is connected to a terminal. The LS_COLORS environment variable
can change the settings. Use the dircolors command to set it.

Exit status:
° if oK,
1 if minor problems (e.g., cannot access subdirectory),
2 if serious trouble (e.g., cannot access command-line argument).
AUTHOR

Written by Richard M. Stallman and David MacKenzie.

REPORTING BUGS
GNU coreutils online help: <https://ww.gnu.org/software/coreutils/>
Report 1s translation bugs to <https://translationproject.org/team/>

PYRIGHT
Copyright © 2018 Free Software Foundation, Inc. License GPLv3+: GNU GPL version 3 or later
<https://gnu.org/licenses/gpl.html>.

This is free software: you are free to change and redistribute it. There is NO WARRANTY, to the extent per-
mitted by law.

SEE ALSO
Full documentation at: <https://www.gnu.org/softuare/coreutils/1s>
or available locally via: info '(coreutils) ls invocation®

GNU_coreutils 8.30 September 2619 Ls(1)
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kes@DESKTOP-6U465UM: ~/kes-dirg 1s -1

otal @

-rux-ux-wx 1 kes kes @ Mar 15 16:53 testfiled.txt
keS@DESKTOP-6UA65UMN: -/ ka= - ir$ touch testfile3.txt
kes@DESKTOP-6U465UM -/ kes-cir§ 1s -1

otal @

-rux-ux-wx 1 kes kes @ Mar 15 16:53 testfile2. txt
-ru-r--r-- 1 kes kes @ Mar 15 17:36 testfile3.txt
keS@DESKTOP-6UAG5UN: -/ ko<1 touch testfiled.txt -t 61121660
kes@DESKTOP-6U465UM -/ kes-cir§ 1s -1

otal @

-rux-ux-wx 1 kes kes @ Mar 15 16:53 testfile2. txt
-ru-r--r-- 1 kes kes @ Jan 12 16:06 testfile3.txt
keS@DESKTOP-6UAB5UMN -/ ke -cir§
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kes@DESKTOP-6U465UM: -$ sudo apt upgrade
[sudo] password for kes:

Reading package lists... Done
Building dependency tree

Reading state information... Done
alculating upgrade... Done
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kes@DESKTOP-6U465UM:~$ ps -ejH
PID PGID  SID TTY
11 12
1085 1085 1685 ttyl
1086 1086 1685 ttyl
1161 1161 1685 ttyl
1162 1162 1685 ttyl
1174 1174 1085 ttyl
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kes@DESKTOP-6U465UM:~/kes-dirg 1s -1
total 4

-ru-ru-r-- 1 kes kes 598 Mar 15 18:16 testfile.bak

rux-ux-ux 1 kes kes  © Mar 15 16:53 testfiles.txt

-ru-r--r-- 1 kes kes 3172 Mar 15 18:11 testfile3.txt
keS@DESKTOP-6UA65UN: ko< ir§ cat testfile.bak

Lorem ipsun dolor sit amet. Sit libero similique est dicta architect
ncidunt. Qui atque eveniet 33 odio maiores At perspiciatis autem et |

1d esse maiores non autem libero 33 animi fugit et fuga tempore a mi
itiis velit eos animi praesentium ad similique dolor. Vel eius bland
aut molestias maiores sed veniam unde. Est velit optio id dolores e
h nostrum iusto et Quis.

keS@DESKTOP-6UAG5UN: /o< 11§ shred ~fvz testfile.bak

shred: testfile.bak: pass 1/4 (random)...

pass 2/4 (random)...

shred: testfile.bak: pass 3/4 (random)...

shred: testfile.bak: pass 4/4 (600660)...

kes@DESKTOP-6U465UM -/ k= -cir$ 1s -1

total 8

-ru-ru-r-- 1 kes kes 4696 Mar 15 18:17 testfile.bak

-rux-ux-wx 1 kes kes @ Mar 15 16:53 testfile2.txt

-ru-r--r-- 1 kes kes 3172 Mar 15 18:11 testfile3.txt
keS@DESKTOP-6UAG5UN: -/ ko< -ir$ cat testfile.bak

keS@DESKTOP-6UAB5UM -/ ke -cir§
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kes@DESKTOP-6U465UM: ~/kes-dir$ uname -a
Linux DESKTOP-6U465UM 4.4.0-19041-Microsoft #1237-Microsoft Sat Sep 11 14:32:80 PST 2021 x86_64 x86_64 x86_64 GNU/Linux
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CAWINDOWS\system32\cmd.exe

1come to Treat Roulette
hat is your name? Kes

i Kes, let's play

Pick a mystery treat number between 1 and 10:5
ay, you picked Lollipop, yummy

uld you like to play again Kes (y/n)?y

Pick a mystery treat number between 1 and 10:9
ay, you picked Pancakes, yummy

uld you like to play again Kes (y/n)?y

Pick a mystery treat number between 1 and 10:
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jielcome to Treat Roulette

ihat is your name? Kes

Hi Kes, let's play

Pick a mystery treat number between 1 and 10:5
ay, you picked Lollipop, yummy

iould you like to play again Kes (y/n)dy

pick a mystery treat number between 1 and 10:9
ay, you picked Pancakes, yummy

iould you like to play again Kes (y/n)dy

pick a mystery treat number between 1 and 10:7
h no, you picked sprouts, unlucky

iould you like to play again Kes (y/n)?
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CAWINDOWS\system32\cmd.exe

1come to Treat Roulette
hat is your name? Kes

i Kes, let's play

Pick a mystery treat number between 1 and 10:5
ay, you picked Lollipop, yummy

uld you like to play again Kes (y/n)?y

Pick a mystery treat number between 1 and 10:9
ay, you picked Pancakes, yummy

uld you like to play again Kes (y/n)?y

Pick a mystery treat number between 1 and 10:7
h no, you picked sprouts, unlucky

uld you like to play again Kes (y/n)?y

Pick a mystery treat number between 1 and 10:21
Please choose a number between 1 and 16.

Pick a mystery treat number between 1 and 10:4
ay, you picked Chocolate, yummy

uld you like to play again Kes (y/n)?g
Please answer y or n.

uld you like to play again Kes (y/n)?n

K, hope you enjoyed, thank you for playing Treat Roulette, Kes.
press any key to continue .
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Gecho off
rem Bacch file to play a lucky guess treat game

rem set variable to local to this batch file, enableDelayedExpansion is required to access array values using a variable as the index
SETLOCAL enableDelayedZxpansion

rem create the array of treat ivems
set treassiil=Cake

set treats(z]=sweets

set treats[3]=Crisps

set treatsl4]=Chocolate
set treassisi=Lollipop
set treatslel=Biscuizs
set trests(7]=Sprouts
set treacs[s]=Cheese

set treats[si=Pancakes
set treass[i0]=Tce Cream
set play_ansvers=y Y n N

rem grest user and input name
cls

ccho Welcome to Trest Roulstte

set /p player_name=ihat is your name?
echo Hi splayer names, let's play!

play_gane
zem Play the game

set /A choice_flag=l

set /p player_choice=Pick a mystery treat nusber between 1 and 10:

call :validats_choice

i€ schoice Flags QU 1 goto play_game

i€ splayer choices QU 7 color 02

i€ splayer_choices QU 7 (echo Oh mo, you picked sprouts, unlucky!!) else (echo Yay, you picked !treats(splayer choices]!, yummy)

‘play_snother

rem Ask player if they want to play again

set /A play_flag=0

st /p play_again-Would you like to play again *player names (y/m)?
color 07

call :validate_play

i€ splay_Flags QU 0 goto play_another

i€ splay_again® QU n goto end

i€ splay_agains QU N goto end

goto play_game

‘validate_choice
rem Function using to validate the (1-10) choice
i€ splayer_choices GTR 0 (
i€ splayer choices 1SS 10 set /A choice_flag=d)
i€ schoice Flags QU 1 echo Please choose a number between 1 and 10.
exit /2 0

‘validate play

rem Function using for loop to validate the y/n response

for 3ux in (3play_answerss) do (if »%x EQU splay_again® set /A play_flag=l)
i€ splay_flags U O echo Please answer y or n.

exit /2 0

ENDLOCAL
echo OF, hope you enjoyed, thank you for playing Treat Roulette, Splayer names.
pause

exit /B
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@ Kes@DESKTOP-6U465UM: ~/scipts

1come to Treat Roulette
hat is your name? Kes

i Kes, let's play!

Pick a mystery treat between 1 and 10: 6
ay, you picked Biscuits, yummy!

vould you like to play again (y/n)? y
Pick a mystery treat between 1 and 10: 5
ay, you picked Lollipop, yummy!

vould you like to play again (y/n)? y
pick a mystery treat between 1 and 10:
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@ Kes@DESKTOP-6UAGSUM: ~/scrpts

welcome to Treat Roulette
what is your name? Kes

Hi Kes, let's play!

Pick a mystery treat between 1 and 16: 6
vay, you picked Biscuits, yummy!

vould you like to play again (y/n)? y
Pick a mystery treat between 1 and 16: 5
vay, you picked Lollipop, yummy!

vould you like to play again (y/n)? y
Pick a mystery treat between 1 and 16: 7
0Oh no, you picked sprouts, unluck
vould you like to play again (y/n)?
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@ Kes@DESKTOP-6U465UM: ~/scipts

ielcome to Treat Roulette

ihat is your name? Kes

Hi Kes, let's play!

Pick a mystery treat between 1 and 10: 32
Please choose a number between 1 and 16.
Pick a mystery treat between 1 and 10: 9
ay, you picked Pancakes, yummy!

vould you like to play again (y/n)? g
Please answer y or n.

vould you like to play again (y/n)? y
Pick a mystery treat between 1 and 10: 2
ay, you picked Sweets, yummy!

vould you like to play again (y/n)? n

K, hope that you enjoyed, thank you for playing Treat Roulette Kes
keS@DESKTOP-6UAB5UM: /5 ipt=$
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@ Kes@DESKTOP-6U465UM: ~/scripts

#1/bin/bash

# Batch file to play a lucky guess treat game

# Initialise variables and array
declare -a treats
treats 1]-Cake

green_text-:'\e[1;32m’
white_text-:"\e[6;37m"
play_agais
play_flag-6

choice_flag-1

#Function using to validate the (1-16) choice
function validate_choice {
if [ $player_choice -gt @ ] & [ $player_choice -le 11 ]

then
choice_flag-6
else
“cho "Please choose a number between 1 and 16."
i
i

#Function to validate the y/n response
function validate_play {
case $play_again ir|

noN)
play_fla
play_again-n
-
play_flag-e
play_again-y
*)
play_flag-1
“ch2 "Please answer y or n."
esac
i

#Function to run the main game
function play_game {

read “p "Pick a mystery treat between 1 and 16: " player_choice

validate_choice

if [ $choice_flag = 1 ]

then

play_game
i
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#Function to ask if want to play again
function play_another {

read “p "$uhite_text Would you like to play again (y/n)? " play_again

validate_play

if [ $play_flag = 1]

then

play_another
i
i

clear

# Greet the user and input name
~ch0 velcome to Treat Roulette

cead -p "What is your name? " player_name
“cho "Hi" Splayer_name, "let's play
# While loop to repeat the game as long as the user responds y
while [ $play_again = y

do
play_game
if [ $player_choice = 7 ]
then
“cho "$green_text Oh no, you picked sprouts, unlucky!
else
“cho "Yay, you picked” ${treats[player choice]}”, yummy!
i
play_another
done

~cho "OK, hope that you enjoyed, thank you for playing Treat Roulette” Splayer name
exit
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Logging in s the oot user provides administrative access, allowing for the execution of some of the privileged commands.
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su OPTIONS USERNAME

The =u command allows you to temporarily act as a different user. It does this by creating a new shell. The shell is simply a
textinput console that lets you type in commands. By default, if a user account is not specified, the =u command will open a
new shell as the root user, which provides administrative privileges.
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Dear Kes Sumner, %

Congratulations on completing the NDG Linux Unhatched course in the Cisco Networking Academy. This leter documents you have successfully completed
the NDG Linux Unhatched course, which provides an introduction to the Linux command line. Linux is everywhere! As the reach of Linux continues to grow,
knowledge of Linux is a core skill for all IT professionals. By completing this course, you have gained a better understanding of Linux.

If you decide to pursue additional knowledge of Linux consider:

NDG LINUX ESSENTIALS NDG LINUX SERIES

This course is the perfect next step for beginners looking to expand their This certfication level series offers beginners more rigorous in-depth
skills and knowledge of Linux, This full-semester course can be delivered coverage. The NDG Introduction to Linux | and NDG Introduction to Linux
as instructor-led training or as a self-paced leaning experience. The NDG 1l courses focus on the basic Linux system administration skills needed in
Linux Essentials course is designed to prepare you for the Linux preparation for the Linux Professional Institute LPIC-1 certification.
Professional Institute Linux Essentials Professional Development

Certificate.

Again, congratulations and we wish you continued success!

Sincerely, Date 9 Feb 2022
The NDG Team
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