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Introduction

This report includes what virtualization is in the context of Cloud Computing, what virtual machine is in the context of Cloud Computing and evaluation of the cloud benefits and availability. Comparison between Infrastructure as a Service (IaaS), Platform as a Service (PaaS) and Software as a Service (SaaS) will show the benefits and drawbacks of these types of services. In addition, two different approaches will be analyzed for a small/medium size Enterprise running an eCommerce website that should be migrated to a cloud service comparing the options with limited and unlimited budget.


Virtualization in the context of Cloud Computing

Virtualization is a technology giving us the opportunity to create virtual versions of the hardware rather than the actual physical hardware which allows us to run multiple independent systems on the same hardware. There are three main types of virtualizations – full-virtualization, para-virtualization and OS-level virtualization
· Full-virtualization is when the hypervisor is running the virtual machines is a such way, so they do not know about each other and use dedicated resources like CPU and memory
· Para-virtualization is when the hypervisor allows the guest virtual machines to be aware of each other and can share resources like CPU, memory, network etc. This type of virtualization is more cost efficient but may affect the performance on the hypervisor at all if one or more virtual machines are overloaded
· OS-level virtualization is a bit different than the other two types of virtualizations as it does not require a hypervisor because all guest virtual machines and the resources being used are managed by the host OS. The biggest drawback of this type of virtualization is that all guest virtual machines (containers) must run the operating system like the host one. An example of such virtualization is LXC (Linux Containers)

As we already described virtualization as a technology, cloud computing is a methodology that requires virtualization to operate. Unlike virtualization that requires its own hardware to operate, cloud computing is a pool of already virtualized resources like CPU, memory, network, and storage and all these resources can be allocated from separate locations. Cloud computing is an abstract level of any hardware resources grouped or separated individually that can be shared across a network. Also, the virtual machines and most of the other virtual resources can easily scale in or out according to the business needs and requirements.

Virtual machine in the context of Cloud Computing

A virtual machine in the context of cloud computing is usually an on-demand service using the Pay per Use billing model which makes it more cost effective as it can be easily scaled in or scaled out according to the requirements of the application running on top or whatever its purpose is. Also, in the common case virtual machines served by the cloud computing service providers can be upgraded and downgraded with no downtime as reboot is required only in extremely specific situations. 
Basically, the virtual machines consist of the mandatory hardware – CPU, memory, storage, and network, but in their virtual versions. In cloud computing each virtual machine is a single configuration file usually in XML or JSON formal and once modified it can be applied which immediately affects the virtual machine configuration. 
The cloud computing model allows organizations to utilize virtual machines for their IT infrastructure without the need of IT engineers to manage the hardware, the network and the whole underlying infrastructure whereas the organization can focus on the main business developing the necessary applications for the business needs. 
Virtual machine in the context of Cloud Computing significantly reduces the cost and effort for managing and maintaining a company’s IT infrastructure in comparison to on-premises virtual environment because there is no need for on-site hardware servers, IT staff to manage it and costs like power, hardware maintenance, network maintenance for the virtual environment.
The conclusion of the above in terms of using virtual machines in the context of cloud computing compared to on-premises cloud environment is that cloud computing is more cost effective, reliable, scalable and provides higher availability.

Evaluation of Cloud benefits

We can separate the cloud computing service in three main sub-services – Infrastructure as a Service (IaaS), Platform as a Service (PaaS) and Software as a Service (SaaS) where each of these services has its own advantages and disadvantages that we will discuss below.
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· Infrastructure as a Service – IaaS provides all the necessary resources like CPU, memory, storage, network, and software as a cloud service in order to replace the traditional on-premises servers and data centers. This service provides you with the option to rent the necessary resources from another company instead of ownership. Those who prefer to move to IaaS can choose to deploy in one of three different service models defined by the National Institute of Standards Technology (NIST).
- Private Cloud – Infrastructure services are delivered and ultimately meant for use by a single organization. The physical/underlying infrastructure may be owned and managed by the organization or by third party service provider or in combination. 
- Public Cloud – Infrastructure services are provisioned for use by multiple tenants and the physical infrastructure may be owned by an organization, academic or even government organization or some combination but it exits on premises of the cloud provider.
-Hybrid Cloud - A company chooses to leverage both public cloud and private cloud for applications or overall architecture. The two cloud models remain unique entities but are bound together by standardized or proprietary technology that enables data and application portability.
Some of the advantages of Infrastructure as a Service are:
- Pay for what you use – fees are calculated on usage-based metrics, usually per per hour billing model
- Dynamically scalable – easily add capacity in peak time and scale down when needed
- Reallocation of IT resources – freeing up the IT staff for higher valuable projects
- Reduced downtime – IaaS allows instant recovery from outages
- Increased security – IaaS providers take care of the security and invest a lot of security technologies and expertise

On the other hand, as disadvantages of IaaS can be considered the following:
- Unexpected costs – additional costs can add up or peak usage could be more than expected
- Security risks – while the cloud provider takes care of the infrastructure, the customer is responsible for everything on top of that
- Lack of support – only the underlying infrastructure is supported and maintained by the cloud provider
- Vendor Lock-in – migrating from one provider to another can extremely challenging task

· Platform as a Service – PaaS can be described as a hosted infrastructure delivered by the cloud service providers. Platform as a Service is the preferred choice for small businesses and startup companies as it is cost effective while providing access to state-of-the-art resources. PaaS is the middle layer between IaaS and SaaS which includes. Platform as a Service consists of the underlying physical infrastructure, the hypervisor, and virtual machines plus development platform, database, and all other services necessary for development, testing and deployment of an application.
Some of the advantages of Platform as a Service are:
- Cost effective – there is no need to purchase hardware and maintain it
- Time savings – there is no need to waste time for setting up, configuring and maintaining the core stack
- Increased security – PaaS providers take care of the security for the physical and virtual environment, so the developers need to focus only on application-level security
- Flexibility – allows the staff to log in and work on the applications from anywhere
Disadvantages of PaaS are:
- Vendor dependency – very dependent upon the vendor’s capabilities
- Risk of Lock-in – the customers may get locked into a language, interface, or program they do not need anymore
- Compatibility – problems may arise if PaaS is used in conjunction with existing development platforms

· Software as a Service – SaaS is a software deployment model that allows the customer to build applications on cloud infrastructure and make them accessible online. SaaS can be considered as the top-level layer in a cloud environment built on top of PaaS.
Some of the advantages of Software as a Service are:
- Accessibility – can run on any device in a web browser 24/7
- Cost effective – there is no need for hardware, licensing management and provides flexible billing like Pay per Use
- Scalability – easy scalable, if necessary, when demand is increasing
- Data security – automated data backups managed by the cloud service provider
Disadvantages of SaaS are:
- Loss of control – the provider manages everything making the customer dependent on its capabilities
- Limited customization – most SaaS providers do not allow big customizations done by the customer
- Slower speed – SaaS solutions may have higher latency compared to IaaS, PaaS, or on-premises solutions

 High Availability

All major cloud service providers deliver high availability services allowing the customer to choose from different models at different prices according to their requirements. Below two options will be considered for migrating to cloud infrastructure assuming the chosen cloud service provider is Azure. 

·  A very high budget with no cost limit – in this case Infrastructure as a Service is probably the best choice. As not all regions support availability zones, IaaS must be deployed in a region that supports AZ in order to ensure high availability and resilience in case of failover such as hardware or network failure, flood or any other disaster that may occur and bring the service down. 
In addition to the availability zones, cross-region replication should also be 	used which will ensure that the service will remain available in case of huge 	disaster affecting the whole primary region. Using cross-region replication 	also provides lower latency. Also the use of RDS (Relational Database 		Service) is very important because it creates a replica of the database in 	different availability zone which ensures the database will be accessible in 	case of failover. 
The solutions must also include autoscaling allowing the system to auto 	provision the necessary number of instances to handle unexpected peaks 	with no limits. The autoscaling group consists of virtual machines with a 	minimum and a maximum number of instances and automatically scale-in 	and out depending on the current load.
In terms of security using Bastion servers is mandatory, so no direct access 	is possible from outside. The Bastion servers (jumphosts) are used as an 	entry point to all other virtual machines of a particular infrastructure. Using 	this approach together with MFA (Multi-Factor Authentication) significantly 	increases the security of the whole customer’s infrastructure. Nowadays, 	using MFA is a must because using just a regular password is too dangerous 	as it can be hijacked easily in many ways. MFA provides additional layers of 	authentication where the customer needs to know the passwords plus 	having access to a physical device or another online platform to confirm 	logging in to the system. Usually setting up a third level of authentication is 	recommended which makes unauthorized access to the system nearly 	impossible.

· A medium budget where some loss of service can be tolerated under certain circumstances – in this scenario the use of PaaS in a single or multi availability zones in a single region is a good choice as this will significantly reduce the cost in comparison to the first solution. Although some loss of service may occur in certain circumstances like natural disasters, for example earthquake or flood in the region where the platform is deployed. Also, in order to reduce the cost usage of autoscaling groups could be avoided or limited. 
Although the budget is limited there should be no compromises in terms of 	security, the same measures must be taken as in the first solution in order 	to protect the systems at the level where the customer is responsible. 	Bastions and MFA must be implemented as well as least privilege principle. 	The least privilege principle is designed in a such way, so each entity is 	granted the minimum system resources and authorizations that the entity 	needs to perform its functions.

Conclusion

The conclusion of the above is that Cloud Computing and cloud service providers allow the business to reduce their IT costs while having high available and secured platforms that can easily scaled according to the needs. Using cloud services also eliminates the necessity for the company to hire IT engineers for maintaining on-premises infrastructure, so they can focus on their business projects.
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