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Executive Summary
There is a rising political awareness surrounding national security issues posed by ByteDance and its subsidiary company TikTok. The public and lawmakers have the right to be worried; various data points are available, including the connection of ByteDance to its Chinese Communist Party and the social manipulation aspect. Efforts are made to limit these risks, including storing TikTok information on U.S. servers. There should be extra measures such as forced sales of the company operations and even completely banning ByteDance. The national security threat is among regulators' many challenges when protecting citizens using social media platforms. ByteDance is a helpful case study for examining the wider issues surrounding social media use. Misinformation is common from social media platforms, which poses serious issues for democracy. At present, it is difficult to hold social media organizations accountable. Ensuring user information is safe and not being exploited demands recommendations that can be taken together. This paper explores the policy solutions to address the issues ByteDance faces. 


[bookmark: _Toc139557435][bookmark: _Toc1920035993]1.0 Introduction
At eleven years old, ByteDance is the world's most valuable startup, shattering records for growth. With over 1.9 billion active users monthly in over 150 nations and a workforce of over 110,000, ByteDance recorded revenues worth $180 billion. ByteDance continues exploring new markets and areas, including education, games, and e-commerce. This paper explains the technology challenges ByteDance faces and provides policy recommendations to help the company succeed in the competitive business environment. This paper uses three key approaches. The first approach is to evaluate ByteDance’s marketing activity, which explains the importance of marketing and uses Porter's five forces and SWOT analysis to explain ByteDance's marketing. The second approach evaluates the shortcomings of ByteDance Company's marketing approach. The final part offers recommendations for improving the company's marketing strategy. 
[bookmark: _Toc139557436][bookmark: _Toc1955654529]2.0 ByteDance’s Macro and Micro Environment Analysis
[bookmark: _Toc139557437][bookmark: _Toc1448451568]2.1 ByteDance’s Marketing Mix
Marketing mix is important because it helps a company to have consumer engagement. According to Morgan et al. (2019), marketing is an effective tool because customers are engaged by being informed of what they do not know and forming good content around the services and products. Marketing is also key for maintaining and building a reputation. With marketing, a company easily builds relationships between the business and its clients (Morgan et al., 2019). A business only grows when it has long-lasting relationships with clients. Marketing is also an effective tool for businesses to make informed decisions. ByteDance’s business success revolves around its effective marketing operations that have sustained its growth and profitability. 
[bookmark: _Toc250880984]2.2 Target Market
ByteDance's target market is primarily millennial users, especially those who enjoy using social media and are interested in creative content and personalised experiences. Their products, Douyin and TikTok, provide easy-to-use short video creation tools and personalised content recommendations. Algorithms are able to make recommendations based on the user's interests and behaviours, ensuring that they get content that matches their preferences. This includes dance, food, music, travel and other niche categories (Liu, 2022). This shows that the scope of ByteDance's target market has expanded. Unlike other competitors, ByteDance emphasises on creativity and personalisation, and secondly, they provide more accurate content recommendation and ad targeting through algorithms and data analytics, providing advertisers with higher placement results By segmenting the market in this way, ByteDance has gained high brand loyalty, a strong customer base and high sales revenue.
[bookmark: _Toc1046299027]2.3 The Marketing Mix
[bookmark: _Toc1551645153]2.3.1 Product Strategy
ByteDance has two product strategies. The first one is a high frequency optimization of its product provisions and features. ByteDance’s recommendation algorithm is its biggest highlight. The recommendations chooses high-quality videos, and shows them to users. This approach provides a multi-dimensional interactive gameplay. The second is the hot content marketing using topic challenge. Topic challenges are the topics that the company customizes for its partners; brand, super and regional challenges. 
[bookmark: _Toc1606160950]2.3.2 Price Strategy
Various kinds of advertisement placement, using accurate algorithm recommendations, is an important aspect of revenue for the platform. ByteDance uses its short video pricing strategy. There are also official marketing service and professional commercialization. ByteDance owns a professional commercialization team which offers customized customer services. The Giant Engine also includes rich marketing resources.
[bookmark: _Toc877643860]2.3.3 Place Strategy
ByteDance has horizontally integrated its primary platform resources. Horizontal integration is when there is a connection of different internet products to accomplish mutual infusion. The company has also expanded its influence using ‘online topics and offline activities model. Most activities completed under the company are done using the online topic triggering, online heat continuation and online pre-heating models. 
[bookmark: _Toc1642667424]2.3.4 Promotion Strategy
The company improves fan interaction using the OKR approach. ByteDance uses an SSP strategy, which focuses on accelerating new projects by offering immediate access to the best-in-class operations and technology. A few organizations have imitated the company's strategy successfully. The Objectives and Key Results (OKR) system is the first business enabler (Stray et al. 2022). ByteDance uses a strategy inspired by Google, emphasizing the need for a bi-monthly Objectives and Key Results system. According to Herkenrath et al. (2023), the OKR system starts from the top, aligning the actions and priorities of the product teams and SSP. All OKRs are visible to everyone. 

ByteDance eliminates group thinking through its OKR system. The second factor for ByteDance’s success is its flattened hierarchy. In order to enhance sharing and collaboration, ByteDance used its 360-degree performance assessment method. Unlike other Chinese-based companies, ByteDance does not use titles, and the flattened hierarchy helps workers focus on their duties rather than status. Workers have easy access to senior officials and receive help easily, which is facilitated through shared OKRs and not worrying about differences in titles. Mentorship is also done rapidly in ByteDance, especially among peers who see each other as working towards a common objective. 
[bookmark: _Toc139557438][bookmark: _Toc261629336]2.4 SWOT Analysis
[bookmark: _Toc139557439][bookmark: _Toc1305224743]2.4.1 Strengths
ByteDance has a wide user base. The company has a large user base gives the business a wide target audience (Auxier & Anderson, 2021). At the same time, the platforms ByteDance uses and provides are known for focusing too much on user-generated content and creativity. This means all the content in the platform is original and engaging, frees the company's potential liability. ByteDance is also known for successfully integrating machine learning and AI into its operations and business strategy. Thus, offering advertisers precise, accurate user targeting and delivery help attract a bigger audience base (ICMR, 2020). This has helped to improve advertising efficiency and helped ByteDance to accomplish its marketing goals. 
[bookmark: _Toc139557440][bookmark: _Toc366801496]2.4.2 Weaknesses
Despite its popularity, ByteDance faces low brand recognition in some regions and countries. This means that ByteDance misses out heavily on profits in some industries and some countries. Since ByteDance is an online-based business, there is an unavoidable issue with privacy. Thus, users' rising security and privacy issues pose a serious weakness for ByteDance (Chan & Hadero, 2023). This is a major weakness for ByteDance because it risks losing business and exposing large volumes of user data to unauthorized third parties. The third weakness of ByteDance is its ongoing issues surrounding policy risks and regulatory pressures in foreign countries (Aragòn-Correa et al. 2020). Its international expansion efforts have not been successful, with the company facing notable regulations and pressures that hamper its operations in international marketplaces. 
[bookmark: _Toc139557441][bookmark: _Toc1554676382]2.4.3 Opportunities
ByteDance faces some weaknesses that hamper its business growth and sustainability. However, there are marketing opportunities that should help ByteDance to succeed. The first opportunity for ByteDance to maximize its advertising platform and user data. This opportunity should help ByteDance to attract more advertisers and identify new opportunities within the marketing space. Another opportunity for ByteDance is to invest in emerging markets (Paul et al. 2021). ByteDance should be able to attract many more users when it offers localized content and services. The content should meet the demands of local consumers and comply with their local demands and cultures (Paul, 2019). The third opportunity for ByteDance is to improve user experience and further expand the user base by focusing on product improvement and technological innovation. 
[bookmark: _Toc139557442][bookmark: _Toc1012419225]2.4.4 Threats
ByteDance faces rivalry from established social media platforms, including Facebook, Snapchat, and Instagram. This challenge of intense business rivalry makes ByteDance find it completely difficult to dominate the marketplace (Liu, 2022). Another business threat ByteDance faces is the risk of user churn. ByteDance should continue offering engaging user content and features to retain existing users and attract newer ones. The political tensions between the U.S. and China, and in the Asia Pacific regions, threaten business success (Kapustina et al. 2020). Finally, ByteDance's Platforms encounter regulatory issues and temporary bans in various countries (Chan & Hadero, 2023). These regions where ByteDance is limited include the U.S. and Indonesia.  
[bookmark: _Toc139557443][bookmark: _Toc1216979394]2.5 Porter’s Five Forces Analysis
Competitive Rivalry-This force explains the competition businesses face from rival firms in the same industry. According to Feldkamp (2022), this is a HIGH force as there is intense competition from rival, established firms that provide better services and user-generated content. ByteDance has a unique positioning because of its user-generated content. 

The threat of new entrants-Any potential new entrants into a business affects its sustainability and operations. New entrants are observed mostly through firms entering new markets and attempting to disrupt the existing business order. This threat is LOW because of a high entry barrier (Lan, 2022). ByteDance, with its workforce base, profit returns, and revenue margins, has a strong market position. This helps ByteDance to continue operating without any threats of future irrelevance in the marketplace. 

The threat of substitutes is mostly high whenever rival firms outside the industry provide more attractive and lower-cost products. Buyers are then allowed to make the performance/price tradeoff. This threat is MODERATE. There are alternatives in the marketplace that provide vital services (Anderson, 2020).

Bargaining Power of Customers-This power is the belief that consumers easily apply pressures on companies to reduce the prices of products, increase quality, and even offer improved customer care services. This threat is LOW. This is because there are various product choices for consumers. The continuous innovation and value proposition by ByteDance gives the consumers low bargaining power because the company meets the ever-evolving consumer demands easily and readily. 

Bargaining power of suppliers-This is the belief that suppliers could pressure organizations to reduce product availability or quality and even raise product prices. This force is MODERATE. ByteDance relies on technology and the content ecosystem. All content is user generated; therefore, there is no dependence on individual suppliers. 

In summary, Porter's five forces framework identifies that the company uses social media for marketing activities. These include social commerce, data-driven personalization, and user-generated content. In this case, it is necessary that ByteDance addresses the high consumer bargaining power and manage the content creators’ high bargaining powers. Based on the SWOT analysis and Porter's five forces framework analysis, ByteDance uses social media as an effective marketing tool. The company should address its data privacy regulation issues and diversify its innovation capabilities to remain competitive. 
[bookmark: _Toc139557444][bookmark: _Toc1138420930]3.0 The Challenges ByteDance Faces
[bookmark: _Toc139557445][bookmark: _Toc1508759387]3.1 Privacy and Security Issues for Users
ByteDance has been at the center of numerous security issues and privacy violations. ByteDance is regularly accused of posing major privacy risks and security threats to users. This resulted in private organizations and the U.S. government banning workers from using the applications on their work devices (Marwick, 2022). ByteDance gathers numerous data volumes. According to Fan et al. (2023), ByteDance’s data pursuit does not involve collecting information about users’ preferences or tracking the content they share and like on the application. The company's privacy policy mentions that it gathers information one provides through composing, sending, and even receiving messages. ByteDance gathers messages and data and the content created or written that one does not share. 

ByteDance maximizes all access permission granted, gathering information regarding the screen resolution and phone models, email addresses, contact lists, and phone locations. User data is stored in Singapore. China's law demands that ByteDance, like every other company, must submit user data on request. ByteDance gathers user information even when they have not used or installed the application (Jia & Ruan, 2020). It collects peoples' data whether they need it or not. ByteDance's maximization of legal loopholes to carry out keylogging presents a major challenge. 
[bookmark: _Toc139557446][bookmark: _Toc232113533]3.2 The Challenge of Risk of User Churn
Staying abreast of consumer churn is an important necessity for a successful and healthy business. According to Edwine et al. (2022), most organizations having subscription-based business models constantly monitor the churn rate among their consumer base. The costs of acquisition of new customers are high, making the predictive models for customer churn appealing as they help organizations to maintain existing clients at higher rates (Becker et al. 2020). For ByteDance, churn is whenever a customer terminates a subscription. The problem with churn rates is that ByteDance loses consumer trust and significant profit margins. 

Customer churn is a rare event whenever a business is in good shape. Deligiannis & Argyriou (2020) mention that this results in class imbalance, where various churner consumers are smaller than the majority. This class imbalance results in poor predictions because the machine models that maximize accuracy cannot define accuracy (Faritha Banu et al. 2022). The challenge caused by customer churn is a serious issue for ByteDance to consider and overcome because it is the definition between success and failure. A business cannot function without its customers. Given the high rates of privacy and security issues facing ByteDance, customer churn is predicted to cost the business huge financial losses. 
[bookmark: _Toc139557447][bookmark: _Toc1301846179]3.3 Regulatory Challenges
Governments worldwide are attempting to ban ByteDance because it poses major security threats. Lawmakers across the U.S., Canada, and Europe have increased their efforts to limit TikTok access, a company owned by ByteDance (Koleson, 2020). These bans have mostly cited security threats. Governments are banning ByteDance because of its relationship with China. According to Wu & Cen (2022), Regulators and lawmakers from the West have expressed concerns that ByteDance has placed sensitive user information, such as location data, in the Chinese government's hands. Regulators also point to laws allowing China to secretly demand information from Chinese agencies and citizens for its intelligence-collection efforts. 

Lawmakers and regulators expressed concerns that China was using ByteDance, specifically TikTok, to collect data. According to Jia & Stan (2021), India banned ByteDance in mid-2020, which led to the company losing a big market share. The Indian government cracked down on many Chinese-owned applications, arguing that these applications secretly transmitted user information to Chinese servers. Many other countries, such as Australia, Britain, and Canada, have banned ByteDance from official government devices. Clausius (2022) also mention that Since November, the U.S. has demanded that many states ban ByteDance and TikTok from colleges and government offices. The bans, however, are not part of personal devices. In this regard, the ban by governments and countries globally has caused serious issues for the company, including losing a bigger market share. These are the three major challenges that ByteDance and its subsidiary company TikTok must overcome to remain relevant in the competitive business environment. 
[bookmark: _Toc139557448]

[bookmark: _Toc1565334817]4.0 Recommendations for Improvement
[bookmark: _Toc139557449][bookmark: _Toc1907593569]4.1 The Solution to Privacy and Security Issues for Users
An analysis of the company’s digital marketing efforts shows a gap in the protection of its consumers. ByteDance can protect consumers from exploitation by improving encryption protection to give customers a good experience. According to Singh & Kaur (2015), Encryption is key for businesses as it allows them to safeguard confidential data by turning them into a form that cannot be read without any keys. Encryption makes it difficult for criminals to steal and misuse information because only individuals with these keys can access them (Singh & Kaur, 2015). For ByteDance, it should carry out a data audit to identify data throughout the organization. This data should be categorized based on the use case, accessibility need, and sensitivity. 

Maathavan & Venkatraman (2022) mention that the data categorization should be followed by preparing a data inventory that helps the company understand the data that should be safeguarded and the compliance laws applicable. To give consumers the confidence required for success, ByteDance should form and publish a clear data usage and privacy policy. This aspect involves defining and implementing a clear data privacy policy and communicating it to every stakeholder (Maathavan & Venkatraman, 2022). This policy must explain people allowed to access data and the method of access and clearly mention how data is used. Undertaking regular data backups and storing these backups in secure locations is mandatory. Even when ByteDance is the target of attacks, it can still access its data. 
[bookmark: _Toc139557450][bookmark: _Toc1141748120]4.2 The solution to the Challenge of Risk of User Churn
From the SWOT analysis, a major challenge ByteDance faces is the prospect of holding to its clients. The user churn will force customers to walk away from the company in case of challenges. ByteDance must focus on user feedback and market trends using data analysis, market insight, and user research. According to Am et al. (2020), this aspect involves constant innovation and quality improvement to meet the rising user needs. By listening to the immediate feedback users provide, the company would minimize churn (Milner & Furnham, 2017). Regardless, an accurate churn prediction model helps the company enhance consumer feedback further while accommodating their needs (Borah et al., 2020). To improve churn prediction results, ByteDance must improve its training dataset and experiment with churn modeling through advanced hybrid approaches. ByteDance's present training dataset mostly comprises features computed through simple linear averaging. If there is a well-developed model, it will improve the company's responsiveness toward consumer feedback. 

Besides, ByteDance must experiment with the modeling churn and use a dataset supported by features, including the customer usage statistics in their previous six months. According to Maan & Maan (2023), churn modeling with these time series must help identify and incorporate more complicated consumer patterns into the churn prediction. This hybrid model method is useful because it helps identify the risks of consumer churn and the potential of turning them loyal (Figalist et al., 2019). Analyzing market trends is also important for overall business success and sustainability. Businesses succeed only when they have the best model to assess consumer demands and needs. The market demands are key for businesses to help ByteDance to understand consumer needs, which helps the company to remodel its activities.
[bookmark: _Toc139557451][bookmark: _Toc1594266895]4.3 The Solution to Address Regulatory Challenges
The target market analysis shows that ByteDance faces a major hindrance in its expansion efforts. This is because of the difficulties to navigate the complex marketplace. For the regulator requirements in various regions and countries, ByteDance must ensure its products and services comply with domestic laws. Ardigó (2019) mentions that this can be accomplished by actively collaborating with governments and regulators. As users post and watch videos, ByteDance collects data behind the scene, tracking users' online activities and preferences. ByteDance’s global growth and expansion has resulted in regulatory issues for countries globally. Governments have found it difficult to address the widening scope of digital regulations in China, from India, Pakistan, Japan, and the U.S. to Australia. This has set the stage for global data collection by China. As data is gathered without consent, the privacy of companies, government bodies, and individuals is at a huge risk, posing a serious national security threat (Lincicome et al. 2023). The wide digital landscape in China has produced a system that powerfully challenges democracies globally. A few governments have established and implemented a sustainable and clear local approach to manage data sharing among platforms, national governments, and users. 

These regulations are ineffective when they do not work internationally. 
Therefore, governments must work together to create basic data-transfer agreements. For example, China and the EU should form guidelines on ways organizations deal with data transfer across borders. Countries must ensure they develop strong national data-protection laws. This implies re-prioritizing the national security issues above company growth and profits in other nations (Lin, 2022). Whenever it concerns the regulation of global technology organizations, financial issues are lower for tech importers (Suda, 2020). Wealthy nations should assist the less affluent ones in creating the technical infrastructure required for digital oversight (Voss, 2022). ByteDance should coordinate with other governments to help the company have better relationships with the company. These policies should help ByteDance understand the national security issues the company faces and create the right methods to deal with issues surrounding user data. 
[bookmark: _Toc139557452]

[bookmark: _Toc690240646]5.0 Conclusion
The macro and micro business environment analysis of ByteDance demonstrates that the company has faced serious hurdles for over a decade. As identified, the challenges ByteDance faces include ensuring the quality of its content and data privacy issues. ByteDance also finds it difficult to leverage its impact on social media networks and reduce the perceived usefulness for users. The recommendations show that ByteDance must improve content quality and adopt a more refined content filtering method. This promotes high-quality content. According to these findings, ByteDance uses social media as a marketing platform to achieve a competitive advantage. At the same time, there is an option for ByteDance to develop its offerings better. ByteDance must focus on data privacy regulatory issues and diversifying innovative capabilities that should help the company. The core of the company's recommended strategies should revolve around addressing regulatory challenges. ByteDance should work with governments globally to find amicable solutions to national security priorities. ByteDance should also encrypt user data to overcome the threat posed by user privacy issues. If these issues are addressed, user churn risks will be reduced. These are the best recommendations that should help ByteDance to achieve business growth, sustainability, and success amid the backlash of exposing user data.
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Promote the Benefits of Technology and Digital Inclusion
promate digital nclusion.

al governance

In order to ensure the effective development of digital governance, Tik Tok Group continues to build the
corresponding governance system and improve the management system and mechanism. The Group has set up
content safety quality center, business ecology and safety departments, and set up special teams in business lines
and products to improve content quality, follow up user feedback and create a heathy platform ecology.

1n 2022, we improved the management methods of content, e-commerce, live broadcast and advertising, and
carried out special governance; At the same time, the professional ability of auditors and risk awareness were
strengthened, and 637 training sessions were held throughout the year, covering 330,761 person-times.

For content governance:
Formulate "Today's Headline Community Norms';In 2022, the Tik Tok Convention an Community Sef-discipline wasrevised.

Give a clear definition and governance standards for phenomena suich as cyber violence and faise information dissemination.

For e-commerce governance:

 commac content: rormuteGenea s o the Wanagement of £ commarc ratrs,Speccatonsfor e Creston f
£ commeraContnt and Gonal R o the Naagemcnt f s Vs 2122 h gh-Quaty comen mamual o

commac,ihe e 10 hgh Al CoNanL K USRS 20 1 SPFRLAI NG e Sem f T QS Sihars

o,

‘Commdity governance: n 2022, the General Rules ofE-commerce in Tik Tok and Subspecifcations of Commdity Quality were
formulated.

Upgrade "Sub-standard of Bu:

ess Continuing Operation” to "Standard of Business Credit Rating”

For live broadcast governance:
Formulate the Regulations on the Ad:

nistration of Live Broadcasting Organizations in Tik Tok in 2022.

For advert
Formulate "Guidelines on Access-Control Rles for uge Thousand Rivers* and " Regulations on Service Hanagement for Huge Thousand Rivers",

\g governance:

102022, the "Huge Engine-Advertising Management Specification” and the "Rulesfor the Management of Violation Points of Data
Promotion Behavior” were revised.
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Help rural sustainable development

Beijing ByteDance continues to pay attention to rural development issues. In 2021, we launched the "Byte Village Plan", focusing on the direction of industry, culture and talents

Help rural areas to create new formats of agricultural products and cultural tourism, cultvate digital talents with new media skills, and help rural areas achieve sustainable development
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inthe villa

Tik Tok e-commerce drives 1.793 million agricultural special products to be sold tothe whole country.

© By December 2021, there were more than 40,000 creators in Tik Tok.

© 1n 2021, the videos related to agriculture, rural areas and farmers in Tik Tok were broadcast more than 4.2 billion times a day.

O From February 2021 to February 2022, 34,38 million videos related to rural areas n Tik Tok were added, and 1.22 million villages were punched i,
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Carry forward the traditional culture

ByteDance actively plays its role as a platform, guiding the public to protect and inherit Chinese traditional culture through innovative communication methods and cariers.
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The National Intangible Cultural Heritage Project in Tik Tok (January-December 2021)
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Promote the Benefits of Technology and Digital inclusion S

User privacy protection

Inorderto protect the privacy of users’ personal information, Tik Tok Group has formulated the Safety Standard for
PersonalInformation Protection and publicly released the Five Principles of Privacy Protection and the privacy protection
policies of each product, clarifying the company's access rights, usage methods and reparting channels for each praduct's
privacy data, and ensuring that users’ privacy rights and Interests are notinfringed.
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Use information Protect your privacy well,

Information security propaganda

In order to enhance information security awareness and improve information security protection skills, Tik
Tok Group actively carried out employee training, held industry exchanges and schoolenterprise joint
projects to deepen information security awareress

Internally, Tik Tok Graup has set up compulsory training for employees and customized training fordifferent positions and
businesses accordingto different information security themes, and made good use of securlty awareness cartoons and
interesting shortvideos to convey information security knowledge n daily work and enhance the information security
awarenes: of all employees. In 2022, the company caried out 102 training and sharing exchanges, coveringa total of
196,000 people, and the training satisfaction reached 94.9%.

Externally, Tk Tok Group actively publicizes information security knowledge through summit forums, seminars and other
channels, sharesthe research resuls obtained by exchange companiesin the fild of information security, and promotes
the common growth of theindustry.

102 sie 19.6 tenthousana 94.9%

The company conductsaining and exchanges.  Curniave Training satisfaction reached

1
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Promote the Benefits of Technology and Digital Inclusion e

Enhance digital trust

ik Tok Group is committed to strengthening information security and privacy protection, optimizing digital
governance measures, consolidating the digtal trust system, and providing users with safer and better digital
services.
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